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BE3OITACHOCTB UCITOJIb3OBAHUSA BAHKOMATOB 1
TEPMHWHAJIOB

CBersmmunbiii B.A., Oanmenxo 10.H.

XapbKOBCKHAM HAIMOHAJIbHBIA YHUBEPCUTET BHYTPEHHUX A€M, XAPbKOB, Y KpanHa

B pabome paccmompensi 6onpocsl 6€30nacH020 UCNONb306aH U OAHKOMAMOS U MEPMUHAI08 NPU
ocywecmeinenuu unancosvix mpansakyui. Iloxasanst naubonee pacnpocmpanenHvie Munsl
000pYOOBAHUS, UCNONb3YeMble MOUIEHHUKAMU OJI YCMAHOBKU 6 OAHKOMAMbL U MEPMUHATD.
Cohopmuposanvt npasuia 6e30nacHocmu npu UCHOAL308AHUU NAACHIUKOEbIX OAHKOBCKUX KAP.

Knwueswvie cnoea: oanxomam, ATM - Automated Teller Machine, mepmunan, 6anxosckas
HIGMENCHASL KAPMA, CKUMMUHE, CKummep, wummep, I[IMH - koo, Ouchencep, rkapmpuoep,
ActivEdge, komnsiomep, cmapmgbon, Secure Revolving System

BBenenue

Ha ceromusammuuii AeHb TMOCTOSHHO HWCHOMB3YEeTCI MHOXKECTBO —Pa3IMUHbBIX
BBICOKOTEXHOJIOTHYHBIX ~ YCTPOWCTB: KOMIBIOTEPOB, CMapT(OHOB, OAHKOBCKHUX
MJIATSKHBIX KapT, TEPMUHAIOB, OankomaToB u T.a. JIroOoit Gankomar (mm ATM -
Automated Teller Machine) mpencraBiasier co0oif KOMMIBIOTEP, COBMEIICHHBIN C
ceiiom. KommproTep, Kak mNpaBWIIO, OCHAIEH YCTPONCTBOM BBOJAQ, AWCIICEM,
KapTpuaepoM (yCTPOHCTBOM JIJIsi YTCHUS JTAHHBIX C IMJIACTUKOBOW KaPTHI ), MPE3EHTEPOM
(s BBIJAYM K3IIA) W YEKOBBIM/KypHAJIbHBIM TNpPUHTEpoM. CaMbiM BaXHBIM
YCTPOHCTBOM B OaHKOMATE SIBJICTCS AUCIICHCED - YCTPOUCTBO, IPEAHAZHAYCHHOES IS
BBIJIAUH/TIONyUEHHUS JEHEKHBIX KYITIOP, TPOBEPKH WX TOJTHHHOCTH Y COPTHPOBKH.

[TocTOAHHO TOSBASAIOTCS HOBBIE MOJICIIH, TIPOTPAMMBI M CEPBUCHL. Bee 3TO memaer
HaIy XHU3Hb yA00HEee, HO TPeOyeT ONpeIeICHHBIX HAaBBIKOB U 3HaHUH. K coxkajeHuro,
OJTHOBPEMEHHO C PA3BUTHEM TAKUX YCTPOWCTB MOSBJISIOTCS BUIBI MOIICHHHYCCTBA,
KOTOPBIE TIO3BOJIAIOT MPUCBOUTH JICHEXKHBIC CPEACTBA TpaxkaaH. YToObl He ToaaTses
Ha YJIOBKH 3JIOYMBITIIJICHHUKOB, TOCTATOYHO 3HATh, KAK OHH JCHCTBYIOT, M COOJTIOIAThH
mpasmia 0€30MaCHOTO UCMOJTE30BAHUS YCTPOMCTB.

OCHOBHOM TEKCT

Ilenpto paboTel sBsieTCS (PopMHpPOBAHHME PEKOMEHAAIMA MW NPaBHI U
0€30MacHOr0 UCIOJIb30BaHUA B OaHKOMAarax M TEPMHUHAJAX IUIATEKHBIX KapT C
MarHUTHOM TTOJIOCOM.

AHaIUTHUYECKHUE HWCClIeAoBaHusA, TmpoBeneHHbie B 2016 romy »skcnepramu
aMepuKaHCKOW KoMmmanuu Visa Inc., mokazamm, 4To JHMaAepaMy CPead HE3aKOHHBIX
ormeparuii ¢ 0AaHKOBCKUMH KapTaMH SIBJIIOTCS CKUMMUHT U online - MOIIIEHHUYECTBO.
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CxkuMMuHT (OT aHri. skim - cHUMaTh CIMBKHM) - CO3JaHWE KOTIMA MAarHUTHOM MOJIOCHI
JUIS U3TOTOBJICHUSA KJIOHA KapThl MOJIb30BATENS C MOMOIIBIO CHECUUATIA3UPOBAHHBIX
HAKJIQJHbIX WM  BCTaBIAEMBIX BHYTPb KapTpuUaepa yYCTPOHCTB, KOTOpbIC
COOTBETCTBEHHO HA3bIBAIOTCA CKUMMeEp Wiu mmMMmep. MIMeHHO Takue ycTpoiicTBa
MOIIEHHUKHM 4Yallle BCETO YCTAaHABJIMBAIOT HA TEPMUHAIBI U OaHkoMaTbl. CKUMMUHT
npeacTaBiasieT co0ol  HakIaAKy Ha KapTpUAep W COAEPKUT  BJICKTPOHHUKY,
MPEHA3HAUCHHYIO JJI1 CUMTBHIBAHUA JIAHHBIX MArHUTHOM MOJOCHI W XPAHEHUS WU
nepeaayu 3TUX JAHHBIX MO pajMoKaHany. BeIMIaeTh CKUMMEpP MOXKET KaK YroJHO, U
JiEpKaTefib KapThl KpaHE PEeIKO MOXKET €ro pacno3Harb, TeM 00Jie€ 4TO OOBIYHO
CKMMMEp MAaCKHUPYETCS MOJ IITATHYIO HAKIAAKY HA KapTPUAEP KOHKPETHON MOAeNr
Oankomara. Tem OoJjiee 4YTO BHEIIHWN BHJ Pa3JIMUHbIX OAHKOMAaTOB HACTOJIBKO
pa3nuaeTcsa, 4TO MOAO3PEHUI MO MOBOJAY HAKIAJOK HE BO3HMKAeT. lIpakThuecku
BCErJla CKUMMHUHIOBOE YCTPOHCTBO KOMIUIEKTYETCA HAKJIAIKOW HA KIIABUATYPy WU
MHUHHUATIOPHON OECIPOBOAHON Kamepon. DTO HEOOXOAWMO 3JI0YMBIILICHHUKAM I
TOro, utodbl y3Hath [IMH-ko1 KapThI.

[To npuHIMny ACHCTBUS CKUMMEP M IIMMMEP HE OTJIMYAKOTCS JAPYr OT Jpyra.
OnHako, B MIUMMUHIE BMECTO TPAAUIIMOHHON OTHOCUTEbHO TPOMO3AKON HAKJIAKHA Ha
KapTpuJiep OaHKOMAaTa, UCMOJb3yETCsA OUEHb TOHKAsA, TMOKAs MJiaTa, YCTAHABIMBAaEMas
BHYTpb KapTpuaepa Oankomara. Illummep «moAcaxkuBaeTcs» C€  MOMOIIBIO
CHEUAIbHON KapThl-HOCUTENSA: €€ MPOCOBBIBAIOT B IIEJIb OaHKOMAaTa, A€ TOHKHMA
IMMMEDP NPUCOCIUHSIECTCA K KOHTAKTaM, CUMTHIBAIOIIMM JIAHHBIE C KapT, MOCJE YEro
KapTa-HOCUTENb ynanserca. Jlamee Bce paboTaer, Kak W NOpU  TPAAUIMOHHOM
CKMMMHUHIE, TO €CTh IOJIb30BaTe/ib OAHKOBCKOHW KapThl BCTaBJISIET B KapTpUACP
OaHKOMaTa KapTy, ¢ IMMMEP CYMTHIBAIOT BCE HEOOXOAUMbIE JAHHBIE, KOTOPBIE 3aTEM
UCIIOIb3YIOTCS 3JI0YMBIIIJICHHUKAMU J1J11 TPOU3BOJICTBA KApT-1YOJIMKATOB U CHSTHS C
WX TIOMOIIBIO JIEHEKHBIX CpPeACTB. EJNMHCTBEHHOE, HO OYEHb BAXHOE OTJIMYME
IIMMMHWHTa OT CKMMMHHIA COCTOMT B TOM, YTO HET 3aMETHBIX JAEMACKUPYIOIIUX
BHEIIIHUX MTPU3HAKOB TOTO, YTO B OAHKOMATE YCTAaHOBJIEH MMMep. Bee neno B Tom, 4Tto
TOJIIIMHA [MAMMEPA HE AO0KHA mpeBbimiare 0,1 MM, B IPOTHUBHOM cliydae OH OyJeT
MEIIaTh IJIACTUKOBBIM KapTaM. OTO B JBa pas3a TOJIIE CPEAHEH TOIIIMHBI
YEJI0BEYECKOT0 BOJIOCA.

AKTUBH3ALIMS 3AIUTHBIX MEP MPOTUB CKUMMUHTA HA 3anaae crnocoOCTBYET TOMY,
YTO 3JIOYMBIIIJIEHHUKN WIYT HOBBIE PHIHKW U MPUXOJAT, B TOM UKCIIC U B YKpauHy.
Hecmotpst Ha TO, uTO OaHKM-dKkBaiiephl (OaHKHW COOCTBEHHWKH OAaHKOMATOB) MHOTOE
JIENAOT YISl TOrO, YTOOBl 3JIOYMBINIJICHHUKAM CTAHOBUJIOCh C KaXK/IbIM TOJIOM BCE
CJIO’)KHEE BOPOBATh JEHBIU C IUIACTUKOBBIX KapT. A HMMEHHO: PEryJAPHbIA OCMOTP
0aHKOMATOB Ha HAJIMYKME CKUMMEPOB, YCTAaHOBKA MPO3PAUYHBIX AHTUCKUMMHUHIOBBIX
HaKJIQJIOK W cucTeMa OJOKMPOBKM CKOMIPOMETHUPOBAHHBIX KapT, padoTa KOTOPOM
3aKJII0YAETCS B TOM, YTO €CJIM XOTS Obl OT OJAHOTO MOJIb30BaTENs OAHKOBCKOM KapThl
nocTynaia napopManus 00 oOHAPYKEHUN CKUMMEPHBIX HAKIAA0K, TO OJIOKHPYIOTCS
BCE€ KapThl, KOTOPBIE MPOIIJIA YEPE3 3TOT OAHKOMAT 3a ONPEACTCHHBIN MEPUO] BPEMEHH,
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HanpuMmep 3a CcyTku. OJHako, MOCAECAHWN CnocoOd OuYeHb HEYI00EH, TaK Kak
MOJIb30BATENIAM KapT NPHUXOAWTCA €xarh B OaHK JJId TOJMY4YEHWUsS HOBBIX KapT,
MOCKOJIbKY WX CTapble ObUIM 3a0JIOKUPOBAHbl. 3HAYUTENILHO PpPE3YJbTATUBHEE,
TEXHUYCCKUE PEIICHUS aKTHBHOTO ¥ TIPOAKTUBHOTO THIIA.

AKTHBHOE TEXHMUYECKOE PEIICHUE TMOAPa3yMEBACT YCTAHOBKY HEOOIbITHAX
TEHEPaTOPOB SJICKTPOMArHUTHBIX TIOMEX, YCTAHABIIMBACMBIX BHYTPh OaHKOMara
BONMM3M KapTpuzaepa. Vx wu3jgydeHwWe BBIBOJUT W3 CTPOS WM OJIOKHpPyeT padoTy
paaroMoAyJieH CKUHMMEPOB M IIMMMEPOB, HO TIPH 3TOM M CTOUT 3HAYMTEIIBHO JTIOPOXKE,
YeM TPO3payHbIe AaHTHCKUMMHWHTOBBIC HAKJTAIKH.

bonee tmenmecooOpa3Ho WCMOIB30BaTh TEXHUUYECKUE PEIICHUSA, TTO3BOJISIONINE
(hvKcHpoBaTH MPEIMETHI, OCTABJICHHBIE HA MOBEPXHOCTH OaHkoMmara. B ocHOBe »Thx
TEXHOJIOTAN JICKHUT KOMITBIOTEPHBIN aHAIW3 BUACOMAAHHBIX W CHCTEMATH3MPOBAHUE
uH(pOpMaIKU, MOTYyIaeMOM OT ITAaTHBIX W JIOMOJIHATEIBHO YCTAHOBJICHHBIX Kamep
BHIcOHAOMOMeHNA. KpomMe KOHTPOIS MOHTaka CKUMMEPOB M TOCIIEAYIOIIETO
OJIOKMpOBaHUs PabOThl OaHKOMAaTa WJIM TEPMUHAIA, BUJICOAHATUTUKA TMO3BOJIACT
obecrneurBaTh 0€30MACHOCTh COTPYAHUKOB 0aHKOB. Tak, mpu MHKaccaluu OaHKoMmara
MPOCUUTHIBAETCS CKOPOCTh JBWXKEHHUS JIIOJNEH B 30HC HAOMIONEHUWSA, W B Ciydae
HamajCHUs Ha WHKACCAaTOpPOB cpabaThiBaeT SKCTPEHHOE OMOBEIICHHWE TIOJUITUN U
LEHTPA HAOIOICHUA C1y>KObl 0€30MacHOCTH OaHKa.

CucteMbl MPOAaKTUBHOMW 3aIIATHI PACCUMTAHBI HA YCIIOXKHEHUE Pa0OTH KapTPUIEPa,
7100 Ha OOHAPYKEHUE KAaKUX-THO0 HECAHKIIMOHUPOBAHHBIX JCHCTBUN ¢ OAHKOMATOM.
Eme B 2013 roay kommanus MB Telecom (Pymbiams) mpenctaBuia MeEXaHWU3M
3aIMUTHOM OBOPOTHOM cuctemsbl (Secure Revolving System, SRS), kotopsiii paboraer
Mo CIASAYIONMEH CXeMe: CHavajia MoJIb30BaTeNlb BCTABJIACT KapTy B OaHKOMAT JTMHHOM
CTOPOHOW, TakK, YTO MAarHWTHAs TIOJI0Ca PACIONaraeTcs MapaiieIbHO CTCHKE
O0aHKOMara, MOCJE€ YEro MEXaHW3M MNoBOpauyuBaeT KapTty Ha 90°, yToObl cuMTaTh
uHpopmaruio ¢ wmarauTHOM monocel. B 2014 romy w3BecTHas KOMMaHUA -
npousBoauTesb OankomatoB Diebold o6wsaBmima o paspaboTke COOCTBEHHOTO
kapTpuaepa ActivEdge, B koTopoMm cunThIBaromas HHGOPMAITUIO ¢ MATHUTHOW TTOJIOCHI
rOJIOBKA JIBUTACTCS TMEPIEHAUKYIISIPHO TPAJWIIMOHHOMY HAIPABICHUIO Pa3MEIICHUS
KapTel B Kaprpuaepe. [lpemmaraemoe pereHre TO3BONMIO CAEIATh YCTAaHOBKY
CKHMMepa OECCMBICICHHBIM. Takoe yCTPOWCTBO pemaeT OCHOBHYIO —3a/ady
AHTHCKAMMUHTA - OHO MPUHIIUITHAIIEHO HE Ta€T BO3MOXKHOCTh CUATATh HH(POPMAITHIO ¢
MarHiuTHOM TOJIOCHI TTOJIb30BATEIIBCKONA KAPTHI.

Bonee nemnieBbie MPOAKTUBHBIC TEXHUYECKUE PEIICHUS MPEANOIAral0T YCTAaHOBKY
COBPEMCHHBIX CHCTEM OXPaHHOW CHUTHAIU3alid Ha 0Oa3e BUOPAIMOHHBIX U
ANEKTPOMArHUTHBIX JATUMKOB. BuOpanmoHHbIE MAaTYMKA MO3BOJIIOT 3a(hMKCHPOBATH
COOCTBEHHO TPOIIECC YCTAHOBKH CKUMMEPA, a SJICKTPOMArHUTHBIC TATYNUKH BBISBIISIOT
IMUMMEPHI BHYTPH KapTpuaepa. Ecim cucrema momydaer moo3pUTEbHBIC TOKa3aH!s
JATUMKOB, padboTa OaHkoMaTa OJOKUPYETCA, W OTHPABISAETCA CUTHAT B CIYyKOy
0e30macHOCTH OaHKa.
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Bribop cucrembl 0Oe3onacHocTH OaHKOMara OCTaeTcad 3a OaHKUpamu, a
MOJIE30BATENIAIM OAHKOBCKMX KAapT OCTAeTCAd Ha CBOHW CTpax M PHUCK BBHITIOJHATH
(hmHAHCOBBIC TPAH3AKIINN C OAHKOBCKUMHY KapTaMH.

BoeiBOABI

JIns BnagenbiieB 0aHKOBCKUX IIJIATEKHBIX KapT ¢ MAarHUTHOM ITOJI0CO# pa3padoTaHo
OTPOMHOE KOJIMUECTBO PA3/IMUHBIX MHCTPYKLUMA U mpaBuj Oe3omnacHocTu. lIpuBenem
OCHOBHBI€ U3 HUX:

1. Ilpu npoBeneHuun omnepaiuii ¢ GAHKOBCKOW KapTO# MOJb3YHTECh TOJIBKO TEMH
OaHKOMAaTaMH, KOTOPBIC PAaCMOJ0XKEHbl B O€30MacHbBIX MecTax W 000pYyI0BaHbBI
CUCTEMOM BUJCOHAOIIOJICHHS U OXPAHOW: B rOCYJAPCTBEHHBIX YUPEKACHUAX, OaHKAX,
KPYIHBIX TOPTOBBIX I[EHTPAX U T.1.

2. OOpamiaiite BHUMaHHE HAa KapTpuaep W KiaBuarypy Oankomara. Eciau oHu
000pYyI0BaHbI KaKUMU-JINOO JOMOJIHUTEIBHBIMU  YCTPOMCTBAMHU, TO  OT
WCIOIb30BaHUS JAHHOrO OaHKOMaTa JIydille BO3JEPKAThCA W COOOIIUTh O CBOMX
MOJO3PEHUAX TI0 3apaHee COXPAHEHHBIM B CBOEM MOOWJIBHOM TejedoHE HOMepaMm
OaHKa.

3. B cinydae HEKOppPEKTHON paboThl OaHKOMATA - €CJIM OH JIOJITOE BPEMS HaXOAUTCA
B PEXUME OXHUIAHUS WM HEBOJBHO TMEPE3arpyX aercsi - OTKAXKUTECh OT €ro
UCIIONIb30BaHUsA. Bennka BEpOATHOCTh TOTO, UYTO OH NEPENpOrpaMMHUpPOBaH
3JIOYMBIIIJICHHUKAMH.

4. Hukoraa He NOJAJAaBAaTECh MOMOIINM M COBETaM ITOCTOPOHHHUX JIMI[ TPH
MPOBEICHUM omepaluii ¢ 0aHKOBCKOW KapThl B Oankomarax. CespkuTech ¢ Barum
OAHKOM - OH 00s13aH NPeAOCTaBUTh KOHCYJIbTAIIMOHHbBIE YCAYTH MO PaboTe C KapTOM.

5. Ioakmouute CMC-0aHKHUHT M OTCISKHBANTE BCE OTEpaly ¢ KapTOu.

6. Ecnu kapToii BOCHOJIb30BAJIMCh MOILICHHUKH, 3a0JIOKUPYHTE €€ M HAMUIIUTE
3asABJICHUE B OAHK 00 OTIPOTECTOBAHUHN TPaH3AKIIMM.

7. B ToproBeIX TOUKaX, pecTopaHax u kade Bce nercTeus ¢ Barrei kapToit J0KHBI
MPOUCXOUTh B BaimeM npucyTcTBUU. B MOpPOTHBHOM cCilydyae MOIICHHUKH MOTYT
MOJIYYUTh PEKBU3UTHI Baillell KapThl ¢ MNOMOIIBID CHEHUAJIBHBIX YCTPOWUCTB H
UCIIOIb30BaTh X B HAJIbHEHIIEM TSI U3TOTOBJICHUS KJIOHA KAPTHI.

['maBHOE - HE CTOMT KMCHOJIb30BATh IJIACTUKOBYIO KapTy Uil HAKOIUIEHUA. JTO
MJIATEKHOE CPEJCTBO, U MPABUJIbHEE BCETO JCPKATh HA HEM JIUIIb TY CYMMY, KOTOopas
Heo0XoauMa I TEKYIIUX PacxoI0B.



