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«Money — is common possessions. Everyone is allowed
to take as much as he wants, — in case he can this»
Wihelm Schwebel

The development of new technologies has led to the situation that
those willing to obtain «easy profit» reached to the virtual world,
which, as it turned out, promotes the spread of criminal offences
among the population. The most popular weapon of Internet
criminals — is phishing. This type of fraud is not new, but effective.
What is the essence of this campaign?

Phishing (derived from the English word fishing) — is a relatively
new type of fraud, which aims at cajolement of personal data about
customers of online auctions, services in transferring or exchanging
currency, online stores, etc. from gullible or inattentive Web users.
Internet swindlers using different methods force the users to report
personally confidential data (for example, by sending e-mails with
propositions to confirm registration of the account, containing the links
to a Web site, which design completely copies the design of well-
known resources) [1, p. 229]. That is gullible users without any
suspicions personally provide possibility for criminals to seize their
property.

Despite the fact that crimes using the Internet are committed
dozens of times per day, there are several cases of real punishment of
swindlers per year. Therefore, the idea of increasing the penalties for
phishing is fully justified. For example, it is possible to get up to 60
and 80 years of imprisonment in the US for financial crimes that affect
the economy. Cybercrime, of course, affects the economy of Ukraine.
There is a huge number of cases, when companies lost their business
by bankruptcy because of the Internet fraud.
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Nowadays law enforcement practice in the fight against
cybercrime is not unambiguous. Foreign experience demonstrates that
the facts of committing information crimes occur, but in terms of legal
regulation there is, unfortunately, no any method and procedure of
combating such manifestations. These facts are confirmed by specific
life cases. For example, Valdyr Paulo de Almeida was arrested in
Brazil. He is the chief of a major criminal, phishing gangs that within
two years seized 37 millions of US dollars by the fraud of Internet
users [2].

In the United States senator Patrick Leahy has presented to the
Congress a draft of anti-phishing law on March 1, 2005. This bill
provides that the criminals who create fake Web sites and send out
fake e-mails shall be punished by a fine of 250 000 dollars and
imprisonment for up to five years [3]. In the UK, the Law “On fraud”
was adopted in 2006 [4]. This Law prohibits the possession or
development of phishing tools for fraud [5].

Russian MP of the State Duma and the member of the Committee
on Security and Combating Corruption of Russian lower house lllia
Kostunov is developing a bill, which provides penalties for creation of
phishing Web sites. The MP stresses that the possibility of pre-trial
block of such resources should be consolidated by the law, and to
determine the norms of criminal liability for the creation and
possession of phishing Web sites.

In Ukraine, within the Explanatory note to the draft of the Law on
amendments to the Criminal Code of Ukraine (concerning the
strengthening of liability for illegal circulation of the means of
payment) No. 1272 dated from December 5, 2014 it is noted that the
legislations of the member states of the European Union define
punishment for this kind of crime and it can not be less than one year
of imprisonment that is provided by the requirements of the
«Framework Decision of the Council of the European Union to combat
illegal trafficking and counterfeiting the means of payment» dated
from May 28, 2001 [6]. It follows that dealing with Internet fraud
provides a different type and degree of liability in various countries.
Regulatory acts governing the particular type of liability are also
relatively different and may have no direct reference to phishing (or
other “new” terms such as pharming, vishing, etc.), but while
interpreting any legal norm it becomes obvious that it is the disposition
of the articles that provides this act.

That is the reason we need to work seriously on the legislative
base that does not keep up with the pace of cybercrime. International
law requires synchronization. Besides, it is necessary to train (educate)
professionals — investigators and judges to specifics of cybercrime.
This is a very specific sector that requires the possession of special
knowledge. Cybercrime — is one of the most complex negative
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phenomena, which requires deeper, more integrated, comprehensive
study for ensuring effective combating Internet fraud.
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