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OKPEMI ACIIEKTH NPOTHUAIL
THO®OPMAIIAHIN BIVMHI B YKPATHI

Anomayisn: B podOTI NMPoaHANI30BAHO 3MicT Ta CTPYKTYpYy iHpopmaniiiHOro mpoTuéopcTBa, HaBeIEHO
BU3HAYEHHS KJIIOYOBUX MOHATH Y JaHiii cepi, BU3HAUEHO XapaKTepHi pucu Ta MeTy iHdopMmauiiiHoi BiiiHu.
Ha nmigcraBi BUBYeHHs JliTepaTyPHHUX /iXKepes Ta aHATITHYHOr0 MaTepiajly 3alpoNoOHOBAHO OKpeMi 3axoau
nporuaii iHgopmaniiiniii Bilini Ta iHdopmaniiiHo-ncuxosnoriunomy BmiMBY. HaBeaeHO KOHKpeTHi
NpUKJIaIM cnpod iHdopManiiHOro BIVIMBY, PO3IVIAHYTO CTPYKTYPY BiANOBiIHMX mNOBiIOMJIeHb Ta
MeTOAMKY iX aHai3y. 3aNponoOHOBAHO CTBOPHUTH LIEHTP pearyBaHHs Ta MPOBeJeHHs crieliaJbHUX onepaiii
3 MeTol HeiiTpamidanii indopmaniiiHux 3arpos, BHIpoBaguMTH B OCBiTHil mnpounec 3aHATTA 3 «OCHOB
indopmaniiinoi Oesmexkmn», akTHBi3yBaTH HaykoBi momyku y cdepi indopmaniiinoro mporudopcrsa,
AKTHUBI3yBATH JHMCKYCiI0 HA MiKHApPOJHOMY PiBHi 11010 Bpery/Il0OBAHHS BH3HAYEHHS NOHATH TAa 3a00pOHM
indopmaniiinoi arpecii if ingopmaniiinoi 30poi.

Summary: in this paper maintenance and structure of the information confrontation are analysed, the
definitions of key concepts in this sphere are presented, the personal touches and aim of infowar are
defined. On the basis of study of literary sources and analytical materials the separate measures of
combating infowar and information psychological influence are offered. The specific examples of attempts
of information influence are presented, the structure of the proper messages and method of their analysis
are considered. It is suggested to create the center of reacting and conducting of the special operations with
the purpose of neutralization of information threats, to inculcate training of «Basics of Information
Security» in an educational process, to activate scientific searches in the field of the information
confrontation, to activate a discussion at an international level in relation to the settlement of definition of
concepts and prohibition of information aggression and information weapon.

Kniouoei cnosa: indpopmaniiina Biiina, indpopmaniiina 6e3nexa, Ykpaina, 3axoau nporusiii.
I Beryn

Y cr. 17 Koucrutynii VYkpaiHu Bin3HauaeTbcs, W0 3abe3nedeHHs iHopmauniiiHOT Oe3nekn YkpaiHu €
HAMBaKIMBILIOW (DYHKINEI IEpKaBH, CIPABOI0 BChOro YKpaiHchkoro Hapoay [1]. ChoroaHi 1e TBEpIKEHHS HE €
SKAMOCh a0CTpaKTHHM, a Bce Oinblile Ha0yBae KOHKPETHHX PHC Y paMKax Npotuaii 3 00Ky YkpaiHu 30BHILIHIN
arpecii. HeBunaakoBo Ha Jiep>kKaBHOMY PiBHI IOYalid pO3poOIISITH BXKE NABHO MOTPIOHY KOHIEMNIito iHpOpMaIiiHOT
6e3nexu YkpaiHu.

[IpiopureTHrMU HampsMamu iHQOPMAIiITHOI Oe3MeKH MarOTh OyTH 3a0e3MeYeHHs] HACTYNAaJbHOCTI 1 BXKHBaHHS
EBUX aCHMETPUYHHUX 3aXOMiB TMPOTH Bcix ¢opM 1 mposBiB iHpopmaniiiHOi arpecii. IlorpibHa i moOymosa
e(eKTHBHOI Cy4acHOi cucTeMH KibepOesmeku, 3ayBaxye cekperap PHBO O. B. Typuunos [2].

[lix 9ac mocmimKkeHHs aBTOPH 3ITKHYIIUCS 3 MIPOOIEMOIO CYTTEBOI 3aaHTaKOBAHOCTI Ta TEHACHIIIHHOCTI 0aratbox
JOCTITHUKIB CHCTEMH Ta CTPYKTYpH iH(popMamiifHoro mpotubopcrBa. lle meskor Mipor YCKIAIHIOE IIPOIEC
JIOCIIIKSHHS, HATOMICTh TO3BOJISIE€ OUTHII MPUCKITUIMBO TiIIATH 1O BUBYCHHS 03HAYEHOI TPOOICMAaTHKH.

ITpobaemu iHGpOPMAIIIHHOTO POTHOOPCTBA MOCTIKYBaIn 0arato qociaHukiB. Cepes HUX MOTPIOHO BHUIIUTH
Takux 3apyOixkHuX (axiBuiB sk A. Anekcannpos, B. Benpunues, C. bazan, Y. bepuxapar, M. Jleiiti, B. Jledesp,
B. Mencen, H. Momnpo, 1. ITanapin, P. Pomxepc, C. Caan, A. Techa, T. Tomac, [Jx. Tpayd, a Takok BITUYM3HSIHUX
mociiguaukie O. M. I'y3bka, M. O. Konnparioka, F0. @. Kyuepenka, B. K. Measenesa, C. I1. Cmoubiza Ta 0arathox
IHIIIAX aBTOPIB.

Mera naHOT CTaTTi — PO3MIISTHYTH CTPYKTYPY Ta 3MICT OKPEMHX eJIeMeHTIB iH(opMmaiiiiHoT BifiHH, a TAKOX JesKi
METOJIY MPOTHU/IT IIbOMY SIBUIILY.

II 3micr indopmauiiinoi Bilinn

OpnHiero 3 KOHIENIH TOCTIHAYCTPIaIbHOTO CYCIIJIBCTBA € KOHICMIliS Tak 3BaHOTO «iH(OpMaIiitHoro
CYCIIJILCTBa», SKa TMependavyac TMEePEeHECEHHS 3HAYHOI YacTHHH BUPOOHHMITBA 0 iH(OOPMAIIMHOTO CEKTOPY
eKOHOMIKH. TakuM UYHMHOM, BiOyBa€Thcs Tepexim OuLTbmoi YacTWMHHM poO0YO0i CHIIM B I CeKTop, MmoOyaoBa
posramyxeHoi iHpopMariitHOi iHQpacTPYKTypH, OTHIEIO 31 CKIAJOBUX YaCTHH SKOI € Mepeka [HTepHeT; mocTymoa



IHTEerpaisi eKOHOMIK PO3BHHEHHX KpaiH. OueBHHO, [0 3 BIPOBAKCHHIM JaHO KOHLENIIT y KUTTS aKTUBI3y€eThCS
i iHpopMariiiHe MPOTHOOPCTBO KpaiH.

Ingpopmayitine npomubopcmeo — ue Gopma OOpOTHOM CTOpPIiH 3 BUKOPHUCTAHHSAM CHEIaNbHUX (HMOMITHIHHX,
eKOHOMIYHHUX, AWIUIOMATHYHHUX, BOEHHHX TOIIO) METOIIB, CIIOCOOIB Ta 3aco0iB ais BIUIMBY Ha iHQopmariiiHe
CEepeIOBHINE MPOTHIIEKHOT CTOPOHH Ta 3aXHCTY BIACHOTO CEpPENOBHUINA B IHTEpECaX JOCSATHEHHS MOCTABICHHUX IiJIeH
[3,C. 172].

[HdopmarniiiHy BiifHy MO>KHA pO3TIISAAaTH SK HAHOUIBII arpecuBHy (GopMy BKa3aHOTO npoTudopcTBa. Ha choronHi
€IMHOTO BU3HAUYCHHS MMOHATTS «iH(pOpMaIliifHa BiiiHa» HE iCHYE.

Jlo uncna nepmmx odiiifHUX JOKyMEHTIB 3 Li€l IpodJieMn HaneXuTh nupekTuBa Minictepcra oboponn CLIA
T 3600.1 «Iudopmariitna Biitna» Big 21.12.1992. ¥V 1997 p. 6yno HamaHo odimiiiHe BU3HAYCHHS IH@opmayiiHol
8iliHY, TIJ| SKOIO PO3YyMUNMCS [ii, BXHUTI AJIS JOCSTHEHHsS iH(QOpMaliiHOI mepeBarn B iHTepecax HalliOHAIbHOI
cTparerii 1 sIKi peali3yloThCsI IUIIXOM BIUIMBY Ha iH(pOpMaIito i iHpopMaIiiiHi CUCTEMH NPOTHBHUKA 3 OJHOYACHUM
3aXHMCTOM BJacHOI iH(opMalii Ta BlacHUX iHGOPMALIIHAX CHCTEM.

IcHytOTS ¥ 1HII BU3HAUYEHHS «iH(OpMaLiitHOT BItHUY, 30KpeMa, — Iie [lecnIpsiMOBaHi iH(opMaliiiHi BIUIUBH, 1110
3MIHCHIOIOThCA Cy0’€KTaMH BIDIMBY Ha MimleHi (00’€KTH BIUIMBY) 3 BHUKOPHCTAaHHIM iH(popMamiiHOi 30poi s
JOCSITHEHHS 3aIUIAHOBAHOI METH.

TicHo mTOB’S3aHUM 3 TOHATTAM iH(OpPMAIiiHOI BIHHU € «iHgopmayitina 30posa» — 3acid TPoOBeACHHS
3aIIaHOBaHMX HiH 3 iH(opMaIiero abo anropuTM IUIECTIPSIMOBAHOTO BIUIMBY Ha iH(pOpPMANiiHy CHCTEMY IIJIIXOM
TepeAaBaHHs Takii cucteMi iHpopmartii (a0 3miiicHeHHS 3 iHGOpMAIIi€l0 IHIIUX 3aIDTAHOBAHUX Jiil).

®opmu iHpOpMaLiHHOT BIHHI MOXKYTh OYTH HACTYITHUMHU:

KomaHnHO-ynpaBiiHChKa.
Po3BinyBanbHa.
[cuxomnorivna.

XakepchKa.

ExoHoMiuHa.

Enextponna.

. Kibepsgiiina [3, C. 222-223].

Tonosnoro memoro inghopmayiiinoi 6itiny € OBOJIONIHHS CBIOMICTIO HACEIEHHS Ta 0COOOBOTO CKIIaay 30pOiHIX
CHJI KpaiH1 — 00’€KTa BIUIMBY, TOOTO MiATOTOBKA MIATPYHTS U JOCATHEHHS KOHKPETHHX MOJITHYHUX, EKOHOMITHUX
Ta BIICHKOBHUX I[iJIEH.

Crin gidpizuamu eiiiny inghopmayiiinoi epu 6i0 ingopmayitnoi itinu. BiiiHa iH(QOpPMAIIfHOT epr BUKOPUCTOBYE
iHpopMaliiHi TeXHOJOrIl A YCHIIIHOTO NpOBEAEHHs OOMOBHX omepaliid, B TOW uac sk iH(popMmaliiiHa BiiiHa
posrisiiae iHGOpMaIiio SIK OKpeMHuil 00’€KT a0 K MOTEeHLiHy 30pol0 Ta BHIiIHY Liib. [HpopMauiliHy BiliHY
MOJKHA PO3MJIAJATH SIK SIKICHO HOBUU BHI OOMOBHX Jilf, aKTUBHA MPOTHIIA Y iHPOpMaLiHHOMY mTpocTopi [4].

XapakTepHUMH prucaMu iHGOpMaLiiHOT BiliHH, SKi BIAPI3HSIOTH 11 BiJ 3BUYalHO] €:

1. BigcyrtHicTh BUIUMuX (i3UUHUX PYHHYBaHb, 4epe3 110 000POHHA peakilis KpaiHu Moxe OyTH 3aIli3HiIo0.

2. 3acobu BeneHHs iH(OpMaliiHOI BiliHM € Maibke HemepenOauyBaHUMU Ta TOCTIHHO 3MIHIOIOTBCS B
ONIepaTHBHOMY IUIaHi, TOMYy BapiaHTH NMPOTHII TaKUM 3ac00aM MalOTh CIIMPATHCS HA BHCOKMH IHTEIEKTyalbHUH
MOTEHINal, 30KpeMa aHAJTHYHI 3MI0HOCTi, BCIX JIAHOK YIPAaBIiHHSA KpaiHW, IO € IOCUTH CKIAJHAM B yMOBax
CHOTOJICHHSI.

3. Ilim vac BemeHHs iHQOpMALiHOI BIHHU HE OOOB’SI3KOBO BiNOYBAa€ThCS (Di3UUHE 3aXOIUICHHS IIFOJCHKIX
pecypciB, ajie BCTAHOBIIOETHCS KOHTPOJIb HAJl X CBIJJOMICTIO.

4. BuOipKoBiCTh 3a MPHUHIIUIIOM JOCATHEHHS HaiOiIbmIoro edekry, ToO0To iHdopMmaliiiina BiiiHa Oyne
Pe3yJIbTaTUBHOIO, KOJIM JIOCSTaTHME peajbHOro eeKTy y BIUIMBI Ha Cy0’€KTIB MPUHHATTS pillleHb B KpaiHi, 1100
K0T BiZIOyBa€eThCs aTaka.

5. KoporkoctpokoBa iHpopMaliiiHa BifiHa € MaJoeeKTUBHOI Yy BHIAJAKy CJ1abkoi iH(pOpMaliiHOi
iHppacTpyKTypH Kpainu BmmBy [5, C. 25].

6. Po3yMmiHHS TpaBy HIBEIIOETHCS, TUCKYCIT 3BOIATHCS 70 a0CYpy, 3MIHCHIOETHCS Cab0TaXK 30POBOTO TIIy31y.

7. BrumB Ha X AYMOK CyNPOTHBHUKA 3 METOIO IPUHHATTS OCTAHHIM BHUTHOTO JUIS aTaKyO4yoro pillleHHS.

8. IlepeBeneHHs nmepeBar CynpoOTHBHHUKA B HOTO HEJIOMIKH.

9. T'pa Ha eMomisX, BiABOMIKAaHHS PO3yMYy Ha HETITHHUN 00’ €KT.

CX0X010 3a 3MICTOM /0 TOHATTS «iH(popMmauiliHa BiliHa» € nediHiuis «iHpopmayiinui mepopuzm», SKi
BIZIPI3HSIOTHCSI, MEPII 32 BCe, Cy0’€KTOM BIAMOBITHMX Ai. SKIO y nepmomMy BUIAJKyY L€ AepXkKaBa, TO y APyromMy —
1e, SIK PAaBUIIO, PI3HOTO ITHOY TEPOPUCTUYHI YTPYIIOBaHHS.

3apa3 MOHa criocTepirati edeKTUBHE BeleHHs iHdopMaliiinoi BiliHu B Mepexi Intepuer. i enementamu
MOJXYTh BHCTYIIaTH Tak 3BaHi (hefiku — HENpaBIuBi CTOPIHKH, IO MICTATh, 30KpeMa, iH(pOPMAIIii0 3 MHHYJIOTO, SIKY
BUJAIOTh 3a HOBHHY JHSA. Deiik Moke OyTH 1 Bi3yaabHUM, IS 4YOTO KOPUCTYIOTHCS TpadidHUMH Ta
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BizleopenakTopamu. B pamkax iHpOpMaIiifHOro BIUIMBY IIiJ Yac JOBEAEHHS iH(opMallii BHKOPHCTOBY€EThCS ITEBHUN
HaOlp XapakTepHCTHK: BHIOBHUIIHICTb, MOPYIICHHS 3BHYHOI MOJENi MHpPY, NpUMYIIyloda MporaraHia,
«HAKJICIOBaHHS SIPIHKIBY», «TPOJIHT» (aKTHBHA YYacTh y 0aratb0X IHCKYCisIX IIiJ] BUTAIAaHAMH IMEHaMN),
KOMIMacTHHr. Y po3pi3i iH(pOpMAaIiifHOTO TPOTHOOPCTBA 3aCTOCOBYETHCS CIICIHiaIbHA TEPMIHOJOTIS SK OT
«XOM’SYKM» — JOBIPIMBA Ta JIETKO MaHINyJhOBaHA YacTHHA HACENICHHS, SKa, HA JTyMKy OPHTAHCBKHX BYCHHX, €
JIOMiHYIOYOI0, TIPH IIBOMY KOXEH «XOM S4OK» BIEBHEHHWH, IO BiH PO3YMHIMHK 3a iHMHX. BoHN OepyTh ydacTh B
ycix ¢uremmMobax Ta mapax, MiAmUCyoTh OHIaiH-nieTutii Tomo [6, C. 2].

[Hdopmariiine npoTHOOPCTBO, B 3aNIEKHOCTI BiX BHAY oOmepalii, 3IIICHIOETBCS Ha CTPATETiTHOMY,
OnepaTHBHOMY a00 TaKTHYHOMY PIBHIX 3a JIONOMOTOI0 iH(opMmaumifHUX 3aco0iB BIUIMBY, SIKI 3aCTOCOBYIOTBCS 3
METOI0 HAHECEHH:I BiIOBITHOTO 1H(POPMAIIIfHOTO a00 IICUXOJIOTTYHOTO BIUIUBY Ha CEPEOBHIIE.

IndopmaniitHuii BIUIMB 3aCTOCOBYETHCSI 3 METOIO IOPYLIEHHS] POOOTH Ta BUBEJCHHS 3 JIaly PI3HUX AEp>KaBHUX
CHCTEM YIpaBJiHHA 1 0a3 JaHMX 32 paXyHOK CTBOPEHHS €JIEKTPOMAarHiTHUX Mepenko]] abo ae3opraizauii ix podoTn
NpU HECAaHKI[IOHOBAaHOMY JOCTYyHi A0 HUX. [ICHXONOTiYHMI BIUIMB 3aCTOCOBYETHCS Ha JIFOJACHKY IICHXOJIOTIIO
BIJIMOBITHUX TPYN HACEJCHHsS, BIMiCBK a00 JIOJMHMA 3 METOK 3IIMCHECHHS BIJMOBIIHOI 3MIHU 3a BU3HAYCHOIO,
3a3/1aJerib CIUTAHOBAHOKO CXEMOIO TIOBEMIHKH Yy BiATIOBIIHIN YacTHHI CYCIiJILCTBA 3a JOIIOMOTOIO 3ac00iB MacoBOi
iHpopMamii Ta iHIKX HKepen iHpopmarii, a TAKOXK PI3HUX METOIIB MCHXOJOTIYHOTO BIUIMBY. 3aCOOM 3MiHCHEHHS
iH(pOpMamiHHOTO BIUIMBY IOCTIHO 3MIHIOIOTBCS Ta BIOCKOHANIOIOTHCS BIIIOBITHO /0 PO3BUTKY TEOpii BEICHHS
30poitHoi 6opoTedH [7, . 53].

[Hdopmarmiiina BiliHa CKIIANAETHCA 13 CYKYITHOCTI iHpopmayitinux amak, 00’ €THAHIX €TUHUM 3aMHUCIIOM.

C. lapma Ta [Ix. ['ynta BUOIIAIOTE AEKIIBKA THUIIB TAaKMX aTak: COLialbHA IHKCHEPIis, OJepKaHHs BiIJaleHOTO
JIOCTYIly 3a JIOTIOMOTO0 BipyCiB, BIUIMB Ha 1H()PACTPYKTYpY CTUILHHKOBOTO 3B’s3Ky, MaHimyssuis yepe3 3MI,
3aCTOCYBaHHsl €JEKTPOMAarHiTHOI 30poi, aTaku BIAMOBU B OOCIyrOBYBaHHI, aTaKd Ha €HEPreTHYHI CHCTEMH Ta
KOMYHIKaIlil, HOJITHYHUI CTIaMIHT, aTaKy Ha CUCTEMH yIpaBJIiHHS Ta mpoBaiiaepis [8, c. 416].

Sk BimzHauvae, T. A. [lona, oHi€0 3 OCHOBHUX O3HAK iH(OPMAIIHHOI aTaKK € Pi3KHi AUCcOaNaHC MO3UTHBHUX Ta
HEeraTUBHHX MOBIJOMIIEHb Y J1000pi MaTepiatiB, BIICYTHICTh KOPEKTHOTO OOTOBOPEHHS PI3HUX TOYOK 30Dy, KOJH B
3MI BHUTICHSETBCS pallioOHATbHA CKIaIoBa i OOTOBOpPEHHS He Ha piBHI €MOI Ta OCOOMCTHX 3BHHYBaueHb. Taka
CUTYyaris cupusie GopMyBaHHIO B MAacOBii cBioMocTi Mi(hiB, MMOXiTHUX BiJ IHTEPECIB BIDTMBOBUX COIIaIbHIX TPYIIL.
VY cyuacHoMy iHQOpMAIifHOMY MPOCTOpi y 3HAYHINH KITBKOCTI HAPOIKYIOTBCS COIialibHI, TOJITHYHI, XYJOXKHI,
peuniriitHi Miu, Ta, HE3BAKAIOUX HA CBill LTFO30PHHUN XapakTep, 3MiHCHIOIOTH TOCUTh pealbHUH BIUIMB Ha COIAbHE
KUTTA. B mincymky, cygacHuid Mid mepeTBOpMBCS Ha 3aci0 comianbHOI MOOLmi3amii Ta MaHIMyIHALIi CYCHTEHOO
cBigoMmicTio. IcTmHa, sKy ams cebe BHW3HA4Yae IIOAWHA, BIOKpUBaeThea y (opMi Midy, TOMy OO0 Y HBOMY
KOHLICHTPY€EThCS TEBHE CBITOPO3YMIHHS, ayTEHTHYHE JaHid KyJbTypi, i HpH LOMY HE BHMarae Oy/Ab-sSKHUX
aprymeHTiB. Mid, sikuil BHCTynae sk KOJIOCAJIbHE JDKEPEJIO MacoBOi €Heprii, 3AaTHUI MOOLI3yBaTH HaBiTh IPYNH
nroneit o neBHux nii. [Hdopmanis, sika opopmieHa B 000s0HKY Miy, HaOyBae YyTT€BO-BHPa3HY KOHKPETHICTb,
JIETKO 3araM’SITOBYETHCS, ECTETU3YIOUYH JKUTTEBUN CBIT Cy4acHOI JIIOAMHU, KUJae ii, B KpaloMy BUNAJIKy, B 00iHMH
UM03ii, a B ripmoMy, — poOuTh T 00’€KTOM pI3HMX MaHIMyJIsIHid, B TOMY YHCJI MOJITHYHHX.
MacoBokomyHikaniiHuid Mi) € HaliBaroMimum e(peKToM MacoBOTO CIUIKYBaHHsI, SIKMH BifoOpaxkae HOro CyTHICTb,
CeHC, T i MOTHBAIIiIO TpodeciifHIX KOMYHIKaHTiB, ITOB’s3aHy 3 HEOOXITHICTIO YNHUTH BIUIMB Ha JIFOJUHY Ta MacH
[9, c. 69].

Emomiitna ckimamoBa € Oyxe XapaKTEpPHOK PHCOK  1HQOPMAIIHO-TICHXONOTIYHOTO BIUIMBY T dYac
inpopmamniiiHoi BiitHH. Sk 3a3Havae O. I'. FOmeHko, kKomu JNIOMWHA JIIKAEThCS, B HEi IepecTaroTh MpaIfoBaTH
aHamiTHyHI neHTpu. [IcuxoBipycm po3paxoBaHi Ha Te, aOW BHKIMKATH y JIOJWHH MaHIKY Ta CTpaxX 3a pPaxyHOK
crekyJsnii Ha 6a3oBuX noTpebax. Hampukiiazn, naHiuHI HOBHHH PO Te, IO BCE «OKAXJIMBO MOAOPOIKYAE» BBOAATH
oco0y y CTaH NaHiKkW, 1 BOHAa BXE HE B 3MO031 HOpMallbHO aHalizyBaTH IiiicHiCTb. Koiu J0auHYy «30MOYIOTHY,
peryisipHO minkuaaro4du il meBHi i7ei, TO BOHHM NPIKUBAIOTHCA Y SIKOCTI HerjacHuX akciom. Taka moanHa Oyne
BKpail B&XKKO CIIpUAMATH OyZb-siKi HOBI iJief, SIKIIO BOHU BXOAAThH Y KOH(MIIIKT i3 yKopiHeHnMu cTapumi [ 10, c. 22].

IHkoyiM, BUBUAIOUM eJeMeHTH iH(pOpMalliiiHOi BiifHM, roBopsTh Npo iHdopMaliiiHy ekcnaHciro. BojHouac
«ingopmayiina excnancisy, BinzHadae O. CanpukiH, € TEXHOJOri€ HadaraTo MICTKIIIOW, HIK «iH(opMalliiiHa
BiliHa» a00 «iH(popMamiliHa aTaka». BiacHe, i TepMiHE MOXKHA BBa)KaTH CKJIaJOBUMH iH(pOpMaliifHoi ekcraHcii. B
CBOIO 4Yepry, TEPMIiHOM «iH(opMalliifHa eKCIaHCis» IMO03HAYaloTh CHCTEMY, IO CKIanacs B 3acobax iH(popmamii
PO3BHHEHUX JIepKaB, | METOIM, BUKOPHUCTAHI U IPOTIaraHIMCTCHKOT0 3a0e3Me4eHHs] NEBHUX T€OMOTITHYHUX HiTeH.
Indopmartiiiny ekcriaHciro MOXYTh CTBOPIOBATH 1 MOLIMPIOBATH SIK JIEPXaBHI OpraHu (3a JOMOMOTOI0 JIep)KaBHUX 1
NPUBATHUX 1HQOPMAIIfHUX YCTAHOB 1 3aXOXiB), TaK 1 TpaHCHAIIOHAJIBbHI KOpropauii JUlsi JOCATHEHHS BJIAacHOI
BUTOJIM: 3a0e3Me4YeHHs PUHKY 30yTy, y4acTh Y BEJIUKHX MIDKHAPOJHUX TEHAEPax, AOCTYI A0 JEIIEBOi CHPOBUHH 1
po6ov0i criTh, MOJMITHYHI Ta BificbkoBi 11l Tomo [11, c. 40].



Hepinko indopmaniiina BiliHa e mops 31 3BUMAHHO0 a00 TiOPUAHOO, 110 MOXKHA OYJIO CIIOCTEpIraTu Imij] 4ac
BilicbkoBHX Il Ha bankanax y 90-ti poku, B Ipaky na mouarky XXI cr., B Ecrounii y 2007 poui, B I'py3ii y 2008
pori, B Ykpairi 3 mogatky 2014 poky.

o cramo mepeayMoBOIO It eheKTUBHOTO BeIeHH: iH(QOpMaIliifHO1 BiifHA IpoTH YKpaiHU CHOTOTHI?

Jexinpka npudauH 116010 siBumma 0yino BukinaaeHo C. I1. CmombreM, skuii y 2011 pori Big3Ha4MB, 110, COIlialibHA
amaris, IMecUMi3M, MepeBaXkaloTh B YKpaiHChKOMY (i HE TUIBKH B yKpaiHCBKOMY) cycminmbCTBi. IlamiHHS sSKOCTI Ta
MIPECTIDKHOCTI OCBITH, HeOaXaHHS HaBYATHCh, PO3BHBATUCH, BUKPUBJICHHS KUTTEBO-CBITOTVIIIHUX OPI€HTHPIB, NaHI
00CTaBUHU CTaIH MPUIHHOIO Pi3KOTO 3pOCTaHHS 0€3rpaMOTHOCTI HACEIEHHS, TOTPH 301IbIIEeHHS KITBKOCTI 0¢i0, XTO
OTpPHMMaB JUILIOM IPO BHILY OCBITY. 3pOCTaHHS 3arajbHOi MACHBHOCTI B CYCHUIBHO-TOJITHYHOMY JKHUTTI, ITOBHA
JIeTPa/IOBaHICTh MOJIITHYHUX eJT. BiAMOBIAHO MM OTPUMYEMO iHEPTHE CYCHUIBCTBO 3 MACHBHUMH I'POMaJSTHAMH.
Bce me € HacmigkoM TOTalliTApHOTO MHHYJIOTO HALIOro0 CYCHIJIbCTBA Ta THX IH(QOpMaliiHMX BIUIMBIB Ha HOTO
CYCNUJIbHY CBIJJOMICTB, SIKMX BOHO 3a3HaBaJlo i MPOJOBXKYE 3a3HaBaTH. TakUM YMHOM, JECTPYKTHUBHI YCTAHOBKH
3aKJIaJieHi B CBIJOMOCTI CIIPHYMHWIIN JI0 3MiHH B CYCITUIEHOMY OYTTi, MOJeNsIX noBeinku [12, c. 73].

HaBeznieHi pUYMHU € OajeKo He BUYEPIIHUMHM, NPOTE 1X YCYHEHHs CHPHUSATHME O3/I0POBJIECHHIO BIiTUHU3HSIHOTO
iH(pOpMAaiHHOTO MPOCTOPY Ta CTBOPUTH MEPEIYMOBH IS IPOBA/KCHHS e(EKTHBHOI HAIlIOHAIBHOI iH)OPMIIOTITHKH
BCEpeIMHI KpaiHu.

III Metoau nporuaii indopmaniiinii Biiini

st epexTnuBHOT npoTraii iHGopmaniiiHiid BiHi MOTPIOHO PETYISIPHO BXKUBATH 3aXOAM NMpOTHIIl. Benuka pois y
BUpIIICHHI IIbOTO 3aBJaHHS BIIBOJUTHCS 3acob0am MacoBoi iHpopmarnii. Came (akT, sKi BUCBITIIOIOTH Mejia,
aKIEHTH Ha ITIEeBHI SIBUIIA YM acIIeKTH MPOTHUCTOSHHSA, cTBepkye M. O. Konzapatiok, popMyIoTh TyMKYy ayauTopil
PO KOHQTIKT, CTUMYJTIOI0YH 10 OTPiOHOT peakiii. 3aco0u MacoBoi iH(popMallii Haal0Th MOXKIHBOCTI IEPETBOPUTH
MaJIeHbKHI KOH(IIIKT Ha BEJIHKE MPOTHUCTOSHHS a00, HABIAKH, — IIBHIKO HIBEIIOBATH Cepiio3Hy mpobiemy. Came
BiJl CTaBIICHHA Me[ia IO MOJii, iXHPOI YIEepeKeHOCTI Ta 3aaHTa)KOBAHOCTI 3HAYHOIO MipOI0 3aJEKHTH IMepeodir
camoro koHpmikTy [13, c. 112-113].

Benuky ponp y npoTtunii iHpopMamniliHiil BiliHI Biirpae rpoMajchKicTh, 0cOOM 3 aKTHBHOIO JKUTTEBOIO TTO3HUIIETO,
AKi depe3 Mepexy [HTepHeT MOHOCATH iHQOPMAILi0 BIAMIHHY Bil Ti€l, sKa HaB’S3YETHCS CYCIIIBCTBY 330BHi. Y
JTAHOMY BHIAJIKy MOXKHa 3rajaTe sk nocBin I'pysii [14, c. 365], Tak i cyyacHuid A0CBiA YKpaiHU IIOAO0 CTBOPEHHS
MPOYKpaTHCHKKX Ta BUKpuBatouux [atepreT-pecypcis (http://www.stopfake.org/) Toro.

KopucHuMH y 1aHOMY BUIIJKy TaKOX BBa)KaEMO po3po0iieHi ist Oi3HeCy peKOMEHAALI] 3 IPOTH/IIl HeraTHBY B
iHpopMaLiiHOMY POCTOPI, AKi MOXKYTb OYyTH aJanToOBaHi 710 OLTBII IIUPOKOTO BXUTKY (IUB., Hanpuknam, [15]).

Haii6inbI ckiiaHUM Ta YaCOBUTPATHUM, TIPOTE JOCTATHHO e()EKTMBHUM METOJIOM MPOTUAIl iHpopMaliliHii BiHi,
Ha Hally AYMKY, € TiJIBUIIEHHS Y CYCHIJIbCTBA aHAJITUYHUX 3A10HOCTEH, HABYAHHS METOJaM KPUTHUYHOIO aHAIli3y
MOBITIOMJICHD, yOe3rmedeHHs Bia iHQOpMAaIiifHUX nuBepcid. Y IbOMY CEHCI MOKHA TPOJEMOHCTPYBATH ICKiITbKa
TIPUKIIAIB.

Hpuxman 1. B mepexi Iareprer 15.02.2015 Ha cafiTi big-rostov.ru Oyia po3minieHa iHpopMamiiiHo-aHaTITHIHA
cTarTs «BBIsBIIEHa «TpPeThs CHIA», KOTOopas Teppopm3mpyeT MupHOe HaceneHue Jloubaccay» (http:/big-
rostov.ru/?page_id=20465). AHami3 IFOr0 MaTepiasy NUIXOM MiAPaXyHKY KiTBKOCTi CIiB Y KOHTEKCTI BUSBICHHS
03HAaK MAaHIITyJIIOBaHHS iH()OPMAIIIE€I0 JTO3BOIUB BHSBUTH JIOTIYHY CTPYKTYpy mopaadi iHpopmamii (puc. 1). Takox

XapaKTEePHOIO 03HAKOK MOXKHA BBa)KATH BiJICYTHICTh IIOCWJIAHHS Ha aBTOpA CTATTI.
Bignocumii
00’eM, %

3mMicT JIOriyHOl YacTHHH

BignocHo noctoBipHi (akTy (moii), miaTBepIKeHHs SKUX
MOJKHA 3HAMTH B JICKIJIBKOX HE3AICKHMX [DKEpesax 3 000X 39
CTOPIiH NPOTHCTOSHHS

CynepeusnBe TPaKTyBaHHs IIUPOKO BiTOMHUX MOJIH 27

3. |[dani npo HeBinoMi (TaeMHi) (pakTH i3 HEHA3BAHHUX IKEPE, AKi
HE MOXIIMBO MepeBipnTH (IMOBipHa MaHIITyIISLIis)

Jymku (He (akTH) JEKiITbKOX OIO3HIIHNX 3apyOiKHUX
4. |aHAMITHKIB, SKi HEOPAMO MOXYTb PO3IIISAATUCS SIK 24
ITiITBEP/DKEHHSI BUILIC HABEICHHOI MaHIMyISITHBHOL 27
iH(popmarii
Pucynok 1 — Jloriuna cTpykTypa nofadi inpopmariii B inpopmartiiiHo-aHaTiTHIHUN CTaTTI «BBIsIBIIEHA «TPEThA
CuIIay, KOTOpas Teppopusnpyet MupHoe HaceneHnue JJonbaccay (http://big-rostov.ru/?page id=20465)
Hpuxiax 2. Y npoMy IpuKiIaai MOXHA MOOAYNTH Ty>Ke TOHKY CIpo0y MaHIMyALii iHQopMaIli€ro IUITXOM JINIIe
3MiHn akueHTy. B mepexi Iareprer 14.02.2015 Ha caiiti www.newscom.md 6e3 BKa3iBKM Ha aBTOPCTBO Oyio
po3MilieHo iHpopMaliiHo-aHamiTHYHUK MaTepian «OroH ¢oH ['peiipi: ®PC — 6ankpor, B CILIA pa3sopaunBaercs
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9KOHOMHUYECKMH KoJutamnc, riobanbHas ¢(uHaHcoBas cuctema ymupaer» (http://www.newscom.md/rus/egon-fon-
grejrtc-frs-bankrot-v-ssha-razvorachivaetsya-ckonomicheskij-kollaps-global naya-finansovaya-sistema-
umiraet.html). AHami3 DpOro MaTepianxy IO3BOJHMB BCTAHOBHTH IO, Ie mepekyan iHTepB’to Erona ¢on I'peiipma
(Egon von Greyerz) Epiky Kinry (Eric King), po3mimenomy 3a agpecoto http:/kingworldnews.com/man-predicted-
collapse-euro-swiss-franc-time-running-global-financial-system, anxe 30BciM 3 iHmo0 Ha3Boo «Man Who Predicted
Collapse Of Euro Against Swiss Franc Warns Current Global Financial System Will Cease To Exist» (JIronuHa, sxa
nepexbadmia Kpax €BpO IPOTH HIBEHIapChKOTO (paHKa, MoIepepkae, M0 HUHIIIHA CBiTOBa (piHaHCOBa cHcTeMa
nepectane icHyBaTH). CTporo Kakydd, HOBa Ha3Ba MepekiIaeHol myOuriKamii He € BIMHCIOM — CIIOBOCIIOIYYEHHS
B3AITI 13 IJ3aroJIOBKIiB ycepeinHi MaTepiany, ajie, 3MiHa Ha3BH OPHUT'IHAIY CyTTEBO 3MIHMIIM aKIIEHT OCHOBHOI TyMKH
I[LOTO THTEPB’10.

Hpuknan 3. B mepexi Iareprer 20.03.14 3a agpecoro http://youtu.be/b6Xn0UW7tGs 6yn0 po3MillleHO Bifeo i3
3aronoBkoM «CIHIA u EBpocoro3d yHuutoxar Ykpauny! IlpaBna o coObitusx Ha Ykpaune. CMoTpeTh Bcem!», B
SKOMY YKpaTHCBKHUI MOJIITUK KPUTHKYE YHHHY BJIaly, 3BUHYBadye ii y LTIl HU3L 3710BXKMBaHb 1 3aKIMKAE 3YITMHUTH
Blany. AHaimi3 Bineo i momyk noxarkoBoi iHdopmanii mpo ¢axTh, SKi 3raxyloThCs IOJITHKOM, JO3BOJISE
CTBEpIKYBATH, IIO Bifeo € (parMeHTOM, SIKMI BUPI3aHUH i3 3arajJbHOTO KOHTEKCTY IepeIBHOOPUYUX IONIH OCEHi
2012 poxy, ajie MoJaeTbesl y KOHTEKCTI MomiTHIHUX moiit 2014 poky 3 MeToro popMyBaHHS BiIMOBITHOI KPUTHIHOI
OLIIHKM IUX ITOIIA.

Hpuximag 4. B mepexi [areprer 27.03.14 3a agpecoro https://www.youtube.com/watch?v=wZoNgaFWbxM 06ys
po3mimennii aymiosamuc i3 Ha3zBoro «[IEPEXBAT TtenedonHoro pasrosopa OoiioB COKOJIA 27.03.2014», B
SKOMY HIOWTO /Ba TpAIliBHUKHM CHEIMiAPO3AUTY Mimimii YKpaiHH OOroBOPIOIOTH HaKa3 CBOTO KEPiBHUITBA PO
3JI0YMHHY JTIKBIJAIIIO IPY 3aTPUMAaHHI OJTHOTO BiJIOMOI0 IPOMAJICHKOTO 1 MOMITUYHOTO Aisya. AHaIi3 MOBH JIaJIOTy
JIO3BOJISIE BiJI3HAYMTH, 10 OJHMH 13 CIIBPO3MOBHMKIB Ma€ XapaKTepHHH pOCIHChbKWI TOBip, B SKHH BiH 3piIKa
BCTaBJIsSI€ YKPAiHCHKI CJIOBA, X04a ISl TaK 3BAHOT'0 YKPATHCHKOTO CYpIKHMKY HaBIaKU XapaKTepHa BCTaBKa POCIHCHKUX
CIIIB B yKpalHCBKil TOBip. AHalli3 CUTHajJy 3alKcCy B 3ByKOBOMY PENAaKTOpi JO3BOJHMB BHSBUTH (akT TOTro, IO
ayJIiOCUTHAI HIOUTO MepexXOIyICHHs TelnehOHHOT PO3MOBH CKIIAAETHCS 13 ABOX HE3aJICKHUX CHTHAIIB IS KOKHOTO
ciBpo3MoBHHKA. To0TO, 3amKc y9aCHUKIB IaOTy 3IIHCHIOBABCS i3 TBOX BIIOKPEMIICHUX HE3aJIC)KHUX MiKpO(DOHIB,
a TOTIM JBa MOHOCHTHaNH Oynu 00’ €IHAHI y CTEpEeOCHTHAN Hialiory, IO CyHepednTh (PakTy 3amucy MOBHOTO
CUTHAIy i3 MOHO(OHIYHOTO Tene()OHHOTo KaHay 3B’s3Ky. Ha puc. 2 mokasaHi mepii 3 CeKyHAM ayJio 3ammcy, I
3BYYHTSH [ilicHa cTepeodoHIYHa My3UKaTbHA 3aCTaBKa 1 B KOXKHOMY KaHaJi iCHye KOpPeIhOBaHI CUTHAIIM, a Ha puC. 3
MOKAa3aHWH HACTYNMHUIN (parMeHT HEKOpPEeTbOBAHWX MOHOCHTHAJNIB, IO OO’€JHAHHI y CTEPEOCHTHANl HiOWTO
TepexBaTy i3 MOHO(OHITHOTO TelNe(hOHHOTO KaHATY 3B S3KY.
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Pucynok 2 — Ilepiui 3 cexyHau aynio 3amucy, e 3By4HTbh AiliCHA CTepeo(OHIYHA My3UKaJIbHA 3aCTaBKa 1 B KOXKHOMY
KaHaJi iICHYIOTh KOPEITbOBaHI CUTHAIIN
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PucyHOk 3 — @parmMeHT ayaio 3armcy HeKOpelIbOBaHUX MOHOCHUTHAIIIB, 110 00’ €JHAHHI Y CTEpeOoCUTHA HIOUTO
IepexBary i3 MOHO(OHIYHOTO TeIe(OHHOTO KaHATy 3B 3Ky
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HaBeneni mnpuximaaum € Jumie TOYKOK Yy Bipi iHpopMaumiiHOro Xxaocy, 3a JONOMOIOIO SKOTO IIOJICHHO
HaMaraloThCsl BIUIMBATH Ha CBIJIOMICTH SIK OKPEMHUX T'POMAJIsH, TaK 1 BEJIMKUX IpyIl HaceleHHs. Bee ue nae migcrasu
TOBOPDUTH TIPO HEOOXiMHICTH akTHBi3amii B Hamild KpaiHi 3ycwiab 3 po30ymoBH e(eKTHBHOI CTPYKTypH
iH(pOpMaiHHOTO IPOTHOOPCTBA.

I. M. Ps3anneBa ta B. B. TymynoB y 1ipoMy ceHCi IPOTIOHYIOTH IS MIPOTHAIL iHpOpMAaIiiiHiif BiliHI BIIPOBaIUTH
TiICHCTeMy aKTHBHHUX oIepalliii 3 iHpopmartiiinoro BrmmBy. Moro 3aificHenHs, Ha IX IyMKy, CJTiJl OpraHi3oByBaTH y
paMKax TOJITHKH iH(pOpMAamiifHOTO IPOTHOOPCTBA 3 BUKOPUCTAHHAM MOXKIHBOCcTed Ciryx0m O6e3neku Ykpainu [ 16,
c. 142].

Ha namy nymKy, BiANOBIZHMH LEHTp AIHCHO Mae OyTHM CTBOpEHHil, mpote Horo QyHKUIOHYBaHHS HOLIJIBHO
OpraHi3yBaTd Ha IPOMaJIChKHX 3acaaxX 32 paxyHOK JOHOPCHKHX BiMBaHb. Lle 103BoiNTH MO0y IyBaTH OiIbLI THYUKY
Ta MOOUIbHY Cy4acHy CTPYKTYypy iHpopmariiHoi npotunii. LleHTp Mae QpyHKIIOHYBaTH mapaneinbHoO 3 JepKaBHUMU
OpraHaM¥ Ta TICHO 3 HUIMH B3a€MOJIISTH.

3 ypaxyBaHHSM IIPOBEJCHUX JOCIIDKEHb OCHOBHI (DYHKIIT 3raJaHOro LIEHTPY 0avaThCsl TAKUMHU:

1. KoopanHariisi isIbHOCTI BOJIOHTEPIB 3 MOHITOPHHTY Meaia-pecypciB Ha MpeAMET HasiBHOCTI MarepiaiiB, sKi
MICTSITh 3ryOHMI iH(QOpMAIiIfHAN BIUIMB, a TaKOX 3MIHCHEHHS TaKOi MisIIBHOCTI IparliBHUKamMu HeHTpy. Lle Moxe
OyTH, HaNpHWKIAZ, BiACIIAKOBYBaHHSA MaTepialiB, B SKHX MICTATHCS 3aKIUKHA OO MOPYIICHHS TEPUTOPiabHOL
[UTICHOCT], HACHJIBHUIIPKOTO TIOBAJICHHS KOHCTUTYIIIHOTO JIaxy TOmlo. 3a pe3ylbTaTaMHd MOHITOPHHTY BiATIOBiZHA
iH(opMaIig Ma€e JOBOAUTHCH JI0 IPABOOXOPOHHUX OPTaHiB 3a HAJICKHICTIO.

2. 3a0X04YEeHHS TPOMAJICHKOCTI 10 CTBOPEHHS PECYPCiB 3 BUKPHUTTA HENPAaBANBUX iH(POpManiitHUX MOBIIOMIICHD, a
TaKOX JIOBEJICHHS Pe3yIbTaTIB y JOCTYIHIH (hopMi 10 HACETICHHS.

3. dopMyBaHHS MPOMO3ULIK 10 YUHHOTO 3aKOHOJABCTBA OpPraHaM 3aKOHOAABYOI Ta BMKOHABYOI BJagyl IIOJO
YIIOCKOHAJIEHHS CHCTEMH 1H(popMaliitHOl Oe3rexu KpaiHu.

4. JloBeneHHs 1O MEUIKAHIIB KpaiHH, SIKa YNHUTh JeCTPYKTUBHUK iH(pOopManiiiHuii BILIMB, MpaBauBoi iHpopMarii
Ta CTBOPEHHS YMOB JJIsl KDUTHYHOTO aHaJIi3y I'poMaJiiHaM U Li€l KpaiHu BiJOMOCTEH 3 BiJIOBIIHUX Meia.

5. ApanTanisi Cy4acHMX METOJMK 1H(OpPMAaLiifHOro NpPOTHOOPCTBa 1O BITYM3HSIHMX peajii Ta HaJaHHS
PEKOMEHAAIIIH MI0/10 X 3aCTOCYBAHHS BiAMOBITHIM JEPKABHIM OpTaHaM.

IV Bucnosku

Buxonsuu 3 HaBeqeHOro, MOXHa 3pOOUTH BHCHOBOK, II0 MPOTHUIIs iHpopMauiliHii BiliHI Ta iH(poOpMaliiiHOMy
TEPOpU3MY € OIHUM 3 HampsMiB 3a0e3nedeHHs iH(OpMaIliiiHOi Oe3lmeku sSK CKIAJ0BOI YaCTUHHM HAI[lOHAJIBHOL
Oesmexu nepxkaBu. MexaHi3MHM TPOTHIIT 3a3HAYEHUM 3arpo3aM MaroTh OYTH BHUCOKOTEXHOJIOTIYHHUMHU Ta MAaTH
CHCTEMHUI XapakTep.

1o notpi6Ho 3xifichuTH TepMminoBo? Ilo-mepire, ciiif HAapeIITi He AEKIApyBaTH, a IOYaTH CTBOPIOBATH CHCTEMY
KibepOe3neky, a Takoxk 3a0e3neunT (PYHKIIOHYBaHHS IEHTPY pearyBaHHS Ta MPOBEACHHS CIeHialbHUX Omeparliil 3
METOI0 HeWTpaiizamii iHpopMmariiftaux 3arpo3. [lo mpyre, TOmiIFHO BOPOBAIUTH B OCBITHIH IpoIec, TOYHHAIOYH 3i
CTapIINX KIIACIB MIKOJIH, X04a O GakynbTaTiBHI 3aHATTS 3 «OCHOB iHpOpMaIiiiHOT 6e3mekmy. Lle 1o3BoMuTh miminTH
IO BHpIIICHHS IOCTi/DKYBaHOTO B JaHiii poOOTI MUTaHHSA CTpaTeridyHO. TpeTiM KpokoM Mae OyTH MiATpHMKa
JIepKaBH B iHIIIFOBaHHI Ta MPOBEJCHHI HAYKOBHX IOMIYKiB po0i1eM iHpOpManiifHOro IpOTHOOPCTBA Ta BUPOOICHHS
3aXHCHUX MEXaHi3MiB. 3 Ii€0 METOI0 MarTh OYTH 3aJydeHi cremiamicTé y OaraTthox cdepax 3HaHb: MEIUYHUX,
TEXHIYHHUX, TICUXOJIOTIYHMX, FOPUIUYHHMX Tomlo. Ha MiKHapogHOMy piBHI BapTO aKTHBI3yBaTH AMCKYCIIO IIOJO0
BperynoBanHs B paMkax OOH Ta iHIIMX MDKHApOJHMX OpraHizauiid 3 Oe3nekd BH3HAUEHHS IOHSTH Ta 3a00pOHU
iHpopMmauiiiHoi arpecii i iHpopmaliiiHoi 30poi. Bka3zaHi 3axoau € najneko HEBUUEPITHUMH, aje MaloTh OyTH BXKHTI
OJTHOYACHO y SIKOMOTa KOPOTIIN TEpMiH.
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