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Oco00,1MBOCTI pO3C/IiIyBAHHS HE3AKOHHOT0 00iry HAPKOTHKIB 3

BHKOPUCTAHHAM Mepexi [HTepHeT.

B ocTtanHi poku B YKpaiHi 3HAYHOI'O MOUIMPEHHS HAOylW 3J04MHU y cdepi
HE3aKOHHOr0 00Ir'y HapKOTHYHHUX 3ac00iB, MCUXOTPONMHUX PEUYOBHH, IX aHAJIOTIB Ta
IpeKypcopiB. 3a JaHUMH 3BITIB MPO KpUMIHAJIbHI MPaBOMOPYILIEHHS, B YKpaiHi y
2016 pomi 3apeectpoBano 23029 3a3HaueHuUx BHAIB 3j04uHIB, y 2017 pomi —
29010 [1]. CyuacHwuii piBeHb PO3BUTKY HAYKOBO-TEXHIYHHX 3aCO0IB, KOMIT FOTEPHUX
TEXHOJIOT1H, TEIEKOMYHIKAI[Ii Crpus€e X aKTUBHOMY BHKOPHUCTAaHHIO Y HE3aKOHHOMY
o0I'y HapKOTHKIB, Xouda y oOOQIUIMHMX 3BiTaXx JaHa OOCTaBMHA OKPEMO He
BUIAEThCA [2]. BukopHcTaHHS HAayKOBO-TEXHIYHHX 3ac00iB, KOMII IOTEPHHUX
TEXHOJIOT1H, TeIEKOMYHIKaIlii, MepexXi [HTEpHET 3MIHIOIOTh MEXaHI3M HE3aKOHHOTO
0o0ir'y HapKOTHKIB, M0 BIJIOMBAETBCA Y OCOOJMBOCTSAX I1X KPUMIHATICTHYHOI
XapaKTepUCTUKHU Ta, SIK HACHIJOK, Y OCOOJMBOCTIX iX pO3CIHiAyBaHHS. 3a3HauyeHE
NPUBEPTAE JI0 JJaHOT IPOOIeMH yBary KpUMIHAIICTIB — HAYKOBI[IB Ta MPAKTUKIB [3].

Amnaiz MatepiaiiB 401l ¥ Cy/I0BOT MPAKTUKH JI03BOJISIE€ BU3HAYUTH HACTYITHI
0COOJIMBOCTI MEXaHI3My HE3aKOHHOTO 00Iry HapKOTHKIB 3 BHKOPHUCTAHHSIM MEpEexKi
InTepuer:

1) 1st criTKyBaHHS 0COOM, NTPUUETHI JI0 HE3aKOHHOTO 00Iry HapKOTHKIB, fKi,
K TpaBWIo, Oe3mocepeHbO HE 3HaOMI OJHE 3 OJHUM, BHKOPUCTOBYIOTH
PI3HOMaHITHI KOMIT IOTEPHO-TEXHIYHI 3aco0M 3B’s3Ky, CICIialibHI TPOTPAMH YU
cepBicu (y TOMY 4YHCHi, €JIEKTPOHHa TMOIITa, MUTTEBA Iepejadya IMOBIAOMIICHb B
pexxumi oH-NaiiH yepe3 nporpamu tuny 1CQ, Skype, IHTepHeT-TMCTYBaHHS B PEKUMI1
OH-JaiH y popymax (4aTax) NEBHUX CAMTIB TOILO);

2) 30yBaJIbHUK Ta MOKYIIEI[hb BUKOPUCTOBYIOTh €JICKTPOHHI TUIATKHI 3ac00M Ta

cuctemu, enexktpoHHi ramanii QIWI, PayPal, enektponHi mepekasu, iHIII BUIU
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0€3roTIBKOBUX PO3pPaxyHKIB a00 pO3paxyHKIB TPOIIOBUMHU CyporaTaMu (HampHKIai,
«Bitcoin», «Ethereum», «Litecoin», «Ripple»);

3) neramizariisi J0X0/1iB, OTPHMAHMX BiJ HE3aKOHHOT'O O0II'y HAPKOTHUKIB, TAKOX
BiIOYBA€ThCS 3 BHUKOPUCTAHHSAM TEJIECKOMYHIKAIIMHUX MEPEXK, KOMIT FOTEePHUX
3aCc00IB 1 TEXHOJIOT1H;

4) 10 TpaAWIiHHUX CIiMiB HE3aKOHHOTO O0Iry HApKOTHKIB JOJAIOTHCS TaK
3BaH1 «BIpTyasbHI» (200 «IU(POBI» UK «KOMIT IOTEPHI») CIIIU.

3a3HayeHl O0COOJIMBOCTI BIUIMBAIOTh HAa PO3CIIAYBAHHS HE3aKOHHOI'O 0O0Iry
HapKOTHUKIB. AJK€ BUKOPUCTAHHS 3JOYMHIIIMU KOMIT IOTEPHO-TEXHIYHUX 3ac00iB,
OpPOrpaMHUX MPOJIYKTIB Ta Mepexi I[HTEepHeT BHMarae BIJ CIIIYOTO HE JIMILE
SKICHOTO BOJIOJIHHS HABUYKaMHU IIOBO/DKEHHS 3 KOMIT'IOTEPHOIO TEXHIKOW U
KOHKPETHUMHU MpOrpaMaMH, ajie ¥ HaBUYKAMM TIOIIYKY, BUSBICHHS, (ikcamii Ta
KOMioBaHHS  1HGopMallii, 10 MICTUTBCA Yy KOMIT'IoTepax, cmapTdoHax,
PI3HOMaHITHUX HOCISIX KOMIT'toTepHOi iH(opwmailii, Ha [HTepHeT-pecypcax Tomro. Lle
TaKOXX BHMAara€ HEOOXIJHICTb B3a€MOJIi 3 EKCIepTaMH y Tally3l KOMII IOTEPHUX
TEXHOJIOTIH, mpariiBHUKaMH JlemaprameHTy Kioepmodiiii, Jlep)kaBHOWO CIIy»)00r0
(b1HAHCOBOTO MOHITOPUHTY YKpainu, iH. Takox lie BUMarae mpu3HaA4eHHsS CYAOBHX
eKCIIepTU3, 10 HE € MPUTAMAaHHMMU JUIS JIaHOTO BHUJY 3JIOYMHIB, 30KpeMa,
KOMIT IOTEPHO-TEXHIYHOT, TEJIEKOMYHIKAIIIHOT €KCIIEPTH3.

Tunosumu Ooicepenamu iHGopmayii npo He3aKOHHUU 00ie HAPKOMUKIE,
301UCHIOBAHULL 3 GUKOPUCMAHHAM Mepedici [umepnem, cTaroTh. 1) MaTtepianu
KPUMIHAJIBHUX TPOBAKEHb, BIIKPUTUX 3a (PAKTOM BUMHEHHS IHIIUX 3JIOYMHIB;
2) pe3yJIbTaTH OIePaTHBHO-PO3IIYKOBOI JiSUTBHOCTI MpaIriiBHUKIB JlemapraMeHTy
OpOTHAIl HApPKO3JIOYMHHOCTI uu JlemaprameHty kiOepmouimii; 3) 3adBU  49H
NOBIAOMJIEHHA TPOMaJsH MPO BHBIEHHS Y MeEpeki [HTepHET cailTiB, CTOPIHOK Y
COLIIAJIBHUX MEPEXax 13 OroJOMEHHIMH PO NPOAaK HAPKOTHUKIB.

Tunosumu  criduumu  cumyayisiMu nOYAMKOB8020 emany po3Clioy8aHHs
HEe3aKOHHO20 00i2y HAPKOMUKIG 3 GUKOPUCMAHHAM Mepedici [nmeprem € maxi:

1. HezakoHHMI1 00Ir HAPKOTHKIB 3 BUKOPUCTAHHIM Mepexi [HTepHET BiI0yBcH,

BIJIOMI ME€BHI B1IOMOCTI Mpo 30yBaJbHUKA Ta MEXaHI3M 30YTY.



3a3HayeHa CUTYyallil BUHUKAE, K MPABUJIO, P BCTAHOBJICHHI CIIITYUM O3HAK
HE3aKOHHOTO 30yTy HApKOTUKIB 3 BHUKOPHUCTaHHSIM Mepexi [HTepHer mnpu
PO3CHIyBaHHI IHIIOTO 3JI0YMHY Yy MeXaxX IHIIOT0 KPUMIHAJIBHOTO IMPOBAHKCHHS.
Takox 11 cutyaitis GopMy€eEThCS MIPU 3aTPUMAaHHI 0COOM 13 HAPKOTUKaMH ab0 0coow,
sSKa OpraHidyBaja W yTpUMyBaJla Micle s iX B)KWBAaHHS, BUTOTOBJICHHS,
BUPOOHHWIITBA Yy BHITAJIKy, KOJU B SKOCTI JDKEpeNia TIOXO/HKEHHS BUIYyUYEHUX
HAapKOTHKIB 3a3Ha4€H1 0COOM BKa3ylOTh Ha iX NpHUI0aHHs Yepe3 Mepexy IHTepHeT.

OcHo6Hi makmuyHi 3a60aHHs y 1IN CUTYyaIlli MOJATal0Th Y BCTAHOBJICHHI BCIX
00CTaBUH HE3aKOHHOTO 30yTy HApKOTHKIB 3 BHUKOPUCTaHHSAIM Mepexi IHTepHeT i
IPUYETHUX J0 IBOTO OCIO.

2. Mae wmicue cucteMaTUYHUN 30yT HAPKOTUKIB 3 BUKOPHUCTAHHSIM MEPEXi
[nTepuer, iHdopmariis mpo 30yBanbHUKA(1B) HE3HaYHA a00 BIJICYTHS.

3a3HaycHa CUTYyaIlisl XapaKTepHa JIsl CAaMOCTIHHOTO BUSBIICHHS OIIEPAaTHBHUMH
MpaliBHUKaMH O3HAaK 30yTy HaApKOTHKIB dYepe3 Mepexy IHTepHer abo mmija dac
NEePEeBIPKM HUMHU OTPUMAHOTO MOBIAOMIIEHHS PO BUSBJICHHS MEBHOK 0CO00I0 O3HAK
PO3IMOBCIOJIKEHHSI HApKOTHUKIB  3a3HAYEHUM  CIIOCOOOM. [i BigMiHHicTe Bif
MOTNepPeAHLO1 TOJISITAE Y MOXJIMBOCTI (pikcalli 0OCTaBUH MiATOTOBKH 1 BYMHEHHSI
HOBUX €I1130/11B 3JI0YMHHOT AISUIBHOCTI Ta 3aTPUMAaHHI 3JI0YMHIB «HA TapSdOMY».

OcHosHi makmuuHi 3a80aHHs y TIHA CUTYyaIllil noJsAraTh y (ikcaiii ¢akTy Ta
MEXaHI3My HE3aKOHHOTO 30yTy HApKOTHKIB 3 BHKOPHUCTAHHAM Mepexi [HTepHer,
BCTAHOBJICHHI KOHKPETHHUX 0C10 (30yBajbHUKA 1 HOTO CIIBYYaCHUKIB), IPUUETHUX O
LbOTO, Ta 1X 3aTPUMaHHA.

KoxHilt 13 BU3HAYCHUX CUTYyAIlid MPUTAMAaHHHUIA CBIA aJITOPUTM PO3CITiAyBaHHS
SK CYKYIHICTh CHiA4uXx (pO3MIYKOBUX) i, Yy TOMY 4YHCJi, HETJacHUX, Ta
OMEPATUBHO-PO3IIYKOBUX W OpraHizaliiHUX 3aXOiB, CIPSIMOBAHUX HA: BUSBIICHHS,
¢ikcamiro ¥ JOCIIDKEHHS CII0BOI 1H(pOpMalii y Mepexi IHTepHeT; BUSABICHHS 1
BUJIYYEHHS KOMIT FOTEPHOI TEXHIKU, HOCIiB KOMII FOTEpHOI 1HQopMalii, OaHKIBCbKUX
KapTOK TOIIIO; BCTAHOBJICHHSI OCOOMCTUX JaHUX 1 MICIS 3HAXOJKEHHS MPUYETHUX JI0

HE3aKOHHOT0 00Ir'y HAapKOTHKIB OCIO 1 iX 3aTpMMaHHA; BIIUIYKaHHS, BWIYYEHHS 1



CKCIIEPTHE JIOCIDKCHHS TIPEAMETY, 3HapsAab 3JI0YMHY, IHIIUX BaXJIUBHX IS
pO3CiiyBaHHS 00’ €KTIB.

Pe3tomyroun BHINEBHUKIAACHE CIIJI BIJ3HAYUTH HEOOXITHICTh ITOJATBIITHX
HAyKOBO-METOJUYHUX JOCTI/DKEHh MEXaHi3My BUMHEHHS Ta OCOOJHMBOCTEH

PO3CITiTyBaHHS HE3aKOHHOTO 00Ir'y HAPKOTHKIB 3 BUKOPUCTAHHSIM Mepexi [HTepHeT.
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