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ATAKA HYJ/IbOBOIO HS (N-DAY ATTACK). LLLO LIE | 5K
3 LUVIM BOPOTUCHA?

Bctyn i noctaHoBKa npoGsiemMu. [aHnin TepMiH 3aCTOCOBYIOTh LLIO
BM3HAYMTU HE YCYHYTUIA YpasnMBOCTI, L0 He 3HalideHi po3pobHMKam
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«[ipKn» B MPOrpaMHOMY KOfji Ha CTafii TeCTyBaHHA. A TakKOX LUKigIMBI
nporpamu, Bipycu, MepexeBi YepB'saku, 60TU i TPOSIHW MPOTU AKUX LUe He
po3pobrieHa XO4 SKOrocb 3axucTy. I3 camoi Hassu 3po3ymino, WO Yy
pO3p0o6HMKIB He Oyno Hi AHA, TOOTO, He O6yfl0 HISIKOT MOX/IMBOCTI
BMMPaBUTY MOMWUMKY i MPOPaxXyHKN B KOAI, BOHW MPO HUX NPOCTO He 3Haw.
Mpo ypas3nMBOCTI CTae BIZOMO [0 TOFO MOMEHTY, KOMM BMPOOBHMK
MporpaMHoro 3abesneyeHHsi BUMYCTUTb OHOBMEHHS 3 BUMpPaB/iEHHAM, abo
HOBY Bepcito mporpamu. TO6TO A0 LbOr0 MOMEHTY, BCi KOMM'HOTEpM, LUO
MpaLoTh 3 LM,

ATaka 3 HynbOBUM [HEM - Le Hebesneka Bif AKOI HEMOXIMBO
3aXVUCTUTHCA, TOMY LLO HEMOX/IMBO 3aXUCTUTUCA Bif TOrO, LU0 He 3HAELL.

HynboBuii fieHb - Hefonik NporpaMHOro 3abesneyeHHsl, anapaTtHoro
abo MporpaMHOro 3abesneyveHHs, SIKWA HEBIAOMUIA CTOPOHI YM CTOPOHaM,
BiANOBIJA/IbHUM 33 BUMPAB/IEHHA YU iHLUE BUSIBMEHHA HeRonikiB. TepMiH
«HY/IbOBUIA iEHb» MOXE BiAHOCMTMCb [0 TOW camoi Bpas3fMBOCTI abo aTaku,
AKa Mae Hy/bOBi [Hi Bif 4acy BUSBMAEHHA BPa3NMBOCTI Ta MepLUOi aTaku.
Micna Toro, SK BPa3/MBICTb HAa HyMbOBUIA AeHb Oyna ONpu/tOfHEHa, BOHa
BifjomMa AK n-day abo 0fjHOZleHHa BPa3/MBICTb.

3a3Buyail, KoM XTOCb BWAB/SE, LUO MpOrpama MiCTUTb MOTEHLiHY
npobnemy 6esneku, Ua ocoba abo KOMMaHis CMOBICTATb KOMMaHi0 Mpo
nporpamMHe 3abesneuveHHs (a iHoAi i B Winomy CBITi), W06 3po6UTK Le.
MoTeHUiiHI aTaKytodi YylOTb MPO BPa3/MBICTb, MOXJ/IMBO, 3HaA06WUTLCA
[EsKWiA Yac pna oro BMKOpUCTaHHSA. OpfHak iHOAI Xakep MOxe 6yTu
MepLUMM, XTO BUSBWUTb BPa3NMBICTb. OCKiMbKM  BPas/MBICTb  HEBILOMO
3a3ganerifp, He icHye cnocoby 3axuLiaTuch Bif eKCnayaTtaLii, nepLl Hix Le
cTaHeTbcA. KomnaHil, LWo nigfaroTbes nofibHOT ekcnnyatauii MOXyTb,
MpoTe, 3anpoBaguTX NPOLeLypW AN PaHHLOro BUsABMEHHSA. ChiBPOBITHNKM
CMyKon 6Gesneky CMiBNpayroloTb 3 MOCTavya/lbHUKamy | 3a3BMYald
MOroKYIOTbC YTPUMYBATW BCI feTasli BPasMBOCTEN A0 HY/bOBOrO vacy
MPOTArOM PO3YMHOr0 Mepiofy nepef nyb6nikauieto umx faHnx. Hanpuknag,
Google Project Zero [OTPMMYETbCA PEKOMEHAAUIA ranysi, fKi HajalTb
noctadaibHukam o 90 AHIB 419 BUMPABNEHHS BPa3/IMBOCTI Mepes TUM, K
LyKaY L€l ypa3nmMBoCTi Ny6aiYHO PO3KPMBaE HeLoNMiK.

MigBULLEHHS HYNbOBOrO [AHA, fK MPaBWUIO, AY)XXEe BaXKO BUSBUTW.
MporpavHe 3abesneveHHs Antimalware Ta f[esiki CUCTEMM BUSB/EHHS
BTOprHeHs (IDS) Ta cucTemu 3axucTy Bif BTOprHeHb (IPSes) uwacTo
Hee(heKTMBHI, OCKIfIbKM >XOAHA aTaka He icHye. OCb 4OMy HaliKpalym
Croco60M BUSIB/IEHHA aTaku 3 HY/IbOBUM [HEM € aHai3 MoBefiHKM
KOpuCTyBaYiB. BinblicTb OpraHisauiii, YMNOBHOBXXEHMX OTPUMYBATU
Joctyn [0 MepexX, [EMOHCTPYIOTb MeBHI MOAeNi BMKOPWUCTaHHS Ta
MOBEiHKW, fKi BBXaKOTbCA HOPManbHUMU. [isNbHICTb, WO BUXOAMTbL 3a
pavMKn 3BMYaHOTO 06cAry onepauiii, MOXe OyTW MOKA3HMKOM araku 3
HY/IbOBMM AHeM. [eski atakv 3 HyNb0BUM AHeM Gy/n NOB'A3aHi 3 akTopamu
3 Hailcy4acHILWOoW nocTinHOoW 3arpo3oto (APT), rpymaMu 3710BMUCHMKIB
abo Kibep3NoUMHHICTb, MOB'A3AHMMMU 3 YaCTUHOK HaLiOHIbHUX YPALIB,
3N10BMUCHUKK, 0c06MBO APTS abo opraHi3oBaHi rpynu 3 BUKOPUCTAHHAM
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KiBep3/IOYMHHOCTI, SK BBaXKalOTb, pe3epByBaTM CBOI HYNbLOBUIA [AeHb
noaBUIM AN LiHHMX Uineid. YpasnueocTi N-day NpOfOBXKYHOTb XWATW i
nigaaloThCs  ekcnnyaTauii JoBro nicns TOro, K BPas/MBOCTI  Gynw
BUMPAB/IEHI UM IHLUMM YMHOM BCTaHOB/IEHI NOCTava/ilbHUKaMMK.

3axucT NPoTW aTak HynboBOro AHA. HynboBi [HI MOABWAMM BaXKO
3aXUCTUTK, TOMY LLO iX B&XKKO BUABWTW. lMporpamHe 3abe3neyeHHs A
CKaHyBaHHS Ypa3/IMBOCTI CMUPaETbCA Ha MepeBipky NignuCiB Ha LWIKILMBI
nporpamv Ana MOPIBHAHHA Nifo3pinoro Kogy 3 nignucamu  BigoMyX
WKIZMBUX — MporpaM;  KOAM  LUKiA/MBa — nporpama  BMKOPWCTOBYE
eKCnayaTaLito 3 Hy/bOBUM [HEM, fKa paHille He 3ycTpivanacs, Taki
CKaHepy Ypas3nMBOCTi He 3MOXYTb O/10KyBaTW LUKiAMBE MpOrpamHe
3abe3neyeHHs. OCKiNIbKM HyNbOBe 3HAUYEHHS BPA3/IMBOCTI He MOXe 6yTu
BIIOMO  3a3ja/ieridb, HEMOX/MBO  3aXWUCTUTUCb  Bif  KOHKPETHOI
eKcriyartauii, nepLu Hix Le CTaHeTbCA.

OfHak iCHYIOTb JesKi pedi, AKi KOMMaHii Ta MpoCTi NOAN MOXYTb
3p00UTK, LLOG 3MEHLUWUTK PiBEHb PUMKY:

- BMKOPUCTOBYWTE BIPTya/lbHi MIOKasbHI Mepexi, Wo6 BifOKpeMUTU
[leski obnacti Mepexki abo BMKOPWUCTOBYBATM CneLianbHi CErMeHTU [/
(hi3nMYHOT ab0o BIpTYa/IbHOT MepeXxi 4715 130M1ALT;

-BnpoBaguTtn IPsec, IP-npotokon 6e3nekn, LWo6 3acTocyBatu
LnthpyBaHHA Ta aBTOIAeHTI(hiKaLito 10 MepexeBoro Tpagiky;

- posropTaHHsi IDS ab6o IPS. HesBaxaiwuum Ha Te, WO nignucaHi
npofykt 6e3nekn IDS Ta IPS, MOXIUBO, He 3MOXYTb ieHTU]IKYBaTK
ataky, BOHW MOXYTb MOBIZOMUTM 3aXMCHWKIB MPO Mifo3pify aKTUBHICTb,
fKa BUHMKAE AK NO6IYHNIA edieKT Bif Hanady;

- BUKOPWCTOBYIATE KOHTPONb AOCTYMY [0 Mepexi, Wwob6 3anobirt
BUKPAEHHAM MaLLMH i3 BX/IMBUX YaCTUH CepefoBuMLLA MiANPUEMCTBA;

- 6/710KyBaHHA BHU3 TOYOK 6e34pOTOBOr0 AOCTYNY Ta BMKOPUCTAHHA
cxemu 3axucty, Hanpuknag Wi-Fi Protected Access 2, ans MakCUManbHOro
3aXMCTy Bif aTak Ha 6asi 6e34POTOBUX MEPEX;

-3bepiraiiTe BCI CUCTEMM Ta OHOB/WNTE Ix. Xouya natyi He
MPUMNUHSAIOTL aTaky 3 HYNbOBUM AHeM, 36epiraroum pecypcu  Mepexi
MOBHICTIO, Lie MOXe YCKNagHUTK Hanad. Konm maty Hynb0BOro [HA CTae
[OCTYMHMM, 3aCTOCYTe /Oro sKOMOra LUBUALLE;

- BUKOHYIWTE  PErynspHy  CKaHyBaHHs  Bpas3lMBOCTEA  NpoTU
KOPNopaTUBHUX MepeXx i 3akpuiite Byab-aKi BUSIBNEHI YPa3MBOCTI.

MigTpymMytoum BUCOKI CTaHZapTV Ge3nekn iH(opmaLii, Le He MOoxe
3anobirTv ekcnayartauito 3 Hy/NbOBUM [LHEM, Lie MOXEe JOMOMOITM Mopasku
aTtaK, fKi BWKOPWUCTOBYIOTb EKCMEPUMEHTU 3 HY/bOBUM [AHEM Micns
BMNPaB/EHHS BPa3/INBOCTEA.

MpuKnagy aTak HyNboBOro AHA:
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1) KiflbKa aTak Ha Hy/bOBWIA [eHb 3a3BUyail TPANAAKTbCA LLOPOKY. Y
2016 poui, Hanpuknag, 3'ABMBCA artaka 3 HynboBuM aHem (CVE-2016-
4117), Aka ekcnnyaTysana paHiwe Hepo3kpuTuii Bagn Adobe Flash Player.
Takox B 2016 poui 6inbw Hik 100 opraHizauiin MigAaIMCA HybOoBil
nomunui aHs (CVE-2016-0167), ska ekcnjyaTtysanacad s NigBULLEHHS
Hanafy npuBineis, HauineHnx Ha Microsoft Windows;

2)y 2017 poui 6yna BWsBfieHa Bpa3nMBICTb HynboBoi fo6u (CVE-
2017-0199), B skiii 6yno nokasaHo, Wwo gokyMeHT Microsoft Office y dopmi
6aratoyHKLiOHa/IbHOro TEKCTY MOXE BUKIMKATA BUKOHaHHS BiKPUTOro
6a30BOro  cueHapito, Wo Mictutb komaHau PowerShell. Le opHa
ekcnnyatayis 2017 (CVE-2017-0261) BuKopucToByBasla BOY[OBaHUIA
PostScript ik nnatopmy Ans iHiLiauii iHpikyBaHHS.

BMCHOBOK. Y 3B'A3Ky i3 3aCTOCYBaHHAM CreLjia/ibHUX TEXHOMOTI,
Oday-3arpo3n He MOXYTb OYTW BW3HAYEHi KMACUYHUMU aHTUBIPYCHUMU
TexHonoriamu. Came 3 L€l NPUUYMHN NPOAYKTH, B AKMX 3p06JieHa CTaBKa Ha
KTAaCUYHI  aHTMBIPYCHI  TEXHOMOFIT, MOKasylTb [AOCUTb  MOCEPESHIi
pesynbTaT B AMHAMIYHWMX AHTUBIPYCHWMX TeCTyBaHHAX. Ha agymky
AHTMBIPYCHUX KOMMaHil, 415 3a6e3rneyeHHs e(heKTUBHOMO 3axMcTy NpoTu
Oday LKignvMBMX MNporpaM i Bpa3MBOCTEW MOTPIGHO BUKOPWCTOBYBATU
aKTMBHi TEXHO/OTIT aHTUBIPYCHOrO 3aXMCTy. 3aBAAKU Crieumdili akTMBHUX
TEXHO/OTIA 3aXUCTY BOHW 3[aTHi OAHAKOBO e(eKTMBHO 3abe3nevyBaTi
3axXuCT AK Bif Bigomux 3arpo3, Tak i Big Oday-3arpo3. Xoua BapTo
Bif3HaUWTK, WO e(heKTUBHICTb NPOAKTMBHONO 3aXMCTY He € abCOMIOTHOM, i
BaromMa u4acTka Oday-3arpo3 34aTHa 3aBfaTM  LUKOAW  >KepTBam
3/10BMUCHWKIB. He3anexHux nNigTBEpMKEHb LM TBEPMKEHHAM Ha LaHui
MOMEHT HEMAE.
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