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BAOCKOHAJIEHHA MIArOTOBKU KYPCAHTIB

3AKJIAZIB BMLLOI OCBITU 13 CNELNDIYHNMN
YMOBAMW HABYAHHA AK ®AXIBLIB 3 KIBEPBE3INEKWA

3 KOXHMM pokoM npobnema 3axucTy iHgopmauii ctae Bce 6ifbLu
aKTyasbHOK | TOCTPIWOK. Ha nepwwii nfaH BMXOAWTb MiArOTOBKa
thaxiBuiB, AKi CMPOMOXHI 3a6e3neunTn iH(opMmaLiiiHy Ta Kibepbe3neky
fepxasu. Ha cydacHoMy eTani po3BUTKY HayKu i TexHiku Kibepbesneka
NepeTBOPHOETLCS Ha OfLHY 3 HaaKTyanbHiLWnx 3adau
BMCOKOTEXHOJIOTIYHOr0 CyCMifbCTBA. BHACMifOK HaA3BMYaliHO LUMPOKOro
BMKOPWCTaHHS Cy4acHMX IHOpMaLiiHMX TEXHOMONIA B YCiX cihepax CBOro
iCHyBaHHSA CyCNiNbCTBO CTa/0 BPa3MBUM Bif, HE3HAUHUX KiGEpHETUUYHUX
BM/IMBIB, fKi BCE YacTillle CTalTb e(PEKTUBHWUM IHCTPYMEHTOM Ha LUNAXY
[OCATHEHHA MeTW LLOA0 HEeCWNOBOrO KOHTPOMK Ta YNpaBfiHHA K
00’€KTaMM  KPUTUYHOT iH(PACTPYKTYpy [epxasu, MiAnpueMCTB, TaK i
OKPEMO B3ATVMM FpoMagsiHamm, iX 06’ egHaHHAMM.

3 ogHoro 6OKy Kibepbesneka - Le 3aXULLUEHICTb Bif HasBHUX Ta
MOTEHUIAHO  Hebe3neyHMx MposBIB  IH(OpMALIMHOrO  BNAMBY, LO
CTBOPIOKOTb Hebesneky Ans (hyHKLiOHYBaHHsA iHGOpMaLiiHMX pecypcis,
CUCTEM, MepeX, MPOorpamHUX i arnapaTHUX 3acobiB, a TakoX CBiZOMOCTI,
NiACBiAOMOCTI, MOPa/bHO-NCUXONOTIYHOIO CTaHy JIOAWMHY, COLiaibHUX
rpyrn Ta CycrnifbCTBa B LifoMy.

3 iHwWoro, kibepbe3sneka - Le KOMMIEKC 3axofiB Ta 3acobiB, LIO
CNPAMOBaHI Ha 3aXMCT KOMM’HOTepiB, LMPPOBUX JaHUX | MepeXx iX nepeaadi
Bi, HeCaHKLiOHOBAHOrO [JOCTyny Ta IHWMX AiiA, MOB’A3aHUX 3
MaHIny/loBaHHAMU  ab0  KPafiKKOH, 6GNOKYBaHHAM,  MOLUKOMKEHHAM,
PYHYBaHHAM Ta 3HULEHHAM K BMMALKOBOrO, TakK i LjinecnpsMoBaHOro
Br/WMBY. TOMy 06’€KTOM fiffbHOCTI (haxiBus 3 Kibepbesneku € npouecut
3axmcTy iHhopmauit y Beix ii Bugax. ) )

Bigomo, LWOPOKY BCIi  YKpaiHCbKi  YHIBEPCUTETU  BUMYCKAKOTb
npnéaunsHo 1,5 Tucadi 6akanaspis crevjianbHocTi «Kibepbesnekay». OpHak
Ui BUMYCKHUKW He Mat0Tb AOCTATHIX NPaKTUYHUX HABUYOK, TM MOTPI6HO 2-
3 poKu, Wo6 OpieHTyBaTMCS B rasy3i Ta BUKOHYBaTW MPaKTUYHI 3aBLaHHS.
MpuunHa Takoi cuTyauii monsrae B TOMY, LIO MNporpaMy MigroTOBKM
CbOrOAHILLUHIX CreuianicTiB He [al0Tb TUX HaBUYOK, fKi MOTPIOGHI Ha
pobouyomy micui. MigrotoBka haxisuiB 3 Kibepbe3nekn BUMArae HaneXHoi
TEXHOMOTYHOT OCHALLEHOCTI BMLLOrO0 HaBYa&/IbHOrO 3aKiafy, 3alyuyeHHs
BUCOKOKBASTiiKOBaHMX  CnewianicTib. Tomy B XapKiBCbKOMY
HalioHa/IbHOMY  YHiBepCUTETi BHYTPILWHIX crnpaB B ceprHi 2016 poky
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CTBOpeHa Kadegpa Kibepbesneku sika roTye Kibeprnoniueiicbknx. Kadeapa
30ifiCHIOE MIAroTOBKY: 6akanaBpiB 3 ranysi 3HaHb 12 «lHopmayiiHi
TexHosorii»,  cneyianbHocTi 125  «Kibep6esneka»,  cneyjanisayis
Moniueiicbka fianbHICTL Y Kibepcdepi. Micna 3akiHyeHHs BH3 daxisui 3
Kibepbesnekn  MOXyTb  MpautoBaTv  Ha  mocagax  chnigumx i
OMNepyrnoBHOBAXEHVX  Migpo3ainis  60poTeby 3 KibepsnouvHamy, 3i
37104MHaMK, MOB A3aHWMM 3 TOPTiBMIEKO NKOAbMU, @ TAaKOX B OMepaTuBHO-
TEXHIYHMX Ta  IHOpPMaUiiHO-aHaNITUYHMX  MIAPO34iiax Ta  iHWMX
nigposginax HauioHanbHOT noniyil YkpaiHu.

B npoueci HaBuaHHA KypcaHTU OTPYMAlOTb HACTYMHI 3HaHHA Ta
HaBUYKW:

- 3[aTHICTb [0 BWKOPUCTAHHA [H(OPMALiiHUX | KOMYHiKaLiliHUX
TEXHONOT;

- 3pilicHIOBaT MPOMECIAHY AiSNbHICTb Ha OCHOBI 3HaHb CYYacHUX
iH(hopMaL,iiHO-KOMYHIKaLiiHX ~ TEXHOMOTI/, 3acToCyBaTW  MPOrpamHi
3aco6u, HaBMYKM pPOBOTM B TENEKOMYHIKaUIMHMX Ta KOMM'HOTEPHUX
MepeXkaxX, ~BWMKOpWUCTaTW  Crewiani3oBaHi KOMM’IOTepHi nporpamMu B
NPOMECIHIN AIANbHOCTI;

- BWKOHYBaTW cCnewiaibHi  [AOCMIAXKEHHA TEXHIYHUX i NporpamHo-
anapartHux 3aco6iB 3axmcTy 06po6bKuM iHopmauiT;

-30IMCHIOBATM MNPOEKTyBaHHS (PO3POOKY) CWUCTEM, TEXHOMONIA i
3aco6iB  Kibepbesnekn, BUKOPUCTAHHS  HauiOHa/lbHWX  CTaHAapTiB
KpunTorpaiyHoro 3axucty iH(opmaLii, NpPoTUAi0 HecaHKLiOHOBaHOMY
MPOHUKHEHHIO B IH(OPMALiiHi cucTeMn i Mepexi, BMOBIp e(eKTUBHMX
3acobiB  Ta MeTOZiB  KpunTorpaiyHoro 3axucTty iHQopmauii B
iH(hOpMaLiAHO-TEXHIYHKX CUCTEMAX;

-3HAHHA: OCHOB KPUMTOMOrii Ta KpuNTOrpagiyHoro 3axucry
iH(hopmauii  ansa  3abesneyeHHs i KOH(IAEHLIAHOCTI Ta  LiMiCHOCTI;
HaliOHa/IbHUX  CTaHAapTiB  KpUMTOrpaiyHoro 3axucty  iHgopmauii,
3aXMCTy Mporpam Ta AaHuX NporpamMHo-anapaTHUMM 3acobamy Ta OLiHKM
AKOCTI MPWIAHATKX PpilleHb, OCHOBHMX METOAIB Ta CnocobiB 3axucty
iH(bopmMauii BiAMOBIAHO [0 BUMOr Cy4vacHUX CTaHAapTiB Kibepbesneku,
3aCTOCOBYHOUM CUCTEMHUIA NifXif Ta OTPUMaHHI 3HaHHS;

- 3HaHHA 3 OCHOB 3aKOHOJAaBYOi, HOPMAaTWBHO-NPaBOBOI 6a3 YKpaiHu
Ta BUMOT BIifMOBIAHWMX CTaHAApTiB, TOMY YUC/i MDKHApPOLHWUX; BMiHHA
rotyeatv nponosuuii [0 HOPMAaTMBHUX akTiB LIoA0 3abe3neyeHHs
Kibepbesneku;

- 30aTHICTb BMPOBaAKYBAaTW Ta CYMNpPOBOAKYBATM MNpUKNagHe Ta
CUCTEMHe MpPOrpamMHOro 3abesneyeHHs OMepauiiHUX CUCTEM 3 METOHO
3aXUCTy iH(hopmauii B iHOpMaLLiiHO-TEEKOMYHIKaLiiHNX cucTemax;
- MpOrHo3yBsatu, BUABNATW Ta OLiHIOBATY CTaH Kibep6esneku 06'eKTiB
i cuctem;

- BMiHHS BM3HauaTW | YyCyBaTW OCHOBHi 3arposv Kibepbesneku,
OyoyBaT MOfenb MOPYLUHWKA, BWABAATM | YCyBaTW Bpas/MBOCTI B
OCHOBHVX KOMMOHEHTax BIigKPUTKX iH(OPMAL,iiHO-TeNEKOMYHIKaLiAHNX
cucTemax, BUSBMIATK, MepepuBaTy Ta NonepempkysaTy BiffaneHi Mepexesi
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aTtaky 3a X XapaKTepHMMK O3HaKamu, po3pobnsaTh noniTwky 6e3neku,
MPOEeKTyBaT | peanisoByBaTW KOMM/EKCHY CUCTEMU 3abe3neyeHHs
Kibepbe3nekun, TeCTyBaTU | Ha OCHOBI pe3y/bTaTiB TeCTyBaHHS PobuTh
06rpyHTOBaHWA  BMOIP 3acobiB  3axWCTy, 3AIACHIOBATM  MOHITOPUHT
MepeXxxeBoi  Ge3nekn  aAMiHICTpYyBaTU  BiAKPUTI iHhopmaLiiHo-
TENEKOMYHIKaL|iliHi cuctemu.

MMpoTe BNacHe OBOMOAIHHA CWUCTEMOK 3HaHb | YMiHb € JMLe
Heo6XiZHOK YMOBOK N8 YCNIWHOT AisNIbHOCTI Ta He BM/JMBaE Ha
aKTUBHICTb 1T cy6’ekTa. o3uuis Mmonogoro axisusa Kibepbesneku 6arato B
4OMY 3a1eXMTb Biff MOTUBALLIAHOT CUCTEMM, CTaBfIEHHS [0 3aBAaHb, 3MICTY
i 06’ekTy ioro pgisnbHocTi. CTpyKTypa MOTMBauii TiCHO MOB f3aHa 3
CYCNi/IbHAM PO3BUTKOM OCOBM i € MOTYTHIM Cy6 EKTMBHUM YMHHWKOM
e(heKTUBHOCTI XUTTEAIANBHOCTI.

Okpemoi yBary noTpedye NigroToBka Kibepnosniueinckux - aHaniTuKiB
y cepi KibepHETUYHOT 6e3nekn, Ha SKMX MatoTb MOKIafaTuCh 060B S3KU
WOAO  BWUABNEHHS  KPUMIHOTEHHMX  YMHHWKIB, WO  CRpWAIOTb
PO3MOBCIOMKEHHIO  KOMM’IOTEPHUX  3/10UMHIB, BICTEXEHHS OCHOBHUX
TEHAEHLi | NpOrHos3yBaHHA MOTEHUiHMX 3arpo3. Hessaxaroum Ha
BXKNMBICTb L€l KaTeropii (haxiBLiB, Takol BiJOKPeMNeHOI cneLianbHOCTI B
YKpaiHi B3arasi Hemae, TOMy NUTaHHA KOMMIEKCHOT NiAroToBKM (haxiBLiB 3
MUTaHb Kibepbesnek B YMOBaX CYYaCHWX BWKIMKIB Ta PO3BUTKY
rnobanbHOro Kibepnpoctopy notpebye camoi npuckinameoi yearn MBC Ta
MiHicTepcTBa OCBITU i HayKN YKpaiHu.

BuCHOBOK. Ha Hally AymMKy, 3 MeTOK 6i/bll AKiCHOT NiAroToBKW
(haxiBLiB 3 Kibepbe3nekn NOTPIGHO BpaxoByBaTW akafeMiyHi Ta NPOgeciiHi
BMMOrU [0 CrewianicTiB B rany3i nporpamyBaHHS, KOMN'IOTEPHMX HayK Ta
iH(hopMaLiiHO-KOMYHIKaLiiHAX TEXHOMOTIN, a TaKOX Y CYNyTHIX ranyssx.
ToMy KypcaHTiB MOTPIOGHO HaBUMTM HECTaHZAPTHO MUCAWUTW, [Jobpe
BO/IOAITM iHO3eMHOK MOBOK, W06 CrifIKyBaTUCA 3i CBOIMM KOJeramm 3
IHWMX KpaiH Jns  03HaoOMIEHHs 3 3apyObKHUM [OCBIAOM B rasysi
60poTbbn 3 KiGep3noumHHicTO. [Mpyu UbOMY 3HayHy yBary roTpi6bHo
HafjaBaTW BWBYEHHID Ta MNPaKTUYHOMY 3aCTOCYBaHHIO  TEXHOJIOrii
Kibepbe3nekn npu KOPUCTYBaHHI Ta pO3poOLi CMCTEM  aHaNiTUYHKX
[OCNifKeHb, KepyBaHHs 6a3amu faHWX Ta 3HaHb, MEpPeXeBWX LOofJaTKIiB Ta
iHTepHeT-cepBiciB, NPOTOKONIB Mepefjadi Ta WnpysaHHa faHuX. Kpim Toro
MOTPIGHO  O3HalOMMIOBATU  KypCaHTiB 3 MeToAuKamy — cepTudikadii,
eKCMepTU3 Ta MNPOBefEHHs creuiasibHnX AocnifkeHb (B TOMY uuchi 3
BVKOPUCTaHHAM NapasieflbHNX Ta KBAHTOBMX 06UMCNIOBa/IbHUX CEepefoBULL
3ac06iB i cuCTEM KiGEpHETUYHOro 3axuCTy IHopMauifiHUX pecypcis-
HeobxifiHO BBeCTV abo 3HAYHO PO3LUMPUTY BYy3bKOCMeLiani3oBaHi Kypcy,
MPUCBAYEHI MEeTOAaM BMABMEHHS, O/0KyBaHHA 3arpo3 Ta OTpuMaii
[l0Ka3iB HecaHKLiOHOBaHOro [OCTyny [0 iHdopmalil 3 signosigali
CTYMEHEM CEKPETHOCTI [epKaBHUX Ta KOMEPUIMHUX iH(POpMaHTK
pecypciB. Kpim Toro gns siKicHOi nigroToBku axiBuiB i3 Kibep6esneku
HeobXiJHO po3poOMTM Taki HaBuasbHI Mporpamu, WO rPyHTYBaInUCA
KNacCMYHOMY HaBYaHHI Ta BUMOrax CepTu(ikaTiB  MiKHapoaH
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NPoMeciiiHMX acouiauiii, nepw 3a BCe CepTudikalia creyianicTis 3
iHthopmauiiiHoi  6e3neku, Hanpuknag Certified Information  Systems
Security Professional (CISSP).

Opep>kaHo 03.10.2018
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