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JOBHOCTi CHCTEMHUX KOMaH, KOTPi MaroThb 3A0BMMCHYy miio. B
gKocTi KomaH[ O0yo0 BHIOIAGHO KAIOYH peecTpy, 3MiHa MBR Ta 3mi-
HU (padiroBOi cHCTeMH, a caMe CTBOPEeHHsS (aiiaiB, mudpyBaHHS
Ta BumaseHHsS. OTpHUMaHO, II0 B 3apaskeHUX CHUCTEMax 3a3HadeHi
datian po3TalIOBYIOTECH B (PafAOBiH CHCTEMI B TAKHUX HAMIKaX:

1) C: \ Windows \ perfc.dat;

2) % APPDATA% \ 10807 .exe;

3) C:\ myguy.xls.hta.

BusaBaeHO HACTyIIHI HIKIiIAWBI paiiau Ta IX XeIr-CyMu:

1) dpaiia myguy.xls, po3mip 13893 baiir,

SHA1: 736752744122A0BSEE4B95DDAD634DD225DCOF73

MD5:0487382A4DAF8EB9660F1C67E30F8B25;

2) daiia BCA9D6.exe, po3mip 275968 Gaiit

SHA1: 9288FB8E96D419586FC8C595DD95353D48E8A060,

MDS5: A1DS5895F85751DFE67D19CCCBS51B0S1A.

OtpuMaHa iHpopMallis 703BOAHAA ITOOYAyBaTH aHTHUBIPYCHUH
nporpaMHuM gogaTok Ha 6a3i HelpoHHOI Mepexi Tummy APT-1, 1o
HaJaAl JO3BOAUTH BHABAATH Moaudikallii gaHoro Bipycy.

Odeprkaro 24.10.2017

YOK 004.056.53
Baxap I'eoprifioeny JEMHIOB,

Haykosull cniepobimHUK HAYyK080-00Ci0OHOI tabopamopii 3axucmy
iHpopmauyii ma Kibepbesnexu XapKigcbkoz0 HAUIOHANLHO20
YHigepcumemy 8HYMPIULHIX CNpas

OCHOBHI BUJIU KIFEPATAK HA WEB-CAWTH

OcHOBHE IIpaBHAO IIPH CTBOPEHHi web-pecypcy - HiKoAM He
OOBIpSTH OAaHUM, BBEAEHHUM KopHcTyBadeM. [Ipo 1e 3HaroTh Gara-
TO wWeb-IrporpamicTiB, ase He BCi 00 KiHIS JOTPUMYIOTHCS IIHOTO, 3
aymkoro: "IIlo Tam Ha 11BOMY caiiTi aAaMaTH, Ta KoMy Iie IOTpiOHO".
Aae HalfuacrTinie Ha TaKHUX ca¥iTax i BUaThCS 3AaMyBaTH aIMiHKY ¥
0a3u naHuX. BUHITKH CTaHOBASATH caiTH, 3pO0OAE€HI HA OCHOBI KO-
rochk cydacHoro ¢ppeiiMmBopky (Hampukaam: LARAVEL, SYMFONY,
YII 2.0), 60 Tam cucrema 0Oe3MeKH BXKe MPOTEeCTOBaHAa MOCBimue-
HUMH daxiBIIMH B IIbOMY HaIIpIMKY [1].

Y iHTepHeT-Mepexki 3apa3 Maca iHdopmaliii o0 Pi3HUX BHU-
[iB XaKePChKUX aTakK Ha web-caifiTh, ase maBadiTe ix mie pas ysa-
TaABHHUMO, ITOSCHHMO Ta BH3HAYHUMO criocobu 60poTsbu Ta 3amobi-
raHH4.
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SQL ig'ektisa (aHra. SQL injection) - onquH 3 HaUIIOIHMPEHINITHX
criocobiB 3a0My web-pecypciB, mporpaw, siKi IIpalooTh 3 JaHUMU.
Moro Mera - BIpOBaAUTH B 3aIIUT CTOPOHHIM, qysKuit SQL-KOI.

BripoBamkeras SQL 3ammuTiB, B 3aA€KHOCTI Bi BUAY BHKOPH-
croByBaHoi CYB/l i ymMOB, mae MOXKAHMBICTH XakKepaM BHKOHATHU
CTOPOHHIH 3amuT Ao 6a3u HaHWUX (HAIIPHUKAAM, BHIOAAWTH, IIPOIH-
TaTH, godgatu abo 3MIHUTH OaHi 3 Oyab-gakux Tabaulp 6a3m),
OTPHUMATHU MOZXKAWBICTH IIPAIIOBATH 3 AOKAABHUMH (paiiraMu i BU-
KOHaHHS CBOiX KOMaH/1 Ha CEPBEPI, 1110 aTaKyEThCS.

3mebiabITioro, TakKui BU/ HATaay MOXKHA 0aYUTHU HA TMPUKAAIL
CalTiB, e BHUKOPHCTOBYIOTHCH ITapaMeTpd KOMaHIHOI'O paaKa
(3mirui URL), o6 mobyayBatu SQL-3amutu mo 6a3 manux, 6es
BiAIIOBiAHOI IIEPEBIPKHU.

A BUKAIOYEHHSI TaKUX BUIIQKIB NOTPIOHO piAbTpyBaTH Aa-
IIKY Ta iHIII CIIEIICUMBOAY, BOHH MOXKYTh IIOPYIIIUTH AOTiKy Balllo-
ro 3anuTy. TakoK, KOAU y BacC € 9YHUCA0, 0O0OB'SI3KOBO SIBHO ITPHUBO-
JWUTH MOTr0 A0 YHUCAOBOTO THILY.

Heski daxiBii paggaTk 3aCTOCOBYBATH OAd IIBOTO CHEIiaABHI
KOHCTpPyKTOpH SQL-3amuTiB, gKi cami 3abe3mnedyroTh HeoOXimHUH
TIOiA 3alIUTY i JaHUX.

PHP in'ek1iisg — Tex criocib 3aoMy BeG-caiTiB, sKi HammucaHi Ha
PHP. OcHoBHa AyMKa - BOPOBAIZKEHHS CBOTO PO3POOAEHOTO Clie-
Hapilo B KOI Ha CEPBEPHIH CTOPOHI pecypcy, L0 IPHU3BOAUTL 10
BUKOHaHHS CTOPOHHIX KOMaH[. BimoMo - B 6araThoX PO3MIOBCIO-
MPKEeHUX OBHXKKaX Ta Ha (popyMax, siKi npairoiors Ha PHP (maiiua-
cTillle 11e 3acTapiai Bepcii), € He 30BCiM IIpoAyMaHi MOAYAi Ta KOH-
CTPYKLIii 3 ypasauBUMH MicIgMu. XaKepH IIyKaoTh IIi
YPa3AMBOCTi, aHAAI3yIOTH IX, Ta KOPUCTYIOTHCS HUMH.

XSS (Cross Site Scripting, "MizKCaHTOBUH CKPUOTHHT') SIBAdE
cobor0 aTaky, IpHu fKif 3A0BMUCHUK IybOAiKye Ha caiiti, 110 arta-
KY€TBCs, CKPHUIIT, IKUY BHUKOHYETBECS y KOPHUCTYBadiB ITpU BioK-
PUTTI HUMU CTOPiHOK. OCKIABKY IIe¥ CKPHUIIT BUKOHYETHCS B Opay-
3epi y KOpHCTyBada, TO BiH Mae goctyn no iHdopwmarii B #oro
cookie, 11 moxke BupobaaTu nii Ha caiiTi Bix iMeHi KopucTyBada
(ax1io ToM "3aaoriHMBCS'), HAIPUKAAL, IIHCATH, YUTATH Ta BUOA-
ASITH TIOB1IOMAEHHSI.

Po3pi3HgroTs akTHUBHI Ta nacuBHiI XSS ataku. [Ipu nepriomy
TUITI Hanaay INKIiZAUBUUE CKPUIT 30epiracThcss HA cepBepi Ta IMo-
YHUHAE CBOIO MIFIABHICTDL IIPHU 3aBAHTAXKEHHI CTOPIiHKU caiiTy B Opa-
y3epi raieHTa. [Ipu apyroMy BHAI aTakKyu CKpPUIT He 30epiraerhcs
Ha CepBepi, a MIKITAMBUI BIAWB [IOYMHAE BUKOHYBATHCS TIABKU B
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pasi Oynp-gKoro Aii KopUcTyBada, HAIIPUKAA, [IPH HATHCKAHHI Ha
cchopMOBaHE TOCUAQHHS.

OcHOBHUM criocoboM npotunii XSS-arak € diabTpanisa Haaxo-
OSYUX 330BHI Ta IMyOAIKyEMMX Ha caiTi HaHuX. IK mpaBHAO, M0-
CTATHBHO 3aMiHIOBaATH CHUMBOAM '<" Ta ">" Ha "& lt;" Ta "& gt;" Bin-
noBingHO (php-dyukmia htmlspecialchars), npu npomMy BBeneHHM
BigBinyBadeMm TekcT Brpadae HTML-odopMaeHHS, a CKPUIITH, III0
MICTATBCI B HOMY, BTPadaroTh IKiJAUBICTb.

CSRF (aura. Cross Site Request Forgery - «MixkcatiToBa mifa-
poOka 3amuty», Takoxk Bimoma gk XSRF) - Bux arak Ha BigBimyBa-
4iB BebO-caliTiB, KUl BHKOPUCTOBYE HenoAiku mnporokoay HTTP.
Koau KopucTyBayd 3aXOAuTh Ha calT, IKHH CTBOPUB 3A0BMHUCHUK,
BiZl KOpUCTyBa4da Ta€MHO BiAlIPaBAFETBHCS 3alIUT Ha iHIIUY cepBep
(HamIpuKAan, Ha cepBep IIAATIKHOI CHCTeMM), SKUU 3[ifiCHIOE 9K-
yCBb LIKIIAMBY OIlepallilo (HallpHKAal, IIepeKas I'polleil Ha paxy-
HOK 3A0OBMHUCHUKA). [lag 3nmificCHEHHd [aHOi aTaky >KepTBa IIOBUH-
Ha Oyru aBTeHTH(]IKOBaHA Ha TOMYy CeEpBepi, Ha dKUHA
BIiAIIPaBAIETHCS 3aIUT, i Ileil 3aIuUT He IIOBHHEH BHMAaratu Oyab-
SKOTO IIiATBEpI:KeHHS 3 OOKy KOpPHCTyBada, gKe He MOoxXKe OyTHu
IPOirHOPOBaHO abo migpPobAEHO ATAKYIOUNM CKPHUIITOM.

Ha Bimminy Bix iHmux BpasauBocTett CSRF BHHUKae He B pe-
3yABTaTi [IOMHAOK IIPOTPaMyBaHHS, a € HOPMAaABHOIO IIOBEIiIHKOIO
Web-cepBepa i 6pay3epa. Tob6To GiABIIICTE CAUTIB, IKi BUKOPUCTO-
BYIOTb CTAaHAAPTHY apXiTEKTYPY, YPA3AUBI «3a 3aMOBUYyBaHHAM.

Crioci6 6opotebu - mutaTtu BBeneHHs CAPTCHA mpwu 3mitic-
HEHHI KpUTHYHUX Qi Ha 3pa3oK 3MiHH Iapoad abo Iepekasy
rpoureii (ak 3pobaeHo B WebMoney).

DOS

BimokpeMaeHO B pgamy 3arpo3 0e3neKHu CTOATH BPa3AUBOCTI
DOS - Denial Of Service (BigzmMoBa B 06CAyTrOBYBaHHi). 5IK IIpaBHAO,
[0 IIBOTO KAACy HalaiB HaAeXKaTb II0il, OIMCYyBaHi B HOBHHaX
"Xakepu aTakyBaaW cadiT X, HOPYLIMBIIH Horo poboty. CaiiT He
npaifoBaB npotdarom Y romuH'. TobTo 11e came "ataka', a He
"3noMm". Ha cepBep BHUPOOAFIOTHCS 3aIllUTH, 9Ki BiH He MOXKe (He
BCTUTAE) 0OpOoOUTH, B pe3yAbTaTi 4OTO BiH He BCTHrae oOpobuTuU
3anuTU 3BUYaMHUX BiABiAyBadiB i BUTAdGOA€ A HUX dK Helpa-
ILIFOIOYMH.

Lli aTaku He MalOThb Ha MeTi BUKpacTu AaHi 3 6a3u, ase Mo-
KyTh JOTIOMOTTH [OYATH iHIIi BUAU aTak, TOOTO 3BIABHUTH ILIATX.
Hanpukaazn, aesgki nporpaMu 4epe3 IIOMHAKHM B CBOEMY KOMIi MO-
KyTh BUKAMKATH BHHATKOBI CHUTYyallii, i IIpH BiAKAIOYEHHI cepBiciB
3/1aTHI BUKOHYBATHU KO, HANAHUN 3A0BMHCHUKOM. AGO aTaku Aa-
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BHHHOI'O THILy, KOAU CEpBep He MOxKe 00pOOHTH BeAWYEe3HY KiAb-
KiCTb BXiTHUX IIAKETIB.

[Ipu GakanHi (GromzKeTi) MOXKHA «3aBaAUTH» OyIOb-gKUH cep-
Bep. OOMEXHAM KiABKICTH 3BepHEHb 3 omaHiel IP-agpecu? Otpu-
maiire DDOS (distributed - posmomineHMiT), KOAM 3BEPHEHHS IIPO-
BOASTHCSA He 3 oQHOro KoM 'torepa. DDoS BUKOPUCTOBYETHCS TaM,
ne 3Buyaiinuiit DoS HeedekTuBHUHE. [Iad IBOTO KiAbKa KOMII'IOTE-
piB 00'emHyrOTBHCS, maal KoxkeH cTBoproe DoS araky Ha cucremy
JKEPTBHU.

[Iporu DOS aTakyu HEMOXKAUBO 3axUcTUTHUCa Ha 100%, aae
MOXKHa 3pOOHUTH OOMEXKEeHHs Ha KIABKICTH CIpob AoriHa 3 omHiel
[P-agpecu B mesIKy KiABKicTh dacy. Hampukaazn - He Giabire 5 B 10
XBUAMH. [Ipu BudeprnaHHI oKa3yBaTH IIOBIIOMAEHHS "TToyekatiTe"
abo npornonyBaTu BBectTu CAPTCHA. [leski cucTeMu IpPOCAThH BBe-
ctu CAPTCHA B3araai nmpu KOXKHi¥ cripobi aoriHa.
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YOK 343.9 : 004
SAn AunpeeBuuy HIKBOAIHH,

Kypcanm ¢paxyremema Ne 4 Xapbko8ckozo HAUUOHAILHOZ0
yHusepcumema eHympeHHux oen

OTAEJIbHBIE YA3BUMOCTH B SIIPE
OIIEPAIIMOHHOU CUCTEMBI LINUX

YaszBumocte Dirty COW (CVE-2016-5195) - ceppe3Has IIpo-
rpamMMHasg ys3BUMOCTE B sape Linux, cymectByromada ¢ 2007 roga
U ucrpaBaeHHas B okTsa0Ope 2016 roga. C eé TOMOIIBI0 AOKAABHBIH
TIOAB30BATEAb MOXKET ITOBBICUTE CBOU IIpaBa U MOAYYHTH ITPUBUAE-
TUH H3-3a OLTUOKH COCTSI3aHUS B pPEaAM3alluyd MeXaHU3Ma KOIIU-
POBaHUA IIPHU 3aIIUCH OAd CcTpaHuI Inamaru «dirty bit», momeden-
HbBIX paarom dirty.

[Ipobaema BO3HHUKAaET IIPH MHOTOYHCACHHOM OTHOBPEMEHHOM
BbI30Be cuCTeMHOM ¢yHKImHU «madvise» (MADV_DONTNEED) u
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