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IHEPEIMOBA

Le BumanHs € 30ipkoto Te3 XXIII MixkHapogHOT CTYICHTCHKOI
HAyKOBO-TIPAKTHYHOI KOH(epeHIii iHo3eMHUMH MoBamH «IHHOBaIiiHI
TEXHOJIOTii Ha CITy>k01 MPaBONIOPSAKY (3apyOLKHIN TOCBiN)», mpucBsdeHoi 30-
piudio kadenpu iHO3EMHHMX MOB, fKa BigOymacs y XapKiBCBKOMY
HaI[lOHATBHOMY YyHIBEpPCHTETI BHYTpimHiX cmpaB 12 xBitHS 2022 poky. Y
koH(pepeHwii B3su ydactb noHaa 100 kypcaHTiB i CTy/AeHTIB YKpaiHu Ta
3apyODKHUX KpaiH.

VY cydacHOMY CBiTi HayKOBO-TE€XHIYHI 3acO0H, pO3pOOJICHI Ha OCHOBI
HOBITHIX JOCSTHEHb NPHUPOJHUYMX 1 TEXHIYHMX HAayK Ta BIIPOBAJUKEHI Y
MIPAaKTHKY MPAaBOOXOPOHHUX OPraHiB, i3 KOXKHUM JJHEM Bce Oinbiie i Oinblie
ONTUMI3YIOTh I1X [isUIbHICTh. CBHOTOIHI HEMOXIUBO TOBOPHUTH IIPO
onTuMaikHe 3a0e3MedeHHs MPaBoMopsSAKy 0e3 BUKOPUCTaHHS Ha MPAKTHIl
IHHOBALIHHNX TEXHOJIOTIIA.

[Hpopmaniiiamii MixkHApOIHUN OOMIH MK YYCHHMH, TpaIliBHUKAMH
MIPaBOOXOPOHHHUX OPTaHiB Ta COLIANBHUMHE CITy>KOaMH CIIPHSIE TOMINPEHHIO
MDKXHApPOTHOTO JIOCBiy Ha YKPAiHCHKY IPAaBOBY CHCTEMY.

YyacHUKH KOH(GEpeHIil po3MIAaaloTh MHUPOKe KOJO MHTaHb y cdepi
BUKOPHCTaHHS IHHOBalllHHUX TEXHOJIOTIM OpraHaMu IPaBOIOPSAKY
3apyOKHUX KpaiH, Ydil MOCBiJ HE JIMIIE CTAHEC B HATOJi BITYM3HSIHUM
MIPaBOOXOPOHIIAIM, aje U JONMOMOXE MJOCAITH TEpeJOBUX IO3UIIHA Ta
CTIPHUATUME TOAANBIIOMY PO3BUTKY 1 MiJBHIIEHHIO €(eKTHBHOCTI poOOTH
nominii. KimrouoBumu acniekramu BuBueHHs cranu GPS-cucremu, cucreMu
MOOITBPHOTO 3B’SI3Ky, POOOTOTEXHIYHI CHCTEMH, KOMIT IOTepHA TEXHiKa Ta
HOBITHI 3aCO0M cHemiagbHOT TEXHIKH.

PerenpHe o3HafoMIIeHHS 3 MaTepialiaMu KOH(EpeHIl CBiquuTh, IO,
MOTIPY MOJIOJICTh 1 HEIOCTaTHIM IOCBiA aBTOPiB, Ti MiAXOAM, SKi BOHHU
MIPOMIOHYIOTH JJIsl BUPIIICHHS OKPEMHX MPoOIIeM, IesKi BUCHOBKH, 1O SIKHX
BOHH [IOXONfATh, 1 TMPOMO3WMii, $AKi BOHH HAJAIOTh, OE3yMOBHO
3aCIyrOBYIOTh Ha yBary (axiBIliB Ta OJaJbIllc BUBYCHHS.

Crin 3a3Ha4MTH, IO 32 YMOBaMHU IpOBeJeHHS KoHdepeHuii HamaHi
MaTepialii J0AaTKOBO HE PeAaryBajkcs, TOMY BiIMOBIIANBHICTh 3a X 3MiCT
YM BiJIIOBIHICTE HOPMaM Ti€l Y 1HIIOT MOBH HECYTh aBTOpH, IX HAayKOBi
KEpiBHUKH Ta KOHCYJIbTaHTH.
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INNOVATION TEHNLOGIE IN POLICE ACTIVITY

Policing technology has moved out of the backrooms of the
administration building to the core of police operations.

Today police departments are using surveillance cameras, gunshot
detection systems, automated license plate readers, facial recognition
software, body cameras, drones, and numerous databases to prevent,
respond and investigate crimes.

The near future holds even more possibilities, such as driverless patrol
cars with heads-up screens, delivering information as the car patrols the
streets. Augmented reality and artificial intelligence will eventually find its
way into policing. Smart police uniforms could monitor and report on
officers’ stress levels and the surrounding environmental conditions and
provide situational awareness to supervisors about their officers.

The question is not whether this technology exists, but rather, should police
use it when it becomes available to them? And, if so, how should it be used?

We think these challenges can best be addressed by developing and
using a digital ethics framework and a set of guiding principles that help
create digital trust. Such a framework can help police leaders and their
stakeholders think through the potential effects of technologies on officers
and communities, identify unintended consequences and address the use of
advanced technology for public safety.

Today, a successful business must understand the social and ethical
consequences of using technology and work to mitigate negative
consequences. Whereas this is arguably necessary for business, it is
inescapably true for the public sector, particularly the police. Just as police
leaders today work to build community trust, in the very near future they
will have to be concerned with building digital trust.

Digital trust is created when an organization has good data integrity,
security and control, and its use of technology and data is governed by a
code of ethics. Digital trust between the police and their stakeholders could
allow for a more rapid uptake of promising technology and mitigate some of
the risks associated with it.

Digital ethics is broader and includes how technology and the data are
used and the outcomes of that use. Transparent data and digital ethics create
digital trust.
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The following framework was developed by Accenture. Examples of
the elements comprising data ethics and digital ethics are listed. It is a good
place for police leaders to start thinking about digital trust.

As we move further into the 21* century, digital ethics and trust will
become a primary issue for police. Your communities and your officers will
demand the collection of data, the analysis produced, and use of the data,
analysis and technology be secure and ethical.

Recent examples of how digital ethics and trust can play out are found
in Chicago and New Orleans. Police departments in both cities found
themselves explaining their use of algorithms to help create lists of high risk
individuals. The two primary concerns emerging from these cities were
around (1) transparency in what data was used and how the algorithm was
generated, and (2) how the results were used.

Language adviser N. L Gorbach
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THE ETHICAL ISSUE OF POLICE USE OF QUADCOPTERS
IN PRIVATE PROPERTY AREA

At the moment, with the development of unmanned operations, an
ethical problem appears in filming materials, while flying in a private area.
With the increased use of drones both by civilians and government
agencies, it’s essential for police department to craft effective law
enforcement drone policy. Therefore, the need for legal regulation is not
associated with the use of drones, but with the potential violation of the
inviolability of personal property.

Drones, also known as unmanned aerial vehicles (UAVs) or unmanned
aircraft systems (UAS), are aircraft that fly without a pilot on board.

Rules for the use of drones in Ukraine (for civilians) are :

Drones weighing up to 20 kg can be operated without receiving
applications and permits for the use of airspace in compliance with the
following rules:

e the maximum flight altitude is not higher than 120 m above the
level of the earth (water) surface outside the established prohibitions and
restrictions on the use of airspace;

e flights are not performed over crowded areas in open space and
over densely built-up areas;
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o the flight speed of the drone is no more than 160 km / h;

e flights are operated no closer than 5 km from the outer boundaries
of the runways of aerodromes or no closer than 3 km from the outer
boundaries of the runway / heliports;

o flights are operated no closer than 500 m from manned aircraft;

o flights are performed within line of sight (VLOS - visual line of
sight);

e the drone does not cross the border of Ukraine.

In all other cases, a flight permit is required, with a precisely indicated
route and flight objectives, which are issued by the State Aviation
Administration of Ukraine.

Empowered to enforce the laws by which society has corporately
agreed to be governed, police have a unique ethical attitude to the law. For
an action to be ethical for police to take, it must first be legal. The law is a
necessary deontological reference point for officers and agencies in defining
right and wrong conduct. Unfortunately, in present conditions, legislation
governing UAS use by police agencies is not enough. This circumstance
creates a referential void for law enforcement executives seeking to put
drone technology to use in service of the public. The absence of clearly
defined ethical frames for drone use represents both a policy dilemma and a
knowledge gap. The policy dilemma stems from the fact that the technology
is out of the scope of regulation. These laws often vary greatly, which leads
to inconsistencies from one jurisdiction to the other in such aspects as when
drones may be flown in the nation’s airspace. As the list of agencies seeking
to use drones expands, the need for policy guidance and decision- making
frameworks will grow.

Language adviser N. V. Krasnova
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A CRYPTOVIRAL EXTORTION TECHNIQUE: RANSOMWARE

Ransomware is a type of malware from cryptovirology that threatens to
publish the victim personal data or perpetually block access to it unless a
ransom is paid. While some simple ransomware may lock the system
without damaging any files, more advanced malware uses a technique
called cryptoviral extortion. It encrypts the victim files, making them
inaccessible, and demands a ransom payment to decrypt them. In a properly
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implemented cryptoviral extortion attack, recovering the files without the
decryption key is an intractable problem — and difficult to trace digital
currencies such as paysafecard or Bitcoin and other cryptocurrencies that
are used for the ransoms, making tracing and prosecuting the perpetrators
difficult.

Ransomware attacks are typically carried out using a Trojan disguised
as a legitimate file that the user is tricked into downloading or opening
when it arrives as an email attachment. However, one high-profile example,
the WannaCry worm, traveled automatically between computers without
user interaction.

Ransomware malicious software was first confined to one or two
countries in Eastern Europe and subsequently spread across the Atlantic to
the United States and Canada. The number of cyberattacks during 2020 was
double that of 2019. The first versions of this type of malware used various
techniques to disable the computers by locking the victims system machine
(Locker Ransomware). Ransomware uses different tactics to extort victims.
One of the most common methods is locking the device screen by
displaying a message from a branch of local law enforcement alleging that
the victim must pay a fine for illegal activity. The ransomware may request
a payment by sending an SMS message to a premium rate number. Some
similar variants of the malware display pornographic image content and
demanded payment for the removal of it. By 2011 ransomware tactics had
evolved. Attackers began using eclectronic payment methods as well as
language localization to the affected device. Corporations, private entities,
governments, and hospitals can be affected by these malicious attacks. In
2016, a significant uptick in ransomware attacks on hospitals was noted.
According to the 2017 Internet Security Threat Report from Symantec
Corp, ransomware affected not only IT systems but also patient care,
clinical operations, and billing. Online criminals may be motivated by the
money available and sense of urgency within the healthcare system.

Factors that are key to a successful Cyber Awareness Training program
is to establish a baseline identifying the level of knowledge of the
organization to establish where the users are in their knowledge prior to
training and after. Whichever approach an organization decides to
implement, it is important that the organization has policies and procedures
in place that provide training that is up to date, performed frequently and
has the backing of the entire organization from the top down. Investment in
technology to detect and stop these threats must be maintained, but along
with that we need to remember and focus on our weakest link, which is the
user.

Language adviser V. V. Kochyna
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LAW ENFORCEMENT ON THE FOREFRONT OF USING
TECHNOLOGY TO IMPROVR PUBLIC SAFETY

As technology continues to make great developments, it is up to every
state to ensure that their police officers are safe, honest, and efficient in the
line of work that they do. Law enforcement agencies are on the right track
by working with the Department of Justice to implement policies and
programs that keep their officers safe and accountable. Aside from safety
and accountability, more agencies need to work toward the implementation
of control when it comes to body cameras. There isn’t a need for technology
to capture a phone call to the kids or even an officer using the restroom. As
technology continues to evolve and make progressive changes, we’re
confident that implementing access and controls into body cameras can be
done effectively to increase the pros and decrease the cons of technology in
law enforcement.

We can just talk about the body cameras that modern police officers
use. It should be noted that there are a number of other technologies that
help in the work of the police. There some of them:Cloud computing.

As you know, information is key in policing. To do your job well, you
need access to policies, procedures, and other crucial paperwork and
documents. Cloud computing makes this possible. The PowerDMS platform
2017 State of Policy in Law Enforcement report revealed an increase in law
enforcement agencies sending new policies and policy changes
electronically using a cloud-based policy management software. This shift
is in line with the increased demand from communities for accountability,
and agencies are seeing it as a way to protect themselves and their
reputation. Gone are the days of shuffling through file cabinets and
thumbing through paperwork. The cloud allows police to both access and
analyze data quickly and conveniently in several ways.

- Data collection and crime analysis.

Quickly tracking and analyze large amounts of data is important for
law enforcement to do their jobs efficiently. Through cloud computing,
police can access accurate statistics and real-time dashboards that monitor
entire cities. They also have the ability to connect agencies to centralize
criminal justice databases. This could lead to better information and
decision-making.

- Document and records management.
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Similarly, document management software can save officers a lot of
time. When you house your policies and procedures in the cloud instead of
in the office, they are accessible anytime, anywhere. This means your team
can pull up crucial information when it matters most. Storing documents
and records in the cloud can also save money on printing, paper, and filing
supplies, so you can spend your resources on bettering your community.

- Online training.

Online training is another important tool in supporting officers. Having
data and other documents readily accessible is one thing. But only when
your team retains that information will they be successful. That’s why
training is crucial. Online training can supplement in-person, hands-on
training, allowing officers to conveniently and quickly learn. This could
save a lot of money and time, allowing your officers to be on the field as
much as possible.

Police officers must receive the support, tools, training, and
compensation they need and deserve so they can remain safe as they protect
our communities.

Language adviser V. V. Kochyna
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HOW ARTIFICIAL INTELLIGENCE IN POLICING HELPS
CRIME DETECTION

Artificial Intelligence is slowly but surely becoming a proficient tool to
punish the criminal and also to check unlawful actions. Many of the Law
Enforcing Agencies across the world are using the most up-to-date solutions
to prevent crime. Artificial intelligence in policing is a framework which is
evaluated with the help of computers. It can also be utilized to make
decisions regarding final rulings. It is the technology that holds great
promise for the future in crime detection.

Thermal imaging has become an important police technology tool that
is especially helpful in dark conditions. Thermal image cameras, some
available as small hand-held units, utilize infrared imaging to detect heat
emitted by such objects as humans and animals, and to deliver a “heat
picture” or “heat map” of the environment in question.

It can be used to track the motion of suspects in a darkened building.
Such technology has life-saving applications — from firefighting to search
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and rescue missions (for example, finding a lost child or senior citizen in a
blinding snowstorm).

The ongoing expansion of the Internet of Things (IoT) means more
data is being generated, collected and analyzed than ever before — much of
which can be incredibly valuable in a law enforcement context.

But the process of deriving actionable insights from immense amounts
of data is so incredibly time-consuming that it is not remotely cost-effective
when performed by humans. That’s where artificial intelligence (Al) and its
subcategory machine learning come in. Al is used to support many other
police technologies, including ShotSpotter, facial recognition and
biometrics.

Language adviser L. S. Sazanova
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CYBERCRIME: OLD CRIMES IN NEW WAYS

What is Cybercrime? In Australia, the term cybercrime is used to
describe both: crimes directed at computers or other information
communications technologies (ICTs) (such as computer intrusions and
denial of service attacks), and crimes where computers or ICTs are an
integral part of an offence (such as online fraud)

Just as the internet and other new technologies are opening up
tremendous possibilities, they also provide opportunities for criminals to
commit new crimes and to carry out old crimes in new ways. On the
evidence available, it is clear that the number, sophistication and impact of
cybercrimes continues to grow and poses a serious and evolving threat to
Australian individuals, businesses and governments.

Online, criminals can commit crimes across multiple borders in an
instant and can target a large number of victims simultaneously. Tools that
have many legitimate uses, like high speed internet, peer to peer file-sharing
and sophisticated encryption methods, can also help criminals to carry out
and conceal their activities.

The AFP is responsible for detecting, preventing, disrupting,
responding to and enforcing cybercrime offences impacting the whole of the
Australian economy. It focuses on investigating cybercrime threats against
Commonwealth Government departments, critical infrastructure and
information systems of national significance, with a key element being the

23


https://www.police1.com/police-products/police-technology/articles/how-machine-learning-can-be-a-force-multiplier-for-public-safety-30AaqNplj9Hq95ap/

Innosayitini mexnonozii Ha ciyaHcoi npasonopsaoky (3apyoixcuuti 00csio). Xapkie, 2022

banking and financial sector. The AFP is guided by Commonwealth
priorities for combatting cybercrime.

In general, the investigation of fraud against an individual is a state
police responsibility. However, where there is a crossover between the
investigation of a fraud against an individual and the investigation of an
organised attack against critical banking systems, the AFP will work
together with the local jurisdiction and the banking and finance industry.
The AFP also works closely with State and Territory Police and
international policing agencies in the fight against all types of cybercrime.

Nevertheless, ensuring you understand and practice good cyber
security is the best way to combat cyber threats. The easiest way to stay on
top is by turning on or confirming automatic updates where possible. An
automatic update is a ‘set and forget’ feature that updates your software as
soon as it becomes available.

Language adviser I. O. Gogol
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THREE LAYERS OF SKILLS NEEDED TO BE A LAWYER

Law firms once viewed themselves as service providers, but about
20 years ago they began presenting themselves as experts with access to
information that wasn’t available to their clients. With the advent of the
digital era, things have changed substantially and clients today expect a bit
more. The current transformation, driven by technology, innovation, and
collaboration, translates into the creation of valuable services. Nonetheless,
law firms face a challenge: they must adopt a new mindset and acquire a
new skill-set more akin to that of innovators who approach problem-solving
from a different angle. Lawyers, like any other professionals, share a series
of characteristic traits. Like leaders, lawyers are focused on problem-
solving and have a strategic vision. The difference is that lawyers are
combative, critical, rules-oriented and their default stance is adversarial. In
contrast, leaders are creative, empathetic, collaborative and willing to take
risks. Legal professionals must integrate the mindset of leaders and
innovators into their way of working and providing services. Lawyers must
be observant, develop relationships, and build networks, while constantly
questioning everything in their search for solutions.

Legal service providers should have three layers of skills. Three layers
of skills needed to be a lawyer:
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The first layer consists of specific capacities related to three factors:
the organization where the lawyers work or to which they provide their
services; the services themselves; and technological factors. This layer
includes skills related to project management, leadership, technology,
sector-specific knowledge, business knowledge, marketing, communication,
public speaking, and mentoring, among others.

The second layer includes what are called “collaborative” skills as well
as skills related to creativity, which is essential to finding better solutions.
Skills in this layer include empathy, inclusiveness, relationship-building, a
growth mindset, multidisciplinarity, diversity, and audacity — to name a few.

The third layer, consisting of client and service-focused skills, is where
true innovation happens. These skills—which are the true source of
leadership—are what set legal professionals apart from the rest.

When acquiring the skills needed to be a lawyer, most lawyers have
traditionally focused on developing first-layer skills. Little effort has gone
into the second layer, and the third layer has been neglected.

Language adviser A. V. Bilousov
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WAYS TECHNOLOGY BOOSTS CRIME-FIGHTING

With reference to Pace University, technology helps law enforcement
agencies and justice personnel stay one step ahead of criminals, furnishing
new ways to detect and prevent crimes, as well as helping prosecutors
convict offenders. And since emerging technology is available on both sides
of justice, the cat-and-mouse game between perpetrators and police is
never-ending, requiring continual adjustments from law enforcement
agencies. The good news for public safety is that crime rates have generally
decreased over the past two decades, due in part to advancements in crime
detection and deterrent technology. Since effective policing leans heavily on
the rapid sharing of sensitive crime-related data; the recent explosion in
information technology is a positive development for law enforcement
agencies. Identification technology, social media, and mobile capabilities
also enhance public safety, enabling justice staff to do their business more
efficiently and respond to unfolding investigations in real-time.

While technology poses challenges for law enforcement agencies,
which continually strive to keep up with technology-based criminal
enterprises; it does more good than harm in the fight against crime. Tech
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advancements in law enforcement include the following capabilities, which
illustrate how quickly things change alongside technology.

Sharing Information - law enforcement agencies are spread throughout
a national criminal justice system that involves, regional, state, and local
authorities, each administering their policing efforts independently. Sharing
information about offenders also has a positive preventative impact, helping
keep guns out of the hand of dangerous criminals and barring offenders
from certain types of employment.

Security and Surveillance Upgrades - property crimes continue to
decrease statistically, so security and video surveillance upgrades have
improved public safety dramatically.

Social Media - though it is a social trend as much as it is a
technological breakthrough, social media use nonetheless furnishes law
enforcement advantages for agencies that use the technology effectively.

Crime Mapping Technology - modern computing power speeds up data
analysis and enables law enforcement to track crime trends geographically.

Mobile Technology - mobile technology furnishes an electronic trail of
texts, emails, calls and GPS location information that law enforcement uses
to solve cases. Smartphones are so widespread the contact information and
other data they contain give officers a starting point for their investigations,
which often unfold in arrests directly related to information gleaned from
mobile devices and usage.

Technology will never replace solid investigative work, but modern
advances assist law enforcement efforts to stay ahead of criminals. Mobile
technology, social media, and rapid access to information contribute to
better enforcement and prevention. And crime-mapping and video
surveillance breakthroughs also increase public safety, enabling justice
agencies to direct resources to where they are needed most.

Language adviser I. O. Gogol
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TECHNOLOGICAL ADVANCEMENTS THATHELP SOLVE
CRIMES

Advancements in the last years have provided law enforcement
professionals with technologies that not only make their jobs easier but also
keep them safe at the same time. While this list could be endless, here are
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some of the most important technological advancements that have aided in
the battle against crime.

Data Mapping. The trend of data mapping isn’t new; in fact, weather
and climate scientists have been doing it for decades. However, criminal
justice professionals are also data mapping now, providing police
departments as well as federal agencies with a clear geographical look at the
types of crime and the volume of crime that happens in an area. This is
beneficial to law enforcement because it shows trends that may be able to
be traced back to certain locations; drug rings are a prime example of how
data mapping can be useful to the police. It also helps the police pinpoint
problems in a community and allows them to strategize effectively to help
reduce crime.

Smartphone Tracking. While there is some debate about when and how
smartphone tracking should be utilized by law enforcement, the ability to
track a criminal through the use of their smartphone is an incredible
advancement in technology. This technology, when accessed through legal
channels, can provide law enforcement with a clear picture of a suspect’s
movements before, during, and after a crime. For those innocent of the
crime they are accused of, the technology can save them from a criminal
trial; for those who are guilty, the tracking capability of this common object
can seal their fate.

Social Media. Social media has had a large impact on law enforcement.
Many law enforcement agencies and police departments have dedicated
social media accounts on various platforms, enabling them to engage with
their communities and act on tips in real time. This has become invaluable
for solving crimes because it enables the police or other law enforcement to
get up-to-the-minute information on an ongoing crime or a recent crime
simply by paying attention to their social media feeds. It is also useful for
gauging how a community feels about their interactions with the police; it is
now clear that having direct engagement with law enforcement builds trust,
enabling victims and witnesses to come forward with information on crimes.

Biometrics. Most Americans are used to biometrics; it is the
technology that enables them to unlock their smartphones with a fingerprint
or an iris scan. This technology has been around for decades but only
recently has it become accessible to the public. The criminal justice field
has now taken that technology and created smaller identification devices
that make it possible to spot criminals with past records or outstanding
warrants without having to wait for a process that could take weeks or
months. These handheld devices can be used at a crime scene to collect
digital fingerprints and then used on witnesses to see if a perpetrator is still
at the scene of a crime.
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Technology continues to improve law enforcement and, in turn, the
relationship between law enforcement officers and the communities they
serve. By providing various ways of dealing with crime, technology has
made communities safer places to live and work in. With more
advancements on the horizon, professionals who are seeking a criminal
justice degree will find that technology will continue to play a large role in
how the criminal justice field will look in the years to come.
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INNOVATIVE TECHNOLOGIES IN THE SERVICE
OF THE POLICE

In the US more than 910 organizations, including police and fire
departments, use drones to help collect evidence and track events from a
distance.According to former Philadelphia Police Deputy Commissioner
Nola Joyce, law enforcement also uses gunshot detection systems,
automatic license plate readers and facial recognition programs. Meanwhile,
in the US, a mechanical engineer at the California-based research institute
SRI International has designed a robot to help police officers avoid potential
conflicts with motorists.

Another assistant system will soon appear with the police in the UK.
With the help of it, law enforcement officers plan to predict the commission
of serious crimes of a violent nature using artificial intelligence
technologies. A combination of Al (artificial intelligence) and statistics is
used. To search for "future" criminals, the system evaluates more than 1.4
thousand characteristics. Al algorithms calculate a person at risk and give
an estimate of the likelihood of him committing a crime with the use of a
weapon. About the use of digital technologies to improve the safety of
employees and citizens: The Internet of Things and distributed sensing is the
use of new technologies to collect information about the world and point in
the right direction. But what should officers do at the scene? New
technologies and methods are being developed that can help guide action in
the world. Such advances in areas as 5G communications, miniaturization
of electronics and augmented reality are enabling people to see, hear and act
in ways that were previously impossible. For example, an officer arriving in
an unfamiliar situation can now use augmented reality goggles to see
relevant information about previous service calls from that address, find
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building exits, or view the blocks recent crime history.With this
information, the officer can take precautions to protect himself and serve the
community

Language adviser L. I. Rusanova
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UNINTENDED CONSEQUENCES OF TECHNOLOGY
IN POLICING BY DR. JARROD SADULSKI

Dr. Jarrod Sadulski is an adjunct professor with American Military
University. He has spent more than two years studying police stress and its
influence on the lives of police officers. He says: “While technology has
undoubtedly been beneficial for policing, many of these advancements have
also had adverse—and often overlooked—impacts on policing.”.

Technological advancements have caused major changes in policing in
the past several decades. Compared to past generations, officers today are
surrounded by technology that is intended to increase productivity, officer
safety, and agency efficiency. Communication, for example, has been
dramatically improved. The days of communicating with dispatch only
through the traditional police radio or tracking down a pay phone to call the
station are long gone. Today, officers have cell phones and are responsible for
monitoring communications through advanced police radios that can scan
many channels or districts at one time. Police vehicles are also equipped with
advanced computer-aided dispatch systems. These dispatch systems improve
how quickly officers respond to calls for service, assist in the collection of
investigative data, and clear calls without radio communication. There have
been many other advancements as well. For example, conducted energy
devices such as Tasers have been deployed in more than 7,000 police
agencies. Research shows that these devices have contributed to a reduction in
officer injuries by 25 to 62 percent (MacDonald, Kaminski, & Smith, Michael
2009). Other technologies have also helped officers be more efficient and
effective. For example, traffic-light cameras have enabled patrol officers to
focus on problematic areas and assisted them with traffic enforcement.

There is an inherent amount of stress involved with learning and
applying many of these advanced technologies. Officers are expected to
embrace technology and, unfortunately, do not always receive the proper
training needed to use it at a mastery level. Many officers feel that different
technologies are pushed on them, creating an unmanageable number of
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things to learn and remember. It is important for agency leaders to realize that
adapting new technology often causes stress for officers so they need to take
steps to help alleviate some of that stress. Technology can have unintended
consequences when officers must pay attention to so many different devices.
For example, even though computer-aided dispatch systems, cell phones, and
other communication devices each have their benefits, they can be extremely
distracting for officers and even dangerous when their full attention is needed
on a single situation. For example, while an officer is driving a patrol unit, calls
for service are typically pushed to the officer’s in-vehicle laptop through the
computer-aided dispatch system. Referring to this technology while driving
puts officers at an increased risk for vehicle accidents. Having to constantly
divide their attention between different devices can result in a potentially
dangerous situation and cause officers ongoing stress. Another source of stress
for officers is that some of these technological advancements won’t work when
they need it. Officers are now equipped with less-than-lethal advanced
weapons like Tasers and ammunition that includes pepper rounds, and rubber
projectiles. If these devices don’t work as expected, officers may be hurt.

At a time where stress management in policing is critical to promote
resiliency and good health in officers, steps can be taken to reduce the stress
that is associated with technology. Examples include: enacting
administrative policies or personal goals designed to reduce distractions; set
a standard for communication with dispatch and supervisors while on duty;
permit officers to use the technology they’re comfortable with, when
possible; Provide proper time for training officers on new technologies.

In conclusion, technology has resulted in many advantages for law
enforcement. Advanced technological equipment can reduce manpower
shortages, increase officer safety, and help officers do their job more easily.
However, technology can also become a stressor for officers. It is important
that agencies recognize this stress and take steps to help officers become
proficient and comfortable using technology
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ATTRACTING ROBOTS FROM BOSTON DYNAMICS FOR
SERVIE IN THE US POLICE

Boston dynamics is a leading American engineering company that has
been producing dog robots and other robotics since 1992. In 2019, the
Massachusetts Police Department became the first law enforcement agency
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in the United States to use a Boston Dynamics robot called Spot. According
to Wbur News Spot, as well as other work of the department, used as a
"mobile remote surveillance device" to provide military personnel with
images of suspicious devices or potentially dangerous places, such as where
an armed suspect may be hiding.

"Robot technology is a valuable tool for law enforcement because it
can inform about potentially dangerous environments," wrote David
Procopio, a state police spokesman. The peculiarity of Spot is that it is a
dog-like robot that works without recharging for an hour and a half, moves
at speeds up to 5.8 km / h, and has a load capacity of up to 14 kg and can
withstand temperatures from -20 © C to 45 °C. It also has a 360-degree low-
light camera and an arm.

In 2021, the "robocop" was used in two operations. In the first case,
there was an operation to rescue hostages, then criminals took people
against their will and kept in one of the apartments. Spot, equipped with a
camera and lanterns, was launched into the room, as a result, all went
without casualties, and the perpetrators simply fled.

The second case of use was when the criminal was detained, the
robopese was used as an observer.

Another difference between Boston Dynamics and their Spot creation
from other police robotics companies is that the company-police agreement
precludes the use of the robot as a weapon, so it is rented out, not sold.
According to Michael Perry, vice president of business development at
Boston Dynamics, this was done so that the company could withdraw from
work if it finds a breach of contract.

According to DW after the successful use of Spot robots from Boston
Dynamics in the US, the Netherlands was the first in Europe to buy a robot
to perform their task of being spies in drug labs, to protect special forces
personnel and ordinary citizens from armed attack or defeat toxic
substances.

To do this, Spot is equipped with special sensors and video cameras
that transmit all information in real time to the operator's screen.

Thus, summing up, we can say that the involvement of innovative
technologies in policing not only increases the efficiency of the police, but
also increases the level of protection of the population and personnel.

Language adviser N. V. Krasnova
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CRYPTOJACKING AS A MODERN CASH

Cryptojacking is a type of cybercrime where a criminal secretly uses a
victim computing power to generate cryptocurrency. Primary effects of
cryptojacking include: device slowdown; overheating batteries; increased
energy consumption; devices becoming unusable; and reduction in
productivity. Cryptojacking in the cloud could also cause additional costs
for businesses that are billed based on CPU usage..

Cryptojacking (also called malicious cryptomining) is an online threat
that hides on a computer or mobile device and uses the machine’s resources
to “mine” forms of online currency known as cryptocurrencies. Malicious
cryptominers often come through web browser downloads or rogue mobile
apps. Cryptojacking can compromise all kinds of devices, including
desktops, laptops, smartphones, and even network servers. Like most other
malicious attacks on the computing public, the motive is profit, but unlike
many threats, it’s designed to stay completely hidden from the user. To
understand the mechanics of the threat and how to protect yourself against
it, let’s begin with a bit of background.

Cryptocurrencies are forms of digital money that exist only in the
online world, with no actual physical form. They were created as an
alternative to traditional money, and gained popularity for their forward-
looking design, growth potential, and anonymity. One of the earliest, most
successful forms of cryptocurrency, Bitcoin, came out in 2009, and gained
mainstream recognition in the years following. Bitcoin’s success inspired
dozens of other cryptocurrencies that operate in more or less the same way.
You may be familiar with names like Ethereum or Dogecoin, for instance.
Today, people all over the world use cryptocurrencies to buy things, sell
things, and make investments. Two words—"“cryptography” and
“currency”—combine to form “cryptocurrency,” which is electronic money,
based on the principles of complex mathematical encryption. All
cryptocurrencies exist as encrypted decentralized monetary units, freely
transferable between network participants. Or put more simply,
cryptocurrency is electricity converted into lines of code, which have a real
monetary value.

Whether you’ve been cryptojacked locally on your system, or through
the browser, it can be difficult to manually detect the intrusion after the fact.
Likewise, finding the origin of the high CPU usage can be difficult.
Processes might be hiding themselves or masking as something legitimate
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in order to hinder you from stopping the abuse. As a bonus to the cryptojackers,
when your computer is running at maximum capacity, it will run ultra slow, and
therefore be harder to troubleshoot. As with all other malware precautions, it’s
much better to install security before you become a victim.
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UNMANNED AIRCRAFT SYSTEMS (UAS) USE IN POLICE WORK

If you thought remote control camera robots were cool, you will be
excited to hear that some law enforcement agencies have experimented with
using unmanned aircraft systems (UAS), sometimes known as drones. The
UAS could be used to search for suspects, obtain information and survey
disaster areas without using a piloted helicopter or plane. Not only could UAS
technology save money, but it also has the potential to keep law enforcement
officers out of harm’s way.

The number of drones is constantly growing and air traffic authorities
urgently need solutions to manage their presence in the airspace, the same as
any other type of aircraft. Considering the specific characteristics of UAS
operations, they should be as safe as those in manned aviation. Technologies
for unmanned aircraft allow a wide range of possible operations.
Requirements related to the airworthiness, the organization as well as the
persons involved in the operation of UAS and unmanned aircraft operations
should be set out in order to ensure safety for people on the ground and other
airspace users during the operations of unmanned aircraft. The rules and
procedures applicable to UAS operations should be proportionate to the
nature and risk of the operation or activity and adapted to the operational
characteristics of the unmanned aircraft concerned and the characteristics of
the area of operations, such as the population density, surface characteristics,
and the presence of buildings. The risk level criteria as well as other criteria
should be used to establish three categories of operations: the ‘open’,
‘specific’ and ‘certified’ categories.

While this technology in law enforcement is currently available, the
widespread use of unmanned aircrafts has been slow to take off due to
regulations and critique from members of the public. Only time will tell if these
unmanned aircraft will become a widespread part of our law enforcement.

Language adviser A. E. Korshenko
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THE USE OF HIGH-SPEED RADARS ON THE ROADS
OF UKRAINE

Recently the number of road accidents increased in Ukraine, due to the
excessive speeding. Taking this fact into account, the National Police of
Ukraine decided to counteract these crimes using high-speed Trucam radars
on roads, which are widely used by police in Germany.

In Germany, violations are recorded by 3500 stationary radars, which are
installed both on the highways and in the localities. Drivers are notified about
the control and supervision by scoreboard with the inscriptions
“Radarcontrol”.

In Ukraine, the number of areas in which the speed limit is measured
with the Trucam device, has recently increased to 309. From Monday, March
22,2021, patrol officers with the Trucam device began their work at the new
60 locations. The new locations were chosen based on an analysis of speeding
accidents. The road signs on such areas will inform drivers about photo and
video fixation.

Although Ukraine is applying the experience of other countries in the
field of digital technologies used in the work of law enforcement agencies, we
are still lack of the resources to work in this area. As a rule, there is a lack of
funding from the state, there is a lack of specialists to work with new
technologies and the legislation is not perfect. The use of digital technologies
in the work of law enforcement agencies is an inevitable future that will
definitely help and facilitate the work of the police, so the state should pay
more attention to issues related to the implementation of the experience of
other states in this area.
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HANDHELD LASERS USE IN CRIME SCENE INVESTIGATION

Every day, law enforcement professionals faced with unknown
suspicious substances that require immediate identification before confirming
the appropriate action. When criminal investigations are at stake there is no
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margin for error and the demand for fast and accurate mobile techniques for
the detection and identification is higher than ever before. Nowadays law
enforcement agencies are using handheld lasers in crime scene investigations.
Handheld laser spectroscopy devices can determine the chemical composition
of an unknown substance within seconds. If an officer comes across a
suspicious substance, these devices will reveal the chemical makeup almost
immediately. This type of instantaneous law enforcement technology is
decreasing the time officers need to be in the office or in the lab, allowing for
more time in action. These lasers are also keeping officers safe from harmful
substances they may not have recognized otherwise. The heavy workload of
the laboratories results in unnecessary delays getting evidence to court and
impacts the court’s ability to set bail for a suspect. Another impetus for the
use of mobile detection technologies is the lengthy time and high costs
associated with laboratory analytical methods. In the case of where upon
analysis, only the minority of evidence results in court submissions, the use of
mobile detection technologies for sample screening would allow users to
determine the identity of a substance before sending it to the laboratory for
further analysis. Raman spectography is a highly selective technique and has
the ability to differentiate between a wide range of compounds that is critical
when faced with an increasingly broad range of threats. Unlike other handheld
detection techniques, Raman analysis can often be performed through
packaging material without disturbing the sample. This minimizes exposure
to the operator and reduces the risk of sample contamination. Protecting
evidence from contamination is critical to successful take a case to court. By
allowing users to perform confirmatory analysis upon arrest and provide
substantial, proven evidence, cases can proceed to court much quicker helping
to reduce the backlog and increase the success rate of removing dangerous
substances from circulation.
Language adviser A. E. Korshenko
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NEW AND IMPROVED GADGETS HELP MINNEAPOLIS
OFFICERS PREVENT CRIMES

Working as a police officer used to be a career associated with routine
traffic stops and piles of deskwork. However, today, all that is changed. Law
enforcement technology is making its mark on police departments around the
country as new-and-improved gadgets are becoming available to help officers
prevent crime. There are top gadgets law enforcement officers can use to do
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their jobs and make your neighborhood a safer place. In Minneapolis police
departments' arsenals remote control camera robots (robotic cameras) are
among the tech tools now.

Police officers cannot be everywhere at once at a crime scene, and some
situations are too dangerous to risk sending officers. That is why robots have
been specially designed to deploy into places officers cannot reach safely.
When it is too dangerous to send a police officer into an active crime scene, or
in any situation that requires "eyes" where there is no clear line of sight,
police can rely on a robotic camera. The device has an electric motor and
special wheels that allow it to move, climb and explore at the whim of an
officer who operates it wirelessly and to keep officer out of harm’s way.

The robotic cameras can be used indoors and outdoors. In Minneapolis,
police use them for bomb detection by using the remote controller to drive
them under vehicles to look for suspicious packages.

Driving a remote-controlled robot is no longer a childhood dream,
thanks to this robotic camera. Officers can throw them into hard-to-reach
areas or places without a clear line of sight and operate it wirelessly from
safety. Officers are making use of this robotic technology to detect bombs or
search suspicious homes and vehicles.

However, there are some special requirements when it comes to
operating the device. First, officers have to be specially trained to run it.
Second, when using the device at a dangerous crime scene, the operator must
be accompanied by a fellow officer to cover and protect him, since his
attention will be focused on the device.
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THE FUTURE OF REGULATION

As emerging technologies drive new business and service models,
governments must rapidly create, modify, and enforce regulations. The
preeminent issue is how to protect citizens and ensure fair markets while
letting innovation and businesses flourish. Sweeping technological
advancements are creating a sea change in today’s regulatory environment,
posing significant challenges for regulators who strive to maintain a balance
between fostering innovation, protecting consumers, and addressing the
potential unintended consequences of disruption.
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Emerging technologies such as artificial intelligence (Al), machine
learning, big data analytics, distributed ledger technology, and the Internet of
Things (IoT) are creating new ways for consumers to interact—and disrupting
traditional business models. It’s an era in which machines teach themselves to
learn; autonomous vehicles communicate with one other and the
transportation infrastructure; and smart devices respond to and anticipate
consumer needs.

In the wake of these developments, regulatory leaders are faced with a
key challenge: how to best protect citizens, ensure fair markets, and enforce
regulations, while allowing these new technologies and businesses to
flourish? The assumption that regulations can be crafted slowly and
deliberately, and then remain in place, unchanged, for long periods of time,
has been upended in today’s environment. As new business models and
services emerge, such as ridesharing services and initial coin offerings,
government agencies are challenged with creating or modifying regulations,
enforcing them, and communicating them to the public at a previously
undreamed-of pace. And they must do this while working within legacy
frameworks and attempting to foster innovation.

Today, regulators face similar challenges. They must balance their
charge to protect citizens with advancing innovation in new technologies and
businesses, resisting the urge to overregulate. For technological innovation,
regulation can be catalytic - or a hindrance. As emerging technologies evolve,
regulators from around the world are rethinking their approaches, adopting
models that are agile, iterative, and collaborative to face the challenges posed
by emerging technologies and the fourth Industrial Revolution. To promote
innovation, regulators are also moving toward creating outcome-based
regulations and testing new models in sandboxes.
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ISSUES WITH CREDIT CARD FRAUD DETECTION
TECHNIQUES

Half of all credit card fraud begins with spyware, malicious software
unknowingly installed on a victim’s computer or handheld device. Spyware
runs in the background, collecting your data and sending it back to the
criminal, who then uses your card to make fraudulent purchases. Credit card
fraud is the unauthorized use of a credit or debit card, or similar payment tool
(ACH, EFT, recurring charge, etc.), to fraudulently obtain money or property.
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Credit and debit card numbers can be stolen from unsecured websites or can
be obtained in an identity theft scheme. Credit card fraud is an inclusive term
for fraud committed using a payment card, such as a credit card or debit card.
The purpose may be to obtain goods or services or to make payment to
another account, which is controlled by a criminal. The Payment Card
Industry Data Security Standard (PCI DSS) is the data security standard
created to help financial institutions process card payments securely and
reduce card fraud. Credit card fraud can be authorised, where the genuine
customer themselves processes payment to another account which is
controlled by a criminal, or unauthorised, where the account holder does not
provide authorisation for the payment to proceed and the transaction is carried
out by a third party. Credit cards are more secure than ever, with regulators,
card providers and banks taking considerable time and effort to collaborate
with investigators worldwide to ensure fraudsters aren't successful.
Cardholder; money is usually protected from scammers with regulations that
make the card provider and bank accountable. The technology and security
measures behind credit cards are becoming increasingly sophisticated making
it harder for fraudsters to steal money.

There are two kinds of card fraud: card-present fraud (not so common
nowadays) and card-not-present fraud (more common). The compromise can
occur in a number of ways and can usually occur without the knowledge of
the cardholder. The internet has made database security lapses particularly
costly, in some cases, millions of accounts have been compromised. Stolen
cards can be reported quickly by cardholders, but a compromised account
details may be held by a fraudster for months before any theft, making it
difficult to identify the source of the compromise. The cardholder may not
discover fraudulent use until receiving a statement. Cardholders can mitigate
this fraud risk by checking their account frequently to ensure there are not any
suspicious or unknown transactions. When a credit card is lost or stolen, it
may be used for illegal purchases until the holder notifies the issuing bank and
the bank puts a block on the account. Most banks have free 24-hour telephone
numbers to encourage prompt reporting. Still, it is possible for a thief to make
unauthorized purchases on a card before the card is cancelled.

Language adviser V. V. Kochyna
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NONSTOP ADVANCEMENT ON LAW ENFORCEMENT
TECHNOLOGY

An advancement in information technology will enable any information
of privacy concerns to be stored and if required to be shared electronically
across all agencies in criminal justice. This will benefit law enforcement and
police in prosecution department as well as defenders in both private and
public defense bar. Today, this objective has already began to be realized.
However, an efficient information system using this technology must be well
coordinated and planned among the concerned agencies to avoid occurrence
of technological inconsistencies. With proper planning, the police are able to
work closely with the members of the community towards reducing crime as
well as creating a safer community. The technology will minimize human
administrative roles while at the same time increasing efficiency in
management as well as accountability of all officers. In future, city agencies
will easily identify and provide solutions to neighborhood problems instead of
reacting to a crime long after it has been committed. The goal will easily be
achieved through extensive training in order to help the citizen as well as
police master kills in the use of services impacting crime as well as techniques
in targeting hot spots for criminal activities.

The law enforcers have also faced high demand in data sharing with other
agencies and businesses including insurance companies. Advancement in
technology has also been aimed at improving police management as well as
their accountability regarding probity. Technology has made the cost of crime
investigation to be effective as a result of following regular procedures. Various
techniques have been designed to give warning in good time for the police using
force complaints. With the recent technology, police are scrutinized through
internal management systems of surveillance and watchdog agencies.
Therefore, enforcement technology is aimed at policing both citizens as well as
police so as to make them improve their service especially in crime mapping as
well as information integration. An example of application of technology
since1990 has been computer crime mapping which has been used as a tool by
agencies of law enforcement. Geographical information system has been
merged with mapping software and used with desktop computers in analysis of
crime. Research indicates that, this technology is affordable even for police
departments that operate on a constrained budget.

Language adviser V. V. Kochyna
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THE FUTURE OF LAW ENFORCEMENT TECHNOLOGY

While many police departments have been using the above technologies
for some time, some are taking advantage of newer ones. Some of the more
recent technologies are still in theoretical phases, and others are for limited,
case-by-case scenarios.

Predictive analytics. Much of policing involves reacting to crime or other
incidents; however, technology can allow police to be proactive. Think of
predictive analytics as an offensive approach to public safety. This technology
takes crime mapping and data collection to the next level by predicting the
general areas where future crimes are likely to occur. Information like this is
helpful for assigning and distributing personnel, as one department found. “In
one example cited by the National Institute of Justice, police in Richmond,
VA, used data to predict where the most gunfire would occur on New Year’s
Eve. “More officers were dispatched to those locations, resulting in a 47%
drop in gunfire and a 246% increase in weapons seized,” reports The Press-
Enterprise.

3D crime-scene imaging. 3D crime-scene imaging is quickly becoming
an indispensable aspect of policing. “From quickly gathering the data at the
scene to preserving it for later analysis and creating effective presentations for
trials, the laser scanner is proving to be a critical tool for crime scene
investigators,” according to PoliceOne. With this forensic technology,
scanners capture a 3D model of a crime or accident scene, which allows for
more precision of details. Officers can use this information later on to
reconstruct angles and the placement of evidence or blood splatter patterns.
Capturing the crime scene in 3D means officers only need to maintain the full
scene for the duration of the scan, which is much shorter than usual. 3D
imaging can also keep officers safer at crash sites, as less time investigating
the scene means they can clear the collision sooner.

Personal, through-wall radar. Using radar to see through buildings is
another way to prevent crime before it happens. The radars work like finely
tuned motion detectors, using radio waves to zero in on movements as slight
as human breathing from a distance of more than 50 feet. They can detect
whether anyone is inside of a house, where they are and whether they are
moving,” writes Brad Heath in USA Today. Though through-wall radar isn’t
completely new, additions like wearable computers and augmented reality
allow officers to “see” through walls and, by extension, assess threats like
never before.
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All in all, technology within law enforcement has created a lot of
benefits that are helping different departments solve crimes, identify suspects,
and track them down. This types of technologies more effective are allowing
criminals to be caught and justice to be served right.

Language adviser V. V. Kochyna
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COMPONENTS OF CYBER SECURITY RISK MANAGEMENT
SYSTEM

The world digital transformation has brought increased challenges to the
safety and security of digital data. Concerns over the ownership of personal
data and its uses are emerging worldwide. There has been a sharp increase in
the frequency, velocity, sophistication, severity, and impact of cyberattacks
against companies and organizations globally. What are the best practices for
protecting personal information and the integrity of digital systems while
making room for the innovation promised by new technologies?

Five components of cyber security risk management system

An effective cybersecurity risk management system has five basic
components, according to Steven R. Chabinsky, a White & Case partner in
Washington, DC. They include:

Consideration of the specific technology risks the company faces and the
establishment of priorities.

Implementation of appropriate protection in the form of technical,
administrative and physical controls.

The ability to detect and properly evaluate security incidents.

The ability to respond swiftly to a breach and to bring together all
sections of the company to stop a breach from worsening, while
communicating effectively and while complying with any legal and
contractual obligations.

The ability to recover from a cyberattack, get back to business and make
sure the problem does not occur again.

The head of a cybersecurity department should be able to predict the
likely impact of a breach or a hacking attack that makes sensitive data or
entire networks unavailable, while it is also important to determine the
implications for a brand, its operations and finances. The key, Chabinsky
says, is to have adequate, business-appropriate measures in place in advance
of an incident and staff trained in how to implement them. Vulnerability
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scans, annual risk assessments and third-party penetration tests are extremely
useful, along with written plans that are helpful for any eventuality. There are
also clear benefits to ensuring the use of role-based restrictions to limit
employee access to sensitive data or the ability to add or alter software, the
use of multi-factor authentication to sign in to sensitive or remote systems,
and the use of encryption for stored or transmitted data. Another key control
is having an effective backup strategy for data that is lost or maliciously
destroyed.

When it comes to detection capabilities, Chabinsky cautions that older
security products are no longer a guarantee against a cyberattack because
hackers constantly change their methods, and he adds that scenario-driven
tabletop exercises have proved an effective learning experience for companies
concerned about a breach to test their readiness to respond effectively across
the organization..

Language adviser A. V. Bilousov
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INNOVATION TECHNOLOGIES IN POLICE

Technology has become prevalent in most areas of society and, in a
struggle to keep up with recent advances, public agencies are forced to
innovate at an ever-increasing rate So technology is transforming police work
in the 21st century — introducing new tools to fight crime.

Adoption of such technologies is, however, not straightforward and depends
upon a lot of people. And of course, the final decision on the use of certain
technologies is made after the experiment «how it would work in practice».

So now I will introduce you to some modern technologies that have
greatly simplified the work of the police and potentially being game-changers
in figh against crime.

Firstly, Body-worn cameras. They are widely used by police in the
diferent countries including Ukraine. And worn principally by officers in the
performance of duties that require open and direct contact with the public.
What helps to collect information in case of need to present it at the
investigation for the presenting as evidence.

Secondly, video doorbells. They have been installed by thousands of
homeowners as a way to enhance home security and give them peace of mind.
And they help police automatically ask camera owners for their security
footage if they live near a crime scene.
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Thirdly, biometrics. Today, law enforcement officials have a plethora of
biometric tools at their disposal. This wide-ranging category includes Criminal
ID solutions, Automated Fingerprint Identification Systems (AFIS), Automated
Biometric Identification Systems (ABIS) and facial recognition.

In conclusion, digital technology now plays a critical role in policing and
security management, with policing apps, drones and body-worn cameras and
other technologies that do not stop developing and help solve crimes faster.

Language adviser N. L. Gorbach
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INNOVATIVE TECHNOLOGIES AT THE SERVICE OF LAW
ENFORCEMENT AGENCIES

Scientific and technological progress, without exaggeration, can be
considered a way of life of modern man. In Ukraine, considerable attention is
paid to the development of innovation, the rapid pace of scientific and
technological development of science and technology. However, in recent
years, due to insufficient funding, in particular public, and due to lack of
communication between scientists and customers of innovative products, the
vast majority of indicators characterizing innovation in Ukraine are gradually
deteriorating.

Today, law enforcement officers need a high speed of obtaining the
necessary information, its accumulation and evaluation. Together with
scientists from the Department of Criminology of the National Law
University named after Yaroslav the Wise, a number of innovative products
have been developed for the needs of law enforcement agencies, which are
protected by a number of security documents. In particular, 3 patents for
inventions and 8 certificates of copyright registration for works of scientific
nature were obtained.

There are the following innovative outputs:

Developed by the Institute for the Study of Crime "Method of
identifying a person by speech parameters" is a mathematical model of rapid
wavelet transform of sound signals using quadrature mirror filters. The basis
of this model are methods and algorithms that are most effective - images of
signals of different physical nature. During experimental research it was
found that the use of the proposed model to solve the identification of expert
tasks can reduce the time for research and get more accurate results.
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Created by the joint efforts of the staff of the Institute for the Study of
Crime and Scientists of the Department of Criminology "Device for
measuring the speed of a ballistic object" is compact, accurate, easy to use. It
is very important that the surface of the ballistic object remains intact after the
experimental shots. The device is recommended by the Kharkiv Research
Forensic Center of the Ministry of Internal Affairs of Ukraine for use during
forensic ballistic examinations.

"Automated workplace of investigator" Insight ", designed to optimize
the work of investigators, judges, lawyers. Automated workplace of the
investigator "Insight" is used in pedagogical and scientific activities in the
field of criminology and forensic science, to improve the skills of
practitioners of law enforcement agencies of Ukraine.

Employees of the Department of Criminology formed more than 30
specialized sets of scientific and technical tools for the needs of law
enforcement agencies, namely:

Universal forensic kit of the investigator;

Forensic kit for working with traces;

Forensic kit for working with micro-objects;

Forensic kits "Fireman's Suitcase" and "Investigator's Suitcase";

A set of scientific and technical means of the customs officer;

Fingerprint suitcase;

A set of scientific and technical tools for exploration work;

Universal forensic kit;

Technical set of forensic kit of the investigator;

Conclusion: Many scientific and technical tools have been developed
that have improved the work of the police. This helped them to facilitate their
work with traces, micro-objects and in emergency situations. This helps
police officers do their job better. That is, in Ukraine, nouak-technical
progress is developing.

Language adviser G. S. Babak

UDC 351.74:001.895](100)(06)
Alisa KANIUK

Kharkiv National University of Internal Affairs
NEW TECHNOLOGIES IN POLICE SPHERE

Police organizations internationally explore and experiment with new
technologies to improve their performance and in response to new forms of
crime.
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New technologies such as artificial intelligence, big data applications,
the Internet of Things, mobile internet, robotics, autonomous vehicles, cloud
technology, energy storage, and 3D printing have a major impact on national
and international security, producing new or different forms and targets of
crime the police can improve their performance with the innovative
technology. the police can identify people by biometric fingerprints. they also
have a body camera with which they shoot violations. And of course new fast
working cars.

In conclusion I won’t to say that To cope with these new security issues
and new forms of crime, the police have to move along and adapt their
organization and working methods accordingly.

Language adviser N. L. Gorbach
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LIVE FACIAL RECOGNITION: EXPERIENCE OF UNITED
KINGDOM

Facial recognition technology is used to identify individuals or to verify
someone’s identity. For example South Wales Police use facial recognition
technology to prevent and detect crime and help protect the vulnerable.

Facial Recognition Technology analyses key facial features and
generates a mathematical representation of these features. It then compares
them against the mathematical representation of known faces in a database,
generating possible matches. South Wales Police uses live facial recognition
(LFR). Live Facial Recognition (LFR) compares a live camera feed of faces
against a predetermined watchlist in real-time. It is used to locate persons of
interest by generating an alert when a possible match is found. Before using
LFR, a watchlist of offenders is created, that are wanted by the police and
courts. The watchlist also includes people who may pose a risk of harm to
themselves or others. An officer then compares the camera image to the
person they see and decides whether to speak to the person. Persons who are
not included on a watchlist cannot be identified. Live Facial Recognition
technology is considered an efficient and effective policing tactic to prevent
and detect crime, and protect the most vulnerable in our society. Police
typically use the technology at public events and crowded public spaces.
South Wales Police do everything reasonably possible to inform the public
where they are using Facial Recognition technology for example:online
before it is used, South Wales Police website where the results are published
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of when LFR is used, posters and signs to include QR codes to make people
aware LFR is being used and where they can go to find further information
and police officers are available to explain to the public how LFR works and
why they are using it.

There are many benefits facial recognition can offer society, from
preventing crimes and increasing safety and security to reducing unnecessary
human interaction and labor and it is obvious that Ukrainian police should
further implement such technologies in their everyday work.

Language adviser N. V. Krasnova
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INNOVATIVE TECHNOLOGIES IN POLICE

Police innovation is frequently referenced in the policing literature, but it
is less frequently defined, applied, or operationalized by scholars. This
situation has led to definitional ambiguity and variation, which limits the
development of innovation as a scientific construct.Chiefs also appear to
classify innovativeness in terms of the utility that innovations provide to
organizational operations.

Probably, many people have seen a video in which drones chase
quarantine violators, urging them to return home. On the one hand, this looks
funny, but the use of drones in the work of law enforcement agencies greatly
facilitates the supervisory, investigative and even law enforcement activities
of the police. For example, unmanned aerial vehicles (UAVs) more accurately
capture scenes of criminal offenses, perform the functions of rescuers,
monitor public places, collect data using GPS technology, which is then used
for criminological and forensic research.

Of course, drones are far from the only "wow-efficiency" innovation
used by law enforcement to better protect the population and maintain law
and order. But it's worth learning more about.

Drones. The topic of unmanned aerial vehicles is difficult to exhaust in a
few introductory paragraphs. Their use causes many legal and security
controversies: from the most obvious violation of privacy to the use of drones
for reconnaissance and military purposes and the violation of air borders.

In 2018, CNN published an article on the use of drones by the largest
police department in the United States - the New York Police Department.
According to the head of the department Terence Monegan, the use of UAVs
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is necessary in emergencies, and therefore violations of privacy are not
expected. However, human rights activists and citizens do not support this
opinion.

According to a March 2020 report by the Bard College drone research
center, about 102 countries use UAVs for military purposes. In the field of
law enforcement, about 1,578 state and municipal institutions use drones.

As for Ukraine, the UAV is used by the water police to identify violators
of the quarantine regime, the EU Advisory Mission trains forensic
departments of the National Police in the use of drones, and the problem of
burning leaves, which this year turned into a tragedy, tried to solve in 2018
with UAVs.

Predictive policing. Redictive policing is a very promising practice of
using artificial intelligence in policing. Imagine a world where police are
waiting under an offender bank building before a robbery occurs. It sounds
like a utopia, however, based on the collected and processed big data, such a
prospect is quite probable.

The technology was first discussed in 2008 when Los Angeles Police
Department Chief William Bratton began developing crime prevention
methods with the support of the Bureau of Justice Assistance and the National
Institute of Justice.

The forecasting method itself is classified, however, from general
sources you can get an idea of what parts of the data are to be collected and
processed: the history of crimes in a particular area (usually a small area, like
parts of the city); collection of characteristics of previous offenders; data
collection from video surveillance systems; assessing the potential of
individuals to commit certain types of crimes; urban assessments; the
frequency of accidents in a particular area; material security of the residents of
the study area, etc.

Robots and self-driving police cars. Usually, when we hear the word
"robot", we imagine a human-like cyborg who either wants to take over the
world or wants to get the citizenship of Dubai. However, the works are less
humane and functional. However, this does not prevent them from preventing
the commission of crimes or their socially dangerous consequences...
Sometimes in rather strange ways.

The patrol police, when resorting to police measures, in particular to
stopping vehicles, may encounter an inadequate and sometimes dangerous
reaction from the driver. In the United States, where the carrying of a weapon
is a constitutional right of an individual, such cases are not uncommon. Thats
why a traffic stop robot was invented - an analogue that can act instead of a
real person and reduce the risks of using firearms. Functional work includes
scanning of drivers licenses, issuance of penalty receipts, detention of drivers
by means of "spike arm".

47



Innosayitini mexnonozii Ha ciyaHcoi npasonopsaoky (3apyoixcuuti 00csio). Xapkie, 2022

Also worth mentioning are the bomb-deactivating robots (the ancestor of
which is the ex-lawn mower with the Wheelbarrow remote control, invented
in 1972), self-propelled police cars (I recommend reading the controversial
views on this account in the work of Andrew Gregg) and even about potential
substitutes for human policemen, such as AnBot robbers.

The use of robots in law enforcement is not just an innovative pastime. It
is an opportunity for the state to save on pension and other social benefits paid
to law enforcement officers, the opportunity to protect police officers from
occupational injuries and save their lives, and finally - to increase the
effectiveness of preventive, preventive and law enforcement measures.

Language adviser A. V. Bilousov
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ECOLOGICAL CRIMINALITY IN UKRAINE
AND FOREIGN COUNTRIES

There are about 200 countries in the world. They have a different level of
economic development, different state of welfare, have different approaches to
solving environmental problems. At the same time they share the responsibility
for preserving and renewing the favorable state of the environment for the
benefit of today and future generations. Let's briefly review the experience of
the law of the environment in economically developed countries.

The approach of Spanish criminal law to the problem of conservation of
flora and fauna is noteworthy. Art. 334 The Spanish Criminal Code provides
for liability if a person destroys species threatened with extinction as a result
of hunting or fishing, as well as carry out activities that disrupt or hinder their
reproduction or migration, violating the laws or general provisions for the
protection of species of forest animals. This norm prohibits trade or
transportation of these species or their remains. Such actions are punishable
by imprisonment for six months to two years or a fine of eight to twenty-eight
months wages.

On the 18th of November 2000 the French Environmental Code was
adopted. The law is ranked first in the hierarchy of domestic law after the
Constitution. The French Environmental Code consists of General and
Special Parts (975 articles). The General part includes principle, goals and
environmental responsibility. The special part regulates the protection of
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nature, water and air. According to the French Criminal Code of 1992, criminal
liability for environmental offenses is borne by all legal entities, except for the
state, administrative and territorial entities and its associations. The main types
of punishment for them are fines and limitation of their activities. The
maximum amount of the fine imposed on the legal entity is equal to nine times
the amount of the maximum fine imposed on the natural person.

Under U.S. law, a criminal fine of up to $25,000 per day of violation, or
imprisonment up to one year, or both, may be imposed for a criminal violation
of specific provisions of the Water, Air, and Waste Management Act. In case of
repeated violation - a fine of up to $50,000 per day of the violation or
imprisonment for up to 2 years. Criminal responsibility for environmental
offenses in the United States is imposed for a criminal violation of the law.

One of the most environmentally friendly countries in the world is the
United Arab Emirates. The new UAE Code, which is entirely dedicated to
environmental offenses, includes 105 articles and reportedly includes penalties
for water pollution, soil pollution, damage to nature reserves, green spaces, and
so forth. For a particularly grave crime against nature - the contamination of
nuclear waste - the Code may consider the possibility of conviction.

So a comparative analysis of foreign legislation on environmental
protection is very interesting to study, and the positive experience can be used
to improve the Ukrainian legislation. Some legislative norms are of particular
scientific interest and deserve follow-up, for example, the introduction of
penalties for persons who report cases of poaching, introduction of norms
stipulating the liability of legal persons for environmental crimes (e.g. France,
the USA), adoption of the Environmental Code. On the basis of analysis of
the current legislation, Ukrainian and foreign legal experience in the sphere of
ensuring the implementation of the right to favorable environmental
conditions it is necessary to enshrine this laws in the Ukrainian legislation as a
law-guarantee, as well as social, economic and other laws of citizens.

Language adviser V. V. Kochyna
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FIVE INNOVATIVE POLICE TECHNOLOGY IN ISRAEL

Technology is transforming police work in the 21st century —
introducing new tools to fight crime and new categories of crime to fight.The
Israeli police are keeping pace with the times, actively applying innovative
technologies in their work.
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An exhibition is expected to be held in Tel Aviv to coincide with the
start of the Second International Conference on Internal Security, during
which the Israeli police will showcase new developments to help law
enforcement officers fight crime.

The Israeli police will present a range of innovative technologies,
including:

- "Eyeballs" are miniature video cameras the size of tennis balls that can
rotate and receive 360-degree information.In addition to being smaller, less
cumbersome, and more durable, some cameras are designed to better integrate
with in-car systems to provide synchronized video of an event from multiple
points of view. Other advancements include higher resolution, clearer audio,
wider fields of vision, and heightened resistance to environmental conditions
such as extreme cold.

An innovative shooting simulator that offers police officers the
opportunity to significantly improve their skills in handling weapons in a
variety of computer-generated situations.

- Unmanned Aerial Vehicle. Drones are increasingly being used by
police to obtain aerial vantage points for crime scene work, search and rescue,
accident reconstruction, crowd monitoring, etc. Israel introduces a balloon
used for aerial surveillance, has a volume of only 3 m® (instead of the
previous 20 m?), which fits easily in the trunk of a car, and is controlled from
the ground using a special kind of smartphone.

-Voice Technology. One of the latest innovations being incorporated
into police cars is a new voice command technology that empowers officers to
control many functions in their vehicle while driving and performing other
patrol duties. The capabilities of these voice systems vary from vehicle to
vehicle, but most can handle commands to run a license plate or turn on a
siren. The more advanced and most promising capability of voice command
technology in police cars will make filing reports much easier — officers can
dictate their notes which are then logged directly into their agency’s system.

-Automatic License Plate Recognition (ALPR). The same technology
that allows toll collectors to automatically scan and collect registration
numbers and letters on your license plate to charge you is now being used by
police for various law enforcement purposes . The fact that multiple cameras
can capture images of the same license plate potentially gives police the
ability to track the movement of a vehicle over time, revealing details about
the operators whereabouts, which can certainly help in catching criminals.

This is not all that can surprise Israel, so it is safe to say that police
technology is evolving and not standing still.

Language adviser G .S. Babak
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THE ADVANCEMENTS IN LEGAL TECHNOLOGY
FOR THE CRIMINAL JUSTICE SYSTEM

Legal technology for the criminal justice system involves GPS systems,
robots, advanced cameras. The high-performance computer systems and
Internet technologies are also involved. All these technologies improve
surveillance and investigation while making analysis procedures easier.
Computer programs have incorporated themselves into almost every facet of
law enforcement. They are associated with different jobs, ranging from
robotic cameras to DNA testing. The number of electronics and new
technologies in criminal justice is rapidly growing. And they all have the same
goal — to make the jobs more effective. But this is a two-edged sword, as the
criminals also make use of these technologies. They abuse technology for illicit
usage. There are more and more tech-savvy criminals these days. That’s why
experts in criminal justice have to keep a step further in this “technology combat
.” Despite all these advanced technologies, It happens that someone is unjustly
accused. This is where a defense criminal lawyer comes in. A lawyer has to
advocate vigorously when protecting the rights of accused persons.

There are some unique forms of legal technology for the criminal justice
system. They include different positioning and detection systems, such as:
GIS and GPS systems - these systems have been around for years in the
police. The officers use them for different purposes. When identifying a
suspect location, getting the most effective routes, and so on. Gone are the
days when police officers had to engage in a high-speed, dangerous chase.
GPS help them track criminals much easier today. Likewise, GIS systems
track police vehicles. That helps departments determine their location at any
moment; Gunshot detection systems (GDS). The police often install the
systems of electronic sensors in high-crime areas. That helps them detect
where a gunshot comes from. This way the officers have a better response
time; Robotic cameras, robots, and drones. The robots can replace the officers
in many dangerous situations. Thus, they can check out the hazardous areas,
diffuse the bombs, and the like. Apart from terrestrial robots, there are also
flying drones. Those devices provide a bird’s eye view, which is beneficial for
many crime scenes. They are especially useful in hard-to-reach places;
Automatic License Plate Recognition systems. Many police cars are equipped
with the cameras that can capture license plates with ease. This allows the
officers to see at once if a car is stolen or not. And the list of legal technology
for the criminal justice system goes on. There are also body-worn cameras,
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through-the-wall radars, predictive analytics software, and so on. While some
are not completely tested yet, other devices are pretty controversial.

Law enforcement agencies across the world are recognizing the value of
those tools. More and more departments use the new technologies for
everyday activities. Yet, many still have to learn how to use software and
computers more effectively. That will set them up for success in their future
careers.

Language adviser 1. O. Gogol
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LABOUR EDUCATION AS AN EDUCATIONAL INNOVATION
AIMED AT CREATING SAFE SOCIAL ENVIRONMENT

Considering the modern challenges faced by our country, it is necessary
to pay special attention to creating a safe social environment. In this context,
the educational process becomes crucial as it forms new members of society.

One of the methods of educating a harmonious personality is labour
education. Despite the fact that this method is historically well known,
nowadays in Ukraine it can be considered as a pedagogical innovation, due to
the fact that it has not been used in practice for a long time.

The history of Ukrainian pedagogy knows well the pedagogical heritage
of Sofia Rusova, Konstantin Ushinsky, Anton Makarenko, and others who
used elements of labour education in their pedagogical practice. In this work,
the author proposes to consider foreign historical experience of labour
education, based on the ideas of enlighteners about the comprehensive
development of the individual, equality and the rule of law.

Among the foreign apologists for labour education, J. Locke,
G. Pestalozzi, K. Bazedov, M. Montaigne, 1. Fichte could be named. The
vision of labour of each of them has its own characteristic features. All of
them underline the creative function of labour. It should be directed to the
formation of a fully developed personality. Via education, having become a
part of the human social habitus, labour helps to cope with negative
behavioural patterns.

As a pedagogical innovation, labour education can imply active
inclusion of elements of labour in the educational process, starting from a
very early age. At the same time, it is necessary to observe strictly the
principle of compliance with the level of complexity, voluntariness,
understanding the significance of the tasks performed. Maintaining student

52



Innosayitini mexnonozii Ha ciyaHcoi npasonopsaoky (3apyoixcuuti 00csio). Xapkie, 2022

interest is essential. All conditions having been taken into consideration, the
method of labour education could help to educate a comprehensively
developed personality, who will be accustomed to work. This, in its turn, will
contribute to the creation of a safe social environment.
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DNA SAMPLES USE FOR CRIMINAL INVESTIGATION

The Australian Federal Police (AFP) are utilizing a new technology that
opens a new world of forensic DNA testing for criminal investigations. The
new technology is known as Massively Parallel Sequencing (MPS) can
provide predictions for visual traits of criminals from the DNA they leave at a
crime scene allowing investigators to predict gender, biogeographical
ancestry, eye color and, even, hair color. Biographical ancestry prediction
compares DNA to a reference library of three ancient human population
groups, which may help exclude persons of interest. The AFP has been
carefully testing and assessing MPS to ensure its accuracy, prior to any use in
forensic investigations. This validation for use in forensic analysis is an
Australian first for law enforcement. MPS works by examining the nucleotide
base sequence of the DNA that is present in samples collected at a crime
scene, this is the fundamental code for all living things including humankind.

Current DNA profiling technologies for human identification examine
the length variations on the human genome, but MPS examines the nucleotide
sequence of those regions, making MPS more informative than traditional
DNA profiling.

The true power of MPS technology comes from its ability to obtain leads
from DNA when the perpetrator is unknown and there is no matching profile
on a law enforcement DNA database. The platform also has application in
missing persons and unidentified human remains cases. The AFP is also
currently collaborating with academia and Geosciences Australia to develop
MPS capabilities to analyze environmental DNA as a forensic tool for soil,
dust and water profiling and drug investigations.

Over the next decade prediction capabilities will be widen to include
traits such as age, body mass index and height. There will also be seeking
opportunities to provide fine detail predictions for facial metrics such as
distance between the eyes, eye, nose and ear shape, lip fullness, and cheek
structure.

53



Innosayitini mexnonozii Ha ciyaHcoi npasonopsaoky (3apyoixcuuti 00csio). Xapkie, 2022

The AFP is also mindful of maintaining public trust and confidence in
the use of new biotechnology, and has implemented processes to minimize
privacy impacts and to safeguard any genetic information.

Language adviser A. E. Korshenko

UDC [811.111:351.74(100)](06)
Bozhena KOVALENKO

Kharkiv National University of Internal Affairs

INNOVATION TECHNOLOGIES IN POLICING

Now, in the 21st century, in the age of technology. The police are also
not standing still, but are developing by introducing something new. For
example Automatic alerts,Body cameras and DVR.They help the police do
their job well. Automatic alerts reduce response time

Law enforcement officers cannot react faster than the system that
supplies them with information. With networked video and audio solutions,
police officers can be notified of incidents almost immediately, significantly
reducing response time. Network cameras - with integrated analytics, sensors
and alarms - monitor high crime areas or where citizens feel threatened and
send automatic alerts as situations develop. Incident detection and live video
from the scene will help you understand the true nature of incidents and
prioritize accordingly. By integrating loudspeakers and spotlights into the
network, you can even stop crimes and offenses right at the time of their
commission.Body cameras allow you to collect valuable evidence. And this,
in turn, will effectively prevent unwanted behavior and have a positive impact
on the actions of camera carriers and the public.A smart video surveillance
network not only helps prevent crime, but also helps increase conviction rates
and bring criminals to justice. The operations center provides officers with all
the information they need before they even arrive on the scene. By knowing
what to expect and what to look out for, the police on site will be safer;
moreover, it will dramatically increase the chances for further successful work
of forensic specialists. Smart analytics (such as license plate recognition and
facial recognition) can also make a decisive contribution to investigating
crimes and apprehending suspects. Video surveillance footage can also be
used in court.

The latest technology makes police work faster, better and more
independent..

Language adviser 1. O. Gogol
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ROLE OF TEHNOLOGIES IN INDIAN CRIMINAL
INVESTIGATION

Technology has revolutionized the world we have been living in. From
every instance of opening our eyes in the morning, technology starts playing
its role. In fact, after the black swan event, almost everything has been
digitized. From education, shopping, food delivery, transportation, and
banking transactions, and even the offices have shifted to homes because of
the drastic and far-reaching effect of technology. Technology has changed
every aspect of life drastically.In such a fast-moving world of technology, it is
imperative for our police in criminal investigation to buckle up and use
technology to keep up with the current state of affairs. The police have
already incorporated many technological aspects but there is a need for up-
gradation every now and then.

Due to the advancement in the world and in steep growth in the field of
technologys, it is important for the police to adapt to the changing world. With
the changing world, crimes have also evolved and have taken a new form like
cyberbullying, theft of money, data theft, ransomware, website spoofing, IoT
hacking, etc. With the ever-increasing crimes in India coupled with such a
low population-to-police ratio, it is necessary to have the technology to fill the
complexities and make timely decisions. Information and Communication
Technology is the method to provide sophisticated services by merging
information technology and telecommunication. ICT is used to store, retrieve,
analyze the data. It also includes a mobile phone, video conferencing, etc.
These technologies are being used efficiently by the police for law
enforcement and can be constantly improved for good governance.

The use of technology can be of great help in fair trials. In today’s time
of the coronavirus pandemic where social distancing is advised, it is
extremely dangerous to go to a crowded court. However, because of this
pandemic, many cases could have remained pending, the piles of case files
would have mounted. But, technology came to our rescue. The court trials are
even continuing in this pandemic due to the facility of video conferencing.

In the present era, we cannot imagine a day without the appropriate
technology. It is a dire requirement even in the criminal investigation by the
police that new technologies be incorporated. Many technologies are already
in use but constant up-gradation is required. Technology has been a boon but
there have been instances where gross misuse of these technologies has been
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carried out. For the prevention of such instances, it is imperative to formulate
legislation. Technologies are costly and therefore, we should focus on
research and development in our own country.
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ADVANCEMENTS IN THE FIELD OF CRIMINAL JUSTICE

Acoring to the Sayre Davis from Southern Utah University, criminal
justice is a rapidly developing career field. Every country in the world needs
employees in this field and that need will never fade. As technology has been
advancing in the civilian world the technology in the criminal justice world is
also advancing. Here we will discuss brand new technologies almost only
used in the criminal justice realm. However, we will not talk about how
civilian apps and technology such as social media are being used in law
enforcement, yet they are essential to be aware of if you are considering and
studying this topic. The few we will discuss are the online cloud systems, new
detection abilities, advances in DNA testing, pre-crime technology, improved
protection, and artificial intelligence.

Online Cloud Systems. One of the most effective advances in the
criminal justice system is the development of online cloud systems which
share information with other employees, as well as other cities and states in an
instant. The old way of writing everything down and storing it in files is
becoming less commonplace.

DNA Testing. The development of DNA testing has changed the way
that the industry operates. DNA was once not available to help with crimes
which left many cases unsolved. Now that this is commonplace advances in
DNA testing are coming quick.

Detection Abilities. One of the most important steps for law enforcement
to do their job well is the ability to identify and detect crimes sooner than
later.

Improved Protection. The need to protect law enforcement officers is a
growing concern due to civilian technologies progressing including in the
field of firearms and other weapons. One of the fastest-growing and used
improved protection is the “smart belt”. The smart belt has a system that alerts
dispatch and other officers if a gun, or other tool, is drawn out of the belt. This
tool would allow faster backup, allowing officers to have safer exchanges as
well as to be protected by lawsuits and other things.
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Artificial Intelligence. In law enforcement, the most commonly found
artificial intelligence (AI) is built into the databases they use. These Als
compare crimes, past criminal records, locations, license plates, and much
more to try and help law enforcement pinpoint criminals. Many of this
artificial intelligence is becoming more effective and helpful.

The criminal justice system is changing and becoming more adaptive to
the current world. With advances like online cloud systems, new detection
abilities, advances in DNA testing, improved protection, and artificial
intelligence, the criminal justice system is more effective and efficient than ever.
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COMPUTER FRAUD AND CYBER CRIME IN SOUTH FLORIDA

Recently the emphasis of South Florida law enforcement has been the
seizing and holding of personal computers of those under investigation for
computer fraud or cyber-crime. In their race to combat computer fraud and
cyber-crime, police have occasionally been found conducting illegal searches
and seizure of personal computers and other related property. That why they
explane a difference between Computer Fraud or Cyber Crime.

Computer Crime pertains to criminal acts that are committed through the
use of a computer.

Cyber-crime and Internet crime usually involves the use of a computer
and the Internet or cyber space.

Computer crimes, cyber-crimes and Internet crimes can be “pre-
computer” crimes that existed before the advent of the computer, such as:
embezzlement, fraud, financial scams, identity theft, stalking, etc.

They can also include “modern technology” crimes that began with the
introduction of personal computers, networks, cyberspace, and the Internet:
hacking, phishing (smishing: SMS texting and phishing; vishing: voice and
phishing), pharming, spam, software piracy, information warfare, viruses,
worms, denial-of-service attacks, Trojan Horses, Bots, Malware (malicious
code), e-scams, cyber-stalking, cyber-bullying, online predators, drug
trafficking, etc.

Computer crimes, cyber-crimes and Internet crimes include various
categories of criminal activity. The U.S. Department of Justice classifies
cyber-crime into 3 basic categories:

1. The crime of illegally obtaining computer hardware and software;
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2. Crimes that directly target the Internet (chat rooms, e-mails, notice
boards and groups),computer networks, the “cloud” or mobile phones (ie:
computer hacking, viruses, worms; any unwanted intrusion into an electronic
device) and

3. Crimes committed through the use of the Internet, computer networks,
the cloud or mobile phones (ie: fraud and identity theft, phishing, pharming,
e-scams, embezzlement, software piracy, music piracy, movie piracy, cyber
terrorism; child pornography, international espionage, financial theft, etc).

In any case, prevention, detection, and mitigation are all part of protecting
your identity and maintaining good standing in the financial arena. Reporting
the theft and fraud is the first step to mitigating and or minimizing damage.
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MOBILIZING TOOLS FOR FUTURE POLICING STRATEGY

Good policing strategy and technology are aids to core policing. One
will be of no use without the other one in a time like this. With the evolving
law enforcement policies, it is crucial to acknowledge the pace at which the
technology is evolving too. With the help of the technology, the core aspect of
how the public reacts to the different strategies and tools used by the law
enforcement bodies to control the criminal activities determines the efficiency
of the new tool in our society and whether it would work or not.

For example, there is an app used in the US known as US Department of
Justice NSOPW App which detects registered sex offenders in the radius
around you and that is a very helpful tool to keep the police as well as the
general public aware of their surroundings. On the other hand, even though
some states have a sex offender registry but the police have not made it public
yet. The secretiveness of the police to protect the privacy of sex offenders is a
disadvantageous strategy for the community. The above-stated example also
shows that the police need to adapt themselves with the new strategies and
policies that can meet the challenges of the evolving crime rates around us.

A distributing virtual and sensing patrol is one more technological mean.
Using technology and putting efforts to obtain substantial results rather than
investigating dead ends without the proper equipment will not only save time
and energy but will also deteriorate the number of crime rates around us. Even
if separate departments are created with an equal workforce to prevent crimes,
the possibility of being physically present at the scene of the crime when the
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crime is happening is next to impossible. Therefore, technologies such as the
Internet of Things (the concept of a computer network of physical objects
equipped with built-in technologies for interaction with each other or with the
external environment), smart sensors, security cameras are the need of the
hour. With lesser man force and more technology, the police can still keep an
eye on the society and allow access to unparalleled awareness. These
commodities can provide raw data that would be used for detailed studies and
analysis to make the investigation quick and efficient.

The technologies should be smart enough to assist the police officials on
the physical crime scene. Tech devices like the electronics miniaturization,
5G communications, AR Glasses, surveillance drones, etc. allows the police
to open up various proofs that can go unnoticed for human eyes. Things like
previous call logs, locations, crime history registry, etc. are some examples of
things that are used to strategize and execute raids, missions, etc. The perks of
new technology also include digital back up in the field. In simpler words,
drones and cameras are used on fields as a security backup.
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CHANGING POLICE ECOSYSTEM FOR A SAFE FUTURE

We live in a world where the crime rates go up every single day, where
humanity is questioned after every act of crime happens, where the gravity of
the crime is shooting up in the sky, where stricter law enforcement policies
are more important than the religious squabble we observe around us. In a
world like this, new methodologies, technology, and new ideas are the need
for the hour. The law enforcement agencies began with taking up new ideas,
technologies, etc. were embarrassed with new concepts introduced to the
world of crime. The need of the hour is changing police ecosystem for a safe
future.

Law enforcement bodies were created to make sure that every citizen
abides by the rules and regulations so that the eventual result would be to
keep society safe and the world a better place to live in. New technologies do
not only mean technological advancements. The new strategies, plans, ideas,
methods, etc. to form an essential part of the new developing technologies.
New technologies can only be enforced if the police have a sense of selfless
community services, a sense of responsibility, sacrifice, and morally stable
integrity. In today’s tech-savvy world, the advancements are tearing the roof
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daily by inventing new technological devices and services daily. Along with the
code of ethics, the law enforcement body needs to enjoy the new developing
environment around them with dynamic enthusiasm and a realistic action
strategy to shape the society towards a new, different and positive direction.

New strategies need to be formulated while keeping in mind the impact
of both proactive as well as reactive policing on the community and the crime.
For example, weapons buyback programs. The program includes the inputs of
the community as the person who returns lost weapons back to the police
receives a cash reward. Firstly, this program was enforced to convict all the
illegal weapons off the streets and at the same time engage the community
into making their surroundings and community a safe place. Lack of fundings
for the equipment, weapons, technology, etc. results in the deterioration of the
investigating standards. Investigations are tampered with due to the lack of
organized communication between the various departments. Modern
technology is not used as much due to the lack of skilled police officials that
eventually deteriorates the training standards too. The media has been very
vocal to express its disappointment towards the super ineffective
accountability that the police tend to bring into the play of policing. Hence, it
is very necessary to bring about a change in the police ecosystem that will
generate a safer environment for everyone.
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USE OF THE LATEST FORENSIC TOOLS AND INNOVATIVE
TECHNOLOGIES

To a large extent, the effectiveness of law enforcement depends on
technical equipment and the use of innovative technologies in the professional
activities of police officers. Thinking about future forms become starting
points in the organization of tasks and technical ideas. This is especially true
for the innovative vector of development, which requires law enforcement
agencies to take a new approach to the performance of official duties aimed at
protecting human rights and freedoms from unlawful infringements.

The use of the latest forensic tools and innovative technologies certainly
contributes to the optimization of police activities in the fight against crime.
Local networks and automated workplaces are created, which allows to
release practitioners from performing monotonous operations, provides the
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possibility of simultaneous consideration of a significant number of facts in
interrelation and dependence while processing a variety of information.
Foreign experience in the use of innovative technologies in the professional
activities of police officers deserves special attention.

The use of innovative technologies in the work of the police of foreign
countries can be divided into two main categories:

- tangible technologies (hardware or materials);

- intangible technologies (computer software, information search systems).

Currently, a significant number of innovative companies are developing
mathematical algorithms and video cameras for three-dimensional (3D) or
combined (2D+3D) human face recognition images. The video surveillance
system of modern cities is a major component of an integrated security
system. Video images are an important source of objective information about
the situation, allowing you to make the right decisions in ever-changing
situations in the dynamics of ever-changing situations.

To summarize, we can say that information technology in the field of
communication, information processing, compilation of data used in the
service of law enforcement agencies of foreign countries will soon become
the basis of the era of a new digital investigation of criminal offenses Law
enforcement agencies are constantly expanding sources of information
acquisition and processing, actively use information systems to search,
storage and delivery of the new generation of accounting data
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CLOSED CIRCUIT TELEVISION CAMERA AS A CRIME
PREVENTION MEASURE

Closed Circuit Television (CCTV) surveillance has emerged globally as
a mainstream crime prevention measure. This technology is already present in
many public places such as railway stations, airports, office buildings and on
the street. While CCTV cameras were formerly employed as a means to
report crime, support police officers with prosecution processes or as
supporting evidence in court of justice. The developments in computer vision
and machine learning provide opportunities for investigating CCTV
surveillance as a crime prevention mechanism. CCTV cameras are typically
intended to reduce crime through several mechanisms.
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The first is to deter offenders who fear being identified committing a
crime on camera.

The second is to provide law enforcement agencies with an opportunity
to identify crimes in progress or those that are about to happen, to provide
them with an opportunity to intervene.

Where these two mechanisms fail, CCTV cameras can record evidence
that a crime occurred, who was involved and what took place, which can be
used in criminal prosecutions.

The first mechanism relies on offenders perceiving that CCTV is
effective, otherwise there will be no perceived risk.

The second relies on staff monitoring camera feeds and being able to
identify suspicious activity.

The third relies on the camera being able to capture an event in progress,
which may require it to pan and tilt accordingly.
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INNOVATIVE TECHNOLOGIES FOR THE USE OF DRONS
IN SWEDEN

Known worldwide as one of the most progressive and happiest places on
earth, Sweden is the fifth largest country in Europe. From year to year the
quality of life in Sweden is estimated to be much higher than in other
countries. This is largely due to the fact that the Swedish police play a major
role in reducing crime and improving public safety.

In 2015, the Swedish Police Administration became the central
governing body of the Swedish police. This was a notable change after
decades of controlling municipal government. Already one of the leading
countries in the application of new technologies to protect the public, Sweden
has begun to study the use of drones.

The country has officially launched a program to use police drones in
2018. Police officers from each department were given the opportunity to
participate in a training program and receive training to use drones in the line
of duty.

Sweden is perhaps the largest drone program for public safety in Europe.
Given the successful work of the Swedish Police Department in conducting
operations to maintain public safety with the use of UAVs, this progress
seems quite natural.
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For example, sending drones for photography and video to crime scenes
or events has helped the police reduce the risk of losing evidence. Police
drones also assist fire services in rescue operations and reconnaissance in the
event of fires, oil spills and natural disasters.

Moreover, Sweden uses drones to provide security and control the crowd
during large mass events such as football matches, election rallies and
demonstrations. Thanks to new technologies, it has become easier to search
for the missing in the mountains or at sea.

Drones often fly in public places in disadvantaged areas, where the
number of cases of drug trafficking and offenses committed by criminal
groups increased in 2019. These drones, which have complemented the foot
patrol and other security measures taken by the police, have made it easier to
prevent and detect crime. Police officers care about the privacy of citizens, so
they have the right to use aerial photography for investigation and
prosecution. Aerial photographs and videos provided as material evidence in
court are often a decisive factor in cases without witnesses. This provides
safer working conditions for law enforcement and rescue workers.

Public safety work often requires immediate decision-making, so
permission can be obtained when the police arrive at the scene. After
obtaining permission to use drones, the pilot must inspect and follow the steps
described in the user manual. The response team must also submit to the
office a detailed report describing each flight.
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«DRONES AND ROBOTS IN UNIFORM: HOW TECHNOLOGY
CHANGED THE POLICE»

The average annual growth rate of global law enforcement spending on
software and equipment is 9.3%. In 2018, funding was estimated at $ 11.6
billion, in 2020 more than $ 13.6 billion has already been spent, and by 2023,
according to the estimates of the analytical company, the budget will increase
to $ 18.1 billion.

In the USA, a mechanical engineer at SRI International, a California
research institute, has designed a robot to help police officers avoid potential
conflicts with motorists.

The robot can scan the driver's documents and issue a fine, and so that he
does not leave, it unfolds a bar with spikes under the wheels of the car. At the
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same time, the policeman may not leave the car in order not to put himself at
risk.

So far, the novelty is undergoing tests.

Another assistant system will soon be available for UK police. With the
help of it, law enforcement officers plan to predict the commission of serious
crimes of a violent nature using artificial intelligence technologies.

The National Data Analysis Solution (NDAS) uses a combination of
artificial intelligence and statistics. To search for “future” criminals, the
system assesses more than 1.4 thousand characteristics. Artificial intelligence
algorithms calculate a person at risk and assess the likelihood of committing a
crime with the use of a weapon.

In India, startup Staqu is also developing a range of assistive
technologies for law enforcement, such as ABHED (Artificial Intelligence
Based Human Efface Detection), an application for fingerprint, face and voice
recognition.

Another development of Indian scientists - "smart" glasses based on
artificial intelligence, which will help the police to identify potential criminals
in real time. They are equipped with cameras that take pictures of people and
check the pictures against a database of criminals. If a match is found, the
information will be displayed on the built-in projector.

Body-worn cameras

Body-worn cameras are mobile video recording devices. Such
equipment was actively used during the 2014 riots in Ferguson, Missouri.
Then, under pressure from the public,

USA President secured an investment of $ 263 million to purchase
cameras that will increase the transparency of police interactions with
citizens.

Shot locators

Optical and acoustic sensors with geo-position recovery allow you to
track the shooting. For example, ShotSpotter technologies are used by more
than one hundred cities in North America and South Africa.

To conclude, one can say that the purpose of this work is not to replace
professionals with artificial intelligence, but to create a modern tool for them
that will increase the productivity of employees and reduce labor costs when
conducting legal and anti-corruption examinations.

Language adviser G. S. Babak
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CHINA’S POLICE NEW WEAPON IN SURVEILLANCE

A new surveillance was designed in China to identify people by how
they walk, or the shapes of their body. Besides, a great number of surveillance
cameras which use bleeding edge optics and facial recognition technologies
already use the tool on the streets in its two largest cities, Beijing and
Shanghai. It raises concern among privacy advocates about how far the
government is willing to go to keep tabs on its citizens.

The company that designed the system says it can identify people from up
to 50 meters (165 feet), even when their back is turned or their face is covered.
Chinese facial recognition glasses are a dystopian nightmare come true.

Each set of facial recognition eyeglasses is equipped with optics and
advanced facial recognition algorithms capable of pinpointing a single
fugitive in even the most crowded places like a train station or airport.

The glasses automate the process of identifying passersby, in seconds
and without unparalleled accuracy. When the wearer looks in someone’s
direction, the attached camera takes precise measurements of the width and
depth of a face before comparing it to a database of identified individuals.

Police officers in Zhengzhou have been spotted wearing sunglasses
equipped with facial recognition software that allows them to identify
individuals in a crowd. China is a leader in the development of artificial
intelligence (AI) for surveillance. The country’s closed-circuit television
(CCTV) system tracked down a BBC reporter in technology just seven
minutes during a demonstration.
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INNOVATIVE POLICE TECHNOLOGIES

Technology is transforming police work in the 2lst century —
introducing new tools to fight crime and new categories of crime to fight. For
example, police departments are deploying drones as eyes in the sky or they
use body-cam to film their work in action etc.
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Facial Recognition Software. One of the more controversial emerging
police technologies involves the use of facial recognition software. When this
tool first made its way into law enforcement repertoires, many were
concerned that it would be used unethically. Thankfully, that has not been the
case, and facial recognition is proving to be an effective investigative tool.

Biometrics. Police have been using fingerprints to identify people for
more than a century. Now, in addition to facial recognition and DNA, there is
an ever-expanding array of biometric (and behavioral) characteristics being
utilized by law enforcement and the intelligence community. These include
voice recognition, palmprints, wrist veins, iris recognition, gait analysis and
even heartbeats.

Robots. Many law enforcement agencies are now using next-generation
robotic cameras to deliver visual and audio surveillance of potential crime
scenes that may be too dangerous or too hard for officers to reach.

Gunshot detection. Using mapping and electronic sensors, gunshot
detection allows officers to respond immediately and accurately.

Data collection and crime analysis. Quick tracking and analyzing large
amounts of data is important for law enforcement to do their jobs efficiently.
With the help of cloud computing, police can access accurate statistics and
real-time dashboards that monitor entire cities.
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THE USA AND UK INTERNET AS AN AID TO CRIME
PREVENTION

There is a potentially very significant upside. Despite the challenges and
potential vulnerabilities just outlined, it is possible to point to the Internet of
Things as a whole as a new use case with regard to crime prevention and
detection. When police started using distributed gunshot detection sensors
called ShotSpotter in Camden, New Jersey, for example, they found that 38
percent of gunshots in one neighbourhood were not being reported or detected
at all. This enabled the police to focus more resource on that area than
previously had been the case. Visions of the future smart city envisage
connected devices managing traffic flows, public lighting and other systems.
If these systems were integrated with sensors and cameras across the city-
scape they could have huge crime detection potential. One idea is to integrate
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ShotSpotter with connected streetlight systems to help manage the response to
firearms incidents. A recent commentary in Police Chief Magazine in the US
painted the picture: “With a Safe Cities integrated technology approach, upon
discharge of a firearm, the streetlights in the area (assuming it’s dark at the
time) would immediately be brought to higher brightness. Video surveillance
equipment in the area would be activated and turned in the direction of the
gunfire and license plate readers would be activated to capture license plates
in the area. The video would be captured and transmitted to the command and
control facility and could then be relayed to the responding officers.’

More widely, the potential is that with enough connected devices
deployed, law enforcement officers would be in a position to quickly know, in
serious crime cases, where potential suspects were at the time of a crime, who
they were with, and what they were doing. A Domain Awareness System
already being used by the New York Police Department is already moving in
this direction.

Cases are clearly now emerging where evidence gathered from internet
connected devices is proving crucial in making arrests. In the UK, one case of
multiple burglary was solved after BT wi-fi routers were examined in a row
of four houses, each of which had been broken into in the middle of the day.
The routers showed that the same mobile phone had connected to the free BT-
FON service at each of the houses on the day the burglaries had taken place.
The police were able to use that information to track down the perpetrator.

The blockchain technology might mean for policing and crime, the
Internet of Things is a double-edged sword for law enforcement. The
existence of a downside, however, just makes it all the more important that
the opportunities of the Internet of Things are taken by the police.
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TECHNOLOGICAL INNOVATIONS IN POLICING AND CRIME
PREVENTION

New technological innovations have been developed to prevent crime
and to improve the performance of the police. Innovations in criminal justice
technology can be divided into two broad categories: hard technology
(hardware or materials) and soft technology (computer software, information
systems). Hard technology innovations include new materials, devices, and
equipment that can be used to either commit crime or prevent and control
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crime. There are hard technologies intended to prevent crime — the ubiquitous
CCTV cameras, metal detectors in schools, baggage screening at airports,
bullet proof teller windows at banks, and security systems at homes and
businesses. The use of personal protection devices (tasers, mace,
lifeline/emergency call mechanisms) and ignition interlock systems with
alcohol-sensor devices to prevent an individual from starting a car while
intoxicated should also be noted. One can also identify hard technology
innovations being used by police, including, new weapons, less than lethal
force devices, new technology-enhanced patrol cars, and new police
protective gear.

A wide range of new soft technology innovations have been developed
in recent years and used as a crime prevention tool. Recent technology
innovations include the latest generation of offender risk classification tools,
the emergence of threat assessment protocols, bullying identification tools,
software programs developed to prevent identity theft, new tools for
monitoring the location and movement of at-risk populations, such as
mentally ill offenders and sex offenders, and most recently, new assessment
tools designed to identify individuals who are likely homicide offenders (or
victims) within a specified timeframe.
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VIRTUAL CONFERENCE TECHNOLOGY AS NEW SKILLS
FROM LITIGATORS

While video calls were not new when COVID hit, the widespread use of
Microsoft Teams, Zoom, and other video conferencing technologies both
within law firms and with clients has exploded with the pandemic forcing
everyone to work from home. In addition to meetings, proceedings have
moved online, with even high-profile trials taking place over Zoom. With
courts adopting virtual hearing software like CaseLines, the trend of virtual
hearings will no doubt outlast the pandemic and require new skills from
litigators. Advocacy requires lawyers to be prepared, well-organized, have
good materials, and to be civil and courteous — but, not surprisingly, there
are additional factors to consider for virtual hearings and mediations.

A first consideration is to set “your intention for the virtual engagement,
whether it’s an arbitration or mediation,” says Robin Dodokin, a lawyer,
mediator and arbitrator at Dodokin Law & Conflict Resolution in Toronto.
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“It’s very easy to feel like it’s just a conference call and be too casual,” she
says; but “you have to get your head into the hearing, or mediation, ... even if
you’re working on your kitchen counter.”

Special attention must be paid to interaction with other parties, “because
they’re much more intimate” in a virtual environment, she says. If, for
example, one is using two monitors and looking away from the camera at
documents, “it can appear that you’re not paying attention.” And if your face
is too close to the camera, “it’s not like a courtroom. Everything is magnified
by the fact that we’re virtually in each other’s faces.”

The virtual proceedings may improve access to justice in civil matters in
several ways: parties do not have to travel to the hearing and perhaps less time
away from work, that it a time saving benefit; concerns about physical
accessibility of court houses and buildings are not an issue; the technology is
available to anyone with a smart device; some costs may be reduced as
scheduling and case management matters can be dealt with virtually and
quickly without a party or lawyer attending court; there may be some other
cost reductions for virtual proceedings; for example, there are no room rentals
costs or travel expense for witnesses; it has allowed dispute resolution to
move forward effectively and safely during the pandemic.

Virtual proceedings will continue to be used past the pandemic and
perhaps using a hybrid process of virtual and in-person. There will likely be
more applications for virtual proceedings, owing to their advantages, and
especially for international arbitration where there are parties and experts in
countries around the world.
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HOW TOKYO POLICE USE DRONES

In 2015 the Phantom 2 drone carrying a tiny amount of radioactive sand
was flown onto the roof of the Japanese prime minister's office. The act was a
protest against the country nuclear energy policy rather than a serious threat,
but Japanese apparently saw it as something of a wake-up call. None was
injured and a man was subsequently arrested in connection with the incident.

In order to combat such aerial threats in future, Tokyo Metropolitan
Police Department has unveiled a net-wielding interceptor drone to be used to
hunt down and snare rogue quadcopters.
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A drone squad designed to locate and if necessary capture nuisance
drones flown by members of the public, was launched by Tokyo Metropolitan
Police Department. The police unit patrols important buildings such as the
prime ministers office. If a suspicious drone is detected, the operator will be
warned via loudspeakers on the ground. But if he or she fails to respond,
police will launch drones equipped with nets to bring down the device.

Tokyo Police drones, complete with nets, might catch an unwanted
airborne device in action. In Japan, it is illegal to pilot drones over certain
areas such as airports and power plants, over roads, or above a height of
150m. Some cities such as Tokyo and Osaka have also outlawed their use in
parks.

Regulations on drones came into force in Japan following an amendment
to the country Aviation Act. Japan new net-carrying, drone-disabling drone is
certainly an interesting way to police those areas where drones are forbidden.

Rules over drone use are being tightened up in several countries. In the
US, for example, authorities have called for a drone register which would list
device owners across the nation.
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PRE-CRIME TECHNOLOGY

The best way to fight crime is to keep it from happening in the first
place, and technology is on the forefront of crime prevention. Again, Al tools
and predictive analytics using big data are key to making connections that can
stop crime before it starts, but law enforcement is using other tools in their
work as well.

In Chicago, police officers are using technology called ShotSpotter,
which triangulates information to determine the exact location of gunshots.
Combining that information with license plate detection technology makes it
easier for police to manage patrols in high-crime areas and investigate
shootings. A gunshot detection system used in Chicago and other major cities
that alerts police in real-time to the location of gunfire has launched in the
south suburbs. Calumet City announced its deployment of ShotSpotter, a
technology that uses strategically placed acoustic sensors to pinpoint gunfire
and alert police within seconds of the precise location of that gunfire, the
number of shooters and rounds fired, and the type of weapons being
discharged. The California-based company, which has contracts with dozens
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of cities across the country, does not guarantee its technology will reduce gun
violence, but does bill its service as a crime-fighting tool that enhances safety
for officers and aids in police investigations by facilitating a rapid response to
shooting incidents that might not otherwise be reported to authorities.

Facial recognition technology is also proving instrumental to fighting
crime. Law enforcement has used facial recognition at large events, for
example, to identify individuals who are wanted for crimes by comparing
their faces to a database of hundreds of thousands of known offenders. And at
the border, U.S. Border Patrol agents are using sensor technology to evaluate
physical and psychological behaviors to determine whether individuals are
likely to be entering the country for nefarious purposes. The technology-
driven revolution in policing is unfolding in big cities and small communities
around the country, as more police departments purchase facial recognition
software. Driven by artificial intelligence, facial recognition allows officers to
submit images of people’s faces, taken in the field or lifted from photos or
video, and instantaneously compare them to photos in government databases
— mugshots, jail booking records, driver’s licenses.

All of these technologies are developed with the single purpose of
preventing crime, and we’re only seeing the tip of the iceberg when it comes
to these tools..
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BODY-WORN CAMERAS IN LAW ENFORCEMENT ACTIVITY

Supporters of body-worn cameras say they protect officers from false
accusations, reduce agency liability and citizen complaints, and provide
evidence for use in court. In recent years law enforcement agencies have been
experimenting with and using body-worn video cameras. Unlike vehicle-
mounted cameras, the body-worn cameras travel with the officer when he
steps away from the patrol car. They can be attached to a shirt pocket, helmet,
glasses or badge, and can serve to augment in-car video systems or provide an
option to the expensive in-car systems that some departments cannot afford.

San Mateo (California), with a population of approximately 98,000, sits
about 20 miles south of San Francisco, near Silicon Valley, which is home to
numerous established and start-up high-tech companies. The police
department has 100 sworn officers. The proximity to the technology enclave
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has served the police department well, affording it the opportunity to serve as
a testing ground for new technologies, such as a WiFi network that provides
officers in the field with wireless broadband access to law enforcement
databases.

In the past years the police department conducted five pilot tests of body-
worn cameras, and decided not to use them though they are extremely
important for policemen.

The police found that none of them were ready technology-wise for
fulltime wearing. The cameras were not seeing what the policemen wanted
them to see. It is not the perspective unless the camera is mounted on the
officer’s head, so for officers with a helmet it works well.

Vehicle camera systems have integrated automated license plate
recognition technology. Future officer-worn cameras could also include it, as
well as facial recognition software to scan the environment.
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THE FUTURE PERSPECTIVES OF POLICING

New technologies, new methods, and new ideas have brought significant
change to law enforcement. Police and law enforcement agencies across the
country are driving the change, pioneering creative ideas, adapting to
changing contexts, and incorporating insights from officers and community
partners. The innovations that are shaping the future of law enforcement begin
with emerging technologies that support new concepts of operations, enabling
the interventions and relationships that keep society safe. Law enforcement is
about keeping society safe. So it is no surprise that as society has changed, so
too has law enforcement. New technologies, new methods, and new ideas
have brought significant change to the profession. But at its core, law
enforcement requires the same dedication to communities, the same sense of
duty and sacrifice, and the same integrity it always has.

Today, the pace of technology is accelerating faster than ever. New
devices and services seem to appear every day. We can now order anything,
anywhere—from groceries to software to a ride from a complete stranger—
using only a phone. We can reach anyone, or millions of people, in an instant.
Our capacity to learn and to do good, and the capacity of some to do harm, is
greater than ever. Technology is changing core aspects of how we interact as
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a society, and as society changes, so too will the tools, techniques, and
concepts the men and women of law enforcement use to keep us safe.

Innovation is not just about the latest gadget—it’s about finding new ways
to do things better. Innovations can take the form of new concepts, new
methods, or new tools. But innovation tends to work best when all these
forms come together to enable police and law enforcement agencies to have
greater insight and impact than ever before. The innovations that are shaping
the future of law enforcement begin with emerging technologies that support
new concepts of operations, enabling the interventions, and relationships that
keep society safe.

And though technologies, methods, and tools may continue to evolve,
the core of law enforcement remains the same: tirelessly working to improve
community engagement and public safety. Innovation is likely to bring
greater insight and safety than ever before, but the same professionalism and
discipline that brought law enforcement through the last century will continue
to be keys to success in the next one.
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THE USE OF ROBOTICS BY THE POLICE OF THE UNITED
STATES

Every day robotization penetrates into different spheres of life. Robots
can get too dangerous, difficult or labor-intensive things done quickly.
Robotics is in high demand by the US police. Drones, vision devices, sapper
robots, patrol robots make the work of the police easier, make it safe for most
police officers and allow to control more territories.

The New York City Police Department is using Digidog - robotic dogs
from Boston Dynamics, although it is still in test mode. It is planned that they
will be used in dangerous situations when there is a risk to the lives of police
officers. Among the stated advantages of Digidog is the ability to see in the
dark and assess how safe it is for a policeman to enter the premises. The
police have already used Digidog in practice - for example, to free hostages.
In addition to cameras, robots are equipped with speakers and microphone, so
that officers can use them to negotiate with criminals. Police are confident
that, thanks to Digidog, the number of injured and killed employees should
decrease. Although there are fears that such robots, like any device, can be
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hacked and used to harm - for example, unauthorized gathering of information
about people. According to Michael Perry, vice president of business
development at Boston Dynamics, the company takes tamper protection
seriously, and the robots themselves were not conceived as hidden tools of
mass surveillance as they are noisy and have a lot of blinking lights.

Knightscope makes futuristic autonomous robots designed to keep you
safe while patrolling malls and other public places. The company also
announced the possibility of face recognition. In case of detection of
suspicious persons or criminals, a call to the hotline is made.

Modern technologies are gradually combining people and smart
machines into one large social-apparatus network, so we need to acquire skills
in managing and dealing with them.
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INNOVATIVE TECHNOLOGIES IN THE SERVICE OF US LAW
ENFORCEMENT

Innovative technologies are radically new or improved technologies that
significantly improve the conditions of production or act as a commodity.
They usually have a reduced capital intensity, are characterized by greater
environmental friendliness and lower energy needs.

In times of rapid technical development, innovative technologies are
simply necessary in the police. They help fight crime and new categories of
offenses. In this paper, we will discuss innovative technology in the service of
law enforcement in the United States.

From drones and body-worn cameras to facial recognition software and
artificial intelligence, here a list of the most important technologies that are
equipping law enforcement with new capabilities for protection and service.

Facial recognition software

One of the most controversial new police technologies involves the use
of facial recognition software. When this tool first entered the repertoire of
law enforcement, many were concerned that it would be used unethically and
could violate human rights. But fortunately, this has not been the case, and
facial recognition has proven to be an effective investigative tool.

The purpose of facial recognition software is that it helps improve
security in a number of cases. NYPD officers were able to locate and arrest a
rape suspect within 24 hours of the attack using facial recognition software.
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And because facial recognition is so promising, the U.S. Department of
Homeland Security predicts it will be used 97 percent of the time by 2023.

Robots.

Many law enforcement agencies today use next-generation robotic
cameras to visually and audibly monitor potential crime scenes that may be
too dangerous or difficult for officers to access. Some of these devices, even
"throwable" (up to 120 feet and capable of withstanding multiple falls from a
height of 30 feet), run on an electric motor and are equipped with high-tech
wheels that allow them to move, climb and explore even the hardest to reach
wirelessly by a trained officer.

Automaker Ford has filed a patent for a self-driving police carequipped
with artificial intelligence. These high-tech cruisers are designed to catch
violators of traffic laws or impaired drivers by transmitting information to human
officers or carrying an optional passenger officer who could make arrests.

Enhanced Body-Worn Cameras.

Video of police officers doing their job in difficult situations was rare,
but today it is ubiquitous. With the help of cameras worn on the body, the
ability of law enforcement officers and the public to get an idea of the police
at the street level has increased.

In addition, thanks to constant improvements in technology, such
cameras produce less bulky and more durable, and some body-worn cameras
are designed to better integrate with automotive systems to provide
synchronized video events from multiple points of view. Other advances
include higher resolution, clearer sound, wider fields of vision and increased
resistance to environmental conditions such as extreme cold.

A significant advance can also be considered "smart" holsters, which are
designed to activate a body camera at any time when an officer pulls out his
firearm. At least one manufacturer of body-worn police cameras has produced
a camera capable of issuing an alarm when an officer falls. In the near future -
cameras for wearing on the body, equipped with a function of face recognition.
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THE FACE RECOGNITION (FR) TECHNOLOGY. BIOMETRICS

Police departments have long used biometrics, primarily fingerprints for
identification. But now, many are using handheld scanners and facial
recognition technology to improve speed and accuracy of identification.
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According to PoliceOne, though these technologies are new, they are more
common than we think: one-in-two American adult faces are in a law
enforcement face recognition network. This 117-million face library housed
by the FBI could assist officers with finding mission persons or comparing
mugshots. However, there are some privacy concerns with the availability of
this information. So law enforcement agencies have moved forward with this
technology cautiously.

Chairman Chaffetz, Ranking Member Cummings, members of the
committee says about the Federal Bureau of Investigation’s (FBI) use of face
recognition (FR) technology. The following FBI programs use FR technology
for law enforcement purposes. They are: 1) the FBI’s Next Generation
Identification (NGI) System located at the FBI’s Criminal Justice Information
Services (CJIS) Division, and 2) the Facial Analysis, Comparison, and
Evaluation (FACE) Services Unit also located at the FBI CJIS Division.

1.NGI maintains a mugshot repository that is known as the Interstate
Photo System (IPS). All mugshots are associated with tenprint fingerprints
and a criminal history record. The NGI-IPS allows automated FR searches by
authorized local, state, tribal, and federal law enforcement agencies. The law
enforcement agency submits a “probe” photo that is obtained pursuant to an
authorized law enforcement investigation, to be searched against the mugshot
repository. The NGI-IPS returns a gallery of “candidate” photos of 2-50
individuals (default is 20). The law enforcement agencies then must manually
review the candidate photos and perform further investigation to determine if
any of the candidate photos are the same person as the probe photo. The NGI-
IPS technology is only used as an investigative lead, and not as a means of
positive identification. The NGI-IPS Policy Implementation Guide has been
made available to authorized law enforcement users who receive candidate
photos from the Next Generation Identification-Interstate Photo System. The
policy advises that the photos are not being provided as positive identification
and cannot serve as the sole basis for law enforcement action. In addition, the
FBI has promulgated policies and procedures that place legal, policy, and
security requirements on the law enforcement users of the NGI-IPS, including
a prohibition against submitting probe photos that were obtained in violation
of the First or Fourth Amendments. It is important to note that the FBI does
not retain the probe photos; the probes are searched and deleted. Therefore,
the NGI-IPS remains a repository solely of mugshots that are submitted
voluntarily with fingerprints pursuant to arrest.

2.The FACE Services Unit provides investigative lead support to the FBI
field offices, operational divisions, and legal attachés by comparing the face
images of persons associated with open assessments2 and active
investigations3 against face images available in state and federal FR systems.
In limited instances, the FACE Services Unit provides FR support for closed
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FBI cases (e.g., missing and wanted persons) and may offer recognition
support to federal partners. The FACE Services Unit only accepts “probe”
photos that have been collected pursuant to applicable legal authorities as part
of an authorized FBI investigation. Upon receipt of the photo(s), the FACE
Services Unit searches them using FR software against databases authorized
for use by the FBI, which results in a photo gallery of potential candidates.
The FACE Services Unit performs manual comparisons of candidate photos
against the probe photo(s) to determine a candidate’s value as an investigative
lead. This service does NOT provide positive identification, but rather, an
investigative lead and analysis to support that lead.

Using of automated FR technology to search probe images against a
gallery, as described for the NGI, the FBI also utilizes automated FR as a way
to organize or “triage” digital image files which have been obtained pursuant
to an authorized law enforcement investigation.
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DRONES IN THE LAW ENFORCEMENT SERVICE

The world is evolving at an incredible rate, with new technologies
emerging every day to help both law enforcement and criminals. That is why
the police must keep pace with the modern world and adopt the innovations
that have succeeded in foreign countries.

Good example is Japan experience of using unmanned drones to detect
and prevent illegal activities:

- drones with a net are used to catch drones that fly into unauthorized
places carrying illegal objects or substances, as well as to intercept drones
used for terrorist acts;

- observation of certain persons of persecution and video recording of
their actions;

- patrolling the streets; a specialist who manages drones can monitor the
actions of others from the air without leaving the office, and immediately
record the offense;

- combating poaching; equipped with a thermographic camera, a drone at
a distance of one kilometer can determine the exact location of persons, even
at a night time;

- drones help in the search for missing people; having a high speed and
aerial search, they are much more effective — one drone is enough to cover a
huge area.
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The effectiveness of drones in the law enforcement service is evident. In
the USA the use of drones in the state during the year 2020 was the following:

93 law enforcement agencies from across the state Minnesota deployed
drones 1,171 times — with an accumulative price tag of almost $1 million.
Almost half (506) were just for the purpose of “training officers.” Other uses
included information collection based on reasonable suspicion of unspecified
crimes (185), requests from other government agencies unrelated to law
enforcement (41), road crash investigation (39), and preparation for and
monitoring of public events (6 and 12, respectively).
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INNOVATIVE TECHNOLOGIES

An important element of the National Police is to deepen cooperation
with active citizens. After all, effective protection of public order is
impossible without the active participation of citizens interested in security. In
today’s world, certain innovative technologies are being developed for further
work.One of them has already been implemented. For example, patrol police
can drive on an electric scooter. The task of patrolmen is first of all preventive
— in particular, to explain how to behave correctly on this type of transport.
Inspectors will also be able to respond more quickly to calls.

Another example is the possibility of introducing official video
recording or improving the recording of information provided.This method
would make it easier to fight those who want to escape responsibility, as well
as to record all the actions of the offender. It would be really effective that this
process will be much faster.

An example of foreign inventors that would help in the fight against
criminals — the Internet of Bodies. These are gadgets and applications that
have the function of monitoring various displays the human body, but will
also adjust and correct the indicators themselves. Devices will be connected to
the brain, which will connect what is happening in real time with remote
computers, which will receive data about work in the body. In addition to
monitoring health, it can also increase cybersecurity by examining the human
condition.

Approximately at least such principles of work have improved it.
Therefore, I think it is possible to develop much more innovative technologies,
but if we improved one of the proposed — it would be much better.
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It is important to remember that innovative technologies not only
improve and facilitate the work of the police, but also improve the fight
against crime.
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INNOVATIVE TECHNOLOGIES IN THE SERVICE OF LAW
AND ORDER

Ethics of digital technologies in the police. Extensive use of digital
technologies in judicial and law enforcement activities is accompanied by
great problem of ethics. The use of modern technologies by law enforcement
agencies provides new opportunities to ensure the safety of citizens but poses
a threat to human rights and freedoms.

Digital technologies in the work of the police. In order to effectively
combat both traditional and cybercrime, law enforcement agencies should go
one step ahead of offenders in using technical achievements. The advantage
of the police is the collection and processing of a huge amount of data. At the
same time, predictive policing comes to the force.

In the West, police services and judicial authorities are actively
developing and using individual elements of digitalization and entire Al
systems. According to Interpol and Europol, police officers in more than 70
countries use various types of predictive analytics in practice.

The main directions of the use of digital technologies in policing:

- improvement of police databases;

- predictive analytics to assess the likelihood of a crime in a specific

territory;

- use of robots for patrolling;

- search and identification of missing people;

- quality control of police work;

- fight against corruption;

By order of the European Union, an international team of scientists
developed and in 2013 launched the ePOOLICE system (early Pursuit against
Organized crime using environmental scanning, the Law and Intelligence
systems).To find signs of organized crime activity and assesses the risk of
committing a crime, the system scans website pages, electronic
correspondence, and police information.

Language adviser L. 1. Rusanova
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HOW BODY CAMERAS CAN HELP POLICE

As technology continues to evolve, law enforcement agencies are having
to keep up. Agencies at all levels are investing in the latest and greatest
technologies in order to better serve and protect their officers and communities.

Body cameras have been a great addition for many law enforcement
agencies across the United States. While there are negative aspects of this
technology that police officers need to be aware of, the body cameras have
already proven to be useful in many instances across the country. The use of
lethal force by police has been a big conversation over the past decade. With
the never ending news cycle and virality of social media, these situations can
quickly get out of hand before any facts have been brought to light. Body
cameras are a technology that have helped the public get a front row seat to
what police see and how they respond.

For example, in Cleveland, Ohio, four police officers faced trial regarding
an instance where lethal force was used. Thanks to body camera footage, the
public was able to hear and see the actions of those officers and decide if their
actions were justified. In the wake of the murders of George Floyd, Breonna
Taylor, and countless other Black lives at the hands of police, impacted families
and community groups, police reform advocates, legislators, and even police
departments have been calling for law enforcement agencies to adopt and expand
body camera programs. This call is not new. Body cameras were proposed as a
police accountability tool after the killings of Michael Brown and Eric Garner in
2014. They were called for after the police killing of Philando Castile in 2017,
and they are being called for again today as police continue to brutalize Black
lives and use excessive force on protesters advocating for racial justice.

Body cameras may serve more as a tool to monitor civilians and chill
people’s rights than to hold officers accountable. Because body cameras can
roam through both public and private spaces, they capture enormous amounts
of data about people beyond those interacting with the police officer wearing
the camera.

Those who call for body cameras view the technology as a tool to better
monitor officer conduct. Some advocates hope that the cameras will reduce
misconduct and increase police accountability. In some cases, body camera
footage has shed light on police misconduct that would not have been
witnessed otherwise.

Language adviser V. V. Kochyna
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SOME NEW POLICE TEHNOLOGY CURRENTLY IN USE

As the years came and went, so did plenty of other new technologies,
from in-car laptops and body armor to new technology like smartphones and
body-worn cameras. To put it simply, technology and policing go hand and
hand. And that’s a good thing, especially when this technology makes things
safer for both officers and those whom they serve. As further technology
inevitably develops, police have the opportunity to leverage it for the greater
good in their departments and communities. What are some of the most
effective tools police already use to promote public safety?

Police drones. Used by the military for many years, unmanned aerial
vehicles, or drones are becoming increasingly common in law enforcement.
Many departments use them for surveillance or collecting evidence. Others
use them for taking pictures of crash scenes and even controlling crowds.
Drones are also helpful for other areas of law enforcement, as they can
monitor correctional facilities and track escapees.

GPS. GPS has also been used by police departments for many years.
Officers have most frequently used it to track criminals, but more recently,
GPS has helped in officer safety monitoring. New developments in GPS
technology is giving officers more information and detail than ever before,
ensuring safety and efficiency on the field.

Officer tracking. GPS allows for better coordination and tracking of
where officers and vehicles are. This can help departments dispatch more
efficiently to incidents. It also allows for more precise location information
for calls, and for more safer, faster routing of officers to those incidents..

Vehicle pursuit darts. Pursuit-related crashes result in more than 55,000
injuries every year. What if you could track vehicles in pursuit situations from
a distance, keeping your officers and other drivers safe on the road? They
aren’t too common Yyet, but vehicle pursuit darts, like a real-time, physical
GPS, do just that. A small, foam dart that can be shot at a vehicle, they enable
officers to safely tag, track, and apprehend dangerous individuals.

Gunshot detection. Gunshot detection isn’t in use by many departments,
but it can be a very helpful way to monitor for gunshots in specific areas.
Using mapping and electronic sensors, gunshot detection allows officers to
respond immediately and accurately. Some departments use gunshot detection
to fill in gaps, identifying shots fired that don’t get called in. “We found rates
of random gunfire that were astounding to us,” Nassau County deputy
commissioner William Flanagan tells ComputerWorld. “What was more
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bothersome was that we were not getting calls about it.” Clearly, this
technology is helpful, but it’s also expensive. If your area has high
occurrences of gunfire, it may be worth it. Areas with scarce witnesses might
also find gunshot detection to be a wise investment.

However, it’s helpful to know that technology always evolves and likely
never be short of opportunities to implement new systems that could add
safety and efficiency to every department.

Language adviser V. V. Kochyna
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LATEST TECHNOLOGIES FOR TERRORIST THREATS
PREVENTIONS

Due to technological advances the globe is flooded with equipment
which both terrorists and those who fight them are interested in. Terrorists
might increasingly use modern technology with bad intentions. Science and
technology specific to countering terrorism includes the means of ensuring
premature detonation of explosives or of inhibiting the triggering of
explosives. Most science and technology counter-terrorism tools are highly
useful for public health, law enforcement, or intelligence purposes.

Security technologies allow for real-time identification, location and
scenario planning of terrorist intentions by forecasting likely risks. They also
make it possible to target the mobility, communications and financial and
banking transactions of terrorists. Biometrics is one of these technologies with
numerous applications, including DNA, iris and retinal scans, facial and even
emotional recognition.

Surveillance consists of the observation, collection, recording and
processing of information relating to individual movements, itineraries,
behaviours and communications to attribute a probable degree of risk.

Technology also contributes to identifying and locating elusive terrorists
with predictive artificial intelligence. Based on data mining (mining data from
large interconnected databases), predictive technologies use mathematical
models.

Drones are served for video surveillance and remote elimination of
terrorists, as well as a means of reconnaissance of routes and attack sites, real-
time monitoring of activities or as improvised explosive devices (flying, sea
or land).

Language adviser L. S. Sazanova
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INNOVATION AND SCIENCE AS THE BASIS FOR IMPROVING
LAW ENFORCEMENT

Today, our country continues to form a modern, effective, high-quality
and strong mechanism of state bodies. A special role in this mechanism is
played by law enforcement agencies and, in particular, the police, which are
responsible for ensuring the rights and freedoms of citizens and protecting the
established order, preventing unlawful encroachments.

Despite the changes, the system of law enforcement agencies remains
insufficiently effective and closed from society. To change this situation,
police officers need to constantly develop and improve their professional
skills both physically and spiritually.

There are different ways to develop professional police qualities, for
example:

- participation in scientific seminars and trainings;

- communicate with citizens to increase the level of public confidence.

- Participation in various projects aimed at developing the personal
qualities of a police officer.

- communication with foreign colleagues and learning from experience;

- International Law Enforcement Partnership

An example of such a partnership to improve law enforcement is The
National Police Foundation in the United States, a national, nonpartisan, non-
profit organization dedicated to improving policing through innovation and
science.

Now the organization cooperates with hundreds of police institutions
throughout Ukraine, as well as at the international level, providing research
and translation, training, technical assistance and the introduction of modern
technologies. The Foundation is a leader in the safety and well-being of
officers, the protection of public services, open data, investigations and
security technologies. The main objective of the Foundation is to contribute to
improving the quality of police services in order to benefit the staff and
communities they will serve, as well as to reduce crime.

Language adviser G. S. Babak
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ROBOTS IN THE WORK OF LAW ENFORCEMENT AGENCIES

Law enforcement professionals are using global positioning technology
to perform different tasks, confirming the presence of suspects at a crime
scene included. Some robots can even perform the same rigorous tasks as
officers have to carry out, enabling them to focus on more important activities

Many law enforcement agencies are now using next-generation robotic
cameras to deliver visual and audio surveillance of potential crime scenes that
may be too dangerous or too hard for officers to reach.

Some of these devices are even “throwable” (up to 120 feet and capable
of withstanding repeated 30-foot drops) — powered by an electric motor and
equipped with high-tech wheels that enable them to move, climb and explore
even the most challenging spaces while being operated wirelessly by a trained
officer.

Automaker Ford has filed a patent for a self-driving police car equipped
with artificial intelligence. These high-tech cruisers are designed to catch
violators of traffic laws or impaired drivers by transmitting information to
human officers or carrying an optional passenger officer.

Additional applications for using robots in police work, now and on the
near horizon, include:

- Ever-expanding capabilities for robots to gather surveillance
information, take police reports and provide communications in settings
where human officers’ safety would be compromised.

- China’s ongoing development of an “AnBot” robot to patrol banks,
airports and schools.

- Patrolling tourist attractions with a touchscreen-equipped robot officer,
as is now on duty in Dubai.

Language adviser L. I. Rusanova
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INNOVATIVE TECHNOLOGIES IN POLICE

New technologies, new methods, and new ideas have brought significant
change to law enforcement. Law enforcement is about keeping society safe.
So it is no surprise that as society has changed, so too has law enforcement.

84



Innosayitini mexnonozii Ha ciyaHcoi npasonopsaoky (3apyoixcuuti 00csio). Xapkie, 2022

New technologies, new methods, and new ideas have brought significant
change to the profession. But at its core, law enforcement requires the same
dedication to communities, the same sense of duty and sacrifice, and the same
integrity it always has.

Consider the five best innovations in policing that shape the future :

1. Combining emerging technologies to gain greater awareness, faster

Every investigative journey begins with collecting facts about the world.
Traditionally, this work has been tough. It could mean relying on a officer's
memory of a license plate to look out for, or long hours searching for the right
pieces of information. It often means being there, to see, to hear, and to
deter—and no department can be everywhere. However, new technologies,
like the Internet of Things (IoT) and smart sensors, can be there when needed.

Smart sensors can be used to compile many different types of
information to help officers do their jobs faster and more effectively. New
capabilities can log locations, listen for gunshots, stream video, flag license
plates, scan databases, and go on virtual patrol, allowing officers
unprecedented awareness in their environments.

2. Harnessing digital technologies to improve officer and citizen safety

Internet of Things and distributed sensing are about leveraging new
technology to gather information about the world, and point in the right direction.
But what should officers do on the scene? New technologies and practices are
developing that can help guide action in the world. Advances in areas such as 5G
communication, electronics miniaturization, and augmented reality allow people
to see, hear, and act in ways that were previously impossible.

3. Leveraging mountains of data to prevent crime

We live in a world awash in data. And as many departments deploy
technology solutions like augmented reality, body cameras, license plate
readers, and smart sensors, they will likely generate more data each day than
in their entire analog histories.The success of future law enforcement
strategies rests on being able to quickly and efficiently harness these immense
volumes of data to support investigations and enforcement actions. But these
mountains of data are too vast for any human to comb through, even if they
dedicated an entire lifetime to searching.

To gain real insight, artificial intelligence (AI) and machine learning will
be key to future investigations. For example, each year more than eight
million tips on the location of missing children must be analyzed by a team of
just 25 investigators. Al is being deployed to help those investigators sift
through the data and find the most likely leads to identify exploited children
and reunite them with loved ones. Al is already demonstrating its value
around the world by helping police in England analyze CCTV video, officers
in India find 3,000 missing persons in just four days, and the Dutch to find
promising leads in cold cases.
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4. Rigorously testing what works and scaling key insights

Al and machine learning can help find the clues to target a patrol or
forward an investigation, using simple rule sets to test new hypotheses,
identify what works, and scale successes. A similar approach—evidence-
based policing—can also be applied to the methods of police work itself.
Evidence-based policing includes using advanced forensic techniques to
extract more information from the same amount of evidence, but it also goes
beyond this to examine the heart of police activities.

Evidence-based policing can analyze data about the outcomes of police
interactions to help find the most effective methods and tools while
minimizing the use of tactics that tend to make situations worse.10 In an era
when many police officers are being asked to do more and more with fewer
and fewer resources, evidence-based policing seeks to pair them with outside
assistance, such as academic researchers or computer programmers, to help
focus their efforts on the most effective police work.

5. Forging stronger local networks to improve public safety

The mission of law enforcement is the safety of the community, and a
strong relationship with the community is critical to the success of every law
enforcement organization. Building close ties within the community is about
traditional police outreach and local involvement, but it's also about
leveraging tools to help people communicate their needs and their risks
directly. New technologies can help police develop their ties to the
community, by enabling officers to be more aware of and responsive to the
needs of their constituents.

Change is inevitable, but law enforcement agencies can take proactive
steps to prepare for the future. Along with these future trends, changing
demographics are shifting what the officer of the future will look like and how
they will spend their day. Law enforcement leadership must recognize these
changes not only to recruit the right personnel, but also to manage them
effectively in a world shifting from bricks and mortar to bits and bytes.

And though technologies, methods, and tools may continue to evolve,
the core of law enforcement remains the same: tirelessly working to improve
community engagement and public safety.

Language adviser A. V. Bilousov
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AN IMPORTANCE OF DATA COLLECTION AND INFORMATION
GATHERING

Laws should direct the appropriate state agencies to collect quantitative
data relating to “honour”-based violence. Quantitative data is obtained by
measuring indicators of prevalence, government response, and program
performance. This data can be obtained by state statistics offices by utilizing
surveys administered to the general population and by obtaining data from
relevant administrative sources, such as hospital and police records. The
Manual for the Development of a System of Criminal Justice Statistics
includes a section on victimization surveys, which take into account the fact
that many crimes may go unreported and that victimization and self-reporting
surveys will help reveal these crimes. This is particularly relevant to “honour”
crimes, as many experts estimate that the actual number of such crimes far
exceeds the number of reported cases. Drafters should ensure that laws
require the gathering and dissemination of statistics related to “honour”
crimes and establish a database to track such information. Authorities should
collect data on the following indicators: the forms of ‘“honour”-based
violence, incidence, causes and risk factors, the linkages between economic
deprivation and exploitation and “honour”-based violence, short-, medium-,
and long-term consequences, effects on population sub-groups of women and
girls, prosecution rates, convictions, penalties, the relationships between the
victim and perpetrator(s), victimization patterns including repeat or multiple
victimization, ethnicity, age, sex, disability, religion, and the use of weapons
or dangerous substances.

Laws should allocate adequate public funding for qualitative studies to
better understand the causes, dynamics and consequences of “honour” and
“honour” crimes in the applicable country. Qualitative data goes beyond the
scope of statistics to provide a deeper, more nuanced understanding of the
issue. For example, the Council of Europe Convention on preventing and
combating violence against women and domestic violence calls on states
parties to support research on all forms of violence against women “in order
to study its root causes and effects, incidences and conviction rates” (Art.
11(1)). Monitors should also assess existing legislation, policies and
programmes for the prevention of violence against women, the prosecution of
violent offenders, and the protection of survivors. They should then analyze
how effective these laws, protocols, and programs are in attaining victim
safety and offender accountability and preventing violence against women.
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The UN Office of the High Commission for Human Rights has issued a
Training Manual on Human Rights Monitoring and a Trainer’s Guide, which
provides guidelines for human rights monitoring.

While all of the principles set forth in the UN Training Manual are
essential, the principle of doing no harm and maintaining confidentiality is of
the utmost importance to protect victims and prevent further victimization or
harm. The fact-finder’s principle duty is to the victim or potential victims of
human rights violations, and at a minimum, the fact-finder must refrain from
actions or omissions that would endanger their safety.

Language adviser A. V. Bilousov
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THE IMPORTANCE OF RELEVANT DATA COLLECTION
FOR CRIME-FIGHTING

Data literacy — the ability to derive meaningful information from data —
should be the goal of every agency. Many departments are downloading
information from CAD dispatch systems, uploading information from police
officer’s vehicle-mounted computers, and sending information wirelessly
using e-citation machines, all without understanding why and how the data is
collected. Understanding the “why” behind data collection will help
encourage how the data is collected. The goal should never be to collect
random data just to add to the pool of previously collected data — random
collections of data will lead to an ocean of unusable data like what we have
now. The goal should always be to collect data for a specific purpose: crime-
fighting. Once the data is collected with a purpose, it is now the job of the
crime analysts and detectives to convert that data into information, then turn
that information into insight.

Police agencies need more relevant data and less garbage that analysts
and detectives can quickly convert into usable information. The fact is there is
a TON of data out there. Law enforcement needs smart tools to help deliver
the right/relevant information. Luckily, correcting irrelevant data collection
habits is as easy as 1,2,3:

1. Numbers pose an interesting problem for data collectors because they
can be easily transposed. The numbers on VINS, license plates, serial numbers
and addresses should be verified before recording it into any software.

2. Individuals: Accurate data collection on people can also pose a
problem. Many people share the same first and last name so collecting

88



Innosayitini mexnonozii Ha ciyaHcoi npasonopsaoky (3apyoixcuuti 00csio). Xapkie, 2022

distinguishing characteristics is just as important as names. In Arizona, for
example, 43 people share my first and last name; 4 share the same first, middle
and last name; and 1 is a released violent felon from another state. Pay close
attention to personal identifying information (PPI) including complete legal
name, accurate social security number, visible tattoos and tattoo location, and race.

3. Associates and friends: Document friends and associates and I
promise your analyst will thank you later! Always ask the passengers of
traffic stops and friends of your suspect for their PII, too. Just remember in
most states, passengers of traffic stops do not have to talk with you unless you
have a violation on that person, but at least you can try.

As you could see, the more accurate the information, the easier it will be
to turn that information into insight. Big data needs to be made small to be
effective. The best way to start to shrink data is by understanding the why
behind the collection, recording accurate information and using analyzing
software to turn data into insight so you are not left floating in an ocean of
undrinkable data mumbling to yourself, “Data, data everywhere but not a drop
to drink!”

Language adviser V. V. Kochyna
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HOW TO IMPROVE POLICE WORK THROUGH INNOVATION
AND SCIENCE

With comprehensive electronic databases now in place to more
effectively use DNA and other biometric data in law enforcement, even the
use of fingerprints to identify suspects has gone high-tech.

For example, CNBC (Consumer News and Business Channel) report
explains how police in London can now use a mobile INK (Identity Not
Known) biometrics device to scan a suspect’s fingerprints and in many cases
reveal their identity within 60 seconds.

An officer’s patrol car is like a mobile command center, meaning there
are numerous computers and tools that an officer can use while on the road.

One of the latest innovations being incorporated into police cars is a new
voice command technology that empowers officers to control many functions
in their vehicle while driving and performing other patrol duties.

The capabilities of these voice systems vary from vehicle to vehicle, but
most can handle commands to run a license plate or turn on a siren. The more
advanced and most promising capability of voice command technology in
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police cars will make filing reports much easier — officers can dictate their
notes which are then logged directly into their agency’s RMS (Remote
Manupulated System).

Many law enforcement agencies are now using next-generation robotic
cameras to deliver visual and audio surveillance of potential crime scenes that
may be too dangerous or too hard for officers to reach.

Some of these devices are even “throwable” (up to 120 feet and capable
of withstanding repeated 30-foot drops).

Language adviser L. S. Sazanova
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USE OF PROGRAMS FOR ANALYSIS OF NETWORK
PROTOCOLS

In the era of high information technology, when everything is developing
at a rapid pace, criminals are increasingly using the Internet to carry out their
crimes. However, law enforcement agencies do not stand still and use more
advanced methods for operational and investigative activities.

A variation of these methods is the use of software tools for scanning
and analyzing traffic for computer networks. These methods are actively used
in the cyber police units of different European countries.

One of them is Wireshark. Wireshark is an open-source network
protocol analysis software program started by Gerald Combs in 1998. A
global organization of network specialists and software developers support
Wireshark as it is absolutely safe to use. There isn’t a better way to learn
networking than to look at the traffic under the Wireshark microscope. There
are questions about the legality of Wireshark since it is a powerful packet
sniffer. Because you should only use Wireshark on networks where you have
permission to inspect network packets.

Today wireless network technology allows persons with a compatible
wireless card to capture packets of data destined for another computer, due to
the fact that radio waves are the media through which data sent wirelessly
travels. Therefore, a police officer can theoretically attempt to gather digital
evidence against a suspect by traveling to the immediate vicinity of the
uspect, using his or her computer wireless networking card to capture any
packets in the area, then analyzing the packets to try to glean information that
could be useful for an investigation.

Language adviser L. 1. Rusanova
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INTELLETUAL PROPERTY THEFT AND HOW TO MANAGE
YOURIP TO STAY SAFE

More commonly known as piracy, the Internet abounds with books,
music, movies, and more that have been illegally obtained and made available
for free download. Despite what some people say, piracy is not a victimless
crime. Not only do artists and creators lose out, but many illegal downloads
also contain hidden malware that can destroy your computer. With the online
space becoming more crowded, cloud computing becoming the mainstream,
and just about everything located on the internet, stealing intellectual property
has become easier than ever before.

Intellectual property can be movies, music, content on the web, software
and more. You can think of IP as creations and not necessarily physical
products. But, this doesn’t mean that the damage is less than other types of
theft. IP theft damage is estimated at hundreds of billions of dollars a year
according to the Commission of the Theft of American Intellectual Property.
Intellectual property theft is one someone steals an idea, creative expression,
or invention from an individual or a company. IP theft can refer to someone
stealing patents, copyrights, trademarks, or trade secrets. This includes names,
logos, symbols, inventions, client lists, and more. Intellectual property theft
cases are exceptionally common and require smart intellectual property
management software in order to be avoided. Most intellectual property theft
cases are considered federal cases (therefore federal crimes). Companies or
individuals that can identify who stole their IP can bring them to court and in
some cases, serious penalties can be given to the criminals. These include
fines, imprisonment, civil charges, suspension of licenses, etc.

If someone has stolen your intellectual property, there are several steps
you can take to remedy the situation. In most cases, the first thing to do is to
ask the person or company that has stolen from you to stop using your IP.
After all, IP theft is a crime so the person may agree to stop using the IP
immediately. In some cases, IP theft is non-intentional (for example if a
license expired). In more complicated intellectual property theft cases, you
may have to take legal action. Usually, this begins by having an attorney send
a letter about the alleged crimes. In many cases, the issue stops here. If it
doesn’t you may have to move on to an actual lawsuit.

In today’s post-COVID world, cybersecurity threats and attacks are
rising rapidly. This is the time that companies need to make sure that their IP
is protected against third parties and those looking to hold IP ransom for hefty
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fees. 2022 has been called by some the year of cybersecurity. As workers
move to work-from-home models, VPN vulnerabilities are being exploited
and companies cannot keep up with the security breaches that they are
encountering. With that, ransomware attacks are continuing to increase, with
enterprises paying out large sums just to get back to work as normal. Using
intellectual property management software helps companies keep track of
their IP (specifically software, licenses, etc.).

Language adviser V. V. Kochyna
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THE MOST PERTINENT REASONS FOR THE RECENT SHIFT
IN THE LEGAL INDUSTRY

Innovation in law is no longer a trend or mere hype, but a tangible and
urgent need. Law firms and corporate counsels are at a crossroads, with
changes to the legal landscape in the last few decades preventing them from
carrying on business as usual. Lawyers have a choice: ride this wave, or risk
missing out on the chance to play in the big league of tomorrow’s law
industry.

Across Europe, significant changes in the civil and commercial sphere
are forcing law firms and in-house counsel to transform and adapt to this new
ecosystem. Large and prominent law firms are still at the top of the pyramid.
However, some relatively new firms and legal tech companies are taking on
an increasingly prominent role in the market. For both incumbents and new
agents, innovation matters. If lawyers across the board are to remain relevant
in this emerging landscape, they must have a firm understanding of why
innovation in law matters—an understanding that goes far beyond an
appreciation of the hype. Below are some of the most pertinent reasons for the
recent shift in the legal industry.

Legal work of the past no longer cuts it. Whether we’re talking about
clients of a law firm or the internal clients of an enterprise, neither will
continue to accept work on the same basis as they did ten years ago. It is not
only a question of billable hours, but efficiency. No client is interested in
wading through the fog of fees, coming out the other side with a hefty bill and
a headache. Nowadays, dozens of legal providers offer the same expertise and
quality of work, but those that will survive are able to provide certainty of
fees to their clients.
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Young lawyers have completely different goals. Clients are vital, but
talent is of the essence in the legal sector. The next generation of lawyers are
the ones who will help us ride the digital tsunami. No other generation in
history is so close to technology. As digital natives, they are best placed to
help firms adapt, evolve, and stay relevant now and in the future.

Technology has transformed internal processes. Lawyers used to identify
themselves as artisans or craftsmen. Those who still think this way, will be
pushed out of the legal market. Law is no longer an art - it’s a science.

New agents are taking a piece of the pie. The legal market is no longer
the exclusive domain of lawyers. New law firms combine both legal and
technical staff to better understand clients’ needs and offer the most
appropriate solution.

Let’s not forget that the industry is full of opportunities. Although the
legal market is extremely mature, we have seen how the most disruptive law
firms and general counsel operate and deploy new products and services
every year. No matter the location or the area of law, the legal industry is
eager for new content and innovation.

Language adviser V. V. Kochyna
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DATA PROTECTION IN THE SERVICE OF POLICE

All data or information that relates to an identifiable individual that
business stores or handles needs to be properly protected. From financial
information and payment details to contact information for the staff.

What data needs to be protected?

Key pieces of information that are commonly stored by businesses, that
is employee records, customer details, loyalty schemes, transactions, or data
collection, need to be protected. It is necessary to prevent all data from being
misused by third parties for fraud, such as phishing scams and identity theft.

Common data that business might store, include names, addresses,
Emails, telephone numbers, bank and credit card details, health information.

This data contains sensitive information that could relate to the current
staff and their partners or next of kin; shareholders, business partners and
clients; customers and other members of the public.

Protecting all this information, in accordance with the Data Protection
Act, requires businesses to adhere to specific principles.
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Law. The Data Protection Act contains a set of principles that
organizations, government and businesses have to adhere to in order to keep
someone’s data accurate, safe, secure and lawful.

These principles ensure data is:

- only used in specifically stated ways.

- not stored for longer than necessary.

- used only in relevant ways.

- kept safe and secure.

- used only within the confines of the law.

- not transferred out of the European Economic Area.

- stored following people’s data protection rights.

This comes into practice in business particularly when you recruit staff,
amend staff records, market your products or services, or use CCTV.

Language adviser: L. 1. Rusanova
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WILL POLICEMEN BE REPLACED BY ROBOTS?

Police Robots are designed to allow access to situations that are
inaccessible or dangerous for first responders. They can manipulate objects as
well as gather data through a variety of technologies. These robots are suitable
for a range of environments with varying data and communication
capabilities. New security robots are fulfilling human role: the beat cop. They
patrol neighborhoods at a walking pace, looking for crime.

Using robots in police work, now and on the near horizon, include: ever-
expanding capabilities for robots to gather surveillance information, take
police reports and provide communications in settings where human officers’
safety would be compromised.

An advanced security technology company Knightscope based in Silicon
Valley (the United States of America) builds fully autonomous security robots
that deter, detect and report. It has sold more than 50 of its artificial
intelligence-powered, autonomous security robots to more than 20 clients.
Their conical, five-foot robots feature four cameras and can scan license
plates and pick up on individual cell phones’ MAC addresses. While they
don’t look like a classic police officer with dress blues, they patrol the block
at walking speed to keep neighborhoods safe.

Their effectiveness has been difficult to prove so far, but behaviorally,
they bring to mind the issue of humanoid robots.
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Artificially intelligent robots are an increasingly common crime-fighting
tool for police and other law enforcement personnel across the world, but they
won't replace humans anytime soon because this job is ranked 167 out of 702
and a higher ranking (i.e., a lower number) means the job is less likely to be
replaced.

Language adviser L. S. Sazanova
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INNOVATIVE TECHNOLOGIES IN THE POLICE

The COVID-19 pandemic has accelerated the need to bring new tech
solutions to fulfill unanticipated needs like policing during a pandemic with
social distancing measures in place. The capabilities that these technologies
have brought to policing during the age of COVID-19 will continue to evolve
and stay relevant for years to come.

In the context of the pandemic, there are some innovations in the
legislation governing the National Police that can help counter the pandemic.
National police officers should be involved in ensuring quarantine restrictions
- preventing the spread of rumors and fakes that can cause panic, monitor the
activities of outlets and transport, monitor the implementation of the "mask
regime" in public places. At the same time, the police themselves must be
protected from the risk of infection.

In the context of the fact that the pandemic is global - consider the main
challenges facing law enforcement agencies not only in Ukraine but also
around the world.

CHALLENGE 1: SCHEDULING, STAFFING AND BUDGETING
FOR UNKNOWNS

Staffing, scheduling and budgeting have been a challenge for many law
enforcement agencies, even before COVID-19.

Not only do agencies need to look for ways to minimize possible
exposure, but also plan for the likelihood of an officer becoming infected.
Some of those officers may need to self-quarantine or take sick time off. The
reality that the virus can have serious and even fatal consequences means that
agencies also need to plan for long-term disability or death (and the cost and
personnel ramifications from those possibilities).

CHALLENGE 2: SITUATIONAL AWARENESS NOW INCLUDES
ASSESSING COVID-19 RISKS TO CITIZENS AND FIRST RESPONDERS
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Since first responders by the very nature of their jobs are required to be
out in public, another challenge becomes how to keep them safe during a
pandemic.

The instant chat function is an effective tool to communicate in real time
with sick or masked patients as well as deaf and hard of hearing. And the
platform’s location services are based on the caller’s device location, allowing
responders to pinpoint location even within a building complex or densely
populated area.

CHALLENGE 3: CONTROLLING THE VIRUS AND MEETING
NEEDS IN GROUP ENVIRONMENTS THROUGH DATA COLLECTION

Because of shared environments and close quarters, correctional and
detention facilities have the potential to be hot beds for COVID-19 cases.
According to the Centers for Disease Control, prompt identification of
persons with COVID-19 and consistent application of prevention measures
within correctional and detention facilities are critical to protecting
incarcerated or detained persons, staff members, and the communities to
which they return.

Juvare has created a Pandemic Dashboard that makes it easier for
correctional facilities to track cases on a daily basis in order to understand the
impact on facilities, inmates and staff.

CHALLENGE 4: MANAGING PROBATION AND PAROLE WHILE
MINIMIZING IN-PERSON CONTACT

Incarcerated individuals returning into the community and those on
probation are already at risk of slipping back into the situations that got them
in trouble in the first place. One missed check-in due to transportation or other
issues can have dire consequences that set them back. The COVID pandemic
and the associated disruptions make the challenge even greater and have
forced agencies to take a different look at ways they use technology to
manage offender populations.

CHALLENGE 5: REDUCING THE NEED FOR FACE-TO-FACE
ENCOUNTERS FOR NON-EMERGENCY CALLS

Police departments are already stretched thin, and the COVID-19
pandemic has potentially diminished the ranks even further. To reduce the
possibility of exposure, law enforcement agencies are having to prioritize the
types of calls for service that will result in an officer being dispatched to the
incident scene.

Since citizens are increasingly using apps like FaceTime and Google
Hangouts to interact with each other over video chat. Many law enforcement
officers were already using 10-21 Police Phone to interact with citizens over
the phone without revealing their private phone number. When COVID hit,
many of those officers found the app also helped them reduce the need for
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face-to-face encounters for routine police work that could be handled by
phone.

While these technologies have been created or enhanced to help law
enforcement adapt to changing conditions due to the COVID-19 pandemic,
many of these challenges existed before the pandemic and will continue to
exist as the world adjusts to a new normal.

Benefits like enhanced situational awareness, improved location
accuracy, greater access and sharing of data and streamlined processes will
lead to greater safety for law enforcement officers and the people they serve.
The solutions born of this crisis may continue to be refined — but doubtless
they are here to stay.

Language adviser A. V. Bilousov
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OPEN SOURCE INTELLIGENCE CRIME INVESTIGATION

Open-source intelligence (OSINT) is the collection and analysis of data
gathered from open sources (overt and publicly available sources) to produce
actionable intelligence. OSINT is primarily used in national security, law
enforcement, and business intelligence functions and is of value to analysts
who use non-sensitive intelligence in answering classified, unclassified, or
proprietary intelligence requirements across the previous intelligence
disciplines.

OSINT sources can be divided up into six different categories of
information flow:

Media, print newspapers, magazines, radio, and television from across
and between countries.

Internet, online publications, blogs, discussion groups, citizen media (i.e.
— cell phone videos, and user created content), YouTube, and other social
media websites (i.e. — Facebook, Twitter, Instagram, etc.). This source also
outpaces a variety of other sources due to its timeliness and ease of access.

Public government data, public government reports, budgets, hearings,
telephone directories, press conferences, websites, and speeches. Although
this source comes from an official source they are publicly accessible and
may be used openly and freely.

Professional and academic publications, information acquired from
journals, conferences, symposia, academic papers, dissertations, and theses.
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Commercial data, commercial imagery, financial and industrial
assessments, and databases.

Grey literature, technical reports, preprints, patents, working papers,
business documents, unpublished works, and newsletters.

OSINT is distinguished from research in that it applies the process of
intelligence to create tailored knowledge supportive of a specific decision by a
specific individual or group.

OSINT is defined by both the U.S. Director of National Intelligence and
the U.S. Department of Defense (DoD), as intelligence "produced from
publicly available information that is collected, exploited, and disseminated in
a timely manner to an appropriate audience for the purpose of addressing a
specific intelligence requirement." As defined by NATO, OSINT is
intelligence "derived from publicly available information, as well as other
unclassified information that has limited public distribution or access.

Open Source Intelligence (OSINT) is security-related information
collected from freely available open sources (e.g. social and professional
networks, news, websites). Appropriate analysis tools are used to gain usable
insights from the various pieces of information.

These sources can be free or subscription-based, online or offline.

Open Source Intelligence is not limited to the Internet, but can also use
freely accessible mass media as a source, such as magazines, daily
newspapers, radio and television.

OSINT can be used in the area of cyber security, for example for
hacking, social engineering , penetration testing and security analysis. For this
reason, it makes sense for organizations to collect and evaluate OSINT
information and react accordingly.

Potential sources are: forums and blogs, social and professional
networks, Databases with software errors (Vulnerability Data Bases), Deep
and Dark Web, job advertisements, Web pages, other internet sources.

Benefits of Open Source Intelligence. The costs for obtaining
information are low due to the increasing degree of digitization and the large
amount of freely available information on the Internet.

The procurement of information can be easily implemented using
automated analysis tools.

The risk of discovery is low because the information is accessed via
public infrastructure and technology.

Language adviser V. V. Kochyna
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PHISHING ATTACK AS A TYPE OF CIBERCRIME

Phishing is when criminals send fraudulent emails pretending to be from
legitimate businesses, in an attempt to collect sensitive, personal information.
Often, any links in the email will redirect to a website owned by the scammer,
so always be careful about what information you give out on the Internet.

Phishing is a type of social engineering attack often used to steal user
data, including login credentials and credit card numbers. It occurs when an
attacker, masquerading as a trusted entity, dupes a victim into opening an
email, instant message, or text message. The recipient is then tricked into
clicking a malicious link, which can lead to the installation of malware, the
freezing of the system as part of a ransomware attack or the revealing of
sensitive information. An attack can have devastating results. For individuals,
this includes unauthorized purchases, the stealing of funds, or identify theft.
Moreover, phishing is often used to gain a foothold in corporate or
governmental networks as a part of a larger attack, such as an advanced
persistent threat (APT) event. In this latter scenario, employees are
compromised in order to bypass security perimeters, distribute malware inside
a closed environment, or gain privileged access to secured data. An
organization succumbing to such an attack typically sustains severe financial
losses in addition to declining market share, reputation, and consumer trust.
Depending on scope, a phishing attempt might escalate into a security
incident from which a business will have a difficult time recovering.

The email phishing is a numbers game. An attacker sending out
thousands of fraudulent messages can net significant information and sums of
money, even if only a small percentage of recipients fall for the scam. As seen
above, there are some techniques attackers use to increase their success rates.
For one, they will go to great lengths in designing phishing messages to
mimic actual emails from a spoofed organization. Using the same phrasing,
typefaces, logos, and signatures makes the messages appear legitimate. In
addition, attackers will usually try to push users into action by creating a sense
of urgency. For example, as previously shown, an email could threaten
account expiration and place the recipient on a timer. Applying such pressure
causes the user to be less diligent and more prone to error.

How to prevent phishing? Phishing attack protection requires steps be
taken by both users and enterprises. For users, vigilance is key. A spoofed
message often contains subtle mistakes that expose its true identity. These can
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include spelling mistakes or changes to domain names. Users should also stop
and think about why they’re even receiving such an email.

Language adviser V. V. Kochyna
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ADVANCED MODERN TECHNOLOGY HELPS POLICE FIGHT
CRIME

Police cruisers have come a long way since the first police car hit the
streets of Akron, Ohio, in 1899 (with a gong for a siren and Ace fight crime
cell in the back for prisoners).

Innovation in modern police cruisers (and those of the future) has
brought about such upgrades as fingertip access to Wi-Fi connected laptops,
tablets, and in-dash computers, giving officers the benefit of instant access to
vital information, communication systems, and more.

Enhanced dash cam capabilities are highly useful for surveillance and
information gathering, as well as for evidentiary and accountability purposes.
Next-generation officer safety features (for example, armor-piercing
bulletproof doors) are also being incorporated into some police vehicles, and
semi-autonomous operational capabilities are not far down the road.

The same technology that enables toll collectors to automatically scan
and collect the registration numbers and letters on the license plate to charge
you a fee is now being used by police for a variety of law enforcement
purposes, from identifying stolen cars to catching up with people who have
active warrants or monitoring “Amber Alerts.” However, the technology law
enforcement uses for ALPR (Automatic License Plate Recognition) has taken
another innovative step forward.

The latest in ALPR technology combines optical recognition technology
with Al (Artificial Intelligence), allowing law enforcement to reliably and
consistently identify license plates.

Before the enhanced Al capability, some ALPR cameras provided low-
resolution and blurry images, making proper identification difficult. With Al,
ALPR cameras can identify the make, model and color of cars even in low
light and poor weather, distinguish individual characters on license plates,
learn new plates as they appear and expand its database to include updated
and unfamiliar designs.

Language adviser L. S. Sazanova
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OBSTACLES IN ORGANIZATIONAL COMMUNICATIONS

Obstacles that arise in the field of communications are divided into
obstacles in communication between individuals and in organizational
communications.

Barriers to interpersonal communication include:

- barriers caused by perception;

- semantic barriers;

- non-verbal obstacles;

- bad feedback;

- inability to listen.

Obstacles in organizational communications are:

- distortion of messages;

- information overload;

- unsatisfactory structure of the organization.

The article will consider obstacles in organizational communications in
the police sphere.

The first point may be the distortion of messages, this is when
information moves inside the organization up and down, the content of
messages is somewhat snake-like. This change may be due to completely
different reasons. Messages can be distorted accidentally due to difficulties in
contact between individuals. When the manager does not agree with the
information, the message may deliberately distort the information. In this
case, he modifies the message so that the change of content is in his interest.

Distortion of messages can cause problems with the exchange of
information can also be due to filtering. In each organization, the information
they receive is filtered so that the correct message is then sent to the correct
department of the organization or to another level.

In order to speed up the movement of information in the organization, a
variety of information is simplified before being sent to different segments of
the organization.

Through the status of the organizational structure, it seems that when
you go up the hill, you can become up-and-down.

Often, the status of the organization's lanka, as a result of the
development of a tendency to give positive information. bazhana (not
positive) information ". The next rank is to see those who are, if they give me
the opportunity to talk to their boss about that information for the sake of
taking the stink out of the way, for those who want it.
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It is important to take into account the most popular reason for the
distribution of information.

Language adviser A. V. Bilousov
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INNOVATIVE TECHNOLOGIES IN POLICE

An important role in the activities of law enforcement agencies is played
by crime. The fight against crime is being waged in all countries, by various
state organizations, enterprises, and citizens. Crimes should be prevented at an
early stage, when the offender is only planning and planning to commit a
certain act.

To date, the effectiveness of law enforcement depends on the technical
equipment. To be more precise, in the practical activities of the National
Police of Ukraine, computer technology, automated workplaces, which are
equipped with modern personal computers and a large database, are widely
used. This helps practical workers, they perform less monotonous work, ie all
the work is entrusted to technical equipment. Today, technology helps to find
solutions to various problems, gives the opportunity to study processes more
widely, to analyze them.

In the conditions of growing computerization, including in the National
Police of Ukraine, the main goal of the development process is to provide
cadets, students and trainees of higher education institutions of the Ministry of
Internal Affairs of Ukraine, employees of the National Police with special
knowledge, skills and skills in innovative technologies and information
support. their professional activity, which effectively use computer equipment
and modern information technologies in their operational and service
activities.

Instant chat is an important tool for real-time communication with sick
or masked patients, as well as the deaf. And location services are based on the
location of the subscriber's device, which allows you to determine exactly
where the person is. Although it is necessary to have a special permit from the
relevant institutions to track people, there are at least three ways to find out a
person's location by phone number. This is sometimes necessary when you
need to find a lost child or a wanted criminal. Searching for people by phone
number is possible through specialized programs. This knowledge needs to be
improved and developed through information technology.
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When COVID struck, many officers realized that instant chat also helped
them reduce the need for face-to-face meetings for routine police work that
could be done over the phone.

Although these technologies were created or improved to help law
enforcement adapt to the changing conditions of the COVID-19 pandemic,
many of these problems existed before the pandemic and will continue to
exist as the world adjusts to the new norm.

Simplified processes will lead to greater security for law enforcement
officers and the people they serve, awareness of innovative technologies
needs to be improved, then location accuracy will improve, instant chat
features will develop faster, and workstations equipped with modern personal
computers will become more automated and a large database, then public
confidence in law enforcement will increase, and this is the main thing.

Language adviser A. V. Bilousov
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AUTOMATIC DEVICES IN THE SERVICE OF POLICE

Automation is a broad concept that describes all processes that are
performed automatically using software or robots. That is, these are tasks that
are performed without human intervention. Robotization covers the part of
this practice, when physical mechanisms come to replace people.

The arrival of government-operated autonomous police robots does not
look like predictions in science fiction movies. An army of robots with gun
arms is not kicking down your door to arrest you.. Police robots may not be
able to hurt people like armed predator drones used in combat and, as history
shows, calling the police on someone can prove equally deadly.

Police Robots are designed to allow access to situations that are
inaccessible or dangerous for first responders, and can manipulate objects as
well as gather data through a variety of technologies. It covers robots suitable
for a range of environments with varying data and communication capabilities.

For example, Knightscope’s robots need cameras to navigate and
traverse the territory. According to the proposal that the police department of
Huntington Park, California, sent to the mayor and city council, these robots
are equipped with many infrared cameras capable of reading license plates.
They also have wireless technology capable of identifying smartphones
within its range down to the MAC and IP addresses.
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Police are receiving a lot of attention for testing robot “dogs,” which
they have deployed in several situations, including food delivery in a hostage
situation and ssearching the location where the police feared a dangerous
gunman might be lurking.

Language adviser L. 1. Rusanova
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INNOVATIVE POLICE TECHNOLOGIES

The 21st century introduced new tools and categories to fight crime.
Technology is transforming, and more and more police departments are
deploying drones as eyes in the sky. In 2016 these technologies were just
rolling out across agencies, and now, with the rapid pace of technological
developments, agencies are finding new and innovative ways to leverage
these tools to enhance public safety, catch criminals and save lives.

Drones, body-worn cameras, facial recognition software, artificial
intelligence, and many others are the most important technologies that are
equipping law enforcement agencies with new capabilities to protect and
serve.

Facial Recognition Software is one of the more controversial emerging
police technologies. When this tool first made its way into law enforcement,
many people were concerned that it would be used unethically. Thankfully,
that has not been the case, and facial recognition is proving to be an effective
investigative tool.

The goal of facial recognition software is that it will help improve safety
and security in a number of instances. NYPD officers were able to find and
arrest a rape suspect within 24 hours of the attack using facial recognition
software. And, because facial recognition is so promising, the U.S.
Department of Homeland Security predicts that it will be used on 97 % of
travelers by 2023.

Police have been using fingerprints to identify people for more than a
century. Now, in addition to facial recognition and DNA, there is an ever-
expanding array of biometric (and behavioral) characteristics being utilized by
law enforcement and the intelligence community. These include voice
recognition, palmprints, wrist veins, iris recognition, gait analysis and even
heartbeats.

Language adviser L. S. Sazanova
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AUTOMATIC LICENSE PLATE RECOGNITION SYSTEM USE
IN POLICE WORK

Letters and numbers on license plates of vehicles help law enforcement
officers determine if vehicles were stolen or if the owners are wanted. New
technology streamlines this process. The automatic license plate recognition
(ALPR) system is an integrated camera-database technology, meaning the
system takes a picture of a car’s license plate and then processes the numbers
and letters against a known database, alerting the officer if a vehicle is
suspicious.

The ALPRs can, with greater accuracy and no fatigue factor, identify,
screen and record the license plates of more vehicles than an entire squad of
police officers could handle. That means more wanted vehicles apprehended
in less time, making this piece of law enforcement technology something no
officer wants to do without.

The ALPRs use a combination of cameras and computer software to
indiscriminately scan the license plates of every car passing by. The readers,
which can be mounted on stationary poles, moving police cruisers, and even
handheld devices, log the time and date of each scan, the vehicle’s GPS
coordinates, and pictures of the car. Some versions can also snap pictures of a
vehicle’s occupants and create unique vehicle IDs.

The devices send the data to ALPRs software, which can compare each
plate against a designated “hot list.” Such lists can include stolen cars and cars
associated with AMBER Alerts for abducted children. They can also
reference vehicles that are listed in local and federal databases for reasons that
may include unpaid parking tickets or inclusion in a gang database. These
queries happen automatically, though officers can also query plates manually.
In addition to checking data in real time, many cities and agencies retain plate
information for future use, sometimes indefinitely. This data can be used to
plot a particular vehicle’s various locations or to identify all the cars at a given
location, and it can even be analyzed to predict routes and future locations of
a vehicle or set of vehicles.

It would have been virtually impossible for law enforcement to surveil
routinely all drivers. However, with the growing use of ALPRs, police can
now receive alerts about a car’s movements in real time and review past
movements at the touch of a button.

Language adviser A. E. Korshenko
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INNOVATIVE TECHNOLOGIES IN THE POLICE

An important role in the activities of law enforcement agencies is played
by crime. The fight against crime is being waged in all countries, by various
state organizations, enterprises and citizens. It is necessary to prevent crimes
at the initial stage, when the offender only plans and plans to commit a certain
act.

To date, the effectiveness of law enforcement depends on technical
equipment. To be more precise, in the practical activities of the National
Police of Ukraine, computer technology is widely implemented, automated
workstations, which are equipped with modern personal computers and a
large database. This helps practitioners, they do less monotonous work, ie all
the work is entrusted to technical equipment. Today, technology helps to find
solutions to various problems, gives the opportunity to more widely study the
processes, to analyze them.

In the conditions of growing computerization, including in the National
Police of Ukraine, the main goal of the development process is to provide
cadets, students and trainees of higher education institutions of the Ministry of
Internal Affairs of Ukraine, employees of the National Police with special
knowledge, skills and information technology. their professional activities,
which effectively use computer technology and modern information
technology in their operational and service activities.

Instant chat is an important tool for real-time communication with sick
or masked patients, as well as the deaf. And location services are based on the
location of the subscriber's device, which allows you to determine exactly
where the person is. Although it is necessary to have a special permit from the
relevant institutions to track people, there are at least three ways to find out a
person's location by phone number. This is necessary when you need to find a
lost child or a wanted criminal. Searching for people by phone number is
possible through specialized programs. This knowledge needs to be improved
and developed through information technology.

When COVID struck, many officers realized that instant chat also helped
them reduce the need for face-to-face meetings for routine police work that
could be done over the phone.

Although these technologies were created or improved to help law
enforcement adapt to changing conditions through the COVID-19 pandemic,
many of these problems existed before the pandemic and will continue to
exist as the world adapts to the new norm.
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Simplified processes will lead to greater security for law enforcement
officers and the people they serve, need to raise awareness of innovative
technologies, then improve location accuracy, develop instant chat features
faster, automate more workstations equipped with modern personal computers
and a large database, then public confidence in law enforcement will increase,
and this is the main thing.

Language adviser A. V. Bilousov
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GUNSHOT DETECTION SYSTEMS USE IN US CITIES

Now being implemented in a few US cities, the gunshot detection
systems (GDS), or ShotSpotter, is a system that shows police officers where a
gunshot has just been fired. This new and still-improving technology uses
sensitive audio sensors placed around a neighborhood to detect gunshots and
show officers the exact location. This law enforcement technology helps
officers respond faster to gunshot incidents, which gives them a leg-up on
assisting victims and tracking down suspects. GDS technology has the
potential to make communities much safer, especially in areas where there are
nt enough officers to be on patrol.

The system shows almost instantly the location of where a gun fired to
within 25 meters (82 feet). Already used by cops in several other US cities,
ShotSpotter technology utilizes strategically placed audio sensors that relay
gunshot location information to nearby cops, enabling a rapid response. The
system, which costs $1.5 million a year to set up and operate, is also smart
enough to predict where subsequent shots may take place, allowing officers to
approach a situation with the appropriate amount of caution and backup.

ShotSpotter is deployed overwhelmingly in communities of color, which
already disproportionately bear the brunt of a heavy police presence. The
police say they pick neighborhoods for deployment based on where the most
shootings are, but there are several problems with that. First, ShotSpotter false
alarms send police on numerous trips (in Chicago, more than 60 times a day)
into communities for no reason and on high alert expecting to potentially
confront a dangerous situation.

The placement of sensors in some neighborhoods but not others means
that the police will detect more incidents (real or false) in places where the
sensors are located. That can distort gunfire statistics and create a circular
statistical justification for over-policing in communities of color. Second,
ShotSpotter’s methodology is used to provide evidence against defendants in
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criminal cases, but is not transparent and has not been peer-reviewed or
otherwise independently evaluated. That simply is not acceptable for data that
is used in court. Finally, still up for debate is whether ShotSpotter’s
technology is even effective it’s hoped ShotSpotter will help police to build
an accurate picture of just how much gun activity there is in the cities.

Language adviser A. E. Korshenko
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THE USE OF INNOVATIVE POLICE TECHNOLOGIES
AS EXEMPLIFIED BY UKRAINIAN AND THE UNITED STATES
POLICE

The fight against crime in Ukraine is being waged on a broad front by
various state bodies and public organizations. An important role in this
activity belongs to law enforcement agencies, for which the fight against
crime is the main function.

Largely, the effectiveness of law enforcement depends on technical
equipment. Today, computers are widely introduced into the practice of the
National Police of Ukraine, local networks are created and automated
workstations are equipped with modern powerful personal computers and
databases. All this frees practitioners from monotonous operations, helps to
find optimal solutions to various problems, allows for deeper study of
processes, detailing them, and provides the opportunity to simultaneously
consider a significant number of interrelated facts and dependencies in the
simultaneous processing of various information.

However, innovative technologies in Ukraine have not yet reached a
high level. The patrol police, when resorting to police measures, in particular
to stopping vehicles, may encounter an inadequate and sometimes dangerous
reaction from the driver. In the United States, where the carrying of a weapon
is a constitutional right of an individual, such cases are not uncommon.

That is why a traffic stop robot was invented as an analogue that can act
instead of a real person and reduce the risks of using firearms. Functional
work includes scanning of driver’s licenses, issuance of penalty receipts and
detention of drivers by means of «spike army.

Thus, information technology is an integral part of the police in various
countries to fight crime and experience of various countries should be studied
and implemented.

Language adviser N. V. Krasnova
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A POLICE ROBOT AT THE CALIFORNIA LAW ENFORCEMENT
SERVICE

Law enforcement has always been and remains fundamental to any
civilized democratic society. All stages of development of society inevitably
lead to the modernization of law enforcement, and the development of
technology requires law enforcement agencies to take a new approach to the
performance of daily duties, to regularly update the methodology for creating
conditions for safe living.

American engineer Ruben Brewer from the non-profit research institute
SRI International (California, USA) has created a robot that will help the
traffic police. The prototype has passed the first tests, it is able to check the
documents of the driver and issue penalty receipts.

Every year, U.S. police inspect several million drivers and vehicles.
Physical force was used more than 190,000 times during the inspection. More
than 4,000 employees were attacked, some killed. With this development, the
robot becomes a necessary solution. The robot consists of a "body" with a
document scanner, a printer and a "head" in an iron "cap" with a camera and a
screen for communicating with the driver. After stopping the car under test,
the robot "goes" to the driver's window and examines it with a video camera.
The documents are checked using a scanner, and the built-in printer can print
a receipt. If necessary, the patrol operator can talk to a suspicious driver
through work. To prevent a potential intruder from escaping during the
inspection, the robot sets a bar with spikes under the bottom of the car.

In conclusion, it can be noted, that innovative technologies are the key to
the development of law enforcement, a tool that is becoming a real weapon in
the fight against crime. Thanks to the proposals and recommendations
developed by scientists and law enforcement specialists, as well as the joint
efforts of foreign partners, deputies, government officials, heads of interested
agencies can ensure real implementation of all innovations that will reduce
crime.

A country that will have powerful information resources, an effective
system for their implementation, will know the dynamics and prospects of
their development, will be on the crest of scientific and technological progress
and will be able to use it effectively.

Language adviser N. V. Krasnova
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HACKING: TYPES AND SECURITY

A commonly used hacking definition is the act of compromising digital
devices and networks through unauthorized access to an account or computer
system. Hacking is not always a malicious act, but it is most commonly
associated with illegal activity and data theft by cyber criminals. Hacking
refers to the misuse of devices like computers, smartphones, tablets, and
networks to cause damage to or corrupt systems, gather information on users,
steal data and documents, or disrupt data-related activity. A traditional view
of hackers is a lone rogue programmer who is highly skilled in coding and
modifying computer software and hardware systems. But this narrow view
does not cover the true technical nature of hacking. Hackers are increasingly
growing in sophistication, using stealthy attack methods designed to go
completely unnoticed by cybersecurity software and IT teams. They are also
highly skilled in creating attack vectors that trick users into opening malicious
attachments or links and freely giving up their sensitive personal data. As a
result, modern-day hacking involves far more than just an angry kid in their
bedroom. It is a multibillion-dollar industry with extremely sophisticated and
successful techniques.

There are typically four key drivers that lead to bad actors hacking
websites or systems: (1) financial gain through the theft of credit card details
or by defrauding financial services, (2) corporate espionage, (3) to gain
notoriety or respect for their hacking talents, and (4) state-sponsored hacking
that aims to steal business information and national intelligence. On top of
that, there are politically motivated hackers—or hacktivists—who aim to raise
public attention by leaking sensitive information, such as Anonymous,
LulzSec, and WikiLeaks. A few of the most common types of hackers that
carry out these activities involve: Black Hat Hackers are the "bad guys" of the
hacking scene. They go out of their way to discover vulnerabilities in
computer systems and software to exploit them for financial gain or for more
malicious purposes, such as to gain reputation, carry out corporate espionage,
or as part of a nation-state hacking campaign. White hat hackers can be seen
as the “good guys” who attempt to prevent the success of black hat hackers
through proactive hacking. They use their technical skills to break into
systems to assess and test the level of network security, also known as ethical
hacking. Grey Hat Hackers

Grey hat hackers sit somewhere between the good and the bad guys.
Unlike black hat hackers, they attempt to violate standards and principles but
without intending to do harm or gain financially.
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There are several key steps and best practices that organizations and
users can follow to ensure they limit their chances of getting hacked: software
update, use unique passwords for different accounts, HTTPS Encryption,
avoid clicking on ads or strange links, change the default username and
password on your router and smart devices

Language adviser V. V. Kochyna

UDC [811.111:351.74(100)](06)
Valeriia ZHURBA

Kharkiv National University of Internal Affairs

INNOVATIVE TECHNOLOGIES IN THE SERVICE OF LAW
ENFORCEMENT IN CHINA

Chinese police have begun using sunglasses equipped with special facial
recognition technology to detect suspects.

The glasses are connected to an internal database, which means officers
can quickly scan crowds while searching for fugitives.

Facial recognition technology is necessary for law enforcement agencies
to find criminals, to provide security in crowded places, and to analyze big
data, it is not an invasion of privacy because the pictures are taken in public
places, the companies that developed them said.

"The camera is capable of covering 200 people at a time. The system has
a database of wanted persons. The system is able to compare photos and
signal when there is a match," said a company spokesman.

According to Chinese state media, the sunglasses have already helped
police capture seven suspects.

The technology allows police officers to take a photo of a suspicious
person and then compare it with photos stored in internal data. If there is a
match, the person name and address information will be sent to the officer.

The glasses also support voice recognition and gesture control. With all
these features, GLXSS weighs only 55 g. The glasses have a 0.25-inch VGA
resolution viewfinder built into them.

All police officers at the station now use the smart glasses for quick
identity checks. To date, police have managed to catch 7 fugitives and 26 fake
ID holders at this station.

China is a world leader in facial recognition technology and regularly
reminds its citizens that it is virtually impossible to get away with such
equipment.

Language adviser G. S. Babak
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TECHNOLOGY AND POLICE IN THE NETHERLANDS

Since 2013, the Netherlands has one national police force with 10
regional units and one central unit. Since that time, more insight into
technological developments within the police organization has been obtained,
and innovation processes have been initiated more centrally. In 2016, an
inventory revealed 130 technological projects that were carried out by the
National Police of the Netherlands (Ernst and Kop, 2018). Only a small part
of the projects reached the innovation stage, in which technology was
implemented in operational police practice. Police organizations also need to
prepare for future developments and adoption of technology in order to
maintain legitimacy in this rapidly changing environment. The police must
have insight into and an overview of the technology it uses and develops and
of its effects in relation to societal developments, such as the use of
bodycams. What factors promote or inhibit technological innovation
processes from initial inception to implementation within the National Police
of the Netherlands?

Today, technologies develop rapidly and reinforce each other. New
technologies such as artificial intelligence, big data applications, the Internet
of Things, mobile internet, robotics, autonomous vehicles, cloud technology,
energy storage, and 3D printing have a major impact on national and
international security, producing new or different forms and targets of crime.
To cope with these new security issues and new forms of crime, the police
will have to move along and adapt their organization and working methods
accordingly. Technology also provides new promising tools for police
officers.

New and innovative technology is often already developed and ready for
use by the police organization, but getting the police to actually start using the
technology proves to be difficult and depends on many social and
organizational factors that are of decisive importance, as shown. The actual
use of technology in the daily routine of police practice depends on flexible
and customized support from facilitating services, the motivation and
perseverance of project leaders and police chiefs, a clear organizational
structure, and governance and the related timely and fitting decision-making
on project development. Overall, the police organization needs a clear
innovation strategy and vision on technology.

Language adviser I. O. Gogol
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UAV FUR OFFENTLICHE SICHERHEIT
UND STRAFVERFOLGUNG

Der FEinsatz moderner Technologien von Strafverfolgungsbehorden
bietet neue Moglichkeiten, die Sicherheit der Biirger zu gewahrleisten. Die
Einfithrung der neusten Technologien in die Polizeiarbeit wird hauptséchlich
von der Notwendigkeit getrieben, sich der Welt der Kriminalitit zu stellen,
die immer besser bewaffnet wird.

Im 21. Jahrhundert werden Drohnen von Polizeieinheiten in vielen Landern
der Welt eingesetzt. Drohnen gaben den Strafverfolgungsbehorden neue
Moglichkeiten zur Beobachtung, zur Koordination von EinsatzmafBnahmen, zur
Analyse der Situation, zur Suche nach Rechtsiibertretern und Opfern. Im Dienst
der Polizei stehen sowohl kompakte flugfertige Quadrocopter als auch komplexe
multifunktionale unbemannte Systeme. Die Ausriistung, womit diese Geréte
ausgestattet werden kénnen, stellen sicher, dass sich unabhingig von Tageszeit
und Wetterlage folgende Aufgaben aus der Luft erfiillen lassen: das Patrouillieren
und Beobachten grofler Gebiete, das Suchen und Aufspiiren von Personen mit
einer Wirmebildkamera, die Uberwachung der OrdnungsmiBigkeit bei
offentlichen Veranstaltungen, die Uberwachung und die Analyse der
Verkehrslage und der Unfallstellen, die Koordinierung von Polizeiaktionen.

Der FEinsatz von UAVs hat eine Reihe von Vorteilen fiir die
Polizeiarbeit. Die Motoren der Drohnen erzeugen nicht viel Larm und storen
die Biirger bei Offentlichen Veranstaltungen mit Gerduschen nicht.
Polizeihubschrauber sind in mehrstockigen Stidten in Flughoéhe und
Mandvrierfreiheit eingeschriankt. Die Drohne fliegt nicht nur frei zwischen
Gebéuden, sondern ist auch in der Lage, direkt von Standorten innerhalb einer
Siedlung abzuheben. Die Einsatzzeit des Quadcopters betrdgt wenige
Minuten, er passt in den Kofferraum eines Autos und ist im Interesse der
Polizei immer einsatzbereit. Drohnen erfordern ein Minimum an
Spezialwissen. Ein Software-Update steht jedem PC-Benutzer zur Verfligung.
Nutzlastelemente wie Kameras, Wairmebildkameras, Scheinwerfer und
Lautsprecher konnen in wenigen Minuten installiert werden. Drohnen kénnen
in jeder Abteilung eingesetzt werden und l6sen Probleme schnell, sicher und
diskret mit minimalen Betriebskosten.

Sprachberaterin H. N. Sorokina
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DIGITALISIERUNG DER POLIZEIARBEIT

Die Modernisierung der Forensik schreitet voran. Es entstehen neue
Techniken, Mittel zum Aufspiiren und Sicherung von Spuren am Tatort,
spezielle Gerite und Ausriistungen. Die Technologien werden von Jahr zu
Jahr perfekter. Der Einsatz modermner Technologien durch die
Strafverfolgungsbehdrden bietet neue Mdoglichkeiten zur Gewéhrleistung der
Sicherheit  der  Biirger. Die  modemen  Informations-  und
Kommunikationstechnologien haben unseren Alltag erobert, ihn effizienter,
effektiver, flexibler und dynamischer gemacht.

Jeder, der moderne Technik nutzt, wirft einen digitalen Schatten. Er
wird unter Beriicksichtigung aller Informationen erstellt, die der Nutzer im
Internet hinterldsst — die sogenannten Metadaten. Big-Data-Technologien
werden von Strafverfolgungsbehorden verwendet, um soziale Prozesse in der
Gesellschaft zu iiberwachen, Verbrechen vorherzusagen und zu verhindern.
Dies umfasst die forensische Recherche von Informationen von mobilen
Geriéten: Daten zu ein- und ausgehenden Anrufen, Kontakten, empfangenen
und gesendeten Nachrichten, einschlieBlich solcher, die in verschliisselter
oder versteckter Form enthalten sind usw.

Die Einfithrung digitaler Technologien in die Polizei wird weitgehend
durch die Notwendigkeit getrieben, sich einer zunehmend bewaffneten
kriminellen Welt zu stellen. Die Kriminellen nutzen aktiv die neuesten
Errungenschaften der vierten industriellen Revolution. Die Folgen von
Kriminalitét, die in der Polizeiarbeit beriicksichtigt werden miissen, werden
immer breiter und schwerwiegender.

Die meisten Verbrechen werden mithilfe von
Videoiiberwachungssystemen aufgeklart. Zurzeit beschiftigt man Video-
Kameras, deren Daten im ,FEinheitlichen Datenspeicher- und
Verarbeitungszentrum® gesammelt werden. CCTV-Aufzeichnungen kdnnen
als wertvolles Material fiir Strafverfahren verwendet werden. Die Polizei
benutzt heute aktiv Drohnen. Ausgestattet mit einer Videokamera, werden sie
dort eingesetzt, wo der Polizeibeamte in Gefahr sein kann. Die Drohnen sind
in der Lage, auch an der Verfolgung von Kriminellen teilzunehmen.

Die Digitalisierung der Polizeiarbeit ist ein dynamischer Prozess. Die
modernste Technologie ist in einer digitalisierten Welt fiir die Polizei
unabdingbar. Der Einsatz dieser Technologien ermdglicht es der Polizei, ihre
Aufgaben effizienter zu erfiillen und das Vertrauen der Biirger zu stirken.

Sprachberaterin H. N. Sorokina
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MOGLICHKEITEN DER KUNSTLICHEN INTELLIGENZ
IM STRAFVERFOLGUNGSSYSTEM

Die Sicherheit ist ein menschliches Grundbediirfnis. Sie wird von
Strafverfolgungsbehorden, Verkehrspolizei und Sicherheitsdiensten gewahrleistet.

Die Verkehrssicherheit: In Grof3britannien und Australien verwendet die
Polizei beispielsweise neue Stralenkameras, mit deren Hilfe die Fahrer
verfolgt werden, die wéhrend der Fahrt telefonieren. Diese Technologie
beruht auf sensorbasierten Radarsystemen, die Fahrer durch die
Windschutzscheibe fotografieren.

Das Beobachten von Groflobjekten: Die Software in diesem Sektor
richtet sich an Energie-, Versorgungs-, Kraftwerks-, Wasser- und
Nuklearanlagen. Digitale Sicherheitslosungen kombinieren seismische,
drahtlose und optische Sensoren mit Wéarmebildkameras und der
Videoanalyse und bieten einen vollstindigen Uberblick iiber den geschiitzten
Bereich. Das System wird ausgeldst, wenn ein Einbruch erkannt wird. Betritt
ein Fahrzeug oder eine Person einen verbotenen Geldnderaum oder verweilt
man dort langer als erlaubt ist, wird ein Alarm ausgeldst.

Die Sicherheit offentlicher Veranstaltungen: die Verhinderung von
Unruhen und Terroranschldgen, die Gewibhrleistung der Sicherheit bei
Konzerten oder anderen grolen Menschenansammlungen — auch fiir solche
Aufgaben werden spezielle Systeme mit der Gesichtserkennungsfunktion
entwickelt. Stellt sich heraus, dass ein Besucher fiir die Polizei oder andere
Dienste von Interesse ist, werden sein Bild und seine personlichen Daten auf
dem Tablet des Sicherheitsbeauftragten angezeigt und rot markiert.

Die Uberwachung von Privathiusern und Wohnungen: Kiinstliche
Intelligenz getriebene Heimsicherheitssysteme sind die modernste Art, private
Hauser und Wohnungen zu bewachen. Ein solches System ist in der Lage,
Gesichter, Gegenstdnde und menschliche Figuren zu erkennen. Wird das
Gesicht von der kiinstlichen Intelligenz innerhalb von 20 Sekunden nicht
erkannt, wird die Sirene aktiviert und ein Notruf bei der Polizei abgesetzt.

Was ist das Endergebnis? - Intelligente Sicherheitssysteme, die von
Polizeikommandozentralen verwaltet werden, sind bei der Uberwachung,
Kriminalititsvorbeugung und der Verhinderung von Terroranschligen
wirksam. Der Einsatz solcher Systeme diszipliniert die Gesellschaft und
erhoht die offentliche Sicherheit.

Sprachberaterin H. N. Sorokina
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METHODEN DER 3D-TATORTDOKUMENTATION

Viele Wissenschaftler arbeiten daran, neue Methoden und Mittel zur
Aufkldrung von Verbrechen zu entwickeln. Von groBer Bedeutung ist die
Tatortarbeit der Ermittler gleich nach dem Verbrechen, aber nur ein kleiner
Teil der Kriminalisten, die an der Aufkldarung mitarbeiten, sind direkt am Ort
des Geschehens und bei der Spurensicherung. Viele von ihnen machen sich
erst spéter das Bild des Ereignisses. Dabei ist eine spezielle Ausriistung sehr
behilflich.

Die neueste Errungenschaft ist eine 360-Grad-Spheron-Kamera, mit der
der Tatort abgelichtet wird. Das Gerit bietet eine Auflésung von 50 Millionen
Pixel und einen 400-fachen Zoom. Es gibt die Mdglichkeit, in abgedunkelten
Réumen kleinste Details taghell darzustellen und Tatorte als ein vollstandiges
dreidimensionales Modell zu dokumentieren. So einfach und schnell eine
Reprisentation mittels 360-Grad-Fotografie zu sammeln, ist eine Moglichkeit,
die Genauigkeit der Tatortdokumentation durch den Einsatz der Technologie
deutlich zu verbessern. Solche 3D-Modelle werden als Mittel zur dauerhaften
und vollstdndigen ,,Konservierung™ der rdumlichen Situation an Tatorten
eingesetzt.

In einem Interview erlduterte Mehzeb Chowdhury, Doktor der Forensik
und Kriminalrecherche an der Universitit Durham, die Probleme mit
Szenenverschlechterung des Tatortes und personlichen Besuchen: ,.Der
problematischste Aspekt von Tatortbesuchen ist, dass sich mit der Zeit jede
Charakteristik der Szene in irgendeiner Weise &dndert. Dies wird
Szenenverschlechterung genannt. Eine zeitgleiche Momentaufnahme des
gesamten Tatortes wiirde die notwendigen Details fiir Ermittlungen und
Gerichtsverfahren bewahren. Personen, die nie am Tatort waren, konnen sich
jederzeit ein wahrheitsgetreues Bild davon machen. Mit dieser Technologie
steht die Information in realititsndherer Form zur Verfiigung.

Technologie spielt seit langem eine wichtige Rolle bei der
Strafverfolgung. Und jetzt, mit der Reifung von 360-Fotografie und virtueller
Realitit, ist der Wiederaufbau der Tatorte genauer als je zuvor. Die am Tatort
hergestellten 3D-Modelle sollen im Rahmen des Hauptverfahrens vor Gericht
das Verstdndnis fiir raumliche Lagebezichungen von Spuren unterstiitzen und
die Datenbasis fiir eine intuitive Fallillustration liefern. Dariiber hinaus
fordern sie sowohl die Objektivitit des Richters hinsichtlich des
Beweismaterials als auch die Rechtssicherheit fiir den Verurteilten.

Sprachberaterin H. N. Sorokina
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VIRTUAL REALITY IN DER VERKEHRSUNFALLPRAVENTION

Die Verhiitung von Verkehrsunfillen gehdrt zu den Aufgaben der
Verkehrspolizei, die darauf abzielt, die Zahl der Verkehrsunfille zu
reduzieren und die Verantwortlichkeit der Verkehrsteilnehmer zu erhéhen.
Die Unfallpravention im Stralenverkehr richtet sich an alle, insbesondere an
gefdhrdete Verkehrsteilnehmer wie Radfahrer und Fuflginger.

Die Polizei Nordrhein-Westfalen startet ein Pilotprojekt zum Test von
Virtual-Reality-Brillen.  Dies  erdffnet neue  Moglichkeiten  zur
Verkehrsunfallvorbeugung. ,,Mit dem Einsatz der Virtual Reality Brillen
heben wir die Praventionsarbeit bei Verkehrsunfillen mit schweren und
schwersten Unfallfolgen im Straenverkehr auf ein neues Level“, sagte
Innenminister Herbert Reul. Die Polizei Nordrhein-Westfalen ist bei der
Verkehrsunfallpravention bestrebt, Gefahren im Stralenverkehr ,,erlebbar” zu
machen. Durch den Einsatz einer Virtual-Reality-Brille wird es moglich,
virtuell in eine Verkehrssituation einzutauchen.

In einem von der Polizei Nordrhein-Westfalen erstellten 3D-Film wird
die Situation mit einem Radfahrer und einem Lkw-Fahrer gezeigt. Zuerst wird
die Bewegungswahrnehmung eines Radfahrers als Nutzers der VR-Brille
dargestellt, wenn er feststellt, dass der Lkw-Fahrer ihn im sogenannten ,,Toten
Winkel“ aus den Augen ,verliert“. In der zweiten Einstellung wechselt die
Perspektive und man betrachtet die Abldufe aus der Sicht des
Berufskraftfahrers. Die im Film gegebene Situation soll Verkehrsteilnehmern
zeigen, wie aufmerksam sie wihrend der Fahrt sein miissen und solche
Momente beriicksichtigen.

»Alternative Fortbewegung, wie das Radfahren oder auch die Nutzung
von E-Bikes und Pedelecs, liegt voll im Trend und wird uns in der
Verkehrsunfallpravention zukiinftig noch stirker beschéftigen. Daher ist es
gut und richtig bei unserem VR-Brillen-Projekt mit diesem Thema zu
starten”, bekréftigt Minister Reul. ,,Radfahrerinnen und Radfahrer haben
weder eine Knautschzone noch einen Airbag. Das kénnen wir Thnen mit
unseren neuen technischen Moglichkeiten sehr plastisch vor Augen fiihren®.

Sicherheit ist ein menschliches Grundbediirfnis, fiir das die Polizei bereit
ist, alles Notwendige zu tun. Die Prévention von Verkehrsunfillen hat ihre
Vorteile, und moderne Technologien und Systeme der kiinstlichen Intelligenz
sind hier von gro3er Bedeutung.

Sprachberaterin H. N. Sorokina
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EINSATZ VON HUBSCHRAUBERN IM POLIZEIDIENST

Die Bundespolizei betreibt eine Hubschrauberflotte, die hinsichtlich
moderner Ausstattung, Effizienz und Grofe in Europa ihresgleichen sucht.
Helikopter werden eingesetzt, um solche Aufgaben wie Grenzpatrouillen und
den Transport von Personal und Spezialkriften durchzufiihren. Das
Aufgabenspektrum der Polizeihubschrauberstaffeln umfasst die Suche nach
Kriminellen, das Vermisstenauffinden, den Schutz der 6ffentlichen Ordnung
bei Massenveranstaltungen. Die Polizeihubschrauberstaffel leistet auch
Unterstiitzungsarbeit fiir Spezialeinheiten der Polizei.

Der Haupthubschrauber der Flotte ist der EC155, ein 5 Tonnen schwerer
Hubschrauber, der in einer Vielzahl von Operationen eingesetzt wird. Die
Hubschrauberkabine bietet Platz fiir 13 Passagiere und zwei Piloten und kann
bis zu 2 Tonnen schweres Gerét transportieren. Das moderne Cockpit ist mit
digitaler Avionik und Autopilot ausgestattet.

Das niedrige Vibrationsniveau des Helikopters bietet ideale
Voraussetzungen fiir den Einbau von Spezialausriistungen der Polizei. Die
Ausstattung der Bundespolizei umfasst Tag- und Nachtsichtkameras,
leistungsstarke Flutlichter und Lautsprecher, ein 90 Meter langes Windenseil
sowie ein System fiir Luftbild- und Videoaufnahmen. Daten und
Aufzeichnungen werden direkt an die Kommando- und Lagezentralen der
ortlichen Polizeidirektion und des Innenministeriums iibermittelt.

Zur Hubschrauberflotte gehoren neben dem EC155 B1 auch EC135 T2i
Hubschrauber fiir Polizeiarbeit, Katastrophenhilfe und Rettungseinsitze, der
AS332 LI Super Puma  Hubschrauber  fiir  Ferntransport,
Luftraumiiberwachung, VIP-Transport sowie EC120-Helikopter fiir
Trainingsfliige.

Seit einigen Jahren haben Polizeihubschrauber ernsthafte Konkurrenten.
Dies sind unbemannte Luftfahrzeuge. Sie sind einfacher und kostengiinstiger,
ideal fiir die visuelle Beobachtung des Geldndes und von Stralenkreuzungen,
aber die Fahigkeiten von Drohnen sind eigentlich nur auf diese Funktion
beschrénkt. Die Polizei setzt traditionelle Lufttransportmittel ein — Helikopter,
Drehfliigelflugzeuge werden weiterhin die Sicherheit der Bewohner von
Grofistddten und abgelegenen Regionen des Landes gewdhrleisten und eine
hohe Einsatzbereitschaft garantieren.

Sprachberaterin H. N. Sorokina
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DIGITALE TRANSFORMATION IM BEREICH
DER POLIZEITATIGKEIT

Die rasante Entwicklung der modernen Technik und der
Kommunikationsmdglichkeiten erdffnet neue Mdglichkeiten zur Begehung
von Straftaten. Das Betitigungsfeld der Kriminellen ist umfangreich, es
erstreckt sich vom Online-Betrug, Phishing, Identititsdiebstahl, {iber
Ausspdhung von Daten bis zur gemeingefahrlichen Computersabotage.
Riesige digitale Datenbank wurde zu einer Herausforderung fiir die
Sicherheitsbehorden. Vor den Polizeibeamten steht eine schwierige Aufgabe,
die in der Suche nach Spuren und Beweisen fiir strafrechtlich relevante
Handlungen in Netzen der Informations- und Kommunikationstechnik
besteht. Eine immer groflere Rolle spielen digitale Spuren in Computern,
Kommunikationsgeriten und -netzen im Ermittlungsverfahren.

Der Einsatz moderner Informations- und Kommunikationstechnologien
ist im polizeilichen Alltag alltdglich geworden. Die Arbeit im BKA und in der
deutschen Polizei ist heute ohne funktionierende IT-Infrastruktur kaum
vorstellbar. Von der Entwicklung spezieller Software fiir den Bedarf der
Polizei iiber Big Data bis hin zu international vernetzten IT-Systemen wird
das gesamte Spektrum der Informationstechnologien eingesetzt.
Hochautomatisierte, vernetzte und smarte Systeme auf Grundlage von
Digitalisierung, Robotik, Sensorik sowie Cyber-physischen Systemen und Big
Data verdndern alle Bereiche der Arbeitswelt der Polizei maB3geblich. Die
digitale Transformation kommt zunehmend in der polizeilichen
Tatortarbeitstechnologie zum Einsatz.

Der Bereich IT-Forensik als zentrale Service-Einheit des BKA
unterstiitzt die Ermittlungen bei der Beweissicherung von Datentrigern und
bereitet diese fiir die kriminalistische Auswertung auf. Ziel der Aktivititen
des Servicezentrums ist es, sowohl vorbeugende Tétigkeit zu fordern, etwa
durch Beratung zu mdglichen technischen Priventionsmafnahmen, als auch
Ermittlungen der Polizei auf technisch hohem Niveau zu unterstiitzen. Durch
systematische und kontinuierliche Beobachtung entwickelte Technologien
werden auf ihre polizeiliche Relevanz analysiert und in besonderen Fillen
auch getestet. ,,Wollen wir Kriminalitit wirksam bek&dmpfen, miissen wir
bestrebt sein, uns die Zukunft zu vergegenwértigen, um eine fundierte
Risikoeinschitzung vorzunehmen. Dies setzt eine umfassende Fritherkennung
und Frithaufklarung voraus. (Jorg Ziercke).

Sprachberaterin H. N. Sorokina
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IRISERKENNUNG ZUR IDENTIFIZIERUNG VON PERSONEN

Die Beachtung wissenschaftlicher Erkenntnisse und die Verwendung
von verschiedenen innovativen Programmen in der Titigkeit der
Rechtspflegeorgane sind sehr wichtig. Die Moglichkeit der Anwendung
verschiedener neuer Technologien ist eine Grundlage der erfolgreichen Arbeit
der Polizei. Die Iriserkennung ist eine Methode der Biometrie zum Zweck der
Authentifizierung oder Identifizierung von Personen. Dafiir werden mit
speziellen Kameras Bilder der Iris des Auges aufgenommen, die
charakteristischen Merkmale der jeweiligen Iris identifiziert und gespeichert
bzw. mit einem oder mehreren bereits gespeicherten Templates verglichen.
Im Vergleich zu anderen biometrischen Systemen wie Gesichtserkennung,
Fingerabdruck, Sprache, DNA-Analyse wird die Iriserkennung als eine der
zuverldssigsten Methoden betrachtet.

Zur Verfiigung der Polizei stehen heute verschiedene Systeme zur
Iriserkennung eines Menschen. Die Software zur Iriserkennung von
DERMALOG bietet die notwendige Qualitdt und Genauigkeit zur Erfassung
und Verwaltung einer Vielzahl an Iris-Bildern. Die gesammelten Daten
werden zur Registrierung oder Verifizierung einer Person verwendet.

Als Beispiel kann ein System zur Iriserkennung eines sich bewegenden
Menschen, welches die Identitdt eines Menschen anhand seiner Iris aus ca. 5
Meter Entfernung feststellen kann. Das Gerét ermoglicht es, eine Person ohne
zusétzliche Verfahren oder Bemiihungen der Person selbst zu erkennen, d.h.
die Person muss sich nicht ndhern und in den Scanner blicken.

All diese Eigenschaften haben die Iriserkennung zu einer attraktiven
Technologie im Einsatz flir Sicherheitsanwendungen gemacht. Viele
Iriserkennungssysteme werden zur Erhohung der Sicherheit mit anderen
biometrischen Identifikationssystemen oder anderen Methoden zur
Identifikationsiiberpriifung kombiniert. Die Wahrscheinlichkeit, dass ein
kombiniertes System zur Identifizierung von Fingerabdriicken und Iris
umgangen wird, ist sehr gering. Andere Systeme stiitzen sich vollstindig auf
Iriserkennungssysteme, da sie ein sehr geringes Potenzial fiir eine fehlerhafte
Identifizierung aufweisen. Diese Innovation kann in besondere
Sicherheitszonen wie z.B. an Grenziibergéngen dienlich sein. Sie eignet sich
ebenfalls fiir den Einsatz in anderen Bereichen, wenn die Identitit einer
Person in einer groBeren Menschenmenge bestimmt werden soll.

Sprachberaterin H. N. Sorokina
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INNOVATIVE TECHNOLOGIEN IN DER POLIZEI

Die Entwicklung von Technologien kann man schwer vorhersagen.
Friithzeitiges Wissen iiber potenziell aktuelle Technologien ermdglicht eine
aktive Anwendung der damit verbundenen Chancen fiir innovative Einsatz-
und Ermittlungstechniken. Die Erarbeitung neuer Methoden zum Aufspiiren
von Sprengstoffen, Rauschgiften, Waffen und sonstigen Substanzen mit
Strafrelevanz sowie die systematische Erprobung von erhéltlicher
Detektionstechnik gehdren zu den Kernaufgaben in diesem Arbeitsbereich.
Neue technische Entwicklungen werden aktiv in die polizeiliche
Aufgabenerledigung integriert.

Die individuellen biologischen Merkmale (Fingerabdruck, Stimme,
Gesicht, Augen etc.) werden auch in der nahen Zukunft zur Identifizierung
einer Person verwendet. Fingerabdriicke aber werden schon heute nicht mehr
manuell verglichen, sondern durch Automatische Fingerabdruck-
Identifizierungssysteme.

Moderne Technologien, Taktiken und neue Formen des Sammelns, der
Speicherung und Weitergabe von Informationen sind heute lingst zum
polizeilichen Alltag geworden. Die VergroBerung des Aufkommens an
digitalen Daten stellt eine Herausforderung fiir die Sicherheitsbehorden dar.
Diesem Prozess muss mit modernen intelligenten Analysemethoden
entgegengetreten werden. Fiir polizeiliche Bediirfnisse kann dabei nicht
immer herkommliche Software verwendet werden. Oftmals werden daher
spezielle Softwarelosungen und Methoden entwickelt.

Neue Informations- und Kommunikationstechnologien haben Umfang
und Intensitdt der Polizeikontrolle verdndert. Dazu gehdren neue Versionen
der Videotliberwachung: Sie ermoglichen es nicht nur, die Bewegungen einer
Person quer durch ganze Gebidudekomplexe oder gar Innenstidte am
Bildschirm zu verfolgen. Sie nutzen die Synergien anderer neuer
Technologien — z.B. biometrisches Verfahren — und automatisieren die
Kontrolle von Fahrzeugen oder Personen.

Die zunehmende Durchdringung aller Lebensbereiche mit moderner
Technik und Kommunikationsmoglichkeiten erdffnet bislang ungeahnte
Moglichkeiten zur Begehung von Straftaten. Das Bundeskriminalamt
beobachtet den Fortschritt in diesem Bereich sehr intensiv und entwickelt
selbst eigene Strategien und Methoden sowohl zur Vorbeugung als auch zur
Strafverfolgung.

Sprachberaterin H. N. Sorokina
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VIRTUAL REALITY BEI DER POLIZETAUSBILDUNG

Aus irgendeinem Grund wird angenommen, dass die Welt der Zukunft
frei von der Kriminalitit sein wird. Aber wird die Zeit wirklich kommen, in
der es moglich sein wird, jedes Verbrechen aufzukldren, und es wird kein
Verbrechen geben, das nicht hitte verhindert werden kdnnen?

Vor einigen Jahren kam die Idee, Strafverfolgungsbeamte durch Virtual
Reality (VR) auszubilden, nicht in Frage. Heute ist die virtuelle Realitét
technisch ausgereift und die Technologie hat sich in vielen Berufen weit
verbreitet. Diese Lerntechnologien konnen fiir eine sichere berufliche
Entwicklung eingesetzt werden, um reale Risiken in der Zukunft zu
vermeiden. US-Polizeibehorden fithren spezielle Schulungen mit virtueller
Realitit durch. Solche Ubungen helfen den Beamten, sich auf
unvorhersehbare Einsatzszenarien vorzubereiten.

Polizeibeamte konnen sich in einem virtuellen Handelszentrum oder in
einer Offentlichen Schule in der Situation, die mit der Geiselnahme verbunden
ist, befinden. Gleichzeitig werden verschiedene Kampfszenarien, basierend
auf realistischen Ereignissen, ausgearbeitet. VR ermoglicht es den Polizisten,
verschiedene Szenarien in Echtzeit zu tiben und mit virtuellen Objekten,
einschlieflich Partnern, zu interagieren. Dazu muss man eine Weste mit
Sensoren und einen Virtual-Reality-Helm anlegen. Alle Polizeiaktionen
werden zur weiteren Analyse aufgezeichnet.

Die Konstruktion kombiniert gleichzeitig eine Video- und Fotokamera
sowie ein Navigationsgerdt. Das Hauptmerkmal der virtuellen Reaktionsbrille
ist die Erstellung eines virtuellen Bildschirms. Das Gerdt dhnelt einer
Sonnenbrille mit einer leichten Verdickung der Biigel, in denen
Computerchips verbaut sind. Mit ihrer Hilfe konnen Polizisten zusétzlich die
notwendigen Informationen erhalten. Wenn man beispielsweise die Strafie
darin iberpriift, zeigt das Gerdt die Anzahl der Autos auf dem Parkplatz an.
Wenn ein Polizist seine Brille auf die Autonummer richtet, zeigt der
Bildschirm moglicherweise Daten an, dass das Auto gestohlen wird.

Der Einsatz von Virtual Reality erdffnet neue Moglichkeiten fiir
Polizisten. Der Umgang mit modernen VR-Gerdten erfordert keine
tiefgreifenden Kenntnisse in der Computertechnologie, wodurch sie leicht zu
erlernen sind. Daher fithren immer mehr Lénder aktiv Augmented- und
Virtual-Reality-Technologien in Polizeiausbildungsprogramme ein.

Sprachberaterin H. N. Sorokina
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LA ROBOTIQUE AU SERVICE DE LA POLICE

Au cours des derniéres années, I'humanité a fait de grands progres dans
le domaine de la technologie, qui a en fait touché toutes les sphéres de
l'activité humaine. Les pays les plus développés du monde commencent de
plus en plus a utiliser des systémes automatisés dans différents domaines, y
compris les forces de l'ordre. 1l est difficile d'identifier quel pays a vu la
premiére utilisation de la robotique dans les postes de patrouille de police,
mais pour le moment, les robots sont utilisés aux Etats-Unis, aux Emirats
Arabes Unis, en Chine, au Kazakhstan, a Singapour etc.

Ainsi, en Californie, il est déja possible de trouver des robots qui
peuvent se déplacer pour analyser la situation comme calme ou dangereuse.
Ces robots opérent en tant qu’assistants ou policiers dans plusicurs centres
commerciaux et bureaux de grandes entreprises technologiques.

Un autre appareil, appelé «le REEM work» et lancé aux Emirats Arabes
Unis, peut protéger les gens contre les atrocités, car il peut diffuser
immédiatement au centre de contrdle ce qui se passe. Les gens peuvent
I’utiliser pour signaler un crime, payer des amendes et obtenir des
informations en appuyant sur 1’écran tactile.

Les technologies innovantes sont trés importantes de nos jours, ce qui
nous aide beaucoup a vivre (les smartphones qui peuvent nous parler,
répondeurs, appareils intelligents et toutes les autres merveilles apportées
grace au développement de la technologie (D’aprés «Les nouvelles de
France» https://www.france24.com/fr). Ainsi on a décidé en Tunisie que le
robot policier patrouillerait dans les rues afin que les habitants de la ville ne
violent pas les regles d’isolement. (D’aprés «le Portail du ministére de
I’intérieur» https://www.interieur.gov.tn).

Robocop, qui se déplace sur roues est contrdlé a distance et équipé de
caméras infrarouges et thermiques, ainsi que d'un systéme d alarme sonore et
lumineuse. Les bandes sonores et les vidéos, publiées sur le site du Ministére
tunisien de 1'Intérieur, nous montrent que le robot s'adresse a des individus
soupgonnés d’avoir enfreint les régles de confinement: «Qu’est-ce que tu fais?
Montre-moi ton passeport. Tu ne sais pas que tu dois rester chez toi ?».

Le robot transmet un signal et une image de ’intrus, 1’identifiant, au
poste de police le plus proche.
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Le créateur tunisien du robot, Anis Sahbani, a déclaré que le robot avait
été lancé pour la premicre fois en 2015 pour patrouiller dans les rues. Selon
lui, la machine automatisée fonctionne de maniére autonome grace a
I'intelligence artificielle.

Le robot dans diverses modifications cotite de 100 a 140 mille dollars et il est
vendu principalement a des entreprises étrangeres pour des besoins de sécurité.

Au Japon, tels robots peuvent étre utilisés presque partout, de 1'épicerie
aux laboratoires cliniques. Mais la question reste encore ouverte en ce qui
concerne les robots programmés pour assurer 1’ordre public.

Aujourd’hui il ne s’agit pas encore de ’utilisation généralisée des robots
et de lintelligence artificielle dans la police, le ministéere de I'Intérieur
de'Ukraine n'est pas encore prét a remplacer les policiers dans les rues par
des robots. Mais une telle manifestation de la mise en ceuvre des résultats de
la révolution scientifique et technique est assez réussie et trés prometteuse. Ce
n’est quune question de temps. L’étude de I’expérience mondiale nous
permet de conclure que I’utilisation des robots dans 1’activité policiere permet
de rendre cette activité sire et efficace. A mon avis, dans les activités
d’application de la loi I'utilisation de la robotique dans les postes de patrouille
de police serait un domaine prometteur.

Consulteur de langue L. D. Diagilieva
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MISE EN (EUVRE DES MESURES OPERATIONNELLES
DE RECHERCHE DANS LE CYBERESPACE

Aujourd'hui la société est dépendante des réseaux sociaux et passe la
plupart de son temps sur Internet. L’environnement d’information interactif est
formé a la suite du fonctionnement de systems de communication compatibles
(connectés) et de 'utilisation de I’internet et/ou d’autres réseaux mondiaux de
données. Les savants nomment cet environnement le cyberespace.

On doit réaliser que les internautes ne sont pas seulement des citoyens
respectueux des lois. En utilisant des systémes de communication et d’autres
réseaux mondiaux de données les malfaiteurs peuvent porter atteinte au droit
d’auteur, encourager la violence, commettre une fraude en ligne, distribuer de
la pornographie vendre des drogues et des substances psychotropes etc. Les
groupes criminels organisés restent en contact via Internet. Dans les
conditions modernes, le cyberspace devient de plus en plus I’environnement,
qui se caractérise des effets secondaires de nature criminogene.
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Dans de nombreux pays, le cyberespace qui contient généralement des
traces d’activités illégales de criminels, fait sans aucun doute 1’objet de
I’attention particuliére des forces de 1’ordre de ces pays.

Compte tenu de I’expérience étrangére et pour renforcer la lutte contre la
criminalité les organes des affaires intérieures de 1’Ukraine doivent élaborer et
mettre en ceuvre des mesures opérationnelles et de recherche appropriées dans
le cyberespace.

A cet égard, il convient de distinguer la lutte contre la cybercriminalité
elle-méme et I’organisation des mesures opérationnelles et de recherche avec
I’aide de cyberespace.

Les mesures ci-dessus peuvent étre utilisées a la fois pendant les
enquétes menées dans 1’espace virtuel et réel. Afin d’obtenir des informations
inconnues et cachées d’intérét opérationnel, les organes des affaires intérieures de
I’Ukraine commencent a accorder de plus en plus d’attention au cyberespace.

Les activités des organes des affaires intéricures de la collecte et de
I’analyse des informations placées dans le cyberespace sont visées a la
recherche des preuves (sujets, circonstances) témoignant de la commission
des crimes et leurs auteurs.

Suite de I’étude de la meilleure expérience étrangére il est possible de
définir les directions de base de la mise en ceuvre des mesures opérationnelles
de recherche dans le cyberespace. Ainsi on differe:

1) I’identification des personnes d'intérét opérationnel,;

2) la recherche des personnes spécifiques en établissant leur emplacement
physique;

3) I’établissement des connexions secrétes;

4) la recherche d’objets volés et I’identification des personnes impliquées;

5) I’exercice d’une influence psychologique sur les participants des
structures criminelles en menant un travail actif sur les forums et les chats.

Théoriquement, il est nécessaire d’établir une liste claire des mesures
opérationnelles de recherche, de déterminer des services et des personnes
concernés. Il convient de choisir les méthodes appropriées d’organisation des
mesures opérationnelles de recherche dans le cyberespace. Nous considérons
comme prometteuses les méthodes suivantes: I’analyse des sources
d’information ouvertes, 1’ingénierie sociale, la réception et 1’analyse des
informations des opérateurs et fournisseurs de télécommunications

A notre avis, la mise en ceuvre des mesures opérationnelles de recherche
dans le cyberespace sera plus efficace a condition que les organes des affaires
intérieures de I’Ukraine utilisent d’une mani¢re complexe leurs forces,
moyens, mesures et méthodes. En plus, cette utilisation doit respecter toutes
les conditions du respect stricte et rigoureux de la législation en vigueur et
d’exclure toute la manifestation de violation des droits humains et civils.

Consulteur de langue L. D. Diagilieva
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Xapxiscokuil HayioHATbHULL YHIBEpCUmMem GHYMPIUHIX CHpas

THHOBAIIVHI TEXHOJIOI'Ti B JISIJIBHOCTI MOJIIIII

[Nomimeiicbki TEXHOOTIi MEePEeMICTHIIHCS 3 aMiHICTPaTUBHOI OyIiBIi B
SITPO TOJMIEHCHKUX OTepariii.

CporofHi  TONIIEHCHKI  YIpPaBIiHHSI  BHKOPHUCTOBYIOTH  KaMepH
CTIOCTEPE)KEHHSI, CHCTEMH BHSBJICHHS ITOCTPLTIB, aBTOMAaTH30BaHi 34MTyBadl
HOMEpPHHUX 3HAaKiB, MpOrpaMHe 3a0e3MedeHHs Ui PO3Mi3HABaHHSA 00IHY,
KaMepH TiJia, IPOHU Ta YHCIICHH] 0a3u aHUX JUIsl 3aM00iraHHsl, pearyBaHHs
Ta PO3CIIiAYBaHHS 3JIOYHHIB.

Haitommkye MaiiOyTHE Mae 1e OLIbIIe MOXKITMBOCTCH, SK-OT O€3MiIOTHI
narpyjbHI aBTOMOOLTI 3 NPOSKIMOHHUMH EKpaHaMH, SKi IepenaroTh
iHdopmaliito, Koiu aBTOMOOUIb MATPYJIIOE BYJIMLI. J[OTIOBHEHA PEAIBHICTD 1
IITYYHUH IHTEIEKT 3 4YacoM 3HaWayTh CBIM muiX y mnosinito. PozymHa
ronineliceka yHipopma Morina 6 KOHTPOJIIOBATH piBeHb CTpecy ogilepiB Ta
HaBKOJIMIIIHI YMOBH Ta IOBIIOMIIITM TNPO HUX, a TaKoX 3a0e3rmedyBaTv
CHTYyaliiiHy 00i13HaHICTh KepiBHHKIB IIPO CBOIX OdinepiB.

[TuTaHHS HE B TOMY, Y iCHY€ ISl TEXHOJIOTis, & B TOMY, YA NOBHHHA
TIOJIIIIiS BUKOPUCTOBYBATH 1i, KOJM BOHA CTaHe U Hei mocTymHoro? | ko
TaK, TO K HOro BUKOPUCTOBYBATH?

Mu BBakaemMo, IO Iii HpOOIIEMHM HaMKpalile MO)KHA BHPILIUTH,
PO3pOOHBIIN Ta BUKOPUCTABIIH CHCTEMY 1IM(PPOBOT €THKHU Ta HAOIp KepiBHHUX
MPUHLMIIB, SIKI I0MOMAararTh CTBOpUTH LudpoBy HoBipy. Taka crpykrypa
MOJKE JIOTIOMOITH KEpIBHHKAM IMOJIMii Ta iXHIM 3aI[iKaBJICHHUM CTOPOHAM
MPOJyMAaTH MOTEHLIIHUI BILIMB TEXHOJIOTiH Ha oilepiB i rpomMajry, BUSBUTH
HerepenOauyBaHi HACIiKM Ta BUPIIIMTH IHTaHHS NIOJNO BHKOPHCTAHHS
TIepeIOBUX TEXHOJIOTIH /I TpOMaJIChKOT Oe3neKy.

CrorozHi ycrmimHui Oi3HeC MOBHHEH PO3YMITH COIaNbHI Ta €THYHI
HACNIIKM BUKOPHCTAHHSA TEXHONOTIH Ta pPOOOTH Ul TMOM’ SKIICHHS
HETaTUBHUX HACHIIKiB. XOdYa IIe, MOXIIMBO, HEOOXiMHO i Oi3Hecy, Iie
HEMUHYYe CIIPaBEIMBO JUIS ICPXKABHOTO CEKTOpY, 30KpeMa noiwii. [ToxioHo
JI0 TOTO, SIK KePiBHUKH TOJMIIlii CHOTO/HI MPAIFOIOTh HAJl CTBOPEHHSM JIOBIpU Y
rpoMai, HAOJIFKINM 9acoM M TOBEIETHCS 3aiHATHCS CTBOPEHHIM IA(POBOL
JOBIipH.

IudpoBa moBipa CTBOPIOEThCS, KOJIM OpraHi3allisi Mae XOpOIly
LUTICHICTD JTAHUX, O€3MeKy Ta KOHTPOJIb, 3 BAKOPUCTAHHS HEIO TEXHOJIOTIH Ta
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JIAHUX PETyJIIOETHCS eTHIHUM KojekcoM. [{udpoa moBipa Mix moJiIfiero Ta
i 3amiKaBIEHHMMH CTOPOHAMHM MOXE CHPHATH IIBHALIOMY 3aCTOCYBaHHIO
TIepCIIEKTUBHUX TEXHOJIOTIH Ta MOM SIKIIUTH AESKI PU3UKH, TTOB’s3aHi 3 HElO.

[udpoBa ernka € MMPIIOID Ta BKIOYAE SK BUKOPHUCTOBYIOTHCS
TEXHOJIOTIl Ta JaHi Ta Pe3yNbTaTH IOTO BHKOpHCTaHHA. [Ipo3opi maHi Ta
IUQpOBa eTUKA CTBOPIOIOTH U(PPOBY TOBIPY.

Hacrymamii  gpeiiMBopk  OyB po3pobnenmit  Accenture. Hasenero
TIPUKJIAJIN €IEMEHTIB, 10 BKJIIOYAIOTh €THKY JaHUX Ta IU(poBy eTHKy. Lle
rapHe MICIe UIA KEepIBHUKIB TONIiIii, Mo modatn AyMatd mpo MHU(POBY
ZIOBIpY.

VY Mipy Toro, sik MU pyxaemocs qaii B 21 cromitTi, 1nudpoBa eTHka Ta
JIOBIpa CTaHYTh MEPIIOYSPTOBOIO MPOOIEMOKO [yIs mosiiii. Bamri rpomamu ta
Bami oginepu BUMaraTMMyTh, 100 30ip JaHHMX, NMPOBEACHHH aHami3 Ta
BUKOPUCTaHHsS JaHMX, aHalidy Ta TEeXHOJOriid Oynu Oe3neyHruMH Ta
CTUYHHUMH.

OcraHHi TpHUKIagM TOro, SK NUQpOBa €TWKa 1 JOBipa MOXYTh
TIPOSIBISATHCS, MOKHa 3HaiiTh B Uwmkaro i HoBomy Opneani. YmpasmiHHA
noinii B 000X MicTax MOSICHWIN, 110 BOHW BUKOPHCTOBYIOTH aJITOPUTMH JUTS
CTBOpPEHHS CIHCKIiB OCi0 i3 BUCOKMM pPH3UKOM. JIBi OCHOBHI IpoOiemu, sKi
BUHHUKIM B IUX MicTaX, OylIM HaBKOJIO MPO30pOCTI B TOMY, SIKi [aHi
BUKOPUCTOBYBAIUCA 1 SIK OyB CTBOPEHHH aJITOPUTM, 1 IK BUKOPUCTOBYBAIUCS
pe3yJsbTaTy.

Hayxoeuii kepisnux H. JI. I'opoau

YK 351.74:001.895](100)(06)
Muxuma BEJIEBI[OB

Xapxiscvkuii HayioHANbHULL YHIGEpCUMem 8HYMPIWHIX Cpas

ETUYHE IIMTAHHA BUKOPUCTAHHSA ITOJILIEIO
KBAJIKOIITEPIB Y 30HI IPUBATHOI BJIACHOCTI

Ha nanuii MOMeHT, 3 PO3BHTKOM O€3MUJIOTHHX ONEpalii, y 3HOMKax
MarepiajiB TiJ 4ac MOJILOTIB Ha IPUBATHIA TEpUTOPii BHHHUKAE ETHYHA
npoGsieMa. Y 3B’43Ky 3 OLIBIINM BUKOPHCTAHHSIM JJPOHIB SIK IMBUIBHUMH, TaK
1 JepKaBHUMH YCTAQHOBaMH, MOJNILEHCPKOMY JIeIapTaMeHTy BayJIHBO
po3pobuTn edeKTHBHY IMONITHKY MIOAO JpoHiB. ToMmy HEOOXiTHICTH
NPaBOBOTO PETYJIIOBaHHA TMOB’S3aHA HE 3 BUKOPHCTAHHSM JPOHIB, a 3
MIOTEHIIHAM TTOPYIIEHHIM HEJOTOPKAHHOCTI OCOOHMCTOI BIACHOCTI.

Jlponu, Takox Bimomi sk OesminoTHi gitaneHi amapatu (BILJIA) a6o
6e3minoTHi aBiamirHi cuctemu (BITJIA), — 11e miTaky, sKi JiTaloTh 6€3 miioTa
Ha 0opTy.
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[paBuiia BUKOpHUCTaHHS JPOHIB B YKpaiHi (/151 IUBUILHUX):

BesninorHuku Baroro mo 20 Kr MOXYTb eKCIUIyaTryBaTucs 0e3
OTPUMaHHS 3asB Ta JIO3BOJIB HAa BUKOPHCTAHHS IIOBITPSHOTO IPOCTOpPY 3
JOTPUMAaHHSM TaKHX MPaBHIL:

* MakcHMaJbHa BHCOTa MONBOTY He BHie 120 M Hax piBHEM 3eMHOI
(BomHO1) TOBepXHi IMO3a MeEXaMH BCTAHOBIICHHX 3a00pOH Ta OOMEKCHb
BHUKOPUCTaHHS MOBITPSHOTO IPOCTOPY;

* TNOJBOTM HE BHUKOHYIOTBCS HAJ MICHAMH CKYyNYEHHs JIFOJeH Ha
BIIKPUTOMY TIPOCTOPi Ta HaJ TycTO 3a0yI0BaHUMH PaliOHAMIL;

* NIBWJIKICTH MOJIBOTY JIpOHA He Ounblie 160 km/rox;

* MOJILOTH BHKOHYIOThCSI HE OJMK4e 5 KM BiJ 30BHIIIHIX MEX 3JIITHO-
MOCAJIKOBUX CMYT acpoJIpoMiB ab0 He OJmKk4Ye 3 KM BiJl 30BHIIIHIX MEX
3JITHO-MIOCAJIKOBOI CMYTH/BEPTOAPOMIB;

* MOJIbOTH BUKOHYIOThCS He Orxde 500 M BiJ] MUITOTOBAHUX JIITAKIB;

* IOJILOTM BHMKOHYIOThCS B Mexax mnpsimoi Bumumocti (VLOS -
Bi3yallbHa JIiHisI BUAUMOCTI);

e JpOH HE IIEpETHHAE KOpAOH YKpaiHH. Y BCIX IHIIMX BHIAIKaX
HEOOXIMHMA JO3BUT HA TMOJIT 3 WITKO 3a3HAUYCHWM MapIIpyTOM 1 IUISIMA
TIOJIBOTY, SIKI BUAAIOTHCS JleprkaBiaaaMiHicTpallielo YKpaiau.

VYnoBHOBakeHa ~ 3a0e3medyBaTH  AOTPUMAHHSA  3aKOHIB,  SIKUMH
CYCHUJIBCTBO TOTOAWJIOCS KEpyBaTH, TOJNIIS Mae€ YyHIKaJbHE eTHYIHE
craBiieHHs /10 3akoHy. L1[00 nii momiuii Oy/iM eTUYHMMH, BOHH CIIOYATKY
MaroTh OyTH 3aKOHHHMH. 3aKOH € HEOOX1THUM JCOHTOJIOTTYHHM OpIEHTUPOM
st odilepiB Ta OpraHiB y BU3HAYEHHI NPaBWILHOI Ta HENPaBHIBHOI
noBeniHkM. Ha amp, y Cy4acHMX yMOBaxX 3aKOHOJABUMX aKTiB, IO
perymotors BukopuctanHs BIIJIA opranamu mnominii, HemoctaTHbO. Ll
oOcraBuHa  CTBOpIOE  pedepeHIiiHy TOpOXKHedy Uil  KepiBHUKIB
TIPAaBOOXOPOHHUX OPTaHiB, SKi PAarHyTh 3aCTOCYBAaTH TEXHOJIOTIIO IPOHIB HA
TOCIYTH HaceJeHHA. BincyTHiCTh YiTKO BH3HAUYEHMX ETHYHHX PAMOK
BUKOPHUCTaHHSA JPOHIB € sK MOJITHYHOI [JIEMOI0, TaK 1 TPOoOiIoM Yy
3HaHHAX. [lomiTMdHa nOwieMa BHWIUIMBAE 3 TOro (pakTy, IO TEXHOJOTiSA
BHUXOJUTPH 32 PAMKH peryiroBaHHs. Lli 3aKOHM YacTo CHIIBHO BiIpi3HSIOTHCS,
110 TPH3BOAWTH 10 HEBIAMOBIAHOCTESH BiJ OHIE] FOPHUCIOMKINI 10 IHIOI B
TaKMX acMeKTax, SK KOJM APOHM MOXYTb JITATH B MOBITPSIHOMY MPOCTOPI
KpaiHH.

OCKIJIbKM TIeperiK areHmid, siKi MparHyTh BHKOPHCTOBYBATH JIPOHH,
Oyze po3MMproBaTHCs, 1MoTpeda B MOJITUYHOMY KEpIiBHHUITBI Ta CTPYKTYpi
TIPUHHSATTS PilIEHb 3pOCTAaTHME.

Koncynomanm 3 mosu H. B. Kpacnosa

128



Innosayitini mexnonozii Ha ciyaHcoi npasonopsaoky (3apyoixcuuti 00csio). Xapkie, 2022

YK 351.74:001.895](100)(06)
Anacmacina BYKIP

Xapxiscvruii HayioHANbHULL YHI8EpCUMem SHYMPIUHIX Cpas

OB BYTU AIBOKATOM, IOTPIGHI TPU PIBHI HABUYOK

Konuch ropuaudHi GipmMu BBaXKain ceOe MocTadyalibHUKaMU ITOCIYT, aje
6mmu3pko 20 pPOKiB TOMY BOHM TOYaJM NPENCTaBIATH cebe sSK eKCIepTiB 3
JoctynoM a0 iHdopmaiii, sika Oyjia HeIOCTynmHa iXHIM Kili€eHTaM. 3
HACTaHHAM ITM(POBOI €pU BCE CYTTEBO 3MIHHJIOCS, 1 CHOTOJHI KIIE€HTH
OYIKyIOTb ~ TpOXW  Oinmpmie.  HuHimHE  mepeTBOpeHHS,  3yMOBIICHE
TEXHOJIOT1SIMH, IHHOBAIlIMM Ta CIIIBIIPALCIO, MPU3BOAUTH /O CTBOPEHHS
iHAAX OCyT. TuM He MeHII, IOpUANYHI (HipMHU CTUKAIOTHCS 3 MTPOOIEMOIO:
BOHH TIOBHHHI IPAWHATH HOBE MUCJICHHS Ta MPUA0ATH HOBHIA Ha0ip HABUYOK,
OUIBII CXOXKMX Ha HABUYKH IHHOBATOPIB, SIKI MIAXOAATH IO BHPIIMICHHS
mpobieM min iHmMUM KyTtoM 30py. IOpucrn, sk 1 Oyme-aki  iHI
npodecioHany, MalTh pPAI XapakTepHHX puc. Sk 1 mimepu, Iopuctu
30CepeDKEHI Ha BUPIIICHH] ITPO0JIeM 1 MaroTh cTpareriune OaueHHs. Pi3HuLs
HOJISITAE B TOMY, IO FOPHCTH OOWOBI, KPUTHYHI, OPIEHTOBaHI Ha MpaBwIa, a
IXHsl MO3MILsI 332 3aMOBYYBaHHSM € 3MarajbHOW0. HaBmaku, migepu TBOpUi,
YyiiHi, TOTOBI JI0 CHiBIparlli Ta rOTOBI HTH Ha pu3uK. DaxiBIi 3 MpaBa MalOTh
iHTerpyBaTH MHUCJICHHS JIJEpiB Ta HOBATOpPIB y CBill croci® podoth Ta
HajgaHHs mociyr. FOpucTH NMOBHHHI OyTH CIIOCTEPEXKIMBUMH, PO3BHBATH
CTOCYHKH Ta OyIyBaTH Mepexi, IOCTIHHO CTaBISAYM IiJ CYMHIB yce y
TIONIyKaX PillIeHb.

[MocrauanbHUKK IOPUAMYHUX TIOCIYT IIOBHHHI BOJIOJNITH TpbhOMa
piBHsiMu HaBUUOK. 111006 cTaTH ropucToM, TOTPiOHI TpH piBHI HABHYOK:

[Mepumii piBeHb CKIANAETHCS 3 KOHKPETHUX MOXKIMBOCTEH, MOB'SI3aHUX 3
TpboMa (haKTOpaMu: OpraHi3aiis, ¢ MPAIOTh IOPUCTH abo SKii BOHH
HAJIAI0Th CBOI MOCIIYTH; caMi MOCIYTH; 1 TeXHOorigHi (akTopu. el piBeHs
BKITIOYA€ HABUYKH, ITOB’S3aHI 3 YHPaBIiHHAM NPOEKTAMH, JIIEPCTBOM,
TEXHOJIOTISIMH, TaTy3eBHMH 3HAHHSAMH, Oi3HEC-3HAHHSAMH, MAapKETHHIOM,
KOMYHIKaI[i€l0, MyOJiYHUMH BUCTYIIAMH Ta HACTaBHUIITBOM, CEPE]] IHIIOTO.

Jpyruit piBeHb BKIIToUae B ce0e Tak 3BaHI HABHYKH «CIIBPOOITHUIITBAY,
a TaKO)XK HABUYKH, TIOB’s13aHi 3 TBOPYICTIO, 110 BAKJIMBO JUIS TONIYKY Kpallux
pimienb. HaBuyku 1pOro piBHA BKJIIOYAalOTh €MIATIIO, IHKJIIO3UBHICTB,
o0y 10BY CTOCYHKIB, MUCJIEHHS ILIOI0 3pOCTaHHs, MYyJIbTHUCIHILTIHAPHICTb,
PI3HOMAHITHICTb Ta 3yXBaJiCTh — 1€ JIMIIE JISsIKi 3 HUX.

Tpertiif piBeHb, MO CKIATAECTHCS 3 HABHYOK, OPIEHTOBAHUX HA KIII€HTA Ta
00CITyrOBYBaHHS, € MICIIEM, JI¢ BiOyBalOThCS CIpaBxHi iHHOBaIil. Came i
HaBUYKH, Ki € CIIPABXKHIM IDKEPENIOM JIJepCTBa, BIAPI3HSIIOTH (DaxiBIIiB 3
TpaBa cepes iHIIHX.
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HaOyBaroun HaBHYOK, HEOOXiIHUX, MO0 OyTH IOPHCTOM, OLIBIIICTH
IOPUCTIB TPAJMLIAHO 30CEpeIDKYBAINCS Ha PO3BUTKY HABHYOK IIEPLIOTO
piBast. JIo mpyroro mapy Oyno momaHo Hebararo 3yCHiib, a TPETIM IIapoM
3HEXTYBAIH.

Hayxoeuii kepisnux A. B. binoycoe

YK 351.74:001.895](100)(06)
Inna BJIAT'A/TUP

Xapxiscokuil HayioHanbHULL YHI6epcumem GHYympiuHix cnpas

KPUIITOBIPYCHA TEXHIKA: IIKIIVINBA ITPOI'PAMA
3 BUMOI'OIO BUKYITY

[Mporpamu-BuMarauyi — e THI  3JIOBMHCHOTO  IPOTPaMHOTO
3a0e3meueHHs 3 KPUNOTOBIPYCOJOTIi, sKE 3arpoKye  OMyOJiKyBaTu
NIepCOHAJIbHI JIaHi )KepTBH a00 Ha3aBXIu OJOKYBaTH JIOCTYI J0 HHUX, SKIIO
He Oyze CIDTaYeHUI BUKYI. X0d4a AesKi MPOCTi IpOrpaMH-BIMAaradi MOxxyTh
OJIOKYBaTH CHUCTEMY, HE MOUIKO/KYFOUH YKOAHHUX (aililiB, OUIbII MPOCYHYTI
IIKI/UTABI ~ MPOTPaMH  BUKOPHCTOBYIOTH ~ TEXHIKY, sKa  Ha3HBa€THCH
KPUNTOBIPYCHUM BHMMaraHusMm. BiH mmopye daitmn sxeptBu, poOmsunm ix
HEIOCTYITHAMH, 1 BIMArae CIUIaTH BHKYIY, 00 po3mudpysatu ix. [lig gac
NPaBUILHO peajli30BaHOI KPUITOBIPYCHOI araky BHUMAaraHHs BiJHOBJICHHS
¢aiiniB 0e3 ximoda nemuppyBaHHSI € BaKKOPO3B’S3HOIO MPOOIEMOI0 — i
BKKO BIJIICTSXUTH LU(POBI BaIOTH, Taki siKk paysafecard abo OiTkoiH Ta
IHIT KPUNTOBATIOTH, SIKI BUKOPHUCTOBYIOTBCS JUISl BHKYITy, IO YCKJIAJIHIOE
BIJICTE)KEHHS Ta NIEPECTi/lyBaHHs BUHHHUX.

ATaku TporpaM-BAMAaradiB 3a3BHYai 3IIHCHIOIOTHECS 33 IJOIIOMOTOIO
TpOsIHA, 3aMacKOBAHOTO TIiJ| JIETITUMHUMA (aiii, skuii KopucTyBady 0OMaHOM
3aBaHTaXye a00 BiJKPUBA€E, KOJM BiH HAIXOAUTH SIK BKIAJCHHS €ICKTPOHHOT
momrtu. OfHaK OAWH Ty4YHHH mpukian, xpodbak WannaCry, aBTOMaTHYHO
TriepeMilaBcst MK KOMIT FoTepaMu 6e3 B3a€MOIiT 3 KOPUCTYBaueM.

IkinmuBe mporpamMHe  3abe3leueHHSA-BUMAarad CIOYaTKy  OyIio
oOMexxeHO ojHiel0o abo 1Boma KpaiHamu CximHoi €Bpory, a TOTIM
nomwmpriiocs yepe3 Atnantuky 10 Crnomygennx Llrtaris i Kanagn. Kinskicts
kibepatak y 2020 poui Oysa Bagivi Ourbine, Hix y 2019 poui. ITepmri Bepcii
[FOTO THITY IIKiJTTMBOTO IPOTPaMHOTO 3a0e3neueHHs] BHKOPHUCTOBYBAJIH Pi3HI
METOIM /IS BIJKITIOYEHHS KOMIT'IOTEpiB HUISIXOM OJIOKYBaHHSI CHCTEMHOI
MaIluHA KEepPTBH (Locker  Ransomware). [Iporpamu-Bumaradqi
BUKOPUCTOBYIOTh DIi3HI TaKTHKH JUIi BHMaraHas okepTB. OjHuM i3
HAWIMOMIMPEHININX METOMIB € ONOKYyBaHHS eKpaHa NPUCTPOIO MUITXOM
BiZJOOpa)KCHHS TIOBIOMJICHHS BiJl BIIIUICHHS MICIIEBHX MPABOOXOPOHHUX
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OpraHiB IIpo Te, L0 >XEpPTBa MOBMHHA CIUIATUTH IUTpad 3a HE3aKOHHY
nisuibHiCTh. [Iporpama-BiMaray Mosxe 3alpOCHTH IUIaTX, HaaiciaaBmy SMS-
TIOBIJOMIICHHSI Ha HOMep 3 mpeMiansHuM Tapudom. [eski moaiOHI BapiaHTH
3JIOBMHCHOTO  IMPOTPaMHOro  3a0E3MCUCHHS  BIZOOpa)XkaloTh  BMICT
nopHorpahigHOro 300paXKEHHS T4 BUMAaraloTh OIUIATH 32 HOTO BUIAJICHHS.
Jo 2011 poky TakTMKa mpOrpaM-BUMaradiB 3MiHUIACS. 3JIOBMUCHUKU
MOYaJI BHKOPHCTOBYBATH E€JIEKTPOHHI CIIOCOOM OIUIaTH, @ TAaKOX MOBHY
JIOKasTi3alito Ha ypaxeHomy mpuctpoi. Kopropauii, npuBaTHi opraHizaiii,
YpSAU Ta JIKapHI MOXYTh IMOCTPAXKIATH BiJ IMX 3TOBMHUCHHX aTak. ¥ 2016
poui Oyno Bin3HAa4eHO 3HAYHHMM PICT aTak MpOrpaM-BUMaradiB Ha JHKapHi.
BianosinHo 10 3Bity mpo 3arpo3u Oesmexu IHrepHery 3a 2017 pik Bix
Symantec Corp, mporpamte 3a0e3neueHHsI-BIMaray BIUTHYJIO HE TUTBKH Ha
IT-cucremu, ame ¥ Ha JOTJISA 3a MAlliEHTaMH, KJIIHIYHI oOreparii Tta
BHCTaBJICHHS PaxyHKIB. 3JI0YMHIIB B [HTEpHETI MOKyTh MOTHBYBATH HasBHI
TpoIIi Ta BIAYYTTS HEBIAKIIAHOCTI B CHCTEMI OXOPOHH 3JJ0POB’SI.

dakropaMu, SKi € KIFOYOBUMH IJIS YCIIIIHOI HPOTpaMH TPEHIHTY 3
KiOepoOi3HaHOCTI, € BCTAHOBJICHHS 0a30BOI JiHii, 110 BU3HAYA€ PiBeHb 3HAHB
opraHizamii, mo0 BHU3HAYHTH, [I¢ € 3HAHHSI KOPHUCTYBadiB OO Ta IICIA
HaBuUaHHSA. SIKuif OW miaXix He BUPIMIMIIA 3aIPOBAAUTH OPTaHi3allis, BaKJIHBO,
mo6 B opramizamii OyaM BCTaHOBJIEHI MONITHKA Ta NpPOLEAYpH, SKi
3a0e3MeUyI0Th Cy4acHe HaBUYaHHS, SIKE MPOBOJUTHCS YaCTO Ta MA€ MiITPUMKY
BCiei oprawizaimii 3BepxXy BHHM3. HeoOXimHO MiATpUMYBaTH IHBECTHIII B
TEXHOJIOTIT JJIs BUSIBJICHHSI Ta MPUITUHEHHS [IUX 3arpo3, ajie pa3oM 3 UM MU
TIOBHMHHI ITaM’sSITaTH Ta 30CEPEAUTHCS Ha HAIlii HaWcimaOIIii iaHi, SKOK €
KOPHCTYBaM.

Koncynomanm 3 mosu B. B. Kouuna

VK 351.74:001.895](100)(06)
Kipin BJTY/IOB

Xapxiscokuil HayioHATbHULL YHIGEpCUmMem GHYMPIUHIX CHpaAs

BUKOPUCTAHHSA TEXHOJIOT'TH INPABOOXOPOHHUMH
OPTAHIBALIAMM AJ11 MIABULIIEHHSA T'POMAJICBKOI
BE3INEKN

OCKUTBKM TEXHOJIOTIl MPOJOBKYIOTh PO3BHBATHCS, KOXCH INTAaT Mae
3a0e3neynTH Oe3reKy, 4YeCHICTh Ta e(EeKTHUBHICTh CBOIX MOJIIEHCHKUX Y
CcBOilt po6oTi. [IpaBOOXOpPOHHI OpraHu 3HAXOAATHCS Ha MPABUIEHOMY MUIAXY,
CHIBIIPAIIOI0YX 3 MiHICTEpCTBOM FOCTHINIT U BIIPOBAIKEHHS TONIITHKA Ta
nporpam, siki 3a0e3nevyyroTh 0e3leKy Ta BiANOBINAIBHICTh IXHIX Odilepis.
OxpiM Oe3meku Ta MiA3BITHOCTI, OUTBIINE arcHIl MarTh MPAIFOBATH HAaJ
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BIPOBA/DKEHHSIM KOHTPOJIIO, KOJM CIpaBa AOXOAWTb 1O Kamep. Hemae
noTpedu B TexHoJOrii, mob 3adikcyBaru TenedoHHUN A3BIHOK AITSIM abo
HaBiThb oOQilepy, SIKMH KOPHCTYeTbCs TyayeToM. OCKUIBKM TEXHOJIOTI
MIPOJIOBXXYIOTh PO3BUBATHCS Ta BHOCHUTH IPOTPECHBHI 3MiHH, MM BIIEBHEHI,
[I0 BIPOBAKCHHS JOCTYIy Ta KOHTPONIO B HATUIBHUX KaMmep MO)KHa
e(peKTUBHO 3pOoOHTH, MO0 30UTBPIINTH TEepeBard Ta 3MCEHIIUTH HEIONIKA
TEXHOJIOTIH Y MPaBOOXOPOHHUX OpraHax.

Mu He MOXEMO TOBOPDHUTH JIMIIE NpPO HATUIbHI KaMepH, SKUMH
KOPHUCTYIOTBCS CydacHi momineiceki. Cli 3a3HAUUTH, IO iCHYE PsJI IHIINX
TEXHOJIOTIH, sIKi JoroMararoTh y po0oTi noinii. Ock JiesKi 3 HUX:

XMapHi 009YHCITeHHS.

Sk Binomo, iH(opMallis € KIFYOBOIO B MOJiLEHChKIN AisibHOCTI. 11100
no0pe BHKOHYBAaTH CBOIO pPOOOTYy, BaM MOTPIOGH IOCTYI 1O TIONITHK,
npoueayp Ta IHIIMX BaXKIMBAX JIOKYMEHTIB 1 JOKYMEHTIB. XMapHi
O0UYHCIICHHST POOIATH Iie MOXJIHBHM. 3BiT TaTdgopmu PowerDMS 3a 2017
pIK Mpo cTaH TIONITUKM B MPAaBOOXOPOHHIN cdepi mMokazaB, IO
MPaBOOXOPOHHI OPraHH IOCHJIAIOTh HOBI MOJIITUKH TA 3MiHU B €JICKTPOHHOMY
BUIISII 32 JIOIOMOTOKD XMapHOTO IPOTPaMHOTO  3a0e3NeueHHs Ui
KepyBaHHS TONITHKOIO. L[ 3MiHA BiIMOBiAaE MiABUIIEHOMY HOIMHUTY TPOMAJ
Ha BIINOBIIAJIBHICTS, 1 areHIil po3risiaaloTh Le K CIoci0 3aXUCTUTH cede Ta
CBOIO peITyTalifo. Y)ke MHHYJIU Ti YacH, KOJIM INepeOupain KapTOTEeKH Ta
neperisjaid JOKYMEHTH. Xmapa JO03BOJsi€ TOJILii IIBUIKO Ta 3py4YHO
OTPHUMYBATH JOCTYII Ta aHANII3yBATH JaHi KiITbKOMa CIIOCOOaMHU.

30ip AaHKUX Ta aHaJIi3 3JI0YHHIB.

[IBuake BIICTEKEHHS Ta aHAI3 BEIMKHUX OOCSATIB JaHUX € BaXKIMBUM
JUIsl TIPABOOXOPOHHMX OPraHiB, 100 e()eKTUBHO BUKOHYBATH CBOKO POOOTY.
3a JOIOMOrol0 XMapHHX OOYHCIICHb MOJIIS MOXE OTPUMATH JIOCTYI IO
TOYHOI CTATUCTHKU Ta iH(GOPMAIIMHUX MaHeNed y pexXuMi peassHoOro Jacy,
SIKI BIICTEXKYIOTh HUTI MicTa. BOHM TakoXk MarOTh MOXJIMBICTH ITiAKITIOYATH
areHTCTBa N0 IEHTpajizamii 0a3 MaHMX KpHMiHaJIBHOTO mpaBocyans. Lle
MOe€ IPUBECTH JI0 KpaIoi iHpopMaii Ta IPUHHSTTS PiILICHb.

VYIpaBiiHHA JOKYMEHTaMH Ta 3alliCaMH.

Tak camo nporpamHe 3a0e3Me4eHHs U1 KepyBaHHS JOKYMEHTaMH MOXKE
3aomraauTu odirepam Oarato 4acy. SIKImo BH po3millyere CBOi NpaBmia Ta
TIpoLIeTypy B XMapi, a He B 0(ici, BOHM JOCTYIHI B Oyab-SKuii yac i 3 Oyib-
sxoro wicud. lle o3Hauae, MO Bamla KOMaHAA MOXKE OTPUMATH BaXKIIMBY
iHdopmariito, koiu e HaiiBaxJmBile. 30epiraHHs TOKyMEHTIB 1 3alUCIB y
XMapi TaKoXK MOKE 3a0IIAWUTH TPOII Ha JAPYKY, Mamepi Ta JOKyMEHTaIlil,
TOX BH MO>KETE BUTPAYaTH CBOI pecypcy Ha MOKPAIEHHS CBOET CITUTBHOTH.

OmnnaiiH HaBYaHHS.

OmnnaifH-HaBYaHHS € M€ OJHUM Ba)KJIMBHM IHCTPYMEHTOM IIiITPUMKH
opirepiB. OgnHa cpaBa — MaTH TOCTYH 10 JAHUX Ta IHIIHMX TOKYMEHTIB. Ae
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JIMIIE TOMI, KOJIM Balla KOMaHaa 30epexe Ifo iH(opMarlio, BoHa Oyie
yemimaoo. Ochk YoMy HaBYaHHS Mae BHpilIaibHe 3HaueHHS. OHIaliH-
HaBYaHHA MOXE JIOMIOBHUTH OCOOMCTE NMPAKTHYHE HABYAHHS, JI03BOJISIOUN
odinepam 3pyyHO Ta MIBHAKO HaByaTHcs. Lle Moke 3aomaautu Oarato
rpomield 1 Yacy, JO3BOJISIOYM BammM odimepaM OyTH Ha TONI SIKOMOTa
OibIIe.

[NomimeiicbKi MOBIHHI OTPUMYBATH MIATPUMKY, IHCTPYMEHTH, HABYaHHS
Ta KOMIICHCAIi0, SIKi BOHM MOTPeOyIOTh 1 3aCiyTrOBYIOTh, 00 BOHH MOTJIA
3aJIMIIATHCS B O€3IIell, 3aXUIAa4y Hallll CIIUIBHOTH.

Koucynomanm 3 mosu B. B. Kouuna

YK 351.74:001.895](100)(06)
Ana BOI'JTAHEIL]b

Xapxiscvkuili HayioHANbHUIL YHIGepCUmMem 8HYMPIWHIX CHpas

SIK LITYYHUH IHTEJIEKT Y IIPABOOXOPOHHIM
NISIIBHOCTI JOITIOMAT A€ B PO3KPUTTI 3JIOYUHIB

ITyuHuii iHTENEKT MOBUIBHO, ajle BIEBHEHO CTA€ MAIEBUM 3ac000M
TIOKapaHHs 3JI0YMHIIIB, @ TAKOX CIIY>KUTh JJISI IEPEBIPKH MTPOTUIIPABHUX JIIH.
Barato mpaBOOXOPOHHMX OpraHiB y BChOMY CBITI BHKOPHCTOBYIOTH
HalicydacHIITy TexXHIKy Ius 3amoliraHas 3nmounHaM. ITydHuid iHTENeKT y
MOMIIIHHIA JISUIBHOCTI — II€ CHCTeMa, SIKa OIIHIOETHCA 3a JIOIOMOIOIO
KOMIT'F0TepiB. Moro Tako MOHa BUKOPHCTOBYBATH JIs TIPUHHATTS PillleHb,
ocobmmBO octarovHuX. lle TexHomoris, fKa Mae BENUKI MEPCIEeKTHBH UL
Maii0yTHHOTO B PO3KPHUTTI 3IIOYHHIB.

TermnoBizop, sKuii 0COONMBO KOPHCHHHA y TEMpSIBi, CTaB BaXKINBUM
TEXHOJIOTTYHMM TIPWJIAJIOM MOMIIISHTIB. TeruioBi3iiiHi kamepu y BUIIISiI
HEBEJIMKHX PYYHUX MPUCTPOIB BUKOPHCTOBYIOTH 1H(ppauepBOHE 300pakeHHS
JUISL BUSIBJICHHS TEIUIa, 110 BUIIPOMIHIOETHCSI TAKUMHU 00’ €KTaMH, sIK JIFOJIU Ta
TBapHvHM, 1 JJI1 HaJaHHS TEIJIOBOrO 300pa’keHHs» ab0 «TEIuIOBOi KapTuy»
HaBKOJIMIITHBOTO CEPEIOBHINIA.

Moro MoxHa BUKOPHCTOBYBATH I BiICTEXKEHHS PyXy HiT03PIOBAHIX Y
3aTeMHeHid OyaiBii. Taka TEXHOJIOTIs 3aCTOCOBYETHCS ISI PATYBAHHS JKUTTS
— I dYac TaciHHA TOXexki abo MONIyKOBO-pATYBAaJbHUX —OIIEparlii
(HampUKIIa, NOIIYK 3HUKJIOl JUTHHH YH JIITHBOT JIFOIMHH ITiJl 4ac XyPTOBUHH,
KOJIM Hi90TO HE BUJIHO).

[ocriitne po3mmpenns IaTepHery peuelt (IP) o3Hauae, mo renepyernses,
30MpaeThCA Ta aHANI3YEThCS OUTBIIE AaHMX, HDK paHille, BEJMKA YacTHHA
SIKAX MO OyTH HEHMORBIPHO IIHHOO JUIS IIPABOOXOPOHHUX OPTraHiB.
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Ane Tpoliec OTPUMaHHS MPAKTHYHAX BHCHOBKIB 13 BEIMYE3HOT
KUTBKOCTI JTaHWX 3aifiMae HACTUILKM HEWMOBIPHO 0arato dacy, IO HE €
peHTa0eIIEHIM, KOJY 1€ BUKOHYIOTH JIFoAU. OCh TYT Ha JIOIIOMOTY MPUXOISATh
mrygauid inTenekt (II) i #Horo mimkareropis MammHHOro Ha4yaHHs. 111
BHKOPHUCTOBYETHCS JUTSA MIATPUMKH 0araThOX 1HIIHUX TONIIIIHHAX TEXHOJOTIH,
30kpema ShotSpotter, s po3mizHaBaHHS 00THIYS Ta OIOMETPHIHNX JTaHUX.

Hayxosuii kepienux JI. C. Cazanosa

YK 351.74:001.895](100)(06)
Onexcanopa BOPHCIOK

Xapxiscokuil HayionanbHuil yHigepcumem GHympIuHix cnpas

BILJIA J1JIs1 3ABE3INEYEHHSA T'POMA/JICHKOI BE3ITEKA
TA ITPABOIIOPAIAKY

BukopucTaHHS NPaBOOXOPOHHHUMH OpPraHaMH Cy4YaCHHUX TEXHOJIOTIH
BIIKpHBa€ HOBI MOXJIMBOCTI JUIsi 3a0e3nedyeHHs Oe3NeKh TI'POMAJISH.
BripoBajikeHHs HOBUX TEXHOJIOTIH y TOJIIEHCHKY MisJIbHICT 3yMOBIICHE B
OCHOBHOMY HEOOXIJTHICTIO MPOTUCTOSATH 3JI0YMHHOMY CBITY, SIKHil cTae Bce
OLTBIIT 030POEHUM.

Y XXI cromtri JpOHM  BHKOPHCTOBYIOTHCS — HOJIIEHCHKUMH
miaposmimamu B OaraTbox KpaiHax  CBiTy. becminoTHukm —Hamamm
MPaBOOXOPOHHKM OpraHaM HOBi MOXKJIMBOCTI, a caMe: UL CIIOCTEPEIKCHHS,
KOOPIIUHAIII] OTIepaTUBHUX 33aXOJiB, aHAJI3Y CHUTYAIlii, TONIYKIB ITOPYITHUKIB
1 morepninmx. Ha 030poeHH] momirii 3HaXOAATECS K KOMIAKTHI, TOTOBI 10
TOJIFOTY KBAIpPOKONTEPH, TaK 1 CKIaAHI OaraToyHKIiOHANBHI OE3MiIOTHI
cucremu. OOnagHaHHA, SKUMH MOXYTh OyTH OCHAIICHI IIi TPHCTPOL,
3a0e3NevyoTh BUKOHAHHS TaKMX 3aBJaHb 3 IOBITPS HE3aIEKHO B 4acy
JOOM Ta TIOTOJHMX YMOB: IATPYJIOBAHHS Ta CIHOCTEPEKEHHS BEJIMKUX
TEPUTOPIH, MOIIYK 1 BIJACTEXKCHHS JIIOACH 3a JOMOMOIOI0 TEIUIOBI3O0PIB,
KOHTPOJIb 33 JOTPUMAaHHSIM BHMOT ITijl YaC MacOBHX 3aXOJiB, MOHITOPHHI Ta
aHaji3 JOPOXKHBO-TPAHCIOPTHOI 00cTaHOBKK Ta Micik JITII, xoopauHaris
UM IOl

Bukopucranns Oe3ninoTHux itanpHux amapartiB (BIIJIA) mae psa
nepeBar i moiiuii. J[BUryHM IpOHIB He BHIalOTh Oararo mymy i He
3aBa)KalOTh IPOMaJISTHAM CBOIM IIYMOM IIi/l Yac MAacOBHX 3aXO[iB. Y MicTax 3
0araToIoBepX0BO0 3a0yI0BOIO MOIIIEHCHKI TeTIKONTepH 0OMEXKEH] Y BHCOTI
Ta MaHEBPECHOCTI. be3mioTHUK He TINBKU BITBHO JIiTa€ MiX OyHiBISIMH, aie
TaKOXK MOXKE 3MITaTH OE3MOCEPEIHBO 3 MICIh Y MEXaX HACEICHOrO MyHKTY.
Yac posropraHHA KBaJPOKONTEpa CTAHOBUTb KibKa XBHWIMH, BiH

134



Innosayitini mexnonozii Ha ciyaHcoi npasonopsaoky (3apyoixcuuti 00csio). Xapkie, 2022

NOMILIAETHCS B Oara)KHUK aBTOMOOLIIS 1 3aBXKAM TOTOBHI 10 BUKOPHCTAHHS B
iHTepecax moxminii. JIpoHM BHMararoTh MIHIMyM CIEHiaJIbHUX 3HAHb.
OHoBiieHe TpOrpamMHe 3a0e3NeyYeHHs JOCTYIHE KOKHOMY KOPHCTYBadeBi
KoMmm’totepa. Taki eneMeHTH KOPHCHOTO HaBaHTAXEHHs, SK KaMepH,
TETUIOBI30PH, JIIXTapi Ta JUHAMIKH, MOXKHA BCTAHOBHUTH 3a JIYEHI XBHJIMHH.
JpoHU MOXyYTh OyTH PO3TOpHYTI B OYIb-SIKOMY BiIJIili, BOHH BUPIIIYIOTH
mpoOieMd 3 MiHIMATBHUMH CKCIUTyaTallifHIMKA BUTpAaTaMH, IIBHJKO,
0€31eYHO 1 HeTTOMITHO.

Hayxosuii kepienux I. M. Copokina

YIAK [811.111:351.74(100)](06)
Ana BOPIIIOBA

Xapxiscokuii HayioHATbHUIL YHIBEpCUMem BHYMPIHIX CHpas

KIBEP3JIOYNHHICTb: CTAPI 3JIOYUHHU IIO-HOBOMY

o Take kibep3nounHHicTE? B ABCTpaltii TepMiH «KiOEp3JIOUMHHICTE»
BUKOPUCTOBYETHCSI JIJIs OIHCY 000X:

3JI0YMHH, CHPSIMOBaHI MPOTH KOMI'IOTEPIB ab0 iHIIMX iH(pOpMaLiiHO-
komyHikaniitanx texuonorid (IKT) (Taki sk KOMITIOTEpHI BTOPTHEHHS Ta
aTaky BiZIMOBH B 00CIIyrOBYBaHHI), a TAKOX

3104nHH, Koiu kKoMitbioTepr abo IKT € HeBimeMHOO YaCTHHOIO 3IIOYHHY
(HanpukIaz, maxpaiicto B [HTEpHETI)

Tak camo, sx [HTepHET Ta iHIII HOBI TEXHOJIOTIi BiAKPUBAIOTEH BEIMYE3Hi
MOJJIMBOCTi, BOHM TaKOXX HAOTh MOXJIMBICTH 3JIOYMHISIM BYMHITH HOBI
3JI0YMHM Ta BUUHATH CTapi 3JI0YMHM MO-HOBOMY. 3 HasBHUX JIOKa3iB CTae€
SCHO, IO KIJIBKICTh, CKJIAAHICTH 1 BIUIMB KiOEp3JIOYMHIB NPOAOBXKYIOTH
3pOCTaTH 1 CTAHOBIISTH CEPHO3HY 3arpo3y AJIsi OKPEMHX OCi0, MiANPUEMCTB Ta
ypsiniB ABcrpaiii.

3nounHLi B [HTEpHETI MOXYTh MHTTEBO BYMHSTH 3JI0YMHH 4epe3
JICKUTbKa KOPJIOHIB i OJTHOYACHO HAIIUTFOBATUCS HA BEJIUKY KUIBKICTBH JKCPTB.
IHcTpymeHTn, sKki  MaroTh 0Oararo  3aKOHHHMX  3aCTOCYyBaHb,  SIK-OT
BUCOKOIIBHUJIKICHUI [HTEepHET, omHOpaHroBuii oOMiH (ainamu Ta CKJagHi
METO/IM MIU(PYBaHHS, TAKOXX MOXKYTh JOIOMOITH 3JIOYMHIIM 3/iHICHIOBATH
Ta MPUXOBYBATH CBOIO JiSUTHHICTB.

AFP BigmoBinae 3a BUSBICHHS, 3al00iraHHs, MOPYIICHHS, pearyBaHHSI
Ha KiOep3noYnHM, IO BIUIMBAIOTh HAa BCIO aBCTPATIHCHKY EKOHOMIKY, Ta
3a0e3neveHHs iX BUKOHAHHA. BiH 30cepemkeHnil Ha pO3CIigyBaHHI 3arpo3
KiOep3IouMHHOCTI TPOTH BimoMcTB ypsany CHiBApYXHOCTI, KPHTHYHOI
iHppacTpykTypr Ta iH(OpMaIiiHUX CHUCTEM HalliOHAJIBLHOTO 3HAYEHH,
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KIIIOYOBUM €JIEMEHTOM SIKMX € OaHKiBCbKMil Ta (iHaHcoBuii cexrop. AFP
KepyeTbcst npiopureTamu CriiBAPY>KHOCTI 0710 G0pOTHOM 3 KiOEp3JIOUMHHICTIO.

3arayiom po3ciiiyBaHHs MaxpaicTsa o0 (GiznyHoi 0codu € 000B’SI3KOM
nepkaBHOi monmimii. OmHAaK Tam, Je € Mepexii MDK pPO3CIiTyBaHHIM
mIaxpaicTsa mpoTu (i3UIHOI 0COOH Ta PO3CIiyBaHHSIM OPraHi30BaHOI aTaKH
Ha KPUTUYHO BAaXIWBI OaHKIBCBKi cmctemu, AFP mpamroBatiMe pazom i3
MICIICBOIO IOPHCAWKINIEI0 Ta OaHKIBCBKOIO Ta (hiHaHCOBOKO Tramy3sto. AFP
TaKOX TICHO CITIBIPAIFOE 3 TIOJIINEI0 IITATIB 1 TEPUTOPIl Ta MIXXHAPOTHUMHU
MOJIIIEHCEKUMH areHTCTBaMHU Y 00poThOi 3 yciMa BUAaMH KiOEP3IIOYMHHOCTI.

Tum He MeHII, HalKpammM crnocodoM OopoThOM 3 Kibep3arpozamu €
3a0e3neyeHHs TOro, 100 BH pPO3YMUIM Ta BUKOPUCTOBYBAIM HAaJEKHY
kibepOe3rieky. HalinpocTimmii crocio 3anmimaricsi B Kypci, SIKIIO 1e MOXKIIUBO,
YBIMKHYTH a00 IMiATBEPJUTH aBTOMAaTHU4YHI OHOBJICHHS. ABTOMaTHYHE
OHOBJICHHSI — II¢ (DYHKIlSI «BCTAHOBUTH 1 3a0yTn», SIka OHOBIIIOE Ballle
MporpaMHe 3a0e3MeueHHs], IOMHO BOHO CTaE JOCTYITHUM.

Mosnuii paonux 1. O. I'ozons

YAK [811.111:351.74(100)](06)
Onexcandp BYJTHIII

Xapxiscvkuil HayioHATbHUIL YHIGEpCUMEN GHYMPIWHIX CHPAG

TEXHOJIOI'Ti, AKI JOIIOMOT' AIOTH HIJIBUIIIATH BOPOThBY
31 3JIOYUHHICTIO

3 mnocwinaHHAM Ha YHiBepcuter Ileiic, TeXHONOTril AOMOMAararoTh
NPaBOOXOPOHHMM OpraHaM 1 MpaliBHUKaM IOCTHIII 3aJUIIATHCS Ha KPOK
roriepe/ly 3JI0YMHINIB, HAJAl0Ud HOBI CHOCOOM BWSBJICHHS Ta 3armoOiraHHs
3704MHAM, a TAaKOX  JONOMAaralodd  IPOKypopaM  3acyIUKyBaTH
MIPaBOTIOPYIITHUKIB. A OCKUTBKH HOBI TEXHOJIOTI{ TOCTYIHI 1m0 oOuaBa OOKH
npaBocy/yis, I'pa B KIIIKA-MHIIKM MDK 3JIOYMHISIME Ta TOJNIIIEI0 He
3aKiHYY€ETBCS, 1 MPABOOXOPOHHI OPraHu MOTPEOYIOTh MOCTIHHUX KOPUT'YBaHb.
J106por0 HOBUHOIO JJIsl TPOMAJICHKOT OC3MEKH € Te, 10 PiBEHb 3JI0YMHHOCTI
3arajioM 3HU3MBCS 32 OCTaHHI JIBa JAECATHIITTS, YaCTKOBO 3aBJSKH NPOTrPecy
B PO3KPUTTI 3JIOYMHIB 1 TEXHOJNOTii cTpuMyBaHHS. OCKUIbKHM e(eKTUBHA
TIOJIIst 3HAYHOIO MIPOO CITUPAETHCS Ha IIBUAKMNA 0OMiH KOH(piAeHIiHNMHA
JaHUMH TIpO 3JI0YMHHM; HENaBHIM BHOYX IH(QOpPMAIIMHUX TEXHOJIOTIH €
MO3UTHBHAM 3pYIICHHSAM IUIsl IIPAaBOOXOPOHHMX OpraHiB. TexHousorig
imeHTH(IKAII], COmianbHi Meia Ta MOOLTEHI MOYKIIMBOCTI TAKOX IiIBUIIYIOTH
TPOMAJICEKY Oe3IeKy, JO3BOJLIOUN IPAIiBHUKAM IIPAaBOCYIUIS BECTH CBOIO
crpaBy OinbI e(heKTHBHO Ta pearyBaTH HA PO3TOPTAIOTHCS PO3CIiTyBaHHS B
PEXUMI peaIbHOTO Yacy.
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Xo4a TEeXHOJIOTIi CTaBJIAThH MPOOJIEMH IJIsi IPABOOXOPOHHHUX OPraHiB, SIKi
MOCTIHHO HAMaraloThCsl HE BIJICTaBaTH BiJl TEXHOJOTIYHUX 3JIOYMHHHX
INIPHEMCTB; BiH NPHHOCHTH OLIbIIE KOPUCTI, HDK HIKOJM B OOpOTHOI 3i
3704MHHICTIO. TeXHIUHI IOCATHEHHS B TIPAaBOOXOPOHHMX OpraHax BKIIFOYalOTh
HACTYITHI MOKJIMBOCTI, SIKi TFOCTPYIOTB, SIK IIBHKO BCE 3MIHFOETHCS Pa3oM i3
TEXHOJIOT1IMH.

OO6MiH iHpOpMaLiero — TIPAaBOOXOPOHHI OPTaHH PO3MOBCIOKEHI MO BCii
HAIIOHAIBHIN CHUCTEeMi KpPHUMIHAIBHOTO TIPAaBOCYIAsS, A0 SKOI BXOISTH
perioHambHi, JepikKaBHI Ta MICIIEBI OPraHy BJIaH, KOXKEH 3 SKUX CaMOCTIHHO
Kepye cBOIMH momineicekumu 3ycwuimu. OOMiH  iH(opMmamiero 1po
NPaBOMOPYIIHHUKIB ~TaKOXX Ma€ TO3UTHUBHUH IPEBEHTHBHHUH  BILIMB,
JIOTIOMAraroud yTPUMYyBAaTd 30pOI0 BiA PYK HEOC3MEUHUX 3JIOYMHINB 1
3a00pOHSIOYHN MPAaBONOPYIIHUKAM IIEBHI BUAN POOOTH.

IMokpamennst cucreMn Oe3NEKH Ta BiJEOCIIOCTEPEKEHHS — 3JI0YMHU
MIPOTH  BJIACHOCTI MPOJOBXYIOTh CTaTHCTUYHO 3MEHILIYBaTUCS, TOMY
OHOBJICHHSI CHCTEMH OE3INeKH Ta BiICOCHIOCTEPE)KCHHS 3HAYHO MOKPALINIIO
IPOMAJICEKY Oe3meKy.

CormanbHi Meia — X04a 1€ colllajgbHa TEHAEHISA HACTIIBKY, HACKUIbKA
11 TEXHOJIOTYHUN MPOPHUB, BUKOPUCTAHHS COLIATFHUX MeJia, THM HE MEHII,
HaJae INepeBard INPaBOOXOPOHHUM OpraHaM JUI areHTCTB, SIKI e(eKTHBHO
BHUKOPHCTOBYIOTB IO TEXHOJIOTIIO.

TexHouorist kapTorpadyBaHHS 3JIOYUHHOCTI — CydYacHi OOUMCITIOBAJIBHI
HOTY>KHOCTI ITPUCKOPIOIOTh aHali3 JaHKX 1 Aal0Th IPABOOXOPOHHHM OpraHam
3MOT'Y BiZICT@XKYBATH TEHJICHLIT 3JI0Y4MHHOCTI B reorpaghiyHOMY BiTHOILICHHI.

Mo0ipHa TEXHOJIOT ISt — MOOUIbHA TEXHOJIOT IS 3a0e3nedye eNeKTpOHHUN
CHl 13 TEKCTiB, ENEKTPOHHUX JIMCTIB, M3BIHKIB Ta iH¢opmanii mpo
MicuesHaxopkeHHst GPS, sKy 1paBOOXOpOHHI OpraHu BHKOPHCTOBYIOTB JUIs
Ppo3KpHTTs cripaB. CMapTHOHH HACTUIBKH IMIMPOKO HOMIMPEHi, 10 KOHTAKTHA
iHpopMarlis Ta iHIN JaHi, SKi BOHH MICTATh, AIOTH OdilepaM BimIpaBHY
TOYKY Ul iX PO3CHiAyBaHb, sIKi YaCTO PO3rOPTAlOTHCS M Yac apeliTis,
Oe3mocepelHEO TMOB’SI3aHUX 3 1H(GOPMAIII€I0, OTPUMAHOID 3 MOOLTEHUX
MIPUCTPOIB Ta BUKOPUCTAHHSIM.

TexHoJ1ori1 HIKOJIN HE 3aMIiHATH CEpIO3HY Ciliady poOoTy, aje cydacHi
JOCSTHEHHSI JJONIOMararoTh MpaBOOXOPOHHUM OpraHaM TPHMATHUCS TIONepery
3JI0YMHIIIB. MOOUIBEHI TEXHOJIOTIT, COiaNbHI MEPEXi Ta NMIBUIKHHA TOCTYI 110
iH(opMmariii cpusIOTh KpaloMy 3arpoBaPKeHHIO Ta 3anodiranHio. [Ipopusu
B KapTorpayBaHHI 3JI04MHHOCTI Ta BiIEOCTIOCTEPEKEHHS TAKOXK ITi/IBUIIYIOTH
rpoOMaJICbKy Oe3MeKy, JO3BOJITIOUN OpraHaM FOCTHIIIT CIIPSIMOBYBATH PECYpCH
TYJIH, e BOHH HaHOLIbIIE TOTPiOHI.

Mosnuti koncyromanm 1. O. I'ozonw
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VIIK 351.74:001.895](100)(06)
Cogis BACH/IBYEHKO

Xapxiscvruii HayioHANbHUIL YHI8epCUmMem 8HYMPIUHIX Cnpas

BUKOPUCTAHHSA CUCTEMHU ABTOMATHYHOI'O
PO3III3HABAHHS TPAHCIIOPTHUX 3ACOBIB

bykBu Ta nmudpu Ha HOMEpPHHMX 3HaKax aBTOMOOUIIB JOIOMAararoTh
NPaBOOXOPOHIISIM BU3HAYMTH BHUKpPaJIeHI TPAHCIOPTHI 3aCO0M, UM BIIACHHKIB,
0 po3HIyKyroThcs. HoBi TexHosorii cnpomryrots nei nporec. Cucrema
ABTOMaTHUYHOTO po3Ili3HaBaHHs HoMmepHHX 3HakiB (CAPH3) e interposaHoro
TEXHOJIOTI€I0 KaMepH-0a3y JaHuX B sKii cucrema ororpadye HOMEpHHH
3HaK aBTOMOOLIIA, a MoTiM 00po0Isie Py Ta JITEpH Y BioMil 0a3i TaHUX,
TIOTIepeHKAF0YH TOMIIiaHTa IIPO M A03PLTICTh aBTOMOOLIISL.

CAPH3 w™oxe, 3 OuIBImIOI0 TOYHICTIO Ta 0e€3 (aKTopy BTOMH,
imeHTH(DIKYyBaTH, TIEPEBIpATH Ta 3alMCyBaTH HOMEPHI 3HAKH OLIBIION
KUJTBKOCTI TPaHCIIOPTHUX 3aC00iB, HIK TaKOI, 3 IKOI0 MOXKE BIOPATHCS ITUTHIA
3ariH noJjinianTie, Ile o3Havae, 1m0 OLIbIIE PO3NIYKYBAHUX TPaHCHOPTHUX
3ac00iB 3aTPUMYETHCS 3a MEHIIIY KUIBKICTh Yacy, 110 POOHTH IO TEXHOJIOTI0
JUIsl IPABOOXOPOHHKMX OPTraHIB Takoo, 0e3 sIKOT1 3apa3 KOJEH IOJIIiaHT He
X04e 00XOUTHCSL.

CAPH3 BukopuctoBye KOMOIHaIil0 KaMep 1 KOMII IOTEPHOTO
MIPOTPaMHOro 3abe3medeHHs, 00 0e3 po30opy CKaHyBaTH HOMEPHI 3HAKU
KOKHOTO aBTOMOOUIS, IO IPOXOAWTH TIIOB3. 3YMTYyBadi, SKi MOXKHa
BCTaHOBHTH HA CTAIIOHAPHHUX CTOBIIAX, PyXOMHX IMOJILEHCHKHUX MATPYJILHAX
aBTOMOOLIAX 1, HaBiTh, NMOPTAaTUBHUX INPHUCTPOSX, 3aNHCYIOTh 4Yac i JaTy
KOXHOro ckaHyBaHHs, [ 'CII-koopiuHATH TPaHCHOPTHOTO 3aco0y Ta
¢dororpadii aBromoOums. Jleski Bepcii TakoX MOXYTh (oTorpadyBaTtu
MacaXWpiB  aBTOMOOLII Ta CTBOPIOBATH VHIKaJbHI  ifmeHTH(]IKaTOpH
TPaHCIIOPTHUX 3ac00iB.

[Ipuctpoi HancwnaroTe JaHi 40 mporpamHoro 3abesneuenns CAPH3,
SKE MOXKE IOpIBHATH KOXXHHH 3aIliC 3 BHU3HAYCHHM «TapsddM CITHCKOMY.
Taki cnucku MOXYTh BKJIIOYATH BHKpaJeHI aBTOMOOUTI Ta aBTOMOOLNI,
TIOB’s13aHi 3 CHCTEMOIO omoBileHHs «EmMOep» mpo BukpaneHux nireit. Bonu
TaKO’X MOXKYTh BH3HAyaTH TPAaHCIIOPTHI 3aCO0M, sIKi BKa3aHi B MICIEBUX Ta
(enepanpHuxX 0a3ax NaHUX 3 NPHYMH, SKI MOXYTh BKIFOYaTH HEOIUIaYeHi
mrpadu 3a mapkyBaHHS a00 HasBHICTH B 0a3i manux Oana. Lli 3amutu
BiZIOyBalOThCs aBTOMATHYHO, XOYa MOJIIIaHTH TAaKOX MOXYThb 3allUTyBaTH
HOMEpHI 3HaKH BPyUHY.

OKpiM TIepeBIpKH JTaHUX y PEeXHUMI peajbHOro yacy, 0araTo MicT Ta
areHmiii  30epiraloTh iHpOpMAIIO TPO HOMEpPH IS  IOJAIBIIOTO
BUKODHCTaHHS, 1HOAI Ha HeBU3HadeHWH TepmiH. ILli mami MoxHa
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BUKOPUCTOBYBATH ISl BU3HAYEHHS PI3HUX MICIIb PO3TAlIyBaHHSI KOHKPETHOTO
TpaHCIOPTHOTO 3aco0y abo i ineHTH(iKamii BCiX aBTOMOOUIB y NEBHOMY
MICIIi, a TaKOX IX HaBiTh MOXHAa IPOAHANI3yBaTH, IMIO0 mependadnTH
MapIIpyTH Ta MaiilOyTHE pO3TallyBaHHS OJHOTO TPAHCIIOPTHOTO 3acoly, 4n
0JIpa3y ACKUTBKOX TPAHCIOPTHHX 3aCO0iB.

J11st TpaBOOXOPOHHMX OpraHiB OyJI0 MPAKTHYHO HEMOKIIMBO PETYISIPHO
CTEXHTH 32 BciMa BogisiMu. OnHaK i3 3poctarounm BukopuctaHasM CAPH3,
TOJIISL Terep MOXE OTPUMYBAaTH iH(GOPMAIUIO TPO pyX AaBTOMOOLII B
pEeXHMMI peanbHOTO 4Yacy Ta MeperyisiiaTd MHHYNI IEPECyBaHHS OJHUM
HATUCKAaHHAM KHOTIKH.

Hayxosuii kepignux Onexcanop OniwiegcoKuil

YK [351.74: 001.895(100)](06)
Baoum BJIACOB

Xapxiscvokuii HayioHANbHULL YHIBEpCUMem BHYMPIWHIX CpAd

IHHOBAIIMHI TEXHOJIOI'Ti B IMOJIIIIII

BaxnuBy ponb y JisUTBHOCTI IPAaBOOXOPOHHMX OpraHax, Biirpae
37I04MHHICTh. BOpOTHOA 31 3JIOUYMHHICTIO BENEThCS B YCiX KpaiHax, pi3HUMHU
JCp>KaBHUMH OpTaHi3allissMy, MiAMPUEMCTBAMH, TpPOMaIsHAMHU. 3amodiratu
3JI0Y4MHAM TOTPIOHO Ha TIIOYAaTKOBOMY e€Tami, KOJM 3JOYMHENb TUIbKH
3aMUILISE Ta TUIAHY€ BYNHEHHS TIEBHOTO JIISTHHSL.

Ha croromHimHii aeHb, €PEKTUBHICTH MISTIBHOCTI IPaBOOXOPOHHHUX
OpTaHiB, 3aJEKHUTh Bl TEXHIYHOTO OCHAMICHHs. SIKmo OyTH TOYHININM, B
MIPaKTUYHY JisIbHiCTh opraHiB HarionansHol mosinmii YkpaiHu, IIHPOKO
BIIPOBADKYETHCS 3JiUyBajbHA TEXHiKA, aBTOMATH30BaHI po0Odi MICId, SKi
o0laiHaHi CyYaCHUMH TIEPCOHANBHIUMHU KOMIT IOTEPaMH Ta BEIHKOI 0a30i0
nanux. Lle mormomMarae MpakTHYHUM TpaniBHUKAM, BOHH MEHIIE BUKOHYIOTh
OJJTHOMaHITHY po0OTy, TOOTO BCs Mpalysl MOKIIaeHa Ha TEXHIYHE OCHAIICHHSI.
ChOro/iHi, TEXHOJIOTIl JOMOMArar0Th 3HAXOMUTH PILICHHS IPH PO3B’sA3aHHI
PI3HOMAHITHUX IIMTaHb, [AalOThb MOXKIUBICTH INHWPIIE BHUBYATH IPOIECH,
po3ibparH ix.

B ymoBax 3pocratouoi koM’ rotepu3artii, y Tomy urcii i B HamionansHoi
nominii YKpaiHM, TOJIOBHOIO METOI0 NPOLECY pO3BUTKY, € HaJaHHS
KypcaHTaM, CTy/ICHTaM Ta cllyxadaM 3akiyaJiB Bumoi oceirn MBC Vkpainu,
mpariBHUKaM opraHiB HarioHanpHOT MOMIIIT CrenialbHiX 3HaHb, YMIHb Ta
HaBUYOK 3 IHOBAIIMHUX TEXHOJOTIM Ta iH(popMaIiiiHOro 3a0e3medeHHs iX
npodeciiiHol  TisTbHOCTI, 5Ki e(eKTHBHO BHKOPHUCTOBIOTH KOMIT IOTEPHY
TEeXHIKy Ta cydJacHi iH(opMamiiiHi TeXHOJOTii y CBOIf OmNepaTUBHO-
CITy>KOOBIH JiSITBHOCTI.
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OyYHKIIiST MUTTEBOTO YaTy € BaXIIUBUM iHCTPYMEHTOM JUIS CIUTKYBaHHS
B PEXHMIi peabHOT0 4acy 3 XBOPUMH TallieHTaMy a0o MallieHTaMu B Mackax,
a TaKOX TIIyXUMH. A CITy)KOW BU3HAUCHHS MICIIe3HAXO/PKCHHS 3aCHOBaHI Ha
MiCIIe3HaXOPKEHHSI IPHCTPOIO a0OHEHTa, 110 JI03BOJISIE TOUHO BU3HAYMTH, JIE
nepeOyBae ocoba. Hespakaroum Ha Te, IO JUI CTEKCHHSA 3a JIFOIBMH
HEOOXiTHO MaTW CHELiaJbHUKA JO3BLT BiN BiJMOBITHUX YCTaHOB, ICHYE HE
MEHIIE TPBOX CIIOCOOIB, SIK MOXKHA JTi3HATUCS MiCIe PO3TaLlyBaHHS JIFOIHMHH
3a ioro HomepoM Tenedony. Ile OyBae HEOOXiqHO, KOJIM MOTPIOHO 3HANTU
IWUTHHY, D10 3aryOomnach abo 3JOYMHIL, IO B MOIyKy. Ilomryk sozeid 3a
HOMepOoM TesiehOHy MOKIIMBHI depe3 criemianizoBani nporpamu. 1li 3HaHHS
MOTpiOHO MOKpAIlyBaTH 1 PO3BHUBATH Yepe3 iH(pOpMaLliifHi TeXHOJIOT 1.

Komn BmapuB COVID, Oarato odimnepiB 3po3ymimu, mo ¢GyHKII
MHUTTEBOTO YaTy TaKOXX JIONOMIraloTh iM 3MEHIIUTH MOTpedy B OCOOMCTHX
3ycTpivax Il pyTHHHOI poOOTH MOJiMii, IKy MOoXkHa Oysio 0 BUKOHYBATH IO
Tenedony.

Xoua 11i TexHOIOTII OyITH CTBOpEeHi a00 BIOCKOHAIEHI, 00 JOMOMOITH
MIPAaBOOXOPOHHUM OpraHaM aJianTyBaTHCs 10 YMOB, IO 3MIiHIOIOThCS 4epes3
maggemito COVID-19, Garato 3 1mmx mpoOiieM iCHyBanw HO THaHAEMIl i
MIPOJIOBXKYBAaTUMYTb iICHYBATH, KOJIU CBIT IIPHCTOCOBYETHCS 710 HOBOi HOPMH.

CriporieHi mporecy Ipr3BeAyTh 10 OUIBIIOT Oe3MeKH TS CITIiBPOOITHHKIB
NIPaBOOXOPOHHHUX OpraHiB 1 JIIOJeH, SIKHX BOHH OOCITyrOBYIOTh, IMOTPIOHO
MTOKPAMUTA 00i3HAHICTh y cdepl IHOBAIIHUX TEXHOJOTIH, TOIi TTOKPAIIUTHCS
TOYHICTh BM3HAUEHHS MICIE3HAXO/KEHHS, IIBH/ILIE IOYHYTh PO3BHBATUCH
(GyHKIIT MHTTEBOTO dYaTy, OLUIbIIE aBTOMATH30BATH pOOOYI MICI, SKi
o0JiaIHaHI CYYaCHUMHM TEPCOHANIBHUMHU KOMIT IOTEPaMHU Ta BEIIHKOK 0a3010
JaHMX, TOJAI 3pOCTE JOBipa HACEICHHS 10 NMPAaBOOXOPOHHHX OpPraHiB, a Le
TOJIOBHE.

Hayxoeuii kepisnux A. B. binoycoe

VK 351.74:001.895](100)(06)
Bikmopia 'OP/]YCEHKO

Xapriscoxuil HayioHaATbHULL YHIeepCcUmenm GHYympiuHix cnpas

IMAXPAVICTBO 3 KPEJATHUMHA KAPTKAMHU

[TonoBrHa BchOro HIaxpaicTBa 3 KpeIUTHUMH KapTKaMH MOYNHAETHCS 31
LIMHATYHCBKOTO TPOTPAMHOr0  3a0e3MeYeHHs, MIKTUBOTO IPOrPaMHOTO
3a0e3MeYeHH s, HECBIIOMO BCTAHOBJICHOTO Ha KOMIT F0Tepi a00 IMOpPTaTHBHOMY
npuctpoi sxkeprtBu. LImuryHchke mporpamHe 3a0e3NedeHHs IPAIoE Y
(hoHOBOMY pexuMi, 30Hpae Balli JaHi Ta HAACHIAE iX 3MOYHMHINO, SIKAH MOTIM
BUKOPHCTOBYE Ballly KapTKy JUIi 3HIHCHEHHS INaXpaiCBKHX ITOKYIIOK.
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[laxpalicTBO 3 KPEIUTHUMH KapTKaMU — 16 HECAHKI[IOHOBaHE BHUKOPUCTAHHS
KpeuTHOT 4Yu Je0eTOBOI KapTKH 9YM TOMIOHOTO IUIATKHOTO 1HCTPYMEHTY
(ACH, EFT, perynspHi marexi TOIIO) /UTsl IIaXpaicbKOro OTPHUMAaHHs rpoIen
yn MaiiHa. Homepu KpemuTHnX i 1e0eTOBHX KapTOK MOXKHAa BKPacTH 3
HE3aXWIICHUX BeO-caifTiB ab0 OTpUMATH 3a CXEMOK0 KPaIiKKH OCOOHMCTHX
nanux. lllaxpaficTBO 3 KPEIUTHOI KApTKOK — Li¢ BKIIOYHUHA TEpMiH VIS
[IaxpaiicTBa, CKOEHOIO 3a JIONIOMOIOK IUIATDKHOI KapTKH, HalpHKIIajn
KpequTHOI a00 /1e0eToBOi KapTKU. MeToro Moxke OyTH OTpUMAaHHS TOBapiB UM
mociyr abo 3miCHEHHS TUIATeXy Ha IHIIMH paxyHOK, KW KOHTPONIOETHCS
snounHIeM. CtaHgapt Oe3meku qaHux iHAycTpil miarbxaux kaptok (PCI DSS)
— Ile CTaHgapT OE3MeKH [IaHWX, CTBOPCHHH, 1100 IONOMOrTH (HiHAHCOBUM
ycTaHoBaM 0e3re4yHO 00pOoOIsATH KapTKOBI IIJIaTeX] Ta 3MEHIIIMTH LIaXpaicTBO
3 kapTKamu. [1laxpaiicTBO 3 KPEIUTHOIO KapTKOK MOXe OyTH aBTOPU30BAHHUM,
KOJIM CIIPaBXKHIM KJIIEHT CaMOCTIiHO OOpoOJsie IUaThK Ha iHIIMEH paxyHOK,
SIKH KOHTPOJIIOE 3J7I0YMHElb, a00 HEaBTOPU30BAHUM, KOJIM BJIACHHK PaxyHKY
He Ha/Ia€ aBTOPU3ALIO TS 3/IHCHEHHS IUIATEXKY, a TPAH3AKIis 3IHCHIOETHCS
TPETHOIO CTOPOHOK0. KpemuTHi KapTKU Oe3MeuHiri, HibK Oy/1b-KOJIH, OCKLTBKH
PETyJATOpH, MOCTAaYaIbHUKK KapTOK 1 OAaHKM BUTpadyaloTh Oarato dacy Ta
3YCHJIb Ha CHIBIIPAITIO 31 CITYAMH 0 BCHOMY CBITY, IIOO MEPEKOHATHCS, IO
r1axpai He JOCSTHYTH yCmixy. ['porii BIacHHKIB KapTOK 3a3BHYaii 3aXHIIEH] Bl
[1axpaiB 3a JOIIOMOTOI0 TPAaBWIL, SIKi 3000B’S3yIOTh IOCTaYaIbHIKA KapTOK i
Oank min3BiTHI. TexHosorii Ta 3axoiu Oe3MeKH KPEAUTHHX KapTOK CTAIOTh
JeaiTi CKIIaJHIIINMY, 1110 YCKJIATHIOE KPaIiKKy TPOIISH ImaxpasiM.

€ 1Ba BUIM IIaXpancTBa 3 KapTKAMH: IIAXPaiCTBO 3 KapTKOKO (HUHI HE
TaK 4Yacro) 1 mIaxpaiictBo 0e3 kaptku (uacrime). Kommpowmic Moxe
BiOyBaTHcsl KUIbKOMa criocobaMu i 3a3Buyail Moke BinOyBarucs Oe3 Bimoma
BJIACHMKA KapTKu. [HTepHeT 3poOuB mpobiieMu Oe3reku 0a3 TaHuX 0COOIMBO
JOPOTMMH, y JESIKAX BHUIAJKaX MUTBHOHH OOMIKOBHX 3amuCiB  Oyiu
CKOMIIPOMETOBaHI. BIlaCHUKM KapTOK MOXKYTb LIBHJIKO MOBIJOMHTH HpO
BUKpaJieHi KapTKH, aie JaHi Npo 3J1aMaHuil OOJIKOBHH 3alHuC MOXYTh
30epiraticss y maxpas MICAISIMH A0 OyAb-SKOi KPaADKKH, IO YCKIAIHIOE
BU3HAYCHHS JDKepena KOMIpomicy. BIacHMK KapTKM HE MOXE BHSBUTH
maxpaiicbke BUKOPHCTAaHHS, JOKM HE OTpPUMae BHIMCKY. BilacHMKH KapTok
MOXYTb 3MCHIIIUTH [l PH3HK IIaXpaiiCTBa, YaCTO TIePEBIPSAIOYH CBill paXyHOK,
100 MepeKOHATHCS, IO HeMae MiIo3pimmx abo HEeBIIOMHUX TpaH3akIii. Y pasi
BTpati 200 KPamiKKU KPEAWTHOI KapTKW ii MOXKHA BHUKOPHCTOBYBATH ISt
HE3aKOHHHX IOKYITOK, TOKH BJIACHHUK HE IOBIIOMHThH OaHK-CMITCHT 1 OaHK He
3a0JI0Ky€ PaxyHOK. BUIbIIiCTh OaHKIB MalOTh OC3KOIITOBHI I[iJI01000BI HOMEPH
TeneoHiB, 00 3a0X04yBaTH OINEPATHBHY 3BITHICTb. TMM He MEHII, 3JOiH
MO>Ke 3pOOUTH HECAHKIIIOHOBAaHI ITOKYIIKH HA KapTI JI0 11 aHyJIFOBaHHSL.

Kouncynomanm 3 mosu B. B. Kouuna
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YK 351.74:001.895](100)(06)
Maxkcum 'VHBKO

Xapxiscvkuii HayioHAnbHUIL YHI8EpCUmMem 8HYMPIWHIX CHpas

BE3NEPEPBHHUM PO3BUTOK TEXHOJIOI'THI
IMPABOOXOPOHHUX OPT'AHIB

Po3BuToK iH(pOpMALIHHIX TEXHOJOTIH JO3BONUTH 30epiratu Oyib-sKy
iHdopmariito, ska crocyerbcss KOH(IAEHUIHHOCTI, 1, SKIIO 1€ MOTPiOHO,
TIOIIMPIOBATH I B €IEKTPOHHOMY BHIJISIII BCiIMa OpraHaMy KPHMiHAJIBHOTO
npaBocyis. Lle mige Ha KOpUCTh MPAaBOOXOPOHHUM OpraHaM Ta MOJIIil B
MPOKypaTypi, a TaKOX 3aXWUCHUKAM sIK NPUBATHUX, TaK 1 JepKaBHUX
anBokatiB. CBOTOJHI II MeTa BXe IodYaia peamizoByBatucs. OpmHak
edekTrBHA iHpOpMaIiiiHa CECTeMa, [0 BUKOPHCTOBYE IO TEXHOIIOTIIO, Ma€e
Oyt moOpe CKOOpPIMHOBAaHA Ta CIUIAHOBaHA MK BiOIOBIIHUMH OpraHAMM,
mo0 YHUKHYTH BHHHKHEHHS TEXHOJOTIYHHX HeBiamoBigHocteil. [Ipum
HaJIO)KHOMY TUIAHYBaHHI TIOJIISE MOXKE TICHO CIIBIIPAIIOBAaTH 3 WICHAMH
rpomMajy, o0 3MEHIIHUTH 3JI0YMHHICTh, a TAKOXK CTBOPHUTH OLIBII Oe3neuHy
cniibHOTY. Ll TexHomorist 3Beme A0 MIHIMyMY aaMIHICTpaTHBHI PO
JIIOMMHU 1 BOJHOYAC WiJBHIINTG €(EKTUBHICTh YIPABIIHHSI, a TaKOX
II3BITHICTB yCiX odinepiB. Y MallOyTHbOMY MiChKi OpraHH JIETKO BU3HAYaTh
Ta HaJaAyTh PIICHHS MPOOJIEM CYCiJCTBA 3aMICTh TOTO, OO pearyBaTd Ha
3JI0YMH I1I€ JIOBTO MICIIsl HOro cKoeHHs. MeTa Oy/ie JIETKO I0CSATHYTa IIUISIXOM
IIMPOKOT0 HABYaHHS, 00 JTOTIOMOITH IPOMaJITHAM, a TAKOX IOJIIEHChKIM
OBOJIOZITH BOWBCTBAaMM NPH BHKOPHCTAaHHI MOCIYT, IO BIUIMBAIOTH HA
3JI0YMHHICTb, @ TAKO’K METOJIIB HaLlLTIOBAaHHS Ha rapsdi TOUKH IS 37I09MHHOT
JISUTBHOCTI.

[IpaBOOXOpOHITI TaKOX CTUKAIWCA 3 BEIMKUM IIONUTOM Ha OOMIH
JAHVMH 3 IHIIUMH aréHTCTBAaMH Ta IiJNPUEMCTBAMH, BKIFOUAIOYH CTPaXOBI
koMnaHil. PO3BUTOK TEXHOJNOTIH TakoK OyB CIPSIMOBaHWI Ha MOKPAIICHHS
YIPaBIIiHHA TOMIIIEI0, @ TAKOX Ha ii MiA3BITHICTH LIOAO J0OPOYECHOCTI.
TexHosorist 3po0uiaa BUTPATH HA PO3CIIAYyBaHHS 3JI0YMHIB €()EKTUBHUMHU B
pe3ysibTaTi JAOTPUMAaHHS PETYISPHUX TIpouexyp. bymm pospoOneni pizHi
METO/IH, 00 BYACHO TIOTIEPETUTH TOJILIIO ITPO 3aCTOCYBAHHS CHIIH. 3aBISKA
HOBITHIM TEXHOJIOTISIM TIOJIINS PETENbHO TEPEBIpSIeThCA depe3 BHYTPIIIHI
CHCTEMH YIPaBIIiHHS HAIJIIOBUMH Ta HATJISIIOBHMH ar eHITISIMH.

TakuM YMHOM, TIPABOOXOPOHHI TEXHOJIOTIi CIPSMOBaHI HA OXOPOHY SK
TPOMAJSH, TaK i MOJIMEHCHKHX, 00 3MYCHTH X HOKPAIIUTH CBOI CITyXOwH,
0cO0JIMBO B KapTi 3TTOYMHHOCTI, a TaKOX iHTerpamii inpopmartii. [Ipukmamgom
3acTocyBaHHS TexHOJNOTii 3 1990 poky € KOMITIOTEpHE KapTyBaHHS
3JI0YMHHOCTI, SIKE€ BHKOPHCTOBYBAJIOCS SIK IHCTPYMEHT IPaBOOXOPOHHUMHU
opranamu. [eorpadiyna iHdopmaniiiHa cucrema Oyna of'eqHana 3
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NPOrpaMHUM 3a0e31eUYeHHSIM ISl KapTorpadyBaHHs Ta BUKOPUCTOBYBaJIacs 3
HACTUIBHUMH KOMITIOTEpaMH IUIsl aHaJi3y 3JIOYMHHOCTI. JlocmimKeHHs
TIOKa3yIOTh, 110 115l TEXHOJIOTs JOCTYIHA HABITh IS IMTiAPO3UIIB MOTiNil, sIKi
TIPALIOIOTH 3 00MEXEHHM OIOJKETOM.

Koncynomanm 3 mosu B. B. Kouuna

YK 351.74:001.895](100)(06)
Baoum I'YIIAI

Xapxiscvkuil HayioHATbHUI YHIGEpCUMEN GHYMPIUWHIX CHPAG

MAMBYTHE MIPABOBOI'O BPEI'YJIFOBAHHSI
BUKOPUCTAHHS IHHOBAIIIMHUX TEXHOJIOI'TIA

OCKUTBKM HOBITHI TEXHOJIOTii CTUMYJIOIOTH HOBI Mopeni Oi3Hecy Ta
TIOCITYT, YPSIIW ITOBHHHI IBUJIKO CTBOPIOBATH, 3MIHIOBATH Ta 3alPOBaKyBaTH
npaBuia. ['OJIOBHE NHUTAaHHA MONATa€ B TOMY, SK 3aXHCTUTH TPOMAlsH 1
3a0€3MeUYnTH CHpaBeUIMBI PUHKH, [O3BOILIIOYM IHHOBALisIM 1 Oi3HeECy
nponsitTatd. CTpiMKI TEXHOJOTIYHI JOCSATHEHHS BHOCSTH CEPHO3HI 3MIiHH B
Cy4aCHE PpEryJIiTOPHE CEepellOBHILE, CTBOPIOIOYM 3HAYHI NpoOiIeMH Jyist
pEryJsIToOpiB, sIKi TParHyTh MIATPUMYBaTH OajlaHC MDK CTHMYJIIOBaHHIM
IHHOBAIIi}, 3aXHCTOM CITO’KMBAYiB 1 ITOJ0JIAHHAM IOTEHI[IHHNX HEHABMUCHUX
HACIIKIB TOPYIICHHSI.

Hogi Texnomnorii, Taki sik mryuynuid inrenext (L), mammune HaBuanHs,
AHAJIITHKA BENWKHX JAaHUX, TEXHOJIOTISl PO3MOJIUICHOI KHWTM Ta [HTEepHeT
peueii (IoT), cTBOPIOIOTH HOBI CIIOCOOM B3a€EMO/IIi CHOXKMBAYIB 1 PYHHYIOTH
TpaauIiiHi 0i3Hec-Moxeni. e emoxa, KoM MaIlliHU BYAThCS BUUTHCS CaMi;
ABTOHOMHI TPaHCIIOPTHI 3aCO0H 3B'SI3YIOTHCS OAWH 3 OJHUM 1 TPAHCIIOPTHOIO
HppaCTPYKTypor0; a pO3yMHI NPHCTPOi BIAMOBINAIOTH 1 IependadaroTh
OTPeOH CIIOKUBAYIB.

[Micng x momiit mepen KepiBHUKAMU PETYISITOPHHUX OPraHiB IIOCTae
KJIIOYOBE 3aBHAHHA: SK HaWKpalle 3aXUCTHTH TPOMAIIH, 3a0€3MeUUTH
CIIPaBELINBI PHHKH Ta 3a0€3MEYNTH TOTPUMAHHS MPABHII, JO3BOJIIIOUH UM
HOBHUM TEXHOJIOTisIM 1 Oi3Hecy mporgitatu? [IpumyrneHHs mpo Te, Mo
HOPMAaTHBHI aKTH MOYKHA pO3pOOJATH TOBUIBHO W CBIIOMO, a TOTIM
3aJIMIIATUCS B CHJIi, HE3MIHHUMHU, TPOTATOM TPUBAJIOTO MEpioxy 4acy, 0yio
CKacOBaHO B CydacHHUX yMoBax. OCKUIBKH 3’SIBIISIIOTHCS HOBI Oi3HEC-MoJeni
Ta MOCIYTH, Taki SK TIOCIYTHM CHIJIBHOTO KOPHCTYBaHHS Ta HEpBHUHHI
MPOTIO3HIIi MOHET, Jep)KaBHI YCTAHOBH CTHKAIOThCS 31 CTBOPEHHSM abo
3MIiHOIO HOPMATHBHHX aKTiB, IX MJOTPHUMaHHAM Ta IHQOPMYBaHHIM
TpOMaJICEKOCTI B Herlepe10auyBaHOMY PaHillle TeMIli. | BOHM IOBHHHI poOHUTH
11, TIPAITIOI0YH B 3aCTapLIAX paMKaxX Ta HAMArarouuch CIIPHUATH iHHOBAIILSM.
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ChOrojiHi PEeryJsiTOpH CTUKAIOTHCSA 3 MOAIOHMME MpobiemMamu. BoHu
TIOBHHHI 30a1aHCyBaTH CBOI 000B’SI3KH ILIO/I0 3aXKCTY IPOMAJISH 13 MPOCYBAHHSIM
IHHOBaIlif y HOBUX TEXHOJIOTiIAIX Ta Oi3HECi, TMPOTUCTOATH TOTATY MO
HaJMIpHOTO peryytoBaHHsA. JIJs1 TEXHOJIOTIYHMX IHHOBALifl peryJroBaHHS
MOJKe OYTH SIK KaTalli3aTopoM, TaK i mepermKo0i0. OCKiUTEKH HOBI TEXHOJOTIi
PO3BHBAIOTECS, PETYJIATOPH 3 YChOTO CBITY MEPEOCMHUCITIOIOTH CBOT MiAXOH,
MPUAMAIOYA MOJIEINI, SKi € THyYKUMH, ITepaTUBHHMHU Ta CIUIBHUMH, 100
MPOTHCTOSTH BUKJIMKAM, [0 BUHHKAIOTh Yepe3 HOBI TEXHOJIOTII Ta YeTBepTy
IpoMHUCIIOBY peBoiorifo. 11{o6 3a0xodyBaTn iHHOBAIII], PETYIATOPH TAKOX
PYXalOTBCSL IO CTBOPEHHS HOPMATHBHUX aKTiB, IO IPYHTYIOTBCS Ha
pe3yJbTaTax, Ta TeCTyBaHHSI HOBHX MOJENeH y MICOUHHMIIX.

Hayxosuii kepisuux A. B. binoycoe

YK 351.74:001.895](100)(06)
Onexcandp IABH/IOB

Xapxiscokuil HayionanbHull yHigepcumem 6HYmpiuHix cnpas

OILIU®POBKA POBOTH MOJIIIIIT

MogepHizaltist KpUMIHATICTHKY e Briepe. 3'IBISIOTHCS HOBI METOIHKH,
3aco00M 3HAXOMKEHHsA Ta (IKCYBaHHS CNITIB HA MICIl 3JIOYMHY, CIICIliaIbHi
mpucTpoi Ta OOJamHAHHS. TEXHOJOTIT BIOCKOHAJIOKOTBCS 3 POKY B pIK.
BukopucTaHHs IpaBOOXOPOHHUMH OpraHaMK Cy4acHHX TEXHOJIOTIH BiIKpUBaE
HOBI IIUIIXW 3a0esneucHHs Oesmekn TpomansH. CydacHi iH(opmariiiHo-
KOMYHIKaIifHI TEXHOJIOTI] MiKOPHIIM Hallle TOBCSKICHHE JKUTTS, 3pOOMBILIH
Horo e(heKTHBHIIINM, Pe3yJIbTaTUBHIIINM, THYYKIIIUM 1 JIMHAMIYHIIINM.

«JItopnHa, siKa BHKOPUCTOBYE CYYacHI TEXHOJOTII, BIKUIAE IHPPOBY
TiHB». BOHa CTBOPIOETHCS 3 ypaxyBaHHAM BCi€i iHpOpMAIIii, IKy KOPHCTYBad
3auniae B IHTepHeTI — Tak 3BaHMX METAJaHUX. TEXHOJOTISMH BEITUKHX
JAHUX KOPHUCTYIOTHCS IPABOOXOPOHHI OpTraHM JJIsI MOHITOPUHTY COIiadbHUX
MIPOIIECIB Y CYCHIJIbCTBI, MPOTHO3YBAHHS Ta 3am00iranHs 3mounHHOCTI. Cloan
BXOAWTh KPHUMIHAJNICTUYHE JOCTMKEHHS iHpopMarii 3 MOOLIBHHX
NPUCTPOIB: AaHUX PO BXITHI Ta BUXIiJHI I3BIHKH, KOHTaKTH, OTPHUMaHi Ta
HaJIiC/IaHi MOBIIOMIICHHS, Y TOMY YHCII THX, [0 MICTATBCS B 3alIH()POBAHOMY
YH PUXOBAHOMY BUIJISI/II TOLIO.

BripoBajpkeHHsT IM(QPOBUX TEXHOJIOTIH y AISUIBHICTD TOJILIT 3HAYHOIO
MIpOI0 3YMOBJICHO HEOOXIJHICTIO TMPOTHCTOSATH BCE OLIBII 030pOEHOMY
KPUMIHAIPHOMY CBITy. 3JOYHMHIII aKTHBHO KOPHCTYIOThCS OCTAHHIMH
JIOCATHEHHSIMU YETBEPTOI NMPOMHUCIIOBOI peBotonii. Haciiaxu 3710uuHIB, AKi
HEOOXITHO BPaXOBYBATH Yy MisUIBGHOCTI IO, CTAFOTh JCAaNi IIUPIINMHA Ta
CepHo3HIMMMH.
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Binpmricte  37MOYMHIB  PO3KPHBAIOTBCA 32  JOMOMOTOI  CHCTEM
BileocriocTepekeHHsl. Ha naHwii MOMEHT BCIOIM MpALIOIOTh BiJJGOKaMeEpH,
MaHi 3 SKUX 30uparoThes B «EAMHOMY IIEHTpi 30epiraHHs Ta 0OpoOKu
JaHUX». 3alMCH KaMep BiJICOCIIOCTEPEIKEHHSI MOXKYTh OyTH BHKOPHCTaHI 5K
iHHAA MaTepiajd y KpUMiHAIFHOMY HPOBA/DKCHHI. 3apa3 MOJiMis aKTHBHO
BUKOpPUCTOBYE NpoHH. OCHAIlleHI BiJICOKaMEpPOI0, BOHH BHUKOPUCTOBYIOTHCS
Tam, Jie NOJILEHCHKOMY MOXKE 3arpoXKyBaTH HeOe3neka. be3nioTHUKH Takox
MOXKYTh OpaTH y4acTb y MepeciiyBaHHi 3I0YHHIIIB.

OmndpoBka podotn nomimii € auHaMivHEM nponecoM. HaiicydacHimri
TEXHOJIOTIT € He3aMIHHMMH JUIsl Toilii B 1udpoBoMy CBiTi. Bukopucranus
LIUX TEXHOJIOTIH Jjae 3MOTy modiLii eeKTHBHIlle BUKOHYBAaTH CBOI 3aBIaHHs
Ta MiBHUIIYBATH I0BipY TPOMAISH.

Hayxoeuii kepisnux I. M. Copoxkina

YK 351.74:001.895](100)(06)
Kamepuna /IAIIEHKO

Xapxiecokuii HAYiOHANbHUL YHIBEpCUMem GHYMPIUHIX CNPAs

KPUIITOJKEKIHTI SIK CYUYACHA I'OTIBKA

Kpunro/pkekiHr — 1e THIT KiOEep3JIOuMHIB, KOJM 3JI0YMHEIb TAEMHO
BUKOPHCTOBYE  OOYMCIIIOBAIbHI  ITOTY)KHOCTI  KEPTBHM [UISl  CTBOPSHHS
kpuntoBamoTd.  OCHOBHI  HACHIIKM  KPUNTO/KEKIHTY  BKIIIOYAIOT!
YTIOBLUIFHEHHSI pOOOTH TIPUCTPOIO; TIEPETrpiB OaTapeif; IMigBUIICHE CIIOKUBAHHS
eHeprii; mpucTpoi BHUXONATH 3 Jamy; 1 3HIDKEHHA IPOIYyKTUBHOCTI.
Kpunromkekinr B XMapi TakoX MOXe MPU3BECTH JI0 JJOJATKOBHUX BUTPAT JUIS
KOMITaHii, sIKi BUCTABISTIOThCA Ha OCHOBI BUKOopucTanHs L{I1.

Kpunrompkekinr (Takox 3BaHUH 3I0BMHCHAM KPUIITOMalHIHIOM) — 1€
OHJIal{H-3aTP03a, SIKa XOBAETHCS HA KOMII F0Tepi a00 MOOLTEHOMY MPUCTPOI Ta
BUKOPUCTOBYE PECYPCH MalIMHH JUIsl «100yBaHHSD» (OPM OHJIAHH-BAIIOTH,
BiOMHX AK KpunToBamioTH. LIIKimmBi KpunToMaifHepH 4acTo HAIXOISTh
Yyepe3 3aBaHTa)XCHHS BeO-Opaysepa abo mraxpaicbki MOOUIBHI HPOTPaMH.
Kpurrromkekiar Mo)ke TMOITKOIUTH BCi BUAW MPUCTPOIB, BKIFOYAIOYH HACTLIBHI
KOMIT'IOTEpH, HOYTOYKH, CMapT(QOHM 1 HaBiTh MepexeBi cepBepH. Sk i
OUIBLIICTS IHIMKX 3TOBMHCHHX aTaKk Ha KOMII'IOTEpHY T'POMAICHKICTb,
MOTHBOM € NIPUOYTOK, aje Ha BiAMiHY BiJ 0ararbox 3arpos, BiH po3po0JeHui
Tak, MO0 3aJWIIaTHCS TMOBHICTIO NPHXOBAaHMM Bin KopuctyBada. 1106
3pO3yMITH MEXaHi3M 3arpo3u Ta sIK 3aXMCTUTHUCS BiJl HEl, aBaiiTe IOYHEMO 3
HEBeINKOi iHdopMarii.

KpunroBamotn — 1e ¢opMu nmupoBHUX TPOIIEH, SKi iCHYIOTh JIUIIE B
OHJIalH-CBITi, 0e3 peampHOI (i3muHOl popmu. Bonm Oymu cTBOpeEHi sK
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IbTEpHATHBA TPAJULIMHUM TrpoiiaMm 1 3700y/lu TOMYJSPHICT 3aBASKA
CBOEMY IIEpPCIICKTUBHOMY [H3aiiHy, MOTEHILIAy 3pOCTaHHS Ta aHOHIMHOCTI.
Onmna 3 Halinepmmx, HaycHmimHIMMX (OPM KPHUITOBATIOTH, OITKOMH,
3’sBunacst B 2009 pori, a B HACTYNHI POKM OTpHMaja IIMPOKE BH3HAHHS.
VYcemix OiTkOiHA HAIMXHYB JIECATKH IHIIMX KPHUITOBATIOT, SIKi MPAIOIOThH
OLBII-MEHII TaKk caMo. MOXITHBO, BaM 3HAHOMI, HalPUKIIAM, Taki iMeHa, SK
Ethereum abo Dogecoin. CrorofHi JI0IM B YCHOMY CBiTi BUKOPHCTOBYIOTH
KPHUIITOBAIOTH, 00 KYITyBaTH Pedi, MPOAABATH pedi Ta pOOUTH i1HBECTHIIII.
JBa crmoBa — «xkpunrorpadis» i «BamOTa» — MOETHYIOTHCS, YTBOPIOIOYN
«KpHUIITOBAIIOTY», TOOTO €JEKTPOHHI TPOINi, 3aCHOBaHI Ha MPUHIMIAX
CKJIQIHOT0 MaTeMaTH4HOrO MH(pyBaHHSA. YCi KPHUIITOBAJIIOTH ICHYIOTH SIK
3amm(poBaHi ACHEHTPAI30BaHI MPOIIOBI OJWHHMII, AKI BUIBHO MEPEAarOThCs
MDK yYacHHKaMHu Mepexi. AO0 TpocTille KaxydH, KPUNTOBAIIOTa — II€
€JIEKTPOCHEPTis, TIEPETBOPEHA B PSJKH KOy, SIKI MalOTh PEalibHy T'POILIOBY
BapTiCTb.

HeszanexxHo Bix Toro, un Oymm BU 3a0JI0KOBaHI JIOKAJIbHO Y BarIiit
cucTeMi 4n 4yepes Opaysep, Moke OyTH BaXKKO BPy4YHY BUSBUTH BTOPIHEHHS
micns (akTy. AHAIOTIYHO, 3HAWTH TPHYMHY BHCOKOTO BHKOpucTaHHS L{I1
Moxe OyTu Bakko. IIpomecn MOXxyTh XxoBaTHCS ab0 MAacCKyBaTuCs K IIOCh
3aKOHHE, 1100 MEPeIIKOJUTH BaM 3yNUHUTH 3JIOBXHBaHHS. SIk OOHyC s
cryptojackers, KoM Bar KOMIT FOTEp MPAIIOE Ha MAKCHMANBHIHN MTOTYKHOCTI,
BiH TpalfoBaTHMe Ha IIOBUIBHO, 1, 0TXKe, Horo Oy/e ckiaaHile ycyHyTH. Sk i
3 yciMa IHIIMMH 3aCTEPEKEHHSMH II0J0 IIKIUIMBOTO MHPOrPaMHOro
3a0e3neyeHHs, Habarato Kpallle BCTAaHOBHTH O€3IeKy, Mepll HDK CTaTh
KEPTBOIO.

Koncynomanm 3 mosu B. B. Kouuna

YK 351.74:001.895](100)(06)
Onexcandp /I7ZKHT'A

Xapxiscokuil HayioHanbHull yHieepcumem GHYmMpIiuHix cnpas

HOBI METOJHU TPUBUMIPHOI'O IOKYMEHTYBAHHSA MICH A
3JI0YUHY

Barato BYeHHMX MpAaIOIOTh Haj PO3POOKOI0 HOBMX METOMIB i 3aco0iB
PO3KpHTTS 31m0urHIB. PoOoTa cImimumx Ha MicIi MOl MMicTsi BYMHEHHSI 3TI0UHHY
Ma€e BENMKE 3HAYCHHS, aje JIMIIC He3HAuyHa YacTWHA CIIBPOOITHHUKIB IO,
SIKI TIPAIIOIOTh HAJ PO3CIiMyBaHHAM, IepeOyBaloTh OE3MOCepeaHBO Ha MicCIi
3704MHY Ta (PIKCYIOTH MOKa3u. barato 3 HUX 3HAHOMIIATHCS 3 KapTHHOIO MOJI{
nmie mizHine. B oMy mgyke moromarae crieriansHe 00maTHaHHS.
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OcranHiM focstHeHHSM € 360-rpamycHa kamepa Spheron, ska
BUKOPHUCTOBYETHCS JUISI 3HOMKH MICI 3JI04MHY. [IpUCTpiii TporoHye
po3nimeHy 3matHicTh 50 MinbhoHIB mikcemiB i 400-kpaTauit 3yM. Bin Hamae
MOXKJIUBICTh BiZloOpakaTy HaWApiOHilI AeTani B 3aTEMHEHHX NPUMIILEHHSIX
TaK caMo SICKpaBO, SIK BJEHb, 1 JOKYMEHTYBATH MICI 37I0YMHY y BUIJISAIL
noBHOi TpuBMMIipHOT Mozeni. [Ipocte Ta HmIBUIIKE OTPUMaHHS 300pa)KeHHs 3a
nonomororo 360-rpamycHoi (otorpadii — ouH 13 croco0iB 3HAYHO T IBUIIATH
TOYHICTh JOKYMEHTYBAaHHSI MICISI 3JI0YMHY 32 PaxXyHOK BHKOPHCTaHHS i€l
texHoorii. Taki 3D-Mopeni BUKOPUCTOBYIOTECS SIK 3aCi0 JTOBTOCTPOKOBOTO 1
HIOBHOTO 30€peKEHHS IIPOCTOPOBOT 0OCTAHOBKH HA MICIII 3I0YHHY.

B inTepB'to Mex3e6 Hoyaxypi, JOKTOp HayK y raimy3i KpUMiHaJIICTHKA
Ta KPUMIHAJIICTUYHUX JOCTIKeHb J[apeMCBHKOTO YHIBEpCHTETY, IOSCHUB
mpoOsieMy, TMOB'3aHi 3 TMOPYIIEHHSM Miclsd ToAil Ta OCOOMCTHMH
BinBimyBaHHsAMHU: «HaiiOinbmm mpoOieMaTHIHUM AacHeKTOM  BiIBiAyBaHb
MiCILISl 37I0YMHY € Te, 110 3 YaCOM KO)KHA XapaKTepHCTHKa MICIIsl TTO/Iil MEBHIM
YHHOM 3MiHIO€ThCA. Lle Ha3uBaeThCs mopymieHHsM Micus noxii. OgHodacHa
3HOMKa BCBOTO MICIIS 3JI0YHMHY JO3BOIIA O 30€perTd HeoOXimHI AeTaii uis
po3cIigyBaHHS Ta CyIOBOro mporiecy». Ti, XTo Hikonmn He OyB Ha Micmi
3JI0YMHY, 3MOXYTh OTPUMAaTH CIIPAaBXHIO KapTHHY TONiI B OyIb-sKHA
MOMEHT. 3aBISKH Ili€i TeXHOJOTil iH(pOpMaIls MJOCTymHa B OUTBII
peanicTuuHii Gopmi.

TexHouorii BXXe MaBHO BigirpalOTh BaXIIHBY POJb Y TPABOOXOPOHHIN
nisuteHOCTI. | Temep, 3 po3BuTkoM 360-rpagycHoi doTorpadii Ta BipTyanbHOL
peanbHOCTI, BIATBOPEHHS MICIS 3JI0YMHY CTajlo OUIBII TOYHWUM, HiK OyIIb-
kom. 3D-moperni, CTBOpEeHI Ha MiCIi 3JI0YMHY, TOKJIMKaHI JOHNOMOITH Y
PO3YMiHHI TIPOCTOPOBOTO PO3TANTYBAHHS CIIIB ITiJ 9ac CYJOBOTO 3aciTaHHA
Ta Hajgatu 0a3y JaHWX JUIsl HAao4HOI umocTpauii cnpaBu. KpiMm Toro, BoHH
CIPHUAIOTH 5K OO0 €KTMBHOCTI CyI[i MIOAO JOKa3iB, TaKk 1 IOPHAMYHOL
BH3HAUYCHOCTI [T 3aCyIKEHOI OCOOM.

Hayxoeuii kepienux I M. Copokina

YK 351.74:001.895](100)(06) 5
Haszap /JOBPO3HAH

Xapxiscokuil HayioHanbHULl YHieepcumem GHYmMpIiuHix cnpas

BUKOPHCTAHHS BE3NMIJIOTHUX ABIALIIMHAX CUCTEM
(BIIAC) Y POBOTI HOJIIIIIT

Axmo BW agymand, mo podOTH 3 KamepaMd 3 JUCTaHIIHHIM
KepyBaHHSAM - II¢ KpPYyTO, BH OyAeTe BpaXXeHI NOYYTH, MO MJesKi
MIPAaBOOXOPOHHI OPraHM EKCIEPHUMEHTYBAM 3 BHKOPUCTAHHAM OC3MiIOTHHX
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aBianiiaux cucrem (BITJIA), inomi Bimomux sik nponu. BAC moxna
BUKOPUCTOBYBATH JJIsl TTOUIYKY IJIO3PIOBAHMX, OTPHMaHHs iH(popManii Ta
OoOCTeXXEHHs paloOHIB HA/J3BUYAHMX CHUTyalii 0e3 BHKOPHUCTAHHS
TiJIoTOBaHOTO refyikonTepa ado jirtaka. TexHosoris BITJIA ne Tinmpku Moxe
3a0MAMUTH TPOII, aje TaKoX MOXE 3aXWCTHTH CIiBPOOITHUKIB
MPaBOOXOPOHHHX OPTaHiB BijI IIKOJIH.

KinpkicTe O€3MiNOTHHUKIB TMOCTIHHO 3pOCTa€, i OpraHaM aBiaIlifHOTO
PyXy TepMiHOBO MOTpiOHI pilleHHS &I YNPaBIiHHSA iX MPUCYTHICTIO B
TOBITPSHOMY TIPOCTOPI, SIK i OyIb-SKHX IHIINX THIIIB JITaKiB.

BpaxoByroun cnenndiuni xapakrepuctuku po6oti BAC, BoHH IOBHHHI
OyTH TaKUMH X OC3MEYHUMH, sIK 1 TI0TOBaHI. TeXHOOrIT s Oe3MiIOTHUX
JITAIPHUAX anapariB J03BOJISIIOTh BUKOHYBATH INUPOKUIA CIIEKTP MOMKIJIMBHX
omeparii. [ns 3a0e3meveHHs OE3MEKH JIIOJCH HAa 3eMJIl Ta  IHIIMX
KOPUCTYBaYiB TOBITPSIHOTO MPOCTOPY I 4Yac eKCIUTyaTarii Oe3MiIOTHUX
JITATBHUX AalapaTiB TMOBMHHI OyTH BCTAHOBJICHI BUMOTH IIOAO JIBOTHOT
TIPUIATHOCTI, opraHizamii Ta ocid, 3axydeHux a0 ekcruryaranii BITJIA, Ta
Oe3miIOTHUX  JiTanbHUX amapariB. [lpaBmma Ta  mpouenypu, mIo
3aCTOCOBYIOThCsS 10 po6oTn BAC, noBHHHI OyTH MPOTIOPLIMHIMY XapakTepy
Ta PU3WKY OIEpaIlii Y MisUTbHOCTI Ta aJalTOBAHUMH IO EKCIDTyaTaIliifHuX
XapaKTepPUCTUK  BIATIOBITHOTO OE3MIJIOTHOTO TOBITPSHOTO CyAHA Ta
XapaKTepUCTUK palioHy BHKOHAHHS OIEpalii, TakuX SK IIUTBHICTH
HACEJICHHS, XapaKTePUCTUKM 3EMHOI IMOBEpPXHI Ta HAsABHICTH OyIiBelb.
Kpwurepii piBHS pH3HKy, a TaKOX 1HII KPHUTEpii, CIiJi BUKOPUCTOBYBATH IS
BCTAHOBJICHHS TPHOX KATErOpid  oOmeparii: KaTeropii  «BIOKPHUTI»,
«crnenuivH» Ta «cepTU(IKOBaHI».

[TpaBOOXOpPOHHI OpraHM MOXYTh BHUKOPHUCTOBYBAaTH JIPOHH IS
MIPOBE/ICHHST  CIIOCTEPEXKEeHHs, 11  (oTorpadyBaHHs MiClb JIOPOKHBO-
TPAHCIIOPTHUX TPHUTOJl, MOHITOPHHTY BHIIPABHUX YCTAaHOB, BiJICTEKEHHS
BTIKa4iB i3 B’SI3HUIII, BIACTSKCHHS ITiJJO3PIOBAHUX, BIIIYKYBAHHS 3HHKIIUX
oci0, (ororpadyBaHHS MICIb CKOEHHS 3II0YMHY, KOHTPOIIIO HATOBITY TOIIO.
SIKIo BIPOBAKYBaTH T4 BUKOPHCTOBYBATH JPOHH 00EPEKHO, BOHU MOXKYTh
CTaTH BEJIMYE3HUM 3100yTKOM UL IIPaBOOXOPOHHHX OpraHiB. BoHH MOXyTb
JOTIOMOTTH TIAPO3iNaM 30MpaTé BaKIMBY iH(GOPMAIIo B HEOE3MEYHUX
CHTYyaITisIX, 3201a[HKYIOYH TIPU IEOMY PoOO0Uy CHITY Ta TPOIIIi.

Xouva 15 TEXHOJIOTISl B MPAaBOOXOPOHHMX OpraHax Hapasi JOCTYIIHa,
[IMPOKE BHKOPUCTAHHS OC3MIJIOTHUX JITAJBHUX alrapariB PO3BUBAETHCS
MIOBIJIBHO Yepe3 MpaBuila iX 3aCTOCYBAaHHA Ta KPUTHKY 3 OOKY I'POMaJICbKOCTI.
Yu craHyTh 1i OE3MUTOTHI JIITAKK MAacOBOI) YACTHHOK  HAIIUX
MIPAaBOOXOPOHHUX OPraHiB, MOKAXe Yac.

Hayxoeuii kepienux Onexcanop OniuwieecoKuii
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YK 351.74:001.895](100)(06)
Anvona /IOBBHIIT

Xapxiscvkuii HayioHAnbHUIL YHI8EpCUmMem 8HYMPIWHIX CHpas

MOXKJIUBOCTI LITYYHOI'O IHTEJIEKTY
Y IIPABOOXOPOHHIU CUCTEMI

Beseka € 0OasoBoro morpeboro  romuHu.  lle  3a0e3meuyroTh
MPAaBOOXOPOHHI OPraHu, JOPOKHsI MO Ta CITY)KOHM OE3IEeKH.

Besneka mopoxHbOrO pyxy: Hanpukian, y BemmkoOpuranii Ta
ABcTrpaitii mominisi BUKOPUCTOBYE HOBI BYJIMYHI KaMepu IS BiACTEKEHHS
BOJII1B, SIKI KOPUCTYIOTHCS TeNeOHaMH i/l 4ac KepyBaHHs aBToMoOiueM. Ls
TEXHOJIOTiS 3aCHOBaHA Ha CEHCOPHUX pPaapHUX JaTdhKax, AKi
(hororpadyroTh BOIIIB Yepe3 J000BE CKIIO.

CriocTepeXeHHS 3a BETMKUMH 00'€KTaMH: TpOrpaMHE 3a0e3MeUeHHS Y
LOMY CEKTOpI MpU3Ha4YeHe ISl Chepr CHEepreTHKH, KOMYyHAIBHUX IOCIYT,
CJIEKTPOCTAHIIIN, BOAHMX Ta aToMHUX craHmid. L{udposi 3acobu Gesmexn
KOMOIHYIOTh CeliCMiuHi, OE3JPOTOBI Ta ONTHYHI TATYUKH 3 «TEILUIOBI30PAMID»
Ta «BIJCOCIOCTCPSIKCHHAMY, HAJAl0Ud IMOBHHH OIJISA[ TEPHUTOPIl, M0
oxopoHsieTbesi.  CucTemMa  CIpallboBye€ TPU  BUSIBJICHHI  BTOPTHEHHS.
CurHamizaliss  CrpanpboBy€, SKIIO TPAHCIOPTHHH 3acid abo JioxuHa
NOTPAIUIIIOTE Yy 3a00pOHEHY 30HY a00 3allMIIAIOTBHCS TaM JOBINE, HIX
JI03BOJICHO.

Besneka MacoBHX 3ax0JiB: 3aM00iraHHs 3aBOPYLIEHb 1 TEPOPUCTHIHUX
aTtak, rapaHTyBaHHS Oe3leKH Ha KOHIEpTax YW IIiJ Yac iHIIMX BEJIHMKUX
CKYIYEHb JIIOJIeH - JUISl TaKMX 3aBIaHb TaKOXX PO3POOJIAIOTHCS cHeliaibHi
cucteMd 3 (PYHKIiEIO pO3Mi3HABaHHA OONMY. SIKIIO 3'ICOBYETBCS, IO
BiJIBiIyBaY IpEACTABIAE iHTEpeC I Modinii abo iHmuxX ciyx0, iWoro ¢oTto
Ta OCOOWCTI HIaHi BimOOpakalOThCsA HA IUIAHINETI CIIBPOOITHHUKA CITy:KOU
0e3reKu Ta BiI3HAYaI0THCS YEPBOHUM KOJTBOPOM.

CnocrepexeHHs 32 PUBATHUMHU OyJMHKAMHU Ta KBAPTUPAMHU: CUCTEMH
0e3IeKy JKUTIa Ha OCHOBI IMITYYHOTO 1HTENEKTY € HailCyJacHIINM CIIocoO0oM
OXOpOHHM TPUBATHUX OYAMHKIB Ta KBapTHp. Taka cucrema 37aTHa
po3mi3HaBaTH OONMMYYs, mpeaMeTn Ta Girypu mozei. Skmo oOnnuus He
PO3MI3HAEThCS INTYYHUM IHTENEKTOM mpoTsiroM 20 CeKyHJ, BMHKA€ETHCS
CHpCHA 1 3[IICHIOETHCS EKCTPCHUI BUKIIMK TIOJIITIT.

Sxwnit mincymok? - IHTenekTyanbHi cucTeMH O€3NEKH, SIKUMU KEpYIOTh
TOJITEHChKI KOMaH/THI IIEHTPH, ¢DEKTHUBHI TS CIOCTEPEIKCHHS, TIOTICPE/KCHHS
37I0YMHHOCT] Ta 3aroOiraHHs TEPOPUCTHYHMX HamaaiB. BHKopHCTaHHS Takux
CHCTEM JIMCIMIUTIHYE CYCITUIBCTBO Ta IMiJIBUIILYE TPOMAJICHKY OE3IIeKy.

Hayxosuii kepienux I. M. Copoxkina
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YK 351.74:001.895](100)(06)
Bimaniu JOHYEHKO

Xapxiscvkuil HayioHANbHUIL YHIBEpCUMem GHYMPIUWHIX CHpas

BUKOPUCTAHHSA INIBUKICHUX PAJIAPIB HA JOPOT'AX
YKPAIHHA

OcranHiM yacoM B YkpaiHi 3pocna kiibkicte JITIT uepe3 nepeBuiieHHs
mBuaKocTi. BpaxoByroun 1ieit daxr, Hanionansna noinis Ykpainu Bupilnuia
MPOTHAISTA [MM 3JI0YMHAM 3a JIOTIOMOIOI0 BHCOKOIIBHJIKICHHX pajiapiB
Trucam Ha oporax, sIKi IIMPOKO BUKOPHUCTOBYIOThCS notinieto HimeuuwHm.

VY Himeuunni nopymenHs ¢ikcyrots 3500 cramioHapHUX panapis, sKi
BCTAHOBJICHI K Ha TpacaX, TaKk i B HACEICHWX MyHKTaX. [Ipo KOHTpOIb i
HarJs BOAIIB CroBinIae Tabo 3 HaMcoM «PagapkoHTPOIE.

B VkpaiHi KilIbKiCTh JUISHOK, Ha SKUX BUMIPIOETHCS IIBUAKICT 3a
JoroMororo mpmiaxy Trucam, vemomaBao 3pocia g0 309. 3 monexdinka,
22 6epesns 2021 poky, maTpyiibHi 3 IpriagoM Trucam po3nodany poOoTy Ha
HoBuX 00 mynkTax. HoBi Mmicist Oynu oOpaHi Ha OCHOBI aHaii3y aBapiii i3
TICPEBUIIICHHSIM IIBUAKOCTI. JOPOXKHI 3HAKM Ha TaKHMX UISHKAX TOBIIOMIISITH
BOJIisIM PO (OTO- Ta Bigeodikcallio.

Xoua YkpaiHa BHKOPHUCTOBYE NOCBi IHIMMX KpaiH y cdepi mudpoBux
TEXHOJIOTiH, SIKI BUKOPHUCTOBYIOTHCS B POOOTI IPaBOOXOPOHHHUX OpPraHiB, Y
Hac Bce e Opakye pecypciB juisi pobotu B 1l cdepi. Sk mpasuio, He
BrcTadae (piHaHCYBaHHS 3 OOKy AepKaBHW, HE BHCTAda€ CIICIIANICTIB LI
pobOTH 3 HOBUMHM TEXHOJOTSIMH Ta HE ifeajJbHe 3aKOHOIABCTBO.
Bukopucranss mupoBHX TEXHOJIOTIH Y poOOTiI MPaBOOXOPOHHHUX OPTaHiB —
[le HeMHHYy4Ye MalOyTHE, siIke 000B’SI3KOBO JOTIOMOKE Ta MOJICTIIUTE POOOTY
TIOJIiIii, TOMY JIepKaBa Ma€ MPUAUTATH OLIbIIe yBaru MUTAHHSM, IIOB’I3aHUM
13 BIIPOBAKCHHM JOCBITY 1HIHX JepikaB y Lil cdepi.

Koucynomanm 3 mosu: H. B. Kpacnoega

YK 351.74:001.895](100)(06)
Kupuno /]Y/ITH

Xapxiscvokuii HayioHATbHUIL YHIBEpCUMeEm BHYMPIUHIX CHpA8

BUKOPUCTAHHSA IIOPTATUBHUX JIABEPIB
JJIA JOCIIZKEHHSA MICHA CKOEHHSA 3JIOYNHY

omaHst TpamiBHUKKA TPAaBOOXOPOHHHMX OpraHiB  CTHKAIOTBCS 3
HEBIJOMHMH MIJO3PUIMMHM  PEUOBMHAMHM, sKi HOTPEOyIOTh HEraiHOoi
inenTudikanii nepex miATBEpKEHHAM BianoBiaHuX miid. Komm #inerses mpo
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KpPUMIHaJIbHI PO3CIIilyBaHHs, HEMaE TpaBa Ha TIOMUIIKY, a MOMHT Ha IIBHUJIKI
Ta TOYHI MOOLUIBHI METOIM BUSBICHHS Ta 1NCHTU(IKALIl BUIINH, HIK Oy/Ib-
konmu. Ha cporonHi NpaBOOXOPOHHI OpraHM BHKOPHCTOBYIOTH IOPTaTHBHI
Jla3epy ISt IOCIIJDKEHHS MICIsl CKOEHHS 3J10ukHy. Py4Hi npuctpoi nasepHoi
CTIEKTPOCKOIIi MOXKYTh BU3HAYHTH XIMIUYHHH CKJIaa HEBIIOMOI PEYOBHHH 32
JiYeHi CeKyHOW. SIKIIO MONIiaHT HATPamuTh Ha IIO3PUTYy PEYOBHHY, IIi
TIPUCTPOI Maibke Bimpasy BHUABIATH ii XiMiuHWH ckmazn. e Tum mMuTTEBOL
TEXHOJIOTii TPABOOXOPOHHUX OpraHiB CKOpPOYye dYac TepeOyBaHHS
MoJIimiaHTiB B odici, uu B maboparopii, Ko3Bossroun Oinbmie gacy Ha mii. Li
Jla3epr TaKOXK 3aXWINAIOTh IMOJIMIAHTIB Bi IIKIIUTMBHX PEYOBUH, SIKI BOHH
MoriM O He BIi3HATH iHakie. Benke HaBaHTaXeHHs Ha jaboparopii
NPHU3BOJUTE JI0 HEMOTPIOHMX 3aTPUMOK 3 OTPUMAHHSM JIOKa3iB J0 Cynay i
BIUIMBAE Ha 3/IaTHICTH Cy/Ay NPH3HAYMTH 3acTaBy s Hijo3proBanoro. llle
OJJTHUM CTHUMYJIOM JUIsl BUKOPUCTaHHS MOOUIBHHMX TEXHOJIOTIH BHSIBICHHS €
TPUBAIMI Yac 1 BEJIMKI BUTPATH, MOB'A3aHi 3 JaOOpaTOPHUMHU aHATITHYHUMHU
MerogaMu. Y BHNAAKY, KOJM Il 4ac aHajli3y JIMIIE HEe3HAuyHa YacTHHA
JIOKa3iB MPHU3BOAWTH JO CYJOBHX II030BiB, BHKOPHCTAaHHS MOOUIBHHX
TEXHOJIOTifl BHSBIICHHS JUISI CKPUHIHTY 3pa3KiB JO3BOJIMTH KOPHUCTYBadam
BHU3HAYUTH ICHTHIHICTh PSUOBMHH TIEpe]T BIAMIPABKOIO i B TabopaTopiro s
TOJATIBIIIOTO aHAI3y. PaMaHIBCbKa CIIEKTPOCKOIIiS € BUCOKO CEJIEKTHBHOIO
TEXHIKOI0 1 Ma€ 3IaTHICTb PO3PI3HATH HIMPOKHH CIEKTp CIIONYyK, IO €
KPUTHIHUM, KOJIM CTUKAIOTHCS 3 BCE OLIBII MIMPOKUM CIIEKTpOM 3arpo3. Ha
BiIMiHY BiJl IHIINX PYYHMUX METOMIB BHUSBJICHHS, PaMaHIBCHKIIA aHaJi3 9acTo
MOXHa BHKOHYBaTH 4epe3 MaKyBaJbHHH Marepiaj, HE MOPYIIYIOYH 3pa3oK.
e miHIMI3y€e BIUIMB Ha HHUX CIIEIalicTa Ta 3MEHIIYE PU3UK 3a0pyIHEHHS
3pa3ka. 3axucT JI0Ka3iB Bil 3a0pyIHEHHS € KPUTUYHHMM IS YCIIIIHOTO
nepenmadi crnpaBu A0 cyay. KpiM Toro, Ha BimMiHy BiJg 0OaraThbOX IHIIHX
TEXHOJIOTiil BHSIBIIEHHS, SIKi BUMAararoTh JOOpe IiIroTOBJIEHOTO crewiaiicTa
JUIs iHTepmperanii  CKJIagHUX  pE3YNIbTaTiB, NpUCTpii  MoXe
BHUKOPUCTOBYBATHCS HETIATOTOBJIEHUM TIPALIIBHUKOM , SIKUH OTPHMa€ Ti K
pe3yibTaTtd, Mo ¥ XiMiK piBHA KaHIWOAaTa TEXHIYHUX HayK. J(o3Boisroun
KOpHCTyBadaM MPOBOJUTH IATBEP/DKYIOUMH aHANI3 IICJS apemry Ta
HAJIaBaTU CYTTEBI, MEpeBipeHi JOKa3W, CIPaBH MOXKYTH MepenaBaTHUCS IO
cyny Ha0araro mIBHAIIE, [ONOMAarardd CKOPOTHTH BIACTaBaHHSI Ta
TTiIBAIIATH PiBEHb YCIITHOCTI BUNAICHHS HEOC3IIEYHNX PEUOBHH 3 00ITy.

Hayxoeuii kepienux Onexcanop Oniwescokuii
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YK 351.74:001.895](100)(06) 5
Onexciu KHKHPIH

Xapxiscokuii HayioHANbHULL YHIBEpCUMem GHYMPIUWHIX Cpad

3JIOM: BUJIM TA BE3IIEKA

3a3Buuaii  BUKOPHUCTOBYETHCS ~ BH3HAYCHHS  XaKepcTBa — L€
CKOMITIPOMETAITiST IIU(PPOBUX MPUCTPOIB 1 MEPEXK Uepe3 HECAHKI[IOHOBAHHI
JIOCTYII 10 O0JTIKOBOT'O 3ammucy ab0 KOMI FOTEPHOT CHCTEMH. 3JI0OM HE 3aBiKIU
€ 3J0OBMHUCHUM aKkTOM, aji¢ HaidJacTilie BiH IOB’S3aHMH 3 HE3aKOHHOIO
JISUTBHICTIO Ta KPaADKKOIO JAaHWX KiOEp3JOYMHIEIMU. 3JIoM — 1Ie
3JI0B’KMBAHHSI TAKMMH TIPUCTPOSIMH, SIK KOMIT IOTEpPH, CMapT(OHH, IUIaHIIETH
Ta Mepeki, 3 METOI MOMKO/MKECHHS CHCTeM, 300py iH(opMarii mpo
KOPUCTYBaYiB, KPaIKKU MAaHWUX 1 TOKYMEHTIB a00 MOPYIICHHS MisUTHHOCTI,
MOB’S13aHOT 3 JaHUMH. TpagWIliifHAI TOTTISAA Ha XakepiB — IIe OJMHOKHN
MIporpaMicT-Iaxpai, sSIKHi BOJOJiE BUCOKOIO KBai(iKalielo B KOIyBaHHI Ta
MoudiKarlii KOMIT I0OTEPHOTO TPOTPAMHOTO Ta amapaTHOTO 3a0e3TedeHHS.
Aute 11eit By3bKHi TOTIIST HE OXOIUTIOE CIIPABXKHIO TEXHIUHY IPUPOJY 3JI0MY.
Xakepu Bce Oumbllle BIOCKOHANIOIOTHCS, BHUKOPUCTOBYIOYM MPHXOBaHI
METOIIU aTak, po3po0JicHI Tak, 1100 mporpaMHe 3abe3neucHHs KibepOes3neku
ta [T-xoMaH¥ 3anuinanics: abCOIIOTHO HEMOMiYeHUMH. BOHM TakoX MaloTh
BUCOKY KBaJI(ikalilo y CTBOPEHHI BEKTOpIB aTak, sIKi 0OMaHOM 3MYIIYIOTh
KOPUCTYBaYiB BiIKPUBATH IIKIUIMBI BKJIAJCHHS a00 TMOCHJIAHHS Ta BUILHO
BIJIMOBIIATHCS BiJl CBOIX KOH(QINCHIIHHUX 0COOMCTHX NaHWX. B pe3ynbrari
CyJacHHH 3JI0M Iepeibadae Habarato OuIbIIe, HiX TPOCTO PO3IIOUCHY
TUTUHY B ixHiN cnanbHi. [le OararominbspaHa iHAYCTpisS 3 HAJA3BHYAWHO
CKJIAIHUMH 1 yCIIITHUMHA TEXHOJIOT1SIMH.

3a3BU4ail iCHYIOTh YOTHPH OCHOBHI YWHHHKH, SIKi TIPH3BOAATE JI0 3II0MY
BeO-caliTiB abo cucrem 3noBmucHUKaMu: (1) ¢inancoBa Buroma uepes
KPaZiXKKy JIaHUX KpPEIUTHOI KapTKM abo maxpaicTBo 3 (HiHAHCOBUMHU
mociTyramy, (2) KOpIopaTHBHE INMHUTYHCTBO, (3) 3100yTH MOmyIsipHICTE 200
TIOBary JI0 CBOiX XaKepChKi TalaHTH Ta (4) 3710M, CIIOHCOPOBAHUH J1epKABOIO,
METOI0 SIKOTO € Kpajbkka Oi3Hec-iHpopMallii Ta HalliOHATBHOI PO3BIIKH.
KpiM Toro, € moyiTHYHO MOTHBOBaHI Xakepd — ab0 XaKTHUBICTH — sIKi
NparHyTh  NPUBEPHYTH  yBary  TPOMJACBKOCTI  HUIIXOM  BHTOKY
KoH(QieHIiiHOT iHpopManii, sk-oT Anonymous, LulzSec Ta WikiLeaks.
Jlesiki 3 HaWMOIMpPEHINIMX THIIB XakepiB, sKi 3IicCHIOOTH Taki aii: Black
Hacker Hackers € «mnorammMm XJonmmsMm» Ha CHEHI 370My. Bonn
JIOKJIA/IAI0Th BCIX 3yCHJIb, MO0 BUSIBUTH BPAa3JIHMBI MICISI B KOMIT FOTEPHHX
CHUCTEeMaX 1 TPOrpaMHOMY 3a0e3IeYeHHi, MO0 BHKOPUCTOBYBATH iX IUISA
¢inancoBoi BuUTOmM a00 s OLTBIN 3MOBMUCHUX IIUICH, HANPUKIAN, UL
3000y TTS pemyTallii, 3iiCHeHHS KOPIIOPATUBHOTO IIMMUTYHCTBA a00 B paMKax
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XaKepchKol KaMIlaHii HalliOHANIBHOI JiepyKaBu. XakepiB 3 OUTHM KalemoXxoM
MOXHa PO3MIAATH SIK «XOPOIIMX XJIOMIIBY», SKI HAaMararoTbCs 3aro0irTu
YCIIXy YOPHUX XaKepiB IIIIXOM aKTUBHOTO 3JI0MYy. BOHM BHKOpPHCTOBYIOTH
CBOI TEXHIYHI HaBMYKHM JUI1 IIPOHUKHEHHS B CHCTEMH JUI1 OLIHKH Ta
TIEpEeBIPKHU PiBHS OE3MEKH MEPEKi, TAKOXK BIIOMOTO SIK SCTUYHHUI 37I0M.

Xakepu ciporo kanemroxa. Cipi Xakepu CHISTH IeCh MK XOPOIIAMH 1
TOTAHUMH XJIOMIIMHA. Ha BimMiHy Bil YOpHUX XaKepiB, BOHM HaMararoThCs
MOPYIINTH CTaHAAPTH Ta NPHHIWIN, aje 0e3 HaMipy 3aBIaTH LIKOAW UH
oTpuMatH (piHAaHCOBY BHTOJY.

€ KibKa KIFOUOBHX KPOKIB 1 HAKpamux MpakTHK, SIKIMX OpraHi3amii Ta
KOPHUCTYBaui MOXYTh JOTPUMYBATHCS, 100 TEPEeKOHATHCS, II0 BOHHU
OOMEXYIOTh CBOI IIaHCH OyTH 3j71aMaHMMH: OHOBJICHHSI IIPOTPAMHOIO
3a0e3NeveHHs], BUKOPHCTaHHS YHIKAIBHUX IMAapoiB ISl PI3HUX OOJIIKOBHX
3anuciB, mm¢ppyBanass HTTPS, yHuKHEHHs HaTHUCKaHHS OroJomeHb abo
JMBHHUX TOCHJIaHb, 3MIHEHHsS IMEHI KOpHCTyBada 3a 3aMOBUYBaHHSIM Ta
apoJib Ha BalllOMY MapIIpyTH3aTOpi Ta CMapT-IIPUCTPOSIX.

Koncynomanm 3 mosu B. B. Kouuna

YK 351.74:001.895](100)(06)
Januno ZKHPOHKIH

Xapxiscokuil HayioHATbHULL YHI6epcUumem GHYmpIiuuHix cnpas

TEXHOJIOI'IA TA ITOJIIIIA B HITEPJTAHOAX

3 2013 poxy B Hinmepnmanmax € omHa HamioHanmbHa mmomimis 3 10
PETiOHAIBHUMHM TJPO3IIaMH Ta OAHUM IIEHTPAILHUM MiIPO3AUIOM. 3 TOTO
gacy Oyno OTpuMaHO OiuTbIle pPO3YMIHHSA TEXHOJIOTIYHHUX PO3POOOK B
TOJIIIEHCEKIN opraHi3amii, a IHHOBaLiiHI TporiecH Oyid iHIIIHOBaHI OB
neHTpatizoBano. Y 2016 porii B pe3ynbTaTi iHBeHTapH3allili OyJo BHUSBICHO
130 TexXHONOTIYHUX TMPOEKTIB, sKi BHKOHyBaja HarioHambHA MOMIHisA
Hinepnaanis (Ernst and Kop, 2018). Jlumme HeBennka YacTWHA IMPOEKTIB
Iiimma 1o iHHOBamiHOI cranii, B fAKil TexHoyoris Oyia BIPOBa/KCHA B
ONepaTHBHY TMOJINEHChKY TNpakTUKy. IlOMmileiichbKi OpraHizaiii TaKoX
MOBUHHI MiArOTYyBaTHCSl 1O MaiOyTHIX pO3pOOOK Ta BIPOBAKEHHS
TEXHOJIOTiH, 1100 30eperTd JEriTMMHICT y LbOMY LIBHAKO MIHJIMBOMY
cepenoBuili. [Tominis MoBUHHA MaTH YSBICHHS NP0 TEXHOJIOTIIO, SKy BOHA
BUKOPUCTOBYE Ta PO3BUBAE, a TAKOXK YSBJIEHHS MpO 1i BIUIMB HA PO3BHTOK
CYCIIBCTBA, HANPUKIIA/I, BUKOPUCTAHHA Teaekamep. SIKi (pakTopu CrpHsioTh
abo ranpMyIOTh TEXHOJIOTIYHI I1HHOBALiifHI TpOLECH BiA ITIOYaTKOBOTO
IoYaTKy J0 BpoBakeHHs B HamionansHii nomimii Hizepaanmis?
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CphOro/iHi TEXHOJIOTIi IIIBUKO PO3BUBAIOTHCS 1 MIJICHITIOIOTH OHA OJHY.
Hogi TexHOIMOTIT, Taki SK IITYYHUH iHTEICKT, JONATKH IS BEJMKHX JNAHHX,
IaTepuer peueit, MoOLIbHUI [HTEpHET, pOOOTOTEXHIKA, ABTOHOMHI TPaHCIIOPTHI
3aco0bu, XMapHi TexHouorii, 30epiranns eneprii Ta 3D-ApyK, MarOTh 3HAYHUH
BIUIMB Ha HAIlIOHAIBHY Ta MiKHapOJHY Oe3MeKy, CTBOPIOIOYHM HOBI YH Pi3HI
¢dopmu Ta mimi. 3mounHHOCTI. 1100 BrOpaTHCS 3 MUMH HOBHMH Tpo0ieMaMu
0e3IeKu Ta HOBUMH (POpMaMH 3JIOYMHHOCTI, IOJIMIi JOBEICTHCS PyXaTHCS
BIIEpe/ 1 BIAMOBIOHO amanTyBaTH CBOIO OpraHi3alliio Ta METOAW pPOOOTH.
TexHoJIOTisI TAKOXK HaJa€ HOBI MEPCIIEKTUBHI IHCTPYMEHTH JJISI OJIIEHCHKIX.

Hogi Ta iHHOBamiiiHi TEXHONOTI] YacTo BXKe PO3pOOJIEHI Ta TOTOBI 110
BUKOPHUCTAaHHS TOJILEHCHKOI0 OpraHi3aiiero, ajie, sIK I0Ka3aHo, 3MYyCHTH
HoJii0 (PaKTUYHO TOYaTH BHKOPHCTOBYBATH LI TEXHOJIOTIIO BHUSBILSIETHCS
CKJIQJTHUM 1 3aJIEKHTh BiJl 0ararb0X COLIaIbHUX Ta OpraHizaliiHuX (akTopis,
sIKi MalOTh BHpilIaibHe 3Ha4eHHs. DakTHYHE BUKOPUCTAHHS TEXHOJIOTIH y
TIOBCSIK/ICHHIA PYTHHI MOJIIEHCHKOI NMPaKTUKU 3aJeXWUTh BiJl THYYKOI Ta
IHIUBIAyanbHOI MATPEUMKA 3 OOKy ciyk0 acwmmitamii, MoTuBamii Ta
HAIoJIETJIMBOCTI KEPIBHUKIB TPOEKTIB Ta KEpIBHMUKIB IIOJLil, HiTKOI
OpraHi3amniifHoi CTPYKTypH Ta YNpaBJIiHHS Ta BIATIOBITHOTO CBOE€YACHOTO Ta
BIJIIOBINHOTO TIPUHHATTS pilIeHb WIOMO pPO3po0Ka TPOEKTy. 3arajom,
TIOJIIIEHCEKIN opraHi3amii moTpiOHA JiTKa iHHOBAIiifHA cTpaTeris Ta OadeHHs
TEXHOJIOTIH.

Mosnuii paonux 1. O. I'ozons

YK 351.74:001.895](100)(06)
Banepia 2KYPBA

Xapxiscokuil HayioHanbHULL YHIgepcumem GHympIiuHix cnpas

ITHHOBAIIIMHI TEXHOJIOT'Ti HA CJYKBI
INPABOOXOPOHHHUX OPI'AHIB KUTAIO

Ioninis Kuraro noyana BUKOPUCTOBYBATH COHSYHI OKYJISIPH, 00aIHaH1
CTCIIAIbHOKO ~ TEXHOJIOTIEK)  PO3Mi3HAHHS  O0NMY Ui BUSBIICHHS
T J03PIOBaHUX.

OKyJsIpy MiJKITIOYEH] JI0 BHYTPILIHBOI 0a3u aHWX, a I O3Ha4ae, 110
ociriepn MOXyTh IIBUAKO CKaHYBaTH HATOBII ITi/l Yac PO3LIYKY BTiKayiB.

TexHosorii po3nizHaBaHHsA 0ci0 HEOOXiTHI MPAaBOOXOPOHHNUM OpraHaM y
TIONTYKY 3JIOYMHINB, IS 3a0e3leueHHs Oe3MeKH Y MICIIX MacoBOTO
CKYITYCHHSI JIFOJICH, a TaKOXK I aHaNi3y BENMKUX JaHUX, IIe He € 3a3iXaHHA
Ha HEJOTOPKAHHICTh IPUBATHOTO JXUTTS, OCKUIBKM 3HOMKa BEHETBCA Y
TPOMAJICBKUX MICISIX, PO3NOBLINA KOMIIaHi-pPO3POOHUKH IIFIX KOMIIaHIH.
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«Kamepa 31atHa 3a pa3 oxorwmnoBatu 200 ocid. YV cucteMi € 6a3a qaHux
oci0, sxi mepeOyBaroTh y posmryky. Cucrema 3paTHa HOpiBHATH (oTo Ta
TIOIaTH CUTHAJI NIPH 30iry", - PO3IOBIB IPEACTABHUK KOMITaHii.

3a JaHUMU KHTAWCHKUX JepkaBHUX 3MI, COHIIE3aXMCHI OKYJSpU BXKE
JIOTIOMOTJTH TIOJIIIiT CXOIUTH CIM ITiI03PIOBaHUX.

TexHooris H03BOJISIE MpaIliBHUKAM Ol coTorpadysaru mimo3piry
oco0y, a TOTIM TOpiBHATA ii 3 ¢ortorpadismu, mo 30epiraloTbcs y
BHYTPIITHIX JaHUX. SIKIIO € BiAMOBIIHICTE, TO iH(pOpMamis mpo imM’s ocodu Ta
anpecy Oyne HaziciaHa oinepy.

Takok OKyIApH MiATPUMYIOTh (YHKHii pO3Mi3HABaHHA TOJIOCY Ta
yIpaBiiHHA Jkectamu. 3 ycima mumu Qyskuisima GLXSS Baxuts Bchoro
55 rpamiB. B okyisipu BOymoBaHo 0,25-110iMOBHI BUIOIIYKAY 3 PO3ILIEHOIO
3narHicTIo VGA.

Bci nomineiiceki Ha cTaHLil Tenep BUKOPHUCTOBYIOTh PO3YMHI OKYJISIpH
JUI IIBUAKOI IepeBipkd ocobu. Ha choromHi momiiii Boajmocs ymiimaru
7 BTiKayiB i 26 BIaCHHUKIB MiIpOOIEHNX TOKYMEHTIB Ha I[ii CTaHIIii.

Kuraii € cBiTOBHM JiepoM Yy TEXHOJOTii pO3Mi3HAHHA OOIMY Ta
PETYJSIPHO HAaragye CBOIM I'pOMajsHaM, IO 3aBASKH TaKOMy OOJaJHaHHIO
MIPAKTUYHO HE MOXIIMBO CXOBAaTHCh.

Koncynomanum 3 mosu I'. C. Babak

YK 351.74:001.895](100)(06)
€nizasema 3AI' OPEIIbKA

Bionemma KIPIEHKO

Xapxiscvkuii HayioHATbHUI YHIGEpCUMEM GHYMPIWHIX CHPAG

EKOJIOTTYHA 3JIOYMHHICTH B YKPATHI TA 3APYBIKHUX
KPATHAX

VY cBiTi HamiuyeTbess Onmm3bko 200 kpaiH. BoHM MaroTh pizHUMIA piBEeHb
€KOHOMIYHOTO PpO3BHUTKY, pI3HHHA CTaH [O00poOyTy, pi3HI MiIXomud 10
BHpIIIEHHS eKoJoriuHmx mnpobmem. [Ipu 1pOMy BOHHM TOAUIIIOTH
BiINIOBiNABHICTE 3a 30Epe)KEHHS Ta BIXHOBIEHHS CIPHUATIHBOTO CTaHY
HaBKOJIMIIIHBOTO CEPEe/IOBUIIA HA 0J1aro ChOroJIeHHs Ta MalOyTHIX TIOKOJIiHb.
KopoTko po3risiHeMo JI0CBiI €KOJIOTTYHOTO [IPpaBa B eKOHOMIUYHO PO3BHHEHUX
KpaiHax.

3acimyroBye Ha yBary MiJXiJl iCIIaHCBKOTO KPUMIHAJIBHOTO IIpaBa 0
npobsiemMu 30epexkenHs ¢Guopu i ¢payHu. cr. 334 KpuminansHOro konekcy
Icanii mepenbadae BiNMMOBIAANBHICTH, SKMIO 0co0a 3HUIIYE BHUIH, SIKHM
3arpoKy€e 3HMKHEHHS B PE3yJNbTaTi MOJIIOBaHHS a00 pHOalbCTBa, a TaKOX
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3IIACHIOE JISUIBHICTB, SIKa MOPYILYE a0 MEPELIKOHKAE iX PO3MHOKEHHIO a00
Mirpatiii, MOpyIIyrour 3aKOHH a00 3araibHi MOJIOXKEHHS [P0 OXOPOHY BHJIB
nicoBux TBapuH. Llst Hopma 3a0opoHsie Topriiaro abo TpaHCHOPTYBaHHS IMX
BUIB 200 iX octankiB. Taki [l KaparoThCs MO30aBICHHSIM BOJIi HA CTPOK BiJ
IIECTH MICAIB IO JBOX POKIB abo mTpadoM BiX BOCEMH IO IBAIIITH
BOCBEMH MICSIIIB.

18 mucromama 2000 poky Oyio npuitaaTo Exonorianuii komexe OpaHiii.
3aKoH 3aiiMae mepiie Micue B iepapxii HAliOHAIFHOTO 3aKOHOIABCTBA ITICIIS
Koncrurymii. Exonoriuamii xomexc @paniii ckimamgaeTbes i3 3arainbHOi Ta
Ocob6mmBoi wactuH (975 crareif). 3aranpHa 9acTHHA BKITIOYA€E TIPHHIIHIL, ITiTI
Ta €KOJIOTIYHY BiAMOBiAaIbHICTh. OCOOIMBA YaCTHHA PETJIAMCHTYE OXOPOHY
TPUPO.TH, BOJM Ta MoBiTpsi. Bimnosiauo 10 KpuminansHoro koaexcy ®panirii
1992 p. KpuMiHAJIBHY BiJIOBITAIGHICTH 33 €KOJOTIYHI MPaBONOPYIICHHS
HECYyTh YyCi IOpHUAMYHI O0COOM, KpiM JEp)KaBHHX, aJMiHICTPaTHBHO-
TEPUTOPIAIBHUX YTBOPEHb Ta iX 00’e1HaHb. OCHOBHIMH BHJaMH TTOKapaHHs
U1 HUX € mTpadu Ta OOMEXKEHHS iX MISUTBHOCTI. MaKCHUMAaNbHUA po3Mip
mrpady, HAKIaJAEHOTO HA IOPUANYHY 0c00Y, MOPIBHIOE JI€B’SITHKPATHOMY
PO3Mipy MakCHMaJIbHOTO Tpady, HAKJIAASHOTO Ha (Qi3HYHYy 0c00Y.

3rigHo i3 3akoHomaBcTBOM CIIIA, 3a KpuMiHANIBHE MTOPYIIEHHS OKPEMHUX
MOJIOKEHb 3aKOHY TPO YIPABIiHHSA BOJIOIO, MOBITPSAM Ta BIIXOIaMH MOXKE
OyTH HaKJIageHO KpHMiHaIbHUH mTpad y po3mipi 1o 25 000 momapis CIIA
3a JIeHb MOPYIICHHs, a00 MO30aBJICHHS BOJI HAa CTPOK JIO OJHOTO POKY, a00
obumasa. Y pasi moBropHoro nopyinerns — mrpad 1o 50 000 monapis CIIA
3a JIeHb TMOpYIIeHHs a0o To30aBieHHs BOJII Ha CTPOK 10 2 POKIB.
KpuminaneHa BiqmoBiganbHICTH 3a eKojoriuHi npasomopymieHHs B CIIA
HaKJIaJa€ThCsl 32 KPUMiHAIBHE TTOPYILECHHS 3aKOHY.

OpHiero 3 HalOUIBII EKONOTIYHO YUCTHX KpaiH cBiTy € OO0’emHaHi
Apabcpki Emipatn. HoBumit Kogneke OAE, skuii MOBHICTIO TPHCBSYCHHUN
EKOJIOTIYHAM TIPaBOTIOPYIICHHSM, BKIFodae 105 crarei i, K MOBITOMIISIETECS,
BKJIIOYA€ MTpadu 3a 3a0pyAHEHHS BOH, 3a0pyTHEHHS IPYHTY, HOIIKODKCHHS
MIPUPOIHUX 3AITOBITHIKIB, 3€JEHUX HACA/HKEHb TOIIO. 3a O0COOIMBO TSHKKHUN
3JI0YMH NPOTH HNPHPOAN — 3apAXKEHHS SAEPHIMH Binxonamu — Kongeke Moxe
PO3TIISIHYTH MOXKIIUBICTD 3aCYyDKEHHSL.

ToMmy MopiBHSUIbHUI aHaIIi3 3apyODKHOTIO 3aKOHOAABCTBA MPO OXOPOHY
HaBKOJIMIIIHBOTO CEPENIOBUIIA € JyKe LIKaBUM JUIsl BUBYCHHS, & TO3UTUBHHUI
JIOCBiZiT MOXKe OYTH BHKOPHCTaHMH JUISi BJOCKOHAJICHHS YKpaiHCHKOTO
3aKOHOZABCTBA. JlesiKi 3aKOHOaBYi HOPMHU CTAaHOBJIATH OCOOJIMBUIT HAYKOBHH
iHTepec 1 3acIyroBYIOTh Ha OONpPALIOBAHHS, HANPHKIA[, 3alpPOBA/LKCHHS
MOKApaHb 1A OCi0, SKi TMOBIIOMISIOTH IIPO BHITAJKA OpaKOHBEPCTBA,
3alpOBaPKEHAS HOPM, IIO TepeadadaroTh BiAMOBITATBHICTD IOPUANIHUX
oci0 3a exosmoriuni 3m0unHM (Hanpuknan, Opanmis, CLIA), ycuHOBIECHHS
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Exonoriynoro kozexkcy. Ha ocHOBI aHai3y UMHHOTO 3aKOHOJABCTBA,
YKpaiHCBKOrO Ta 3apyOiKHOTO IPaBOBOTO NOCBiLY y cdepi 3abe3nedeHHs
peanizauii npaBa Ha CIPHUATIMBI €KOJIOTTYHI YMOBH HEOOXITHO 3aKpiHTH IIi
3aKOHM B YKpaiHCBKOMY 3aKOHOIABCTBI SIK IpPAaBOBY TapaHTIiiO, a TaKoX
COIliaJIbHY , TOCTIOZIAPCHKI Ta 1HIII 3aKOHH TPOMa/ISH.

Kouncynomanm 3 mosu B. B. Kouuna

YJK 351.74:001.895](100)(06)
Onena 3ATOPYHKO

Xapxiscokuil HayioHanbHULl YHIgepcumem GHYmpiuHix cnpas

POBOT-TTOJIIIENCHKAN HA CJYKBI IPABOOXOPOHHHUX
OPT'AHIB Y KAJI®OPHII

[TpaBoOXOpOHHA JiSUTBHICTB 3aBK/IH OyI1a 1 3AIHIIAETHCS] OCHOBOIIONOKHOIO
U OyIb-SIKOTO IMBLITI30BAHOTO JEMOKPAaTUYHOIO CYCHIJIbCTBA. YCi eramu
PO3BUTKY COLIiyMy HEMHHYyYE NPH3BOIATH 10 MOJEPHI3allii MpaBOOXOPOHHOT
cdepr, a pO3BUTOK TEXHOJIOTIH BUMAarae Bil OpraHiB BHYTPIIIHIX CIpaB I0-
HOBOMY MiJIXOAWTH /IO BUKOHAHHS ITOBCSKAECHHUX OOOB’SI3KIB, PETYISPHO
OHOBIIFOBATH METOJIOJIOTII0 CTBOPSHHS YMOB JUIsi 0€3MEYHOro iCHYBaHHS
JIOZIEN.

Awmepukancekuii  imkeHep PyOen bBproep i3 HekoMmepmidHOTO
nociigauipkoro iHetutyTy SRI International (Kamidopais, CILA) cTBopus
po0oTa, SIKHid JormoMaraTiMe TOpoXkHiH modmimii. [TpoToTun mpo#mioB mepri
TECTH, BiH 3JIaTHUI NIEPEBIPATH JOKYMEHTH Yy BOJIsI Ta BUNUCYBATH LITpadHi
kButaHnii. Ilopoky cniBpoOitHukn mominii CIIIA mepeBipsoTh KijlbKa
MiTbHOHIB BOfilB Ta aBTromoOLTiB. [ToHax 190 THcsY pasiB mif 4ac ONISAAY
Oy1o 3actocoBaHo ¢iznuHy cuiy. [Tonan 4 THCsUl cIiBPOOITHUKIB 3a3HaBAIN
HamnasiB, JAesKi 3arnHyJH. 3a TAKOTO PO3BUTKY MO/ poOOT cTae HEOOXITHUM
pimreHEssM. PoOOT CKIamaeTbcs 3 «TMa» 31 CKAaHEPOM Ui JTOKYMCHTIB,
MIPUHTEPOM Ta «TOJOBH» Y 3aTi3HIN «(pypaxii» 3 KaMepor Ta EKPaHOM IS
CHNKyBaHHS 3 BofieM. [licist 3ynmMHKM aBTOMOOLIS, IO HeEpeBipseThCs,
po0OT «ime» M0 BiKHA BOMIS 1 OIJISIIAE HOTO 3a IOMOMOIOIO BiJ€OKaMepH.
[NepeBipka 1OKyMEHTIB 3[iCHIOETECS 32 JIONOMOTI'0I0 CKaHepa, a BOYI0BaHUH
NPUHTEP MOXKE pPO3APYKyBatd mrpadHy KBHUTaHIiO. Y pasi norpedu
OlepaTop-IaTpyJIbHAN MOXKE IEPEeroBOPUTH 3 MIJO3PUTIM BOIEM uepe3
pobota. 106 moTeHniHNI MOPYIIHUK HE BTIK IiJ 9ac MEepeBipKH Mig JHOM
ABTOMOOLISI pOOOT BCTAHOBJIIOE TUIAHKY 3 IUNAMU.

SIk BUCHOBOK MOKHA 3a3HAYWTH, IO IHHOBAI[IHI TEXHOJOTIH — IIe
3aMopyKa PO3BUTKY IMPABOOXOPOHHOTO BIIOMCTBA, IHCTPYMEHT, SIKMU CTa€e
peanbpHOI0 30po€0 Yy OOpOoTBOI 31 3JIOYMHHICTIO. 3aBISKH PO3POOICHUM
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HAayKOBIIMH 1 (axiBIIMH TPAaBOOXOPOHHOI c(epr TMPOIO3MIIsAM Ta
pEeKOMEHJallisiM, a TakKoX CIIJIBHUM 3YCHUIAM I1HO3EMHHX IapTHEpIB,
JICIyTaTCHKOTO KOPIYCY, VPSIOBIIB, KEPIBHHUKIB 3aIliKaBICHUX BiJOMCTB
MOXke OyTH 3a0e3IeYeHO peaibHe BIPOBA/KEHHS B MPAKTHKY BCIX IHHOBALIIH,
SIKI CTIPUATAMYTH 3HIDKEHHIO PiBHSA 37M04YMHHOCTI. KpaiHa, sika Oyme BoiomiTi
NOTY>KHUMH  iHQOpMAaIIiHUMH pecypcamH, e(pEKTHBHOIO CHCTEMOIO 1X
peanizanii, Oyze 3HaTH IMHAMIKy i MEePCHEKTHBH iX PO3BUTKY, OIMMHHUTHCS Ha
rpeOHi  HAyKOBO-TEXHIYHOIO TIporpecy 1 3Moxe #Horo egeKkTHBHO
BUKOPHCTOBYBATH.

Koucynomanm 3 mosu H. B. Kpacnosa

YK 351.74:001.895](100)(06)
Hamania 34/10POKHA

Xapxiscokuil HayioHanbHULL YHIeepcumem GHYmMpIuHix cnpas

BUKOPUCTAHHS IHHOBALIMHUX TEXHOJIOT' T HOJILU{
HA ITIPUKJIAJI YKPAIHH I CIIIA

Bopotsba 31 3MOYMHHICTIO BEOEThCS B YKpaiHi MIHUPOKHM (PPOHTOM
pI3HIMH JIep>KaBHUMH OpraHaMH, TPOMAJICHKIMH OpraHizamismu. Baxmusa
pONb y Wil JiSUIBHOCTI HAJIEKUTHh MPABOOXOPOHHHUM OpraHam, JJisl SIKHX
00pOoTHOA 31 3TOYMHHICTIO € OCHOBHOIO (DYHKITI€IO.

3HAYHOIO MIPOIO ChOTOJIHI €(PEKTHBHICTh AISUILHOCTI MPaBOOXOPOHHUX
OpraHiB 3aJeXUTh BiJl TEXHIYHOTO OCHAIIEHHS. B TpakTUuHy IisUIBHICTH
opraniB HamionansHoi nomninii YkpaiHu cbOroJiHi HIMPOKO BIIPOBAIKYETHCS
O0UMCITIOBaJIbHA TEXHIKA, CTBOPIOIOTHCS JIOKAJIbHI MEpEKi, aBTOMaTH30BaH1
poboui micil, ski OONamHaHI CyYaCHHMH IIOTYXHHUMH I€PCOHAIBHUMH
KOMIT'I0TepamMH Ta 0azamu jaHuX. Bcee 1e 103BosIsie 3BUIBHUTH TPAKTHYHUX
MIPAI[iBHUKIB BiJl BAKOHAHHS OJHOMAHITHHX OICpaIliii, TOMoMarae 3HaX0IUTH
ONTHMANBHI pIlIEHHs TPH pO3B’s3aHHI PI3HOMAHITHUX THTaHb, A€
MOXMUIMBICTH TJMOIIE BHWBYATH TMPOIECH, IETali3yBaTH ix, 3abe3redye
MOJMJIMBICTE ~ ONHOYACHOTO pO3MIIIAY 3HAYHOI KUTBKOCTI  (DakTiB Y
B3a€MO3B’SI3Ky Ta 3aJISKHOCTI HPH OJHOYACHIH 0O0poOIi pi3HOMaHITHOI
iHdopmariii.

Aute, iHHOBAITIHHI TeXHOJOTI] B YKpaiHi e He TOCATIN BUCOKOTO PiBHS.
[omnirist, 3BepTar0OYuch 1O MOJILEHCHKUX 3aXOIB, 30KpeMa, A0 3yINUHEHHS
TPaHCIIOPTHUX 3aC00iB, MOXKE 3yCTPITH HEAJCKBATHY, a IHKOJIM i HeOe3MeuHy
peaxuito 3 6oky Bofist. Y CILLA, ne HOCiHHs 30pOT € KOHCTUTYLIIHHAM MPaBOM
0Cc0o0H, TaKi BUITAJKH HEITOOUHOKI.

Tomy OyB BuHaiinenuii trafficstoprobot — anayor, skuii MOXe MISATH
3aMiCTh pCANIbHOI JIFOOMHH Ta 3HU3UTH PU3HKUA BiJl BUKOPHCTAHHS
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BOTHETALHOT 30poi. DyHKIIIOHAT poOOTa BKIIFOYAE CKAHYBAHHS BOMIMCHKHX
MOCBIUeHb, BUAAuy IITpapHUX KBHUTAHIIH, 3aTpuMaHHS BOJIIiB 3a
Jornomoroto «spikearmy.

Takum uuHOM, iH(OpMAIiHHI TEXHOJIOTII € HEBIJ'€MHOI0 YaCTHHOIO
JISUTBHOCTI TIONIIMIT B pi3HUX KpaiHaX it OOPOTHOM 31 37I0YMHHICTIO i JOCBIX
Pi3HEX KpaiH HeOOXiJHO BUBYATH Ta BIIPOBAKYBATH.

Kouncynomanm 3 mosu H. B. Kpacnosa

YK 351.74:001.895](100)(06)
Kamepuna KAJIYT'THA

Xapxiscokuil HayioHanbHULL YHieepcumem GHympiuHix cnpas

KOMIIOHEHTHU CUCTEMMU YIIPABJIIHHA PUSUKAMHU
KIBEPBE3IIEKH

CaiToBa mmdpoBa TpaHCHOpMAIlS TOCTaBMIA Iepex Oe3MeKor Ta
Oesrexor0 MU(POBUX JaHWX Bce Ounpiie mpobieM. 3aHEMOKOEHHS IIOI0
BOJIOJIHHS TNEPCOHAIBHUMH JIAHUMH Ta X BHUKOPHUCTAHHS BHUHHKAIOTH Y
BChOMY CBiTi. BinOyJsiocs pi3ke 301UIbIICHHS YaCTOTH, IIIBUIKOCTI, CKJIaIHOCTI,
Cepif03HOCTI Ta BIUIMBY KibepaTak Ha KOMIIaHIi Ta OpraHizaiiii B ycbOMYy CBITI.
SIki HaWikpamy MeToAM 3aXucTy oOcoOucToi iH(opMmarii Ta MiTiCHOCTI
U(POBUX CHUCTEM, 3BUIBHSIOYM MICIC JUIS IHHOBAIM, sIKi OOIISIOTH HOBI
TEXHOJIOT1i?

[T'sITh KOMITOHEHTIB CUCTEMH YIIPABIIIHHS PU3UKaMH KiOepOe3reKH.

3a cimoBamu CriBeHa P. YaGincekoro, maptaepa White & Case y
Bammarroni, egexkTrBHa crcTeMa yIpaBIliHHS pH3UKaMu KibepOesrnekun Mae
II’ITh OCHOBHMX KOMITOHEHTIB. BOHM BKIIFOYaIOTh:

Po3rnsii KOHKpPETHMX TEXHOJOTTYHUX DPH3HUKIB, 3 SKUMH CTHKA€THCS
KOMITaHisl, 1 BCTAHOBJICHHS TIPiOPUTETIB.

3nificHeHHS  HAJNEXHOTO  3aXWCTy y  BHIVIAI  TEXHIYHOTO,
aJIMIHICTPATHBHOTO Ta (PI3HIHOTO KOHTPOIIIO.

3IaTHICTD BUSIBIISTH Ta MPABIGHO OI[IHIOBATH IHIIMJACHTH OE3IEKH.

3maTHICTh IIBHAKO pearyBaTH Ha IOPYLICHHS Ta 00’eJIHyBaTH BCi
MAPO3ALIM KOMITaHii, 00 3armo0irTi 3aroCTPEHHIO MOPYIICHHS, OJHOYACHO
e(eKTHBHO CIIUIKYIOUHCh 1 JOTPUMYIOYHCh OyAb-SIKHX IOPUAWYHHX Ta
JIOTOBIPHUX 3000B’s13aHb.

MOXITUBICTh BiJTHOBHTHUCS TICHs KiOepaTakw, MOBEPHYTUCS 1O CIPABH
Ta NEepeKOHATHCS, 110 TpobIeMa He TIOBTOPUTHCSL.

KepiBauk Bimmiry kibepOe3nekn moBuHEeH OyTH B 3MO3i IependadnTd
HAMOBIpHHUIT BIUTMB 37I0My a00 XaKepChKOI aTak, sKka poOuTh KOH(pineHmiiHI
nani abo il MepeXxi HeTOCTYITHIMH, a TAKOXK BaYKIMBO BU3HAYUTH HACIIIKH
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Ui Openpy, Horo omepariii Ta ¢iHanciB. ['omoBHe, kaxe YaOiHChKHH, —
MAaTH aJICKBaTHI, BIAMOBIIHI JJIs O13HECY 3aXO0/ HAMCPEOH] IHIMICHTY Ta
HaBYCHHH MEepcoHal, sK iX 3actocoByBaTH. CKaHyBaHHS BpasJIMBOCTEH,
IIOpIYHI OIIHKM PHU3UKIB 1 CTOPOHHI TECTH Ha NPOHWKHEHHS HaJ3BHYAHHO
KOpHCHI, a TaKOX THCHMOBI IDIaHM, SKi MOXYTh OyTH KOPUCHUMH Ha Oy[Ih-
KU BHIAAOK. € TaKOXK OYCBUIIHI IIepeBard BHKOPHUCTaHHS OOMEXKEHb Ha
OCHOBI poJjieli [T 0OMEeKEHHS JIOCTYITY CIIBPOOITHUKIB 10 KOH(ACHITIHHIX
JaHNX 200 MOXKIIMBOCTI ToJaBaTH abo 3MiHIOBAaTH MPOTpaMHeE 3a0e3MeUCHHS,
BHUKOPHCTaHHSA OaraToakTopHOi aBTeHTH(iKamii A1 BXOAY B KOH(DiIeHIIiHHI
abo BimmaneHi CHCTEMH, a TaKOXX BHUKOPHUCTAHHS IMU(PPYBaHHA 30epeKeHNX
a0o nepenaHuX AaHuX. [HIIMM KITIOYOBUM KOHTPOJIEM € e(DeKTUBHA CTpaTeris
PE3ePBHOTO KOIiIOBAHHS JaHHX, SKI BTpaYeHi a00 3JIOBMUCHO 3HHUIIICHI.

o crocyerbecs MOXKIMBOCTEH BusiBlIeHHs, YabiHCBbKMIA 3acTepirae, 1o
CTapi MPOMYKTH Oe3MeKH OUIbIIIC HE € TapaHTIE BiJ KibepaTak, OCKUIBKU
XaKepH MOCTIIfHO 3MIHIOIOTh CBOi METOJIM, 1 JI0JIa€, 1110 HACTIIBHI BIIPaBH Ha
OCHOBI CIICHApiiB JOBEMH CQEKTUBHHUN [OCBiJ HABYAHHS I KOMIIAHIMH,
cTypOOBaHMX MOPYIIEHHSM NEPEBIPUTH iX TOTOBHICTh €PEKTHBHO pearyBaTu
B yciif opranizarii.

Hayxosuii kepisnux A. B. Binoycog

YK 351.74:001.895](100)(06)
€ez2enia KAJIIOKHA

Xapxiscokuil HayioHanbHULL YHIgepcumem GHYmpIiuHix cnpas

IHHOBAIIMHI TEXHOJIOI'TI B ITOJIILIT

Texnonorii cranmm mommpeHi B Outeimocti cdep cycminbeTBa, i,
HaMaralo4nuch HE BIJICTaBaTH BiJl OCTAaHHIX JOCSTHEHB, ACP)KaBHI YCTaHOBU
3MYILIEHI BBOAUTH i1HHOBAIIii 3 3pOCTAlOYMMH TeMITaMH. TeXHOJIOTiT 3MiHIOIOTh
poboty momimii B 21 CTONITTI, 3ampOBa/KyIOYM HOBI IHCTPYMEHTH JUISA
0OpOTHOM 3i 3JIOYMHHICTIO. 3aCTOCYBaHHS TAaKUX TEXHOJOTIH, OJHAK, HE €
MIPOCTUM 1 3aJISKUTD Bix OaraTpox Joaei. I, 3BuuaiiHo, ocTaToYHe pileHHS
IIOJI0 BHUKOPHCTAHHS THX YM IHIIMX TEXHOJOTH NpUHMAeThCs Micis
eKCIIepUMEHTY «JIK 11e Oye mpaioBaTi Ha PAKTHIL.

Tomy 3apa3 s MO3HAHOMITIO Bac i3 JCSIKMMHU CyYaCHUMH TEXHOJIOTISIMU,
SIKi 3HAYHO CTIPOCTHIIM POOOTY TIOMIIIIT Ta MOTEHIIIHO 3MOTJIH 3MiHUTH TPy B
MPOTHIIT 3TIOYMHHICTIO.

[Mo-nepmre, 6omi- kKamepu (kKaMepH U HOCIHHA Ha Tiji). BoHM mmpoko
BHKOPHCTOBYIOTBCS  NIPABOOXOPOHHMMM ~ OpraHamM B Di3HMX  KpaiHax,
BKIMoUaroun Ykpainy. Ix B OCHOBHOMY HOCSTH odirepn mig 4ac BUKOHAHHS
CITy’KO0BHX OOOB’SI3KIB, SIKI MOTPEOYIOTh BIIKPHTOrO Ta OE3MOCEPEIHBOTO
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KOHTaKTy 3 TpOMaIsHAMH. A TaKOX JoroMarae 3i0paTu iHopmarito Ta B
pasi noTpedu Mpea'sBUTH 11 CIIACTBY AJIsI HOJAHHS SIK JIOKA3H.

Ilo-npyre, Bimeo-momodonu. BoHum Oyau BCTAHOBICHI THCIYAMU
JIOMOBJIACHHKIB, 100 MiJBUIIUTH OE3MeKy CBOTO OyIMHKY Ta 3a0e3rmeuuT iM
crokii. I BoHM [momomararoTh MOJILII aBTOMATHYHO HAIICIaTH 3aIlUT 10
BJIACHUKIB Kamep, 1100 ofiep»KaTH Bileo3amucH, Miclsl 3I0YHMHY, OISl SIKOTOo
BOHH MCIIKAIOTh.

ITo-tpete, OGiomerprmuni naHi. ChOTOIHI NPAaBOOXOPOHII MalOTh Y
CBOEMY PO3IOPSIDKEHHI 0e3miu OioMeTpuyHHMX iHCTpyMeHTiB. Ll mmpoka
KaTeropis BKIIOYae B ceOe mporpamMmy I igeHTH(ikarii 3TOYHHINB,
aBTOMAaTH30BaHi cuctemMn ineHTH(ikamii BigbutkiB maneliB  (AFIS),
aBTOMATH30BaHi cucteMun Oilomerpmunoi imeHtudikamii  (ABIS) i
PpO3Mi3HABAHHS OOTATYSL.

Ha 3aBepienHst, 1in¢poBi TEXHOIOTIT 3apa3 BIIIrpaoTh BAXKIIKBY POJIb Y
MOMIIEHCHKIN MiSTIBHOCTI Ta YIPaBIIiHHI OC3MEKOI0, OCKUIBKH MOMIICHCHKI
MPOTpaMu, JPOHU Ta KaMEpH JUIi HOCIHHS Ha TUTI Ta iHIII TEXHOJIOTII HE
MIPUINUHSIOTH PO3BUBATHCS Ta JOMIOMAraroTh HIBU/IIIE PO3KPUBATH 3TIOYHHH.

Hayxoeuii kepisnux H. JI. I'opoau

VIIK 351.74:001.895](100)(06)
Mapisn KAHABYEHKO

Xapxiscokuil HayioHanbHULl yHieepcumem GHYmMpIiuHix cnpas

THHOBAIIIMHI TEXHOJIOT'TI HA CJIYKBI
ITPABOOXOPOHHUX OPT'AHIB

HaykoBo-TexHiunuid mporpec, 0e3 MepeOUTBIICHHS, MOXXHA BBaKATH
CIIOcOOOM KUTTS CydacHoi roauHH. B YkpaiHi 3Ha4uHa yBara mpuaisieTbes
PO3BHUTKY IHHOBAI[i{, IBUIKUM TEMIIaM HAYKOBO-TEXHIYHOTO PO3BHUTKY HayKH
Ta TexHiky. [IpoTe B ocTaHHI pOKH 4epe3 HepocTaTHe (iHAHCYBaHHS, 30KpeMa
Jep)KaBHe, Ta uepe3 BIICYTHICTh 3B'A3Ky M BYCHHMH Ta CIIOKHBaYaMuU
IHHOBAIIHHOT TIPOYKIII IepeBaykHa OUTBITICTh TOKa3HUKIB, M0 XapaKTePU3YIOTh
IHHOBAIIIHHY JisUTbHICT B YKpaiHi, MOCTYIOBO HOTIPIIYIOTHCS.

CporoHi criBpoOITHUKAM TPaBOOXOPOHHUX OpraHiB MOTpiOHA BHCOKA
CroireHO 3 BYeHHMMH Kadeapu KpuMiHOJoTii HarioHanpHOTO OpHUANYHOTO
yHiBepcuTeTy imeHi SlpocmaBa Myzaporo Juisi motped MpaBOOXOPOHHHX
opra”iB Oyio po3poONeHO HH3KY IHHOBANIHHUX TPOAYKTIB, 3aXUIICHIX
HU3KOI0 OXOPOHHMX JOKYMEHTIB. 30KpeMa, OTPIMAHO 3 MaTeHTH Ha BUHAXOIH
Ta 8 CBIIOUTB NpO pEECTpallilo aBTOPCHKMX IpaB Ha TBOPH HayKOBOT'O
XapakTepy.
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€ HacTyITHI iHHOBAIIHHI pe3yJIbTaTH:

1. Po3pobnena I[HcTUTyTOM — HOCHIIKEHHS  370YMHHOCTI  «Metox
imenTH(ikaii ocobm 3a mapamMeTpaMH MOBJCHHS» — II€ MaTeMaTWYHA
MOJIeNb IIBUAKOTO BEHBIET - TNEPETBOPEHHS 3BYKOBUX CHTHATIB 32
JIOTIOMOTOI0 KBaJIPaTypHUX M3epKaNbHUX (iUTbTpiB. OCHOBOIO i€l MOAENT €
HAMOUTHII e()eKTHBHI METOIM Ta AITOPUTMH - 300pa’KEHHS CHUTHAJIB pPi3HOL
¢iznaHOi pupo . B X011 ekcriepiMeHTaIbHIX JOCTIHKEHb 010 BHABJICHO,
o0  BUKOPHCTaHHS  3alpOIIOHOBAHOI ~ MOMENi A BHUpIICHHA
imeHTH(IKAIIMHIX eKCIePTHUX 3aBAaHb JO3BOJSIE CKOPOTUTH dYac Ha
JOCITIKSHHS Ta OTPHMATH OLTBII TOYHI pe3yIbTaTH.

2. CTBOpeHMH CHUIBHMMH 3YCWIUIAMH  CHIBPOOITHMKIB  [HCTHTYTY
BUBYCHHS 3JI0YMHHOCTI Ta BUSHMX Biiiny kpuminonorii «[lpwman s
BHUMIPIOBAaHHS IIBHJKOCTI OalliCTHYHOrO 00’€KTa» KOMIIAKTHHUH, TOYHUM,
MIPOCTHH Y BUKOpHUCTaHHI. Jly’ke BaKJIMBO, 100 MIiCIsl €KCIIEPUMEHTAIBHIX
MOCTPLTIB TIOBEPXHs OalmicTHYHOTrO 00'ekTa 3amumanacs Iurorw. Ilpuman
PEKOMEHIOBAaHO XapKiBCBKUM  HAYKOBO-JOCHITHAM  KPHMIHATICTHIHUM
neaTpoM MBC VkpaiHu ans BUKOPHCTAaHHS T 9ac CYIOBO-OATiCTHYHHX
eKCIIePTH3.

3. «ABTOMAaTH30BaHe PoOOUE Miciie CiTiqIoro «IHcaiT», mpu3HaYeHe IS
onTHMI3alii poOOTH CIITYUX, CyIAiB, aIBOKATiB. ABTOMAaTH30BaHE poOoUe
Micre ciiggoro «lHcalT» BHKOPHUCTOBYETHCS B MENAarorivyHii Ta HAyKOBiH
JUSUTBHOCTI Y chepl KpUMIHATICTHKY Ta KPUMIHATICTUKH, JUIS BIIOCKOHAJICHHS
HaBUYKH MPAKTUKIB MPAaBOOXOPOHHUX OpraHiB Y KpaiHu.

CriBpoOiTHHKaMu Kadeapy KpUMIHOJIOTIT U1 TOTped MpaBOOXOPOHHUX
opraniB cdopmoBaHo moHan 30 creniaigi3oBaHMX KOMIUIEKTIB HAyKOBO-
TEXHIYHUX 3aC00IB, a caMe:

1) YHiBepcaibHUH CyJOBO-MEIMYHUI HA0Ip CIIiaI0ro;

2) Kpuminamictiaaunit Habip 11t poOOTH 31 CiTigaMu;

3) Kpuminanictunaauii HaOip 1t pobOTH 3 MIKpo0O ' eKTamu;

4) Kpnminamictuaai Habopu «Baiza moskesxHOTro» Ta «Barriza ciigaoroy;

5) Habip HaykoBO-TeXHIYHHX 3aC001B MpaIliBHUKa MUTHHIII;

6) UemoaH BiIONTKIB MaJIbIIiB,;

7) Habip HayKoBO-TEeXHIYHHX 3aCODIB 151 F€0JIOrOPO3BITyBAIBHUX POOIT;

8) YHiBepcabHII KPUMIHATICTHIHUAN KOMILICKT;

9) TexHiYHHI KOMIUIEKT KPUMiHAJICTHYHOTO KOMIUIEKTY CIIiT40r0;

Po3pobiieHo ©Garato HayKOBO-TEXHIYHHMX 3aco0iB, SIKi ITOKpaIMIN
pobory momimii. ILle momomornmo iM monermmTH poOOTY 31 ciinammy,
MIKpPOOO’€KTaMU Y HaI3BUYAHUX cutyanisx. Lle mormomarae momineidcbkuM
Kpallle BUKOHYBaTH cBOIO podoTy. To6To B YKpaiHi pO3BUBAETHCS HAYKOBO -
TEXHIYHUH Tporpec.

Koncynomanm 3 mosu I'. C. Babak
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YK 351.74:001.895](100)(06)
Anica KAHIOK

Xapxiscvkuii HayioHAnbHUIL YHI8EpCUmMem 8HYMPIWHIX CHpas

HOBI TEXHOJIOI'Ti B OJIILIIT

[Nomineiicbki opranizaiii Ha MDKHAPOTHOMY PIBHI JOCIIKYIOTh Ta
EKCIIEPUMEHTYIOTh 3 HOBUMH TEXHOJIOTISIMH, 1100 MOKPAIUTH CBOKO POOOTY
y BI/INOBI/Ib HA HOBI ()OPMU 37IOUMHHOCTI.

HoBi TexHOmNOrii, Taki SK INITYYHUA IHTENCKT, MOJATKU JUI BEIHKHUX
naHux, [HTepHeT pedeil, MoOUIbHMII [HTEpHET, poOOTOTEXHIKA, aBTOHOMHI
TPAHCIOPTHI 3aco0M, XMapHi TexHosorii, 30epiranns eneprii Ta 3D-npyxk,
MaloTh 3HAYHWN BIUIMB Ha HAIIOHATBHY Ta MDKHApPOAHY Oe€3IeKy,
CTBOPIOIOYH HOBI a00 pi3Hi Gopmu Ta it 3TOUMHHOCTI

[omimiss MOXe TOKPAIIUTH CBOIO POOOTY 3a JOMOMOTOI0 iHHOBAIlIIHOT
TEXHOJIOT11.

[omimist Moxe imeHTH(IKYBaTH JFONEH 32 6G10METPUYHUMH BiIOMTKaMHU
nasbiliB. Y HUX TAKOX € HATUIbHA KaMepa, SKOK BOHH 3HIMAIOTh TOPYIIICHHS.
I 3BU9aiiHO HOBI HIBUAKOIPAIIO0YI aBTOMOOLTI.

Ha 3aBepiieHHs s Ckaxy, 1110 JJIs1 TOTO, 00 BIOPATUCS 3 IIUMH HOBUMH
npo0ieMaMu OE3MEKU Ta HOBUMH (popMaMu 3JI0UYMHHOCTI, MOJIIIis MOBUHHA
pyxaTucsi BIepel| i BIANOBIJIHO aJanTyBaTH CBOIO OpraHi3allilo Ta METOIH
poboTw.

Hayxoeuii kepisnux H. JI. I'opoau

YK 351.74:001.895](100)(06)
bozoan KAYYPIH

Xapxiscokuil HayioHanbHULL YHieepcumem GHYmMpiuHix cnpas

MAWBYTHE MIPABOOXOPOHHUX TEXHOJIOT'TH

Xoua Oarato BimALIIB MOMiHii BXE AESKHA Yac BHUKOPHCTOBYIOTH
TEXHOJIOTI1, IesIKi BUKOPUCTOBYIOTH HOBIlII. J[esiki HOBITHI TEXHOJIOTII BCe 111e
3HAXOJAThCS HAa TEOPETUYHINA CTaiii, a iHIN TpU3HAYEHI A OOMEKEHUX
CLIEHApIiB Y KO)KHOMY KOHKPETHOMY BUIIAJIKY.

[Mporuo3na anamithka. binploia yacTHHa poOOTH MOJILIT BKIIOYAE
pearyBaHHs Ha 3JIOYMHHM YM iHII IHIMAEHTH; MPOTE TEXHOJOIii MOXYTh
JIO3BOJIMTHU TOJiLil OyTH akTuBHUMH. [TogymaiiTe Ipo MPOTHO3HY aHAIITHKY
SIK TIPO 0OpAa3MBHI MiAXIiJ 10 TPOMAICHKOI Oe3meku. LS TeXHOMOris BUBOIUTH
KapTy 3JI0YMHHOCTI Ta 30ip JaHMX Ha HOBMH piBEeHb, ependadaioun 3arajibHi
obnacti, e WMOBIpHI MaiOyTHI 37M0o4YMHU. SIK BUSBHB OJWH BiIIUI, Taka
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iH(popMaIlis KOPHCHA IS PU3HAYCHHS Ta PO3MOALTY mepcoHany. «B oqHomy
MPUKJIAi, HaBeIeHOMY HaliOHAIFHMM IHCTHTYTOM IOCTHINI, OIS
Piumonna, mrar BipmkuHis, BUKOpHCTana NaHi, mo0 mependavuTH, ¢ B
HOBOpIYHY Hiu Oy/e HalObIIe 00CTpiiB. «Jlo uX Micupb Oyno HampaBJIeHO
Oinpmre odimepis, MmO MPU3BENIO 10 3MEHIIEHHS oOcTpimiB Ha 47% i
301bIIeHHS BHITy4eHOi 30poi Ha 246%», — noBinomisie The Press-Enterprise.

Tpusumipre 300paskeHHst Micts 3mounHy (3D). TpuBuMmipHe 300paskeHHS
MICIIA 3JI0YMHY MIBHIKO CTAa€ HE3aMiHHMM acHeKToM pobotu modmimii. «Bix
IIBUAKOTO 300py JaHUX Ha Micli moaii g0 30epekeHHs iX IS MOJabIIOro
aHaJ i3y Ta CTBOPEHHS e(EKTUBHHUX NpEe3CHTAlid Uil BUOPOOYBaHb —
Ja3epHUN CKaHep BUSIBISIETHCS BXKJIMBUM IHCTPYMEHTOM JUIS CIITUUX», —
noBinomisie PoliceOne. 3a nonoMororo i€l KpUMIiHATICTHYHOI TEXHOJIOTIT
ckanepu QikcyroTb 3D-Monenp Micid 3m0unHy a00 HEeIaCHOTO BUIMAAKY, L0
JI03BOJISIE OTpUMaTH OuTbIn To4Hi AeTani. Odinepu MOXyTh BUKOPHCTOBYBATH
o iHpopMalito mi3Hinie, Moo BiHOBUTH PaKypcu Ta PO3MILIEHHS J0Ka3iB
abo moneneil Opu30K KpoBi. 3iomka Micus 310unHy B 3D o3Hauae, mo
o(irepam MOTPiOHO JIUINE MiATPHMYBATH ITOBHY CLICHY Ha Yac CKaHyBaHHS,
sike Habararo KopoTHIie, HDK 3a3Buuail. 3D-300paKeHHS TaKoXX MOXYTb
ybOesneuntn odginepiB Ha MiCIIX aBapii, OCKUIBKM MEHIIe dYacy Ha
JOCITIKEHHS MICIS TIOZi1 03HAYa€, 1110 BOHU IBHIIIIE JIKBIIyIOTh 3ITKHEHHSI.

[TepconanbHMiA, HaCKpi3HUH paaap. Bukopucranus panapa, mobd 6auuTu
Kpi3b OyaiBIi, — 11 IIC OJUH CIOCIO 3amo0IrTH 3JI0YMHHOCTI IO TOTO, SIK
BOHA CTaHEThCs. Pajapy MpalffoloTh K TOHKO HaNAIITOBAHI IETEKTOPH PYXY,
BUKOPUCTOBYIOUH PAiOXBHII, 00 3BECTH IO HYJIS PYXH, TaKi HE3HAYHI, 5K
JIIXaHHS JIFOIMHY, Ha BincTaHi moHan 50 ¢yti. BoHr MOXYTh BU3HAYNTH, UK
€ XTOCh y OYyAMHKY, Ji¢ BOHHU I1epeOyBaroTh 1 UM PyXaroTbCs», — nuiie bpen
Xir B USA Today. Xoua HackpizHMI pajap He € abCOJIOTHO HOBHM, TaKi
JIOTIOBHEHHSI, SIK HOCHMi KOMIT FOTE€PH Ta JOIIOBHEHA PEANIbHICTb, TO3BOJIIOTH
oimepam «OauuTH» Kpi3b CTIHM 1, BIATIOBITHO, OIIIHIOBATH 3arpo3H, SK
HIKOJIH paHie.

3arajiom, TEXHOJOTii B TPaBOOXOPOHHHMX OpTraHax CTBOPHIM Oararo
mepeBar, SKi JONOMAaraloTh pPi3HAM BiZJOMCTBAM pO3KPUBATH 3JIOYHHHU,
ineHTH]IKyBaTH MiO3PIOBAHMX 1 BiICTEXyBaTh iXx. Bkl eekTHBHI Taki
BUJIM TEXHOJIOT1H JTO3BOJISIOTH JIOBUTH 3JI0YHMHINB 1 YHHHUTH OMIpP MPABIIHHO.

Kouncynomanm 3 mosu B. B. Kouuna
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VIIK 351.74:001.895](100)(06)
Jliana KHPHYEHKO

Xapxiscvkuii HayioHAnbHUIL YHI8EpCUmMem 8HYMPIWHIX CHpas

THHOBAIIIMHI TEXHOJIOT Ti BUKOPUCTAHHS IPOHIB
Y IIBEIII

Bigoma Ha Bech CBIT sIK OJIHE 3 HAMIIPOTPECUBHIIIMX Ta HANIIACTHBIIIIAX
micip Ha 3emii, LlIBenis — mnsiTa 3a BeIMYMHOIO KpaiHa B €Bporri. 3 poky B
pik sKicTh xuTTA y IlIBemii OMIHIOETHCS HAa0arato BWINOK, HIK B 1HIIHX
KpaiHax. bararo B 4oMy mie BiZOyBaeTbCsl 3aBISKH TOMY, IO IIBE/ICHKA
MONIISL BiNIrpae BEIMKY pOJb Y 3HIDKEHHI pIBHA 3JIOYMHHOCTI Ta
TIiIBUIIICHHS PiBHS TPOMaICHKOT OC3IEeKH.

VY 2015 pomi ympasmiaas nominii [IBerii crano neHTpatbHIM OpraHOM
YIpPaBJIiHHS MIBEACHKOIO Modimiero. Lle cTamo moMiTHOI 3MIHOO MiCHs TOTO,
AK JECSATKA POKIB MiAPO3AUTM KOHTPOIIOBAIM MYHIIMIAIbHY Biamy. Bike
CTaBIIIA OJHIEIO 3 MEPEAOBUX KpaiH i3 3aCTOCYBAHHS HOBHX TEXHOJOTIH Ui
3axucTy rpoMajcbkocti, [1IBeris moyana BUBYaTH BUKOPUCTAHHS JIPOHIB.

VY kpaiHi oiliiHO 3ayCTHIM porpamy 3 BUKOPUCTaHHS HOJIIEHCHKUX
nponiB y 2018 pori. IlomineiicbkuM 3 KOXHOTO Bimaily Oyno HamaHO
MOXJIMBICTB B3SITH y4acTb Y IpOrpami IiJBHIIEHHS KBami(ikaii Ta nponTn
HaBYaHHA 3 METOI0 3aCTOCYBaHHS JpPOHIB INPH BHKOHAHHI CIy>KOOBHX
00OBSI3KIB.

[IBeris € xpaiHoto, MaOyTh, HAUOUIBIIIO MPOTPAMOIO 3 BUKOPHUCTAHHS
JPOHIB yisi 3a0e3MeUeHHsT TPOMAJIChKOI Oe3rekd B €Bpomi. 3BaXkarouW Ha
VCIIIIHY MisUIBHICTD INBEACHKOTO YIPABIIHHA TONIIII y TPOBEICHHI
orrepariii i3 30epexxeHHs TpoMaIChKoi Oe3nekH i3 3actocyBaHHaM BITJIA, neit
MPOTPEC 31A€THCS LIIKOM IPHPOJHUM.

Hanpuknan, BiampaBieHHs IpOHIB st (OTO- Ta BiACO3HWOMKH 10 MICIb
3JI0YMHIB YM TOJI{ JOMOMOIJIO BiJUTUTY MOl 3MEHIIMTH PU3HK BTPaTH
peyoBHx JnokasiB. Ilomineiicbki JPOHM TaKOX JOIMOMAraroTh IOXKEKHUM
CITy)k0aM B aBapiifHO-pATYBaIbHHX POOOTAX Ta B aBIapoO3Bifli 3a TaKUX
TIOZIH, SIK MOXKEXI, PO3JIMBU HATHU Ta CTUXIHHI JHXa.

Binbe Toro, I1IBemnis BUKOPUCTOBYE IpOHU JuIsl 3a0€3I1eUeHHs Oe3MeKn
Ta YOpPaBIIHHS HATOBIOM Il Yac BEIMKUX MAaCOBHX 3aXO[iB, TaKUX SK
¢yTOoIBHI MaTUi, IepeIBUOOPYI MITHHTH Ta AEMOHCTpAIii. 3aBIIKH HOBUM
TEXHOJIOTISIM CTAJIO JIETIIE ITYKATH 3HUKJIMX B TOpax abo B MOpi.

JpoHn 4YacTo 3OIHCHIOIOTE TOJBOTH y TPOMAICHKUX  MICIIX
HeOJIaronoMyYyHUX paioHiB, ¢ BUIQAKH HAPKOTOPTIBII Ta MPaBOIOPYIICHB,
AKi CKOIOIOTH 3JI0YMHHI yrpymoBaHHS, 3pociu y 2019 pomi. 3aBasku mum
JpOHAaM, SIKi JOMOBHIJIM IIIIWA NaTpyJdh Ta IHINI 3ax0[u OE3MeKH, M0
BXXKHBAIOThCSA TIONILIE0, 3amo0iraHHs Ta BHABJIEHHS 3JI0OYHHIB CTajio
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npocrimre. Odiuepu nosinii MKIYIOTHCS PO NPUBATHE JKUTTS TPOMAISH,
TOMY BOHM MalOTh IPAaBO BUKOPHCTaHHS 3HOMKH 3 TOBITPS 3 METOIO
PO3CITilyBaHHSI Ta KPUMIHAJIBHOTO IEpeciigyBaHHs. AEpO3HIMKU Ta Bileo,
0 HAJAIOTHCS SIK PEYOBMH JO0Ka3 y Cy/i, YacTO CTaloTh BUPIMIAJbHUM
(daxTopom y cmpaBax ©Oe3 cBimkiB. [Ipm oMy 3a0e3MeUyrOTBCS OLTBII
0e3redHi YMOBH POOOTH LIS IIPABOOXOPOHIIIB Ta PATYBAJIBHUKIB.

Pobora, moBsi3aHa 3 rpOMaaChKOK OE3IIEKO0, YaCTO BUMarae HeraiHoro
MIPUAHATTS PillleHb, TOMY JO3BLT MOXKHA OTPUMATH, KOJIM HOJMILiS IPsAMYy€E Ha
mice mopmii. Ilicims oTpuMmaHHS O3BOJly Ha BHKOPHCTaHHS JPOHIB MiIOT
TTOBHHEH TIPOBECTH MEPEBIPKY Ta TOTPUMYBATHCS Jil, ONMCAHUX y MOCIOHUKY
KOpPHCTyBaua. 3ariH pearyBaHHS TaKoXX MOBHHEH OOOB'SI3KOBO IMOJATH 0
YIIPaBIIiHHS JOKJIAJIHHUH 3BIT 3 OMKCOM KOXKHOTO TTOJIBOTY.

Kouncynomanm 3 mosu I. C. babak

YK 351.74:001.895](100)(06)
Ceimnana KOBUJ/IITHChKA

Xapxiscokuil HayioHATbHULL YHIGEpCUmMem GHYMPIUUHIX CHpPas

I’ATh IHHOBALIIMHUX HOﬂlgEﬁCLKHX TEXHOJIOI'TIA
B I3PAIJI

TexHosorii 3MiHIOIOTE pOOOTY MoiHii y 21 CTOMNITTI — BIPOBAIKYIOTH
HOBI IHCTpYMEHTH OOpOTHOM 31 3TIOYMHHICTIO Ta HOBI KaTEropii 3lIOYMHHOCTI.
I3painbcpka momimis #me B HOTY 3 YacoM, aKTHBHO 3aCTOCOBYIOYH
iHHOBAIIHI TexHosorii y cBoiii poOoti. Ouikyerbesi, mo B Tenb-ABiBi
BiOyneThCcs BHCTaBKa 10 moyarky Jlpyroi MikHapoaHOi koH(epeHIii 3
BHYTPIIIHBOI O€3MEeKH, Iijl 4ac SKOi 13paiibchKa MOJIiLis TPOJIEMOHCTPYE HOBI
PO3POOKH, SIKi JJOMOMOXXYTh IPABOOXOPOHIIIM OOPOTHUCH 31 3TTOUHNHHICTIO.

[ominist [3paimo npeacTaBUTh psii IHHOBALIHKUX TEXHOJIOTIH, Cepel SIKMX:

* «Eyeballs» — e miHiaTIOpHI BiJileoKaMepH po3MipoM 3 TeHICHI M’siui,
SIKI MOXYTb oOepTaTncst i oTpuMmyBaty iH(opmarito Ha 360 rpamycis. Jleski
KaMepH MaroTh MEHIII PO3MipH, MEHIII I'POMI3JIKOCTI Ta JOBrOBiYHINI, a
TaKOX Kpamly iHTEerpaIiiro 3 aBTOMOOUTFHAMH CHCTEMaMH, 1100 3a0e3MednTH
CHHXPOHI30BaHE Bife0 MOMil 3 KITBKOX TOYOK 30py. IHIN mocsSTHEHHS
BKITIOYAIOTH BUIILY PO3AUIbHY 3JAaTHICTh, YITKIMIHAN 3BYK, IIUPIIIi OIS 30pY Ta
MIJBUINEHY CTIHKICTH IO yMOB HaBKOJHMIIHBOTO CEPENOBMINA, TaKuX SK
eKCTpeMaJIbHUN XOJIO/I.

o [HHOBaLIiHUIT CUMYJATOp CTPUIBOM, SKWH A€  MOJILEUCHKUM
MOXJIMBICTh 3HaYHO ITOKPALMTH CBOi HAaBUYKW MOBOKEHHS 31 30po€io B
PI3HOMaHITHUX CUTYaLlisIX, CTBOPEHHX KOMII IOTEPOM.
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* besnijoTHuid  siTaneHUA  anapar. be3nioTHMKM Bce  yacrilue
BHUKOPUCTOBYIOTBCS TIOJIIIIEIO JUIsl OTPUMAHHS TOUOK OTJISAy 3 TOBITPS JUIS
poboTH Ha Micli 3JI0YHMHY, MOUIYKY Ta IOPSTYHKY, PEKOHCTPYKIIi aBapi,
MOHITOPHHIY HATOBITy TOIIO. I3paink mpeacTaBise IMOBITPSIHY KyJHO, sKa
BUKOPHCTOBYETBCS JUISl TIOBITPSHOTO CIIOCTEPEIKEHHSI, Mae 00°eM BChOro 3 m>
(3amicTp momepenHboro 20 M), SKHH JIETKO TIOMIIIAETHECS B OaraxHUK
ABTOMOOLIS 1 KEPYETHCS 3 3eMIIL 32 JOMIOMOTOIO CIEHIATEHOTO CMapTQOHa.

eT'omocoBa TexHoisoris. OpnHi€l0 3 OCTaHHIX IHHOBAIH, sKI
BIIPOBA/DKYIOTECS B TIONIIEWCHKI MAIlMHH, € HOBA TEXHOJIOTiA TOJOCOBUX
KOMaHJZ, sKa Ja€ 3Mory odimepaM KepyBaTH OaraTbMa (YHKISIMH CBOTO
ABTOMOOLJIS TMiJ] Yac KepyBaHHs Ta BUKOHAHHS 1HIIUX MATPyJIbHUX 000B’SI3KIB.
MOXIMBOCTI IIMX TOJOCOBHX CHCTEM BIAPI3HAIOTHCS BiJ aBTOMOOLIA 10
TPAHCIIOPTHOTO 3aco0y, ajie OUIBIIICTh 3 HUX MOXE OOpOOJIATH KOMaHIH,
1100 3armycTUTH HOMEPHHH 3HaK a00 BBIMKHYTH CHpeHy. biibi npocyHyTi Ta
HAWNEePCHEeKTUBHIII ~ MOMJIMBOCTI TEXHOJIOTHl TOJIOCOBHX KOMaHI Y
MOJIIIEHCEKAX aBTOMOOUISIX 3HAYHO MOJIETIIATh T0/avy 3BIiTIB — odimepu
MOXYTb JIUKTYBaTH CBOI HOTATKH, SIKi MOTIM PEECTPYIOTHCS OE3110CEPEIHBO B
CHCTEMI iXHBOTO areHTCTBA.

* ABTOMaTH4HE pO3Mi3HaBaHHA HoMmepHuX 3HakiB (ALPR). Ta cama
TEXHOJIOTisI, sIKa JO3BOJISIE IUIATHHKaM 300py ABTOMATHYHO CKAaHYBaTH Ta
30MpaTu peecTpamiiiHi HOMEpH Ta JITepH Ha BallOMy HOMEPHOMY 3HAKY LIS
CTSTHEHHS IUIATH, 3apa3 BHKOPHUCTOBYETHCS MOMILIE0 IS PI3HUX Iijer
MPAaBOOXOPOHHUX opraHiB. Toi (akT, M0 Kilbka KamMep MOXYTh 3HIMATH
OIIMH 1 TOH K€ HOMEpHHH 3HAK, MOTCHIINHO Ja€ MOJINEeHCHKIM MOIINBICTD
BIZICTEXXYBATH PyX TPAHCIIOPTHOTO 3aC00Y 3 YaCOM, PO3KPHBAIOYH MOAPOOHIII
po MicIienepeOyBaHHs OmepaTopa, 1o, 0e3yMOBHO, MOYKE JIOTIOMOITH Y JIOBI
3JI0YMHILIB.

Lle He Bce, 0 MOKe 3qUBYBaTH I3painb, TOMy MOXHa 3 YHEBHEHICTIO
CKa3aTH, [0 MOJIIEHCHKI TEXHOJIOTIT PO3BUBAIOTHCS 1 HE CTOSITh HA MICITi.

Koucynomanm 3 mosu I. C. babak

YK 351.74:001.895](100)(06)
Boowena KOBAJIEHKO

Xapxiscokuil HayioHanbHULl YHieepcumem GHYmMpIuHix cnpas
IHHOBAIIMHI TEXHOJIOI'Ti B MOJIIIIII

3apas, y 21 cromirTi, B enoxy TexHoiorii. [lomimist Tex He CTOITh Ha
MicIIi, 8 pO3BUBAETHCS, BIIPOBAPKYIOUH IIOCh HOBe. Hamprkiiaz, aBroMaTnyHi
CTIOBIIICHHS, KAaMEpH Tijla Ta Bifeopeectparop. BoHn monmomararote momirii
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J00pe BHKOHYBaTH CBOIO pOOOTY. ABTOMATHYHI CIOBILICHHS CKOPOYYHOThH
Yac pearyBaHHs

[TpaBooxopoHII HE MOXYTh pearyBaTH IIBHIIIE, HDK CHCTEMa, sKa
3abe3neuye ix iHpopMmarieo. 3aBIIKH MEPEKEBUM BiJICO- Ta ayJiOpIICHHIM
MOJIIEHCEKI MOXKYTh OTPHMYBATH IIOBIOMJICHHS TPO IHIMIACHTH Maibke
Bipa3y, IO 3HAYHO CKOPOYY€E 4Yac pearyBaHHsA. MepekeBi KaMepH — 3
IHTErpOBaHOIO AHANITHUKOI, MATYMKAMHU Ta CHTHANI3AINEI0 — BiCTEKYIOTh
30HH BHCOKOTO PIiBHS 3JIOYMHHOCTI a00 MiCIsl, 1e TPOMAaIsiHU BiIdyBaroTh
3arpo3sy, 1 HaJCWIal0Th aBTOMATHYHI CIIOBIIIIEHHS B Mipy PO3BUTKY CHTYaIlil.
BusiBneHHs iHOMAEHTIB 1 TpsAMe Bimeo 3 Micusd mOAii JONOMOXYTh BaM
3pO3YMITH CHPaBXHIO TPUPOJLY IHLMIACHTIB 1 BIJIOBIJHO PO3CTABUTH
npiopureTd. [HTErpyl04YM T'y4HOMOBII Ta MPOXKEKTOPU B MEPEXKY, BU HaBITh
MOXETE 3yNUHWUTH 3JI0YMHH Ta TNPABONOPYLICHHS IPSIMO B MOMEHT iX
BUMHEHHs. HarinbHi Kamepu JO3BOJISIIOTH 30MpaTv IiHHI J0Ka3u. A 1e, B
CBOIO 4Yepry, eQeKkTHBHO momepe/pkaTiMe HeOakaHy TIOBEHIHKY Ta
TIO3UTHBHO BIUIMHE Ha Jii ONepaTopiB KaMmep Ta I'poMajchbKocTi. PozymHa
MeperKa BiZIEOCIIOCTEPEKEHHS He JIUIIE JOIOMarae 3aro0irTé 3JI09rHaM, aje
i cropuse WiIBHUIIEHHIO 3aCy/DKEHOCTI Ta NPHUTSTHEHHIO 3JIOYMHIIB JI0
BimmoBinameHOCTI. OnepaniiiHuii TeHTp Hamae odirepaM BCIO HEOOXiTHY
iH(pOopMAaIIifo 1mIe 10 MPHOYTTA Ha MicCIle TOAii. 3HAF0YH, YOT0 OYiKyBaTH Ta Ha
110 CTIiJI 3BEpHYTH yBary, MOJMIIlis Ha MicIli Oyzae Oe3MeduHilo; KpiM Toro, 11e
pi3KO MIIBUINMTH IMAaHCH Ha MOMAJBIIY YCIIIIHY pOOOTY eKCIepTiB-
KpuMiHaJicTiB. Po3ymMHa aHamiThka (HampHKIaA, po3Mi3HABAHHS HOMEPHHUX
3HaKiB 1 O0OIMYYs) TakoK MOXKE 3pOOWTH BHPIIIAJIBHHAN BHECOK Y
poO3CililyBaHHSI ~ 37IOYMHIB 1  3aTpUMaHHS  MiJO3PIOBAaHUX.  3alHCH
Bi/IEOCTIOCTEPEKEHHS! TAKOXK MOYKHA BUKOPHUCTOBYBATH B CYI.

HoBiTHI TEXHOJIOTIT O3BOJIAOTH MOl MPAIFOBATH IIBUIIE, KpaIile Ta
HE3aJIeKHO.

Mosnuii paonux 1. O. I'ozonw

YK 351.74:001.895](100)(06)
€nuzaeema KOBAJIEHKO

Xapxiscoxuil HayioHabHULl YHieepcumenm GHYmMpiuHix cnpas

POJIb TEXHOJIOT'TH B IHIINCbKOMY KPUMIHAJIbHOMY
PO3CJIIAYBAHHI

TexHo0Tisl PEeBOMIOIIOHIZYBaNA CBIT, y SIKOMY MH )XKHBEMO. 3 KOXHOTO
BHMAKy, KOJM MH BIIKPHBA€EMO OYi BpaHI, TEXHOJOTIl MOYHHAIOTH
BiZirpaBatu cBoo poib. akTiyano, micis mofii «HopHuii 1e6iap» Maike Bce
Oymo ommdpoano. Bim ocBiTH, MOKYNOK, JOCTaBKH DKi, TPAaHCHOPTY Ta
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0aHKIBCHKHX OIepalliii 1 HaBiTh O(ICIB MEPEMICTHIIUCS 10 JOMY uYepe3 Pi3Kuit
1 TAMICKOCSHKHUI BIUTHB TEXHOJIOTIH. TEXHOOTIT KapIUHAIBEHO 3MIHMIM BCI
ACIIeKTH JKUTTS. Y TakOMYy CBITI TEXHOJIOTiH, IO IIBHIKO PO3BHBAIOTHCA,
Halmy nominii B KpUMiHATEHOMY PO3CIiTyBaHHI BRXKJIMBO NPUCTEOHYTHCS Ta
BUKOPHCTOBYBAaTH TEXHOJOTii, mI00 HE BiACTaBATH BiJ MOTOYHOTO CTaHy
peueit. [omimist Bxke BKIFOUIIA 0araTo TEXHOJIOTIYHUX aCTEKTiB, alie 4ac Bif
Yyacy BUHHKAE MMoTpeda B MOJICpHi3aii.

VY 3B’S3Ky 3 NPOTPECOM y CBITI Ta CTPIMKHM 3pOCTaHHSIM y cdepi
TEXHOJIOTiH, I/ TOJIWii Ba)KIMBO aJalTyBaTHCA IO MIHIMBOTO CBITY. 3i
MIHJIUBIM CBITOM 3JIOYMHH TaKOXX PO3BHHYJIHCS Ta HAOYIH HOBOI (POPMH, SIK-
OT Kibep-3aisKyBaHHs, KpaJbKKa IpolieH, KpaJbKKa JaHuX, POrpam-BHKYII,
migpobka BeO-caifTiB, 370M IHTEpHETY pedeil TowIo. y CIHiBBIJIHOIIEHHI JI0
MOJIIiT, HEOOXIMHO MaTHW TEXHOJIOTIIO, 00 3alOBHIOBATH CKJIATHOII Ta
NpUMaTH CBOEYACHI pilieHHs. [HpopMmaliiiHi Ta KOMyHIKalliifHi TEXHOJIOTIi —
Lle METOJ HaJaHHs CKJIaJHUX IOCITYr HUIIXOM IO€THaHHS iH(pOpMaliiHuX
TexHouorii Ta TenekomyHikaniil. IKT BukopucToByroThCS T 30€piraHms,
OTpuMaHHs, aHamizy AaHuX. CIOM TakoX BXOJUTh MOOUIBHHN TenedoH,
BimeokoH(epennii Tomo. Lli TexHomorii epeKTMBHO BHKOPHCTOBYIOTHCS
TOTIIIEF0 ISl TIPABOOXOPOHHUX  OPraHiB 1  MOXYTh  IOCTIHHO
BJIOCKOHAITIOBATHCS TS €(DEKTHBHOTO YIIPABITiHHSL.

BukopucranHs TexHONOTii Moke OyTH OyXe KOPUCHHM Yy
CTIpaBEUIMBHX CyAaxX. Y CHOTOIHIIIHINA Yac MaHAeMii KOpOHaBipycCy, KOiu
PEKOMEHIYETbCS COLIANIbHE JMCTAHLIIOBAHHA, XOIUTH 1O IEPEHOBHEHOTO
cyay Bkpail HeGesnmeuHo. OnHak depe3 If0 MaHAEMio 06arato CrpaB MOTIH
3IMIIUTUCS HAa PO3MJIA, KylM MarepiaiiB cHpaB HarpoMaawiucs. Aje
TEXHOJIOTIT NPUHIIIM HaM Ha onomory. CyoBi pO3IIIsSAM HaBiTh TPHBAIOTh
y 1i#l maHaeMii 3aBIIKH MOYKIJIMBOCTI BiICOKOH(EPEHIII.

VY cydacHy emoxy MH HE MOXEMO YSBHUTH JHA Oe3 BiIMOBLIHOL
TEXHOJIOT1i. BripoBaykeHHs HOBUX TEXHOJIOTIH € TOCTPOIO BUMOTOIO HaBITh Y
KPUMIHAIBHOMY  pO3CllityBaHHi ~ Miminii. barato  TexHomorii  Bxke
BHUKOPHCTOBYIOTECS, ajle MOTPiOHE TOCTiliHe OHOBIICHHA. TexHomoris Oyna
6marom, ajnie OyJIM BUIIaJKH rpyOOTro 3I0BKMBAHHS IIMMH TeXHOJOTiAMH. [Iist
MOTIEpeKEHHS ~ TOAIOHMX  BHIIANKIB  HEOOXimHO  copMyIoBaTu
3aKOHOJIABCTBO. TeXHONOTII JOpOri, i TOMy MH TOBHHHI 30CEpPEIUTHCS Ha
JOCITIDKSHHSX 1 po3po0Kax y HalIii BIACHIN KpaiHi.

Mosnuii paonux 1. O. I'ozonw
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€Enuzaseema KOBAJIEHKO

Xapxiscvkuil HayioHANbHUIL YHIGEpCUmMem 8HYMPIUWHIX Cnpas

BIPTYAJIBHA PEAJIBHICTD Y NPODIJIAKTHUI ATII

3anobiranHs JOPOXXKHHO-TPAHCIIOPTHUM HPHUTOAaM € OIHHM i3 3aBJaHb
JOPOXKHBOT IO, MIsUTBHICTh SKOi CIPSIMOBAHA HA 3HMKCHHS KUTBKOCTI
JIOPOXKHBO-TPAHCTIOPTHUX TIPHUTOT Ta TIBUIICHHS BiITOBINaIbHOCTI YUaCHHKIB
nopoxkHboro pyxy. Ionepemxenns JTII cnpsiMoBane Ha BCiX, OCOOIMBO Ha
Bpa3IMBUX YYACHHUKIB JIOPOKHBOTO PYyXY, TaKMX SK BEJIOCHIEANCTH Ta
THIIOXOIH.

[omimis 3emi [liBHiuHOTO Peftry-Bectdanii 3amyckae miaoTHHI IPOEKT
i3 TecTyBaHHS OKyJISIpiB BipTyanmpHOI peanmpHOCTi. Lle BimkpmBae HOBI
MOXJIMBOCTI I 3aroOiraHHs JOPOXKHBO-TPAHCIIOPTHAM MpPUTOIaM. «3a
JIOTIOMOTOI0 OKYJISIPIB BIPTYaJbHOI pPEajbHOCTI MU TiJHIMAEMO HA HOBHH
piBeHb poboty momo 3anodiraHHs J(TIl 3 TsokkuMu Ta JQyke TSKKHMH
HaCJIiAKaMI», — 3assBUB MIHICTp BHYTpilHIX cripas ['epoept Poiin.

Mo crocyerbest momepemxenus JTII, To momimis 3emmi [liBHIYHWMI
Peiin-Becrdanist Hamaraerbcst 3poOMTH  HEOE3INEKy [JOPOXKHBOTO PYXY
«BIUYTHOKO». BHKOpUCTaHHS OKYJIpiB BIPTYalbHOI pEaIbHOCTI Jae
MOXJIMBICTB BIpTYaJIbHO 3aHYPHTHCS B JIOPOXKHIO CHTYAIIiIO.

VY 3D-¢inemi, crBopeHomy mnouimiero IliBaiunoro Peiiny-Becrdanii,
MOKa3aHa CHUTYallisl 3 BEJIOCHUIEINCTOM Ta BOII€EM BaHTaXiBKH. CIOYaTKY
MIPE/ICTABICHO CIPUHHATTS PyXY BEJIOCHIIEANCTOM, KOPHCTYBAadEM OKYIISPIB
BIpTyaJbHOI PEabHOCTI, KONM BiH YCBIIOMIIIOE, IO BOMIH BaHTaXXiBKU
«BTpayae #Horo 3 30py» y Tak 3BaHild «climid 30HI». Y Opyromy kajipi
MepPCIIEKTUBA 3MIHIOETBCS, 1 MOIi CIIOCTEPIraloThCsl BXKE 3 TOUKH 30pY
npodeciiiHoro Bomist. Cutyariis, oka3aHa y (QiIbMi, Ma€ MMOKA3aTH YIaCHUKAM
JIOPOXHBOTO PYXY, HACKUIBKH 00€peXHHUMH MOTPIOHO OyTH 32 KEPMOM 1 SIK
BpaxOBYBAaTH TaKi MOMEHTH.

«ATBTEpPHATUBHI BUIIM TPAHCIIOPTY, TaKi K BEJIOCUIIEAN a00 BUKOPUCTAHHS
BEJIOCHIIE/IIB 3 €JIEKTPOIIPUBOIOM, y>Ke TIOIYJISIPHI 1 Oy IyTh y HEeHTpi HaIoi
yBaru 1mie Oinplie B MalOyTHHOMY, SIKIIO HAETHCS TPO 3armoOiraHHs
JIOPOXXHBO-TPAHCIOPTHUM TIpHroxaM. Tomy no0pe i MpaBWIBHO pO3NOYaTH
HAIll TPOEKT OKYJIIPIB BipTyabHOI peaybHOCTI i3 Hi€l TeMW», — MiATBEPANUB
MiHicTp Poiin. «Y BenmocurenncTiB HeMae Hi 30HW 3MHHAHHS, Hi MOIYIIKA
6e3nekn. My MOXKEMO 1€ TIPOJIEMOHCTPYBATH JTyXe SICKPAaBO 3a JOTIOMOTOI0
HAIMX HOBUX TEXHIYHUX MOXKIUBOCTEI».

Besneka - 6a3oBa motpeda JIFOAMHN, 3apaau SKOi OIS TOTOBA 3pOOHTH
Bce motpibHe. 3amobiranHs JITII mae cBoi mepeBary, i TyT BENHMKE 3HAYCHHS
MOXYTh MaTH Cy9acHi TEXHOJIOT1i Ta CHCTEMH IITYYHOTO iHTETEKTY.

Hayxosuii kepisnux I. M. Copoxkina
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JImumpo KOBAJIb

Xapxiscvkuii HayioHANbHUIL YHI8EpCUmMem 8HYMPIUWHIX Cpas

BUKOPHUCTAHHS 3PA3KIB JJHK JIJI5S1 KPUMIHAJIBHUX
PO3CJIIAYBAHD

@epepanbia moninist  ABcrpanii  (PITA)  BHUKOpUCTOBYE  HOBY
TEXHOJIOTII0, SIKa BIJKPWUBAE HOBHU CBIT KPUMIHAJICTHYHOTO TECTYBaHHS
JHK mis kpuMiHaTBHHX pO3CTiAyBaHb. HoBa TEXHOJOTIS, BioMa sK
Macusno Ilapanensie Y3romkenus (MITY), moxe nepenbavyaté Bi3yasibHi
pucu 3mounHIiB 3a JIHK, Ky BOHM 3ayMIIAIOTh HA MICI[i CKOEHHS 3JI0YHHY,
JO3BOJITIOYM  CIITYMM TlepefdadaTtu crath, OioreorpadiuyHe MOXOIKEHHS,
KOJip oYeil i, HaBiTh, KOJip Boioccs. biorpadidHuii MpOTHO3 IMOXOKEHHS
nopiBaIoe JIHK 3 1moBinkoBot0 6i07I0TEKOI0 TPHOX TPy HACENCHHS IPEBHIX
JIIOZIEH, 110 MOXKE JONOMOITH BHKIIFOYMTH OCIO, sKI HiKaBisgTh Bac. PITA
perenbHO TecTye Ta omiHioe MITY, mo6 3abe3neuuTr HOro TOYHICTB, TIEpexn
OyIb-SIKUM BHKOPUCTAHHSM Yy CYIOBO-MEIMYHUX pO3CTigyBaHHsiX. Lls
HepeBipKa 3 METOK BHUKOPHCTAHHS B KPUMIHATICTUYHOMY aHali3i € Mepiio
B ABctpanii /sl mpaBooxopoHHMX opraHiB. MITY mpaiitoe, DocimipKyo4n
MOCTIOBHICT, HyKJIeoTuaHuX ocHOB JIHK, sika mpucyTHs y 3pa3kax,
310paHMX Ha MICIi 3JI0YHHY, [0 € OCHOBHHUM KOJOM Ui BCHOTO JKHBOTO,
BKJIIOYAI0YH JIFOJICTBO.

CyuacHi TexHonorii npodimoanas JHK s imenTrdikarmii moauHu
JOCITIDKYIOTh Bapiamii JAOBXKWHH T'eHoMy moauHu, ane MITY mocmimkye
HYKJICOTHIHY TOCTIIOBHICTh IMX oOnactei, mo poouts MIITY Oimbm
iHpopMaTHBHUM, HiK TpamumiiiHe mpodimoBanHs JJHK. CmpapxHs cuima
texHoorii MITY momsrae B i 3maTtHOCTI oTprMyBati nmasi 3 JJHK, xomm
3TOYHMHENp HEeBIAOMHHN 1 HeMae BimmoBigHOro mpodimo B 6a3i manmx JJHK
MPaBOOXOPOHHUX opraniB. I[lmardopma TakoK 3aCTOCOBYETHCS y CIIpaBax
PO 3HUKJINX O€3BICTH Ta HEMi3HAHMX JIFOACHKUX OCTaHKIB.

OITA TakoX 3apa3 CIBIpANIOe 3 HAYKOBUMH KOJIaMH Ta 3E€MEIbHUX
HayK ABcTpanii s po3poOkm MoxmBocter MITY anamizyBatn JIHK
HaBKOJIMIIIHBOTO CEPEJIOBHIIA K KPUMIHAIICTHYHOTO IHCTPYMEHTY JUIS
poiMIOBaHHs IPYHTY, MUY Ta BOJIH Ta JIOCIIKEHb HAPKOTHUKIB.

[IpoTaroM HACTYIHOTO JECATIUIITTS MOXJIMBOCTI TPOTHO3yBaHHS
OyIyTh PO3LIMPIOBATUCS 1 BKJIFOYATH TaKi 03HAKH, K BIK, IHACKC MaCH TiJia Ta
3pict. BymyTs mrykaTtrcss MOXIJIMBOCTI IJIs HAJAHHS TOHKHX IMPOTHO3IB LIS
TaKUX IMOKA3HUKIB OONHMYYs, SK BiICTaHh MK O4YmMa, (opMa OKa, HOCA Ta
BYX, TIOBHOTA T'y0 1 CTPYKTYpa LK.

OITA Takox ngbae mpo 30epeXeHHS MOBIPH TPOMAICHKOCTI Ta
BIICBHEHOCT] Y BHKOPHUCTAaHHI HOBHX OIOTEXHOJIOTIH, 1 BIPOBAAMIA TPOIIECH
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JUIsl  MiHIMI3alii BIUIMBY Ha KOH(IJEHLIMHICTE Ta 3aXucT Oylb-sKOi
reHeTuyHoi iH(opmarii.

Hayxoeuii kepienux Onexcanop OniuwiescoKkuii

YK 351.74:001.895](100)(06)
Onekcanopa KO3JIATHChKA

Xapxiscokuil HayioHanbHull yHigepcumenm GHympiuiHix cnpas

PO3BUTOK I'AJTY31I KPUMIHAJIBHOI'O ITIPABA

3a cmoBamu Ceiip Jlesic 3 YuiBepcurety IliBnernoi IOtu, kpuminaisHe
npaBocy i — 11e cepa KapepH, IO IIBHIKO pPO3BUBAETHCS. KoxkHIN KpaiHi
CBiTY MOTpiOHI mpariBHUKK B mil cdepi, i mg moTpeda HIKOIM HE 3racHe.
OCKIIBKY TEXHOJIOTT PO3BUBAIOTHCS y IIMBUILHOMY CBITI, TEXHOJIOTII y CBiTi
KPUMIHAJIBHOTO TIPAaBOCYAAS TaKoXX PO3BHBAIOTHCS. TyT MM 00roBopuMo
aOCOJIIOTHO HOBI TEXHOJIOTII, SIKi MaiXke BHKOPHCTOBYIOThCS JHIIE y cepi
KpUMIHAJBHOTO CyAounHcTBA. OmHaK MU He OyaeMo TOBOPHTH IIPO Te, 5K
LMBLIBHI IPOTPAMHU Ta TEXHOJIOT I, TaKi K COLJIbHI MeJIia, BHKOPHCTOBYIOTHCS
B IIPABOOXOPOHHHX OPraHax, aje iX Ba)KIMBO 3HATH, SIKIIO BH PO3IVISIAETE Ta
BUBYA€TE 110 TeMy. Mu 00roBOpHMO JIMIIE XMapHI OHJIAHH-CHCTEMH, HOBI
MOJJIMBOCTI BHABJICHHS, MocsTHeHHs B TectyBaHHI JIHK, Texnomorii mo
3JI0YMHY, TOKPAIIEHUH 3aXUCT 1 INTYYHUH IHTENIEKT.

XwmapHi oHjaWH-cucteMd. OmHMM 3 HaWe(EKTUBHININX IOCATHEHb Yy
CHCTEMI KPHMIHANBHOIO MPaBOCYAMs € PO3POOKA XMAPHHUX OHJAHH-CHCTEM,
SIKI MUTTEBO OOMIHIOIOThCS 1H(OPMAIIEIO 3 IHIIMMH CHIBPOOITHUKaMH, a
TaKOXX IHIIMMH MicTamu Ta mratamu. Crapuid criocid 3ammcyBaTé Bce Ta
30epiraTa 1€ y ¢aiiiax cTae Bce MEHII 3BHYHNM.

TecryBanuss JIHK. Posutox TtecryBanns JIHK 3minuB croci6
nmisuteHOCTI Tamy3i. Kommcr JIHK He Oymo OOCTymHO Uit JOMOMOTH Y
3JI0YMHAX, AKI 3QIMIIMINA Oarato CrpaB HEpO3KpUTHUMHU. Temep, koiu 1ie
3BHYal{Ha crIpaBa, porpec y TectyBanHi JJHK mBuako vize.

3nioHoCTi BusBiaeHH. OHUM 13 HAHBAXKITUBIIINX KPOKIB JIs TOTO, 100
MIPaBOOXOPOHHI OpraHd JO0pe BHUKOHYBaId CBOK pOOOTYy, € 3IaTHICTH
HIBUJIIIE BUSIBJISITH Ta PO3KPHUBATH 3JI0UUHH.

[Noxpamennii 3axuct. HeoOXiqHICTh 3aXHUCTY MPABOOXOPOHIIIB BUKIAKAE
Jefani Oijblie 3aHENOKOEHHsI 4Yepe3 PO3BHTOK IMBUIBHUX TEXHOJIOTIH, Y
ToMy 4mcii y cdepi BorHemanpHOI Ta iHIIOI 30poi. OmHIM 3 HAWOITBII
HIBUJIKO3POCTAIOYMX 1 BUKOPUCTOBYBAaHHMX MOKPAICHUX 3acO0IB 3aXHCTy €
«pO3yMHHI peMiHb». Po3ymMHHMII peMiHb Mae CHCTEMY, SKa MONEPEIKAE
JucrieTdepa Ta iHMMX oQilepiB, SKIIO MmicToieT abo IHIIMH IHCTPYMEHT
BUTATYETHCS 3 mosica. Lleil iHCTpyMEeHT 103BOJMTH MPUIIBHIMINTH PE3EPBHE
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KOTIFOBAaHHS, JO3BOJLIIOUM OQirepaM MaTé Oe3MedHImuii 0OMiH, a TaKoX
3aXMIIATUCS B/l CYIOBHUX MO30BIB Ta IHIIUX PEUCi.

Tyunuit inTenekT. Y NPaBOOXOPOHHHX OpraHax HaWMOIIMPEHIMHH
mryganidi  inTenekt (LHI) BOymoByeTbcss B 0a3sm  HaHUX, SKi BOHHU
BukopuctoBytoTh. Lli Il mMOpiBHIOIOTH 3JI0YMHM, MHUHYJI CyIUMOCTI,
MICIIETIONO)KEHHSA, HOMEpHI 3HakM Ta Oararto iHIIOro, 00 IOMOMOITH
MIPAaBOOXOPOHHUM OpraHaM BUSIBUTH 3JI0YMHIIB. barato 3 1poro mry4Horo
IHTENEKTY CTaIOTh BCE OLIBII e(heKTHBHUMHU Ta KOPHCHUMHU.

CucremMa KpUMIHAIBHOTO TPABOCYAISI 3MIHIOETBCS 1 CTae Bce OUIBII
a/IaNTOBAHOIO IO CYYacHOTO CBITY. 3aBISKH TaKUM JIOCSTHEHHSM, K XMapHi
OHJIAH-CHCTEMH, HOBI MOJIMBOCTI BHsIBIICHHSI, niporpec y tectyBanHi JJHK,
MOKPAIICHN 3aXWCT 1 INTYYHUH IHTENEKT, CHCTEMa KPHUMIiHAIBHOTO
npaBocy isl cTajna eheKTUBHIIIONI Ta €()eKTUBHIIIONW, HIK OYb-KOJIH.

Kouncynomanm 3 mosu B. B. Kouuna

VK 351.74:001.895](100)(06)
Kamepuna KOPX

Xapxiscvkuii HayioHANbHULL YHIBEpCUMem BHYMPIUWHIX CHpad

JOCIIIKEHHSA IOPUINUYIHUX T]gXHOJIOl"I?I JJI1 CUCTEMHU
KPUMIHAJIBHOI FOCTHIIII

[TpaBoBi TEXHOJIOTII VISl CHCTEMH KPUMIHAIBHOTO MPABOCY/IS BKIIOYAIOTH
cucremu GPS, poOotiB, mepenoBi kamepr. Takox 3afisiHi BUCOKOIPOIYKTHUBHI
KOMITIOTEPHI CHCTeMH Ta [HTepHET-TeXHOOTIi. YCi 1i TEXHOJIOTii MOKPaIyIOTh
CIIOCTEPEKEHHS Ta PO3CIIAYBAaHHS, CIPOLIYIOYM TMPOLEAYPH  aHAI3Yy.
Komrr'totepHi mporpamu BBifiM Maibke B yci cdepd HPaBOOXOPOHHOT
IisbHOCTI. BoHM mTOB’s3aHi 3 pI3HMMH  poOOTaMH, TIOYMHAIOYM  Bif
poboTu3oBanKx Kamep i 3axiHuyrouu TectyBanHsM JJHK. KiabkicTb enexTpoHiku
Ta HOBHX TEXHOJOTIH y KPUMIHAIHBHOMY CYIOYHMHCTBI CTpiMKO 3poctae. I Bci
BOHM MalOTh OJIHy METY — 3poOHTH po0OTy edeKTHBHIIOW. AJe Le najka 3
JIBOMA KiHIIIMH, aJDKE IMMH TEXHOJIOTiIMH KOPHCTYIOTBCS 1 37OYMHIN. BoHHN
3JI0BXKMBAIOTh TEXHOJIOTISIMU I HE3aKOHHOrO BHKOpHUCTaHHs. ChOTOZHI CTae
Bce OUIBIIE TEXHIYHO IMIKOBAHWX 3MOYMHIB. OCh YOMy €KCHepTH 3
KPUMIHAJIBHOTO CYJJOYMHCTBA MAIOTh 3pOOMTH KPOK JIajli B IMiil «TEXHOJIOTIUHIH
60potrOi». [Tompu Bei 11 IepeIOBi TEXHONIOTIL, OyBa€, 0 KOTOCh HECTIPABEIIABO
3BHHYBauyIOTh. TyT Ha JOMOMOTY NMPUXO/UTh aJJBOKAT i3 KPUMIHAIBHUX CIIPAB.
AJIBOKAT MOBHHEH €HEPTIHO BUCTYIATH 3a 3aXKCT IPaB OOBHHYBAaUCHHX.

IcHyrOTH Hesiki yHiKaabHI ()OPMH TPABOBOI TEXHOJOTI JISI CHCTEMH
KPUMIHAIBHOTO  MpaBOCyAAs. BoOHM  BKIIOYAalOTH  pi3HI  CHCTEMH
TIO3UIIIOHYBaHHS Ta BUsBIIeHHS], Taki sik: cuctemu ['IC ta GPS — i cucremu
BXe Oarato pokiB icHyroTh y mominii. Odinepn BHKOPHCTOBYIOTH iX Is
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pizHuX wnineit. [Ipy BU3HAYEHHI IMiO3PIIOro MICI, MOMIYKY Haie(eKTHBHIIMIX
MapmpyTiB Tomio. [Ipoiumy Ti yacH, KoK HOMIEeHCHKUM JOBOIIIIOCS OpaTh
yuacTh y IIBHJKICHIH, HeOesmeunii moroni. GPS pomomarae im
BIZICTE)XyBaTH 3J0YMHIIB CHOTOJHI Habarato Jermie. AHAJIOTIYHO, CHCTEMHU
I'IC BigcTexyroTh NOMiNelchKi MamuHU. 1e Jomomarae BiiiaM BUSHAYUTH
CBOE MICIIC3HAXOMKEHHS! B Oyab-sAkuid MoMeHT; CHCTeMH BUSBIICHHS
moctpiutiB  (GDS). Tlomiriss 49acTo BCTAHOBIIOE CHCTEMH EJICKTPOHHUX
JATYMKIB y 30HAX IiABUIIEHOI 3MounHHOCTI. Lle momomarae iM BU3HAYHTH,
3BIIKM JIyHa€ mOCTpul. TakuM 4YnmHOM odinepd MaroTh Kpalluid dyac
pearyBaHHs; PoGoTm3oBaHi Kamepw, poOOTH Ta JApoHH. PoOOTH MOXYTh
3aMIHUTH OQilepiB y 0araTbox HEOC3MEUHHUX CHTYAIlisX. TaKuM YMHOM, BOHH
MOXYTb TIepeBIpUTH HEOE3IEUHi 30HHU, po3ciaTa 6oMOu Tomio. KpiM HazeMHIX
poOOTIB, iCHYIOTS 1 JiTatoui apoHH. Lli mpuctpoi 3abe3nedyioTh BU 3 BUCOTH
NTalIHHOTO MOJIOTY, LIO KOPHUCHO I 0araTbOX MiClb 3JI04HMHIB. BoHH
0COOJIMBO KOPHCHI Y BA@KKOMOCTYIIHHUX MICISX; ABTOMATHYHI CHCTEMH
pO3Mi3HABaHHA HOMEPHMX 3HakiB. bararo mominelcbKX aBTOMOOUIB
OCHAIIICH] KamepaMH, sIKi MOXKYTb JIETKO 3HIMaTH HOMepHi 3Haku. Lle no3Bossie
odinepam ompasy mOOAUNTH, BHUKPAJCHO aBTOMOOLT 4 Hi. | crmmcok
FOPUIIMYHUX TEXHOJIOTIH JUIsl CHCTEMH KPHUMIHAJIBHOTO IPABOCYIUIs MOXKHA
MPOOBXKYBaTH. € TaKOXX KaMepH, II0 HOCATHCS Ha TiTi, HACKpi3HI pajgapy,
[porpaMHe 3a0e3MeUCHHs Ul MPOTHO3HOI aHANITHKHM TOINO. Xoda IEsKi
TIPUCTPOI I1Ie HE TTOBHICTIO MIEPEeBipeHi, HIII IIPUCTPOI € TOCUTH CYTIEPESWINBHMU.

[TpaBOOXOpPOHHI OpraHW MO BCHOMY CBITY BHM3HAIOTh I[HHICTH IIHUX
iHCTpyMeHTIB. Bee Oiiple BiisliB BUKOPUCTOBYIOTh HOBI TEXHOJIOTIT IS
MOBCAKACHHOI AisibHOCTI. [IpoTe OaraTbOM Iie¢ MOTPIOHO HABUYHUTHCS
e(eKTHBHIIlle BUKOPHCTOBYBATH IIPOTpaMHE 3a0€3MEUEHHS Ta KOMII FOTEPH.
e 3a6e3meunTs iM yerix y MaOyTHIH Kap epi.

Mosnuii paonux 1. O. I'ozow

YK 351.74:001.895](100)(06)
Onena KOCTEHKO

Xapxiscokuil HayioHATbHUL NEOA202iYHUL
yuigepcumem imeni I. C. Cxosopoou

TPYJIOBA OCBITA SIK OCBITHSI IHHOBAIIISI, HATIPABJIEHA
HA CTBOPEHHSI BE3ITEYHOT'O COLIIAJILHOT'O
CEPEJIOBHUILIA

BpaxoByroun cy4acHi BUKIIMKH, 3 SIKUMH CTHKA€ThCs Hallla Jep)KaBa,
HEOOXITHO TIPHIIIATH OCOONHBY yBary CTBOPEHHIO O€3MEYHOTO COIiaIbHOTO
ceperoBhIa. Y I[bOMY KOHTEKCTI OCBITHIM IIPOIIEC CTa€ BUPIIIAJIBHHM,
OCKUTBKH (hOPMY€E HOBUX WICHIB CYCIHITBCTBA.
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OfHUM 13 METOJIB BHXOBAHHS TapMOHIHHOI OCOOWCTOCTI € TPYIOBE
BUXOBaHHA. HesBakaroum Ha Te, 110 IEil MeTOJ ICTOPUYHO BiJOMHH, Ha
ChOTONHINIHIA JeHh B YKpaiHi WOro MOXKHAa BBaXKATH IIENArOriyHOIO
IHHOBAIII€I0, OCKUJIBKY BiH JABHO HE BUKOPHUCTOBYETHCS Ha TIPAKTHIII.

IcTopist ykpaiHChKOi Temaroriku JoOpe 3HAa€ TEeNarorivuHy CIaiIiHy
Codii PycoBoi, KoctstHTHHA YmmHCEKOTO, AHTOHA MakapeHka Ta iHIINX, SKi
BUKOPHCTOBYBAJIM CIIEMEHTH TPYIOBOTO HABYAHHS y CBOill Nenaroriuiit
mpakThmi. Y miif poboTi aBTOp MPOIMOHYE PO3TIBIHYTH 3apYOIKHUM iCTOPHIHUIMA
JOCBII TPYIHOBOTO BHXOBaHHS, BHUXOASYM 3 YSBIEHb MPOCBITHTENIB IIPO
BceOIYHMIT PO3BUTOK OCOOMCTOCTI, PIBHOTIPABHICTD 1 BEPXOBEHCTBO IPAaBa.

Cepen 3apyODKHHX arloJIOTETIB TPYAOBOrO BHXOBAaHHS MOXKHA Ha3BaTH
Jx. Jlokka, I'. Ilecranomui, K. basegosa, M. Montens, 1. ®ixte. bauenns
Tpatli KOYKHOTO 3 HUX Ma€ CBOI XapakTEepHi pUCH. YCi BOHH MiJIKPECIIOIOTH
TBOpYy (yHKUI0 npani. BoHa noBurHa OyTH cnpsiMoBaHa Ha ()OPMyBaHHS
BceOIYHO pO3BMHEHOI ocobucrocTi. Yepes OCBiTY, CTaBIIM YacTHHOIO
COLIJIHOTO TabiTyCy JIFOJIMHH, Tpalls I0NIOMAarae BIIOPATHCS 3 HETAaTUBHUMH
MOJIEIISIMH TTIOBEIHKH.

Sk memaroriuHa iHHOBAIIS, TPYJOBE BUXOBaHHA MOXE IepeadadaTtd
aKTHBHE BKJIIOYCHHS €JIEMEHTIB Ipamli 0 HaBYaJbHO-BHXOBHOTO MPOILIECY,
MTOYMHAIOYM 3 CaMOTr0 PaHHBOTO BiKy. [Ipm mpoMy HEOOXiqHO HEYXMIEHO
JOTPUMYBATHUCS TIPUHIIMITY BiMOBITHOCTI PiBHIO CKIAIHOCTI, JOOPOBLIEHOCTI,
PO3YMIHHS 3HAUYYyNIOCTI BHKOHYBaHMX 3aBJaHb. BaJIMBO MiATpUMYBaTH
iHTepec y4HiB. BpaxoByioun BCi yMOBHM, METO/ TPYIOBOTO BUXOBAHHS Mir Ou
CHPHUSTH BUXOBAHHIO BCEOIYHO PO3BUHEHOI 0COOMCTOCTI, sika Oy/ie IpHBUYCHA
no mnpaui. lle, y cBOlo depry, cHpHATHME CTBOPEHHIO 0O€3NeyHoro
COLIIAJTEHOT'O CEPEIOBHIIIA.

Hayxoesuii kepisnux Temana Qydoecvka

VK 351.74:001.895](100)(06)
Sna KPABYEHKO

Xapxiscokuil HayioHabHULl YHieepcumem GHYmMpiuHix cnpas

KOMIT'IOTEPHE IIIAXPAICTBO TA KIBEP3JIOUYMHHICTD
Y NIBAEHHIN ®JIOPH/II

OcranHiM YacoM TpaBoOXOpoHHI opranu [liBgeHHoi ®mopuan
30Cepe/KyBalll  yBar'y HAa BIDIyYCHHI Ta YTPUMaHHI IepCOHAIBbHMX
KOMIT FOTEPIB THX, XTO IepeOyBa€ i CJIiICTBOM 32 KOMIT FOTEPHE IIaxpaiCTBO
abo kibep3nounHHICTE. Y OOpPOTHOI 3 KOMI'IOTEpHHM IIaXpaiCTBOM Ta
KiOep3IOUMHHICTIO TMONiLisS 4Yac Bix dacy Oyna BUSBIIEHA, IO HPOBOIUTH
HE3aKOHHI OOIIIYKH Ta BUJIy4ae MEPCOHaNbHI KOMIT IOTEPH Ta IHIIE TI0B’s3aHe
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MaiiHo. TOMy BOHM MOSICHIOIOTh PI3HHIIO MIXK KOMIT FOTEPHUM LIaXpaiCTBOM
Ta KiOep3II0YMHHICTIO.

KoMm’roTepHi 370YMHM — 1€ 3J0YMHHI Aii, $KI BYMHSAIOTBCS 32
JIOTIOMOTOI0 KOMIT F0Tepa.

Kibep3mounnHicTh Ta I[HTepHET-3MOYMHHICTE 3a3BHYail Tmependadae
BUKOPHCTAHHsI KOMIT I0Tepa Ta [HTepHeTy 4r KibepnpocTopy.

Kowmrr’rotepHi 3m09nHY, KiOEp3I09MHA Ta 3JI09YMHA B [HTEpHETI MOXYTh
OyTH «JOKOMIT FOTEPHUMI 3JI0YMHAMH, SKi ICHYBaJIH JI0 TIOSIBU KOMIT I0Tepa,
TaKUMH $K: pO3TpaTa, IIaXpaicTBO, (IHAHCOBI IaxpaicTBa, KpamiXkKa
0COOHMCTHUX JTaHWX, TIEPECITiAyBaHHS TOIIIO.

BoHM Tako) MOXYTh BKJIIOYATH 3JIOYMHU «Cy4YacHI TEXHOJIOTiD», SIKi
NOYaJIHUCs 3 BIPOBADKEHHSAM IEPCOHANBHUX KOMII'IOTEpIB, MEpeK,
kibepnpoctopy Ta IHTepHery: xakepcrBo, immHr (cMmimmHr: SMS-
MOBIOMJIEHHST Ta (imMHT; BiMHT: Tojoc 1 ¢immHr), dapMinr, cram,
MporpamHe MipaTcTBo, iHpopMalliiiHa BiiiHa, BipycH, XpoOaKkH, aTaku BiJMOBH
B 00CITyTOBYBaHHI, TPOSHCEKI KOHi, OOTH, 37TOBMUCHE TIPOrpaMHE 3a0e3MeUCHHS
(3MOBMHCHHI KOJ), €IEKTPOHHE MIaxpaiicTBo, Kibep-riepeciigyBaHHs, Kioep-
3aJIIKyBaHHS, OHJIAH-XM)KaKH, TOPTIBIISI HAPKOTHKAMH TOLIIO.

Komrr’'rotepHi  3moumHHM, KiOEp3JMOYMHH Ta 3J0YMHH B [HTEpHeTI
BKITIOYAIOTH Pi3HI KaTeropii 37M09MHHOI MiSNTBHOCTI. MiHICTEpCTBO FOCTHIIIi
CIIA xmacugikye Kibep3IoYnHHICTh Ha 3 OCHOBHI KaTeropii:

1. 370uMH HE3aKOHHE OTPHMAaHHA KOMIITOTEPHOTO OOJagHAHHS Ta
PO PaMHOTO 3a0e3IIeUeHHS;

2. 3n04rHY, CIPSIMOBaHi Oe3nmocepetHpo Ha [HTepHET (YaTH, eNeKTPOHHI
JIUCTH, JOUIKH OTOJIOIIEHb 1 IPYIH), KOMIT'IOTEpHI Mepexi, «xmapy» abo
MOO1IBHI TenedoHH (HAIPHKIIaA: 31I0M KOMIT FOTEpIB, BIpYCH, XpOOaKH; Oy b
sike HeOaXkaHe BTOPTHEHHS B €IEKTPOHHHI MPUCTPIH) i

3. 3704MHH, CKOEHI 3a JIONOMOTro0 [HTEepHETY, KOMITTOTEPHHX MEpPEeK,
XMapu 49¥ MOOUIBHUX Tene(oHiB (HANpHKIAA: IIaXpaiicTBO Ta Kpajaikka
0COOMCTHUX JTaHUX, (IMIHHT, (GapMiHT, eIeKTPOHHI IaxpalcTBa, pO3KpaIaHHs,
MpaTCTBO TIPOTPAMHOTO 3a0e3MeYeHHs, IpPaTCTBO MY3UKH, MpaTCTBO
¢inpMiB, KiOepTepopu3M; IWTHHA;, IUTHHA; HOpHOrpadis, MibKHapOIHWN
[IIATYHCTBO, (DIHAHCOBI KPATiXKKH TOIIIO).

Y Oymp-sKOMy BHIQJKY, 3al00iraHHs, BHSABICHHS Ta IIOM SKIICHHS
HACTIJIKIB — IIe¢ YaCTHHA 3aXHCTY BaIIOi OCOOMCTOCTI Ta MATPHMKH XOPOIIOL
penyrauii Ha (iHaHcoBiii apeni. [loBimOMJIEHHS TPO KpajiKKy Ta
[IAXPafCTBO € HMEePIIMM KPOKOM 10 IIOM’SKIIECHHs Y1 MiHIMI3allii 30UTKIB.

Hayxosuii kepienux A. B. binoycos
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YK 351.74:001.895](100)(06)
Kamepuna KY3HIYEHKO

Xapxiscvkuil HayioHaNbHULL YHIGepCUmMem GHYMPIWHIX Cnpas

KAMEPH BIJEOCIIOCTEPEKEHHS SIK CITIOCIB
3ATIOBII'AHHA 3JIOYNHHOCTI

VY Bebomy cBiti CCTV kamepu BiZICOCIIOCTEPEIKCHHS CTad OCHOBHUM
3aX0ZIOM 3anoOiraHHsl 37OYMHHOCTI. LIsi TeXHONOrisl BXXE 3aCTOCOBYETHCS B
0ararbOX TPOMaJCBKHX MICIIX, TAKUX SIK BOK3&JIM, aepOIOpTH, odicHi OymiBmi
Ta Ha ByJMIl. PaHime xamepu Bif€OCIIOCTEPEKEHHS BHKOPHUCTOBYBAIUCS SIK
3aci0 Ui TOBIOMJICHHS MO 3JIOYHMHH, MIATPUMKH MOJIISIHTIB Y TMpPOIIec
CYZOBOTO TIepeciimyBaHHS a00 sIK JIOKa3W, IO MiATBEPIXKYIOTHCA B CY.
P0O3BUTOK KOMIT'IOTEpHOTO 30pY Ta MAallIMHHOTO HABYaHHS HAJIA€ MOXKIIUBOCTI
UL PO3CIIiTyBaHHS BiIEOCHOCTEPEKEHHS SK MEXaHI3My 3aroOiraHs
3noynHaM. KamepH BieocrocTepeKeHHs, SK INPaBWIO, NPU3HAYCHI I
3MEHIIIEHHS 3JIOYHHHOCTI 3a IOITOMOT'OF0 KIJIBKOX MEXaHI3MIB.

[Mo-nepiie, 10 yTpUMaTH NPaBONOPYLIHUKIB, sIKi 0O0sIThCS OyTH
BII3HAaHUMH, BYNHHUTH 3JI0YMH HA KaMepy.

[Mo-npyre, HajgaTH NPaBOOXOPOHHMM OpraHaM MOXKJIMBICTH BHUSIBIISITH
3JI0YMHH, SIKI BiOyBalOThCS ab0 MalOTh CTAaTHCS, HAagaTH IM MOMJIMBICTBH
BTPYTHTHCSL.

SIkimio mi 1Ba MeXaHi3MH BUXOJATS 3 JIaJly, KaMEPH BiZIeOCHOCTEPEKEHHS
MOXYTh 3a(iKCyBaTH JOKA3H TOTO, IO CTABCS 3JI0YHH, XTO OYB IMPUYICTHHH 1
LIO CTaNOCs, IO MOYe OYTH BUKOPHCTaHO [T KPHMIHATIBHOTO TIepECIIiTyBaHH:.

[epmmii MexaHi3M TpPYHTYETbCS Ha TOMY, IIO IPaBONOPYLIHHKH
YCBIJOMITIOIOTB, IIIO BiZ€OCIOCTEPEXKEHHS e(eKTHBHE, iHakmie He Oyxae
CIPUHHSTOTO PU3UKY.

Jpyruii TPyHTYe€TbCS Ha TOMY, MIO CHIBPOOITHHKH KOHTPOJIOIOTH
KaHaJIM KaMepHy Ta MOXKYTh BUSIBIISITH IT1103p1Ty aKTHBHICTb.

Tpertiii TPyHTY€EThCS HA TOMY, IO Kamepa Moxe 3adiKCyBaTH MOTOYHY
TOJIi10, sIKa MOKE BUMAraTH BiIITOBIJHOTO TAHOPAMYBAHHS Ta HAXHUITY.

Hayxoeuii kepisnux JI. C. Cazanosa
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YK 351.74:001.895](100)(06)
Onexcanopa KYJIAK

Xapxiscvkuili HayioHATbHUI YHIGEpCUMEN GHYMPIWHIX CHPAG

MOBUIIBAIIVHI MPUCTPOI JIJISI MAMBY THBOI
HOJIIIEACHKOI CTPATEI'TL

Xoporra moyiniiiHa CTpaTeris Ta TEXHOIOTIS € JOTIOMDXKHAMH 3ac00aMu
JI0 OCHOBHOI HismbHOCTI momitii. OxHe Oe3 iHmoro He Oyae KOPUCHIM B HAIIl
gac. Y 3B’S3Ky 31 3MIHOIO ITOJIITHKY TIPABOOXOPOHHUX OPTaHiB AyKe BaXKIIUBO
BH3HATH MIBUJIKICT, 3 SIKOIO PO3BHBAIOTHCS TAKOXK 1 TEXHOJIOTIi. 3a TOTIOMOT 00
TEXHOJIOTi OCHOBHHMI acIleKT SIKHX € Te, SIK TPOMAaJCHKICTh pearye Ha pi3Hi
crparerii Ta 3aco0u, sSIKi BUKOPHCTOBYIOTHCSI IPABOOXOPOHHUMH OPraHaMHM JIIst
KOHTPOJTIO 3JI0YHMHHO] AiSUTbHOCTI, BU3HAYA€ e()eKTHUBHICTH HOBOTO TIPUCTPOIO B
HAaIIOMY CYCIUIBCTBI Ta 4u Oyzie BiH MpaIfoBaTH, M Hi.

Hanpuknan, y CIIA e nomarok, Bimomuii sik HarioHanbHU# BeOcaiT
CEKCYaIbHUX 3JIOYMHLIB JlemapTameHTy IOCTHMii, SKHH BimoOpaxkae
3apeECTPOBAHUX CEKCyaJbHHX 3JIOYMHIIB Y pajiyci HaBKOJO Bac, i me Jyxe
KOPHCHHMH IHCTPYMEHT, m00 iH(GOpPMYBaTH TONIIi0, a TaKOX IIHPOKY
TPOMaJICHKICTh MO 1X OTOYEHHs. 3 iHIIOro OOKy, He 3BaKaro4UM Ha Te, 110 B
JNeIKHX INTaTaX € pEeecTp CEeKCYalbHHWX 3JI0YMHINB, TMONIMisS IIe He
onpwIogHIIAa #oro. CKPHUTHICTh MOMIMIl A 3aXUCTy TPHBATHOTO >KUTTS
CeKCyallbHUX 3JIOYHMHIIIB € HEBHUTITHOIO CTPATETi€l0 s CYCILIBCTBA.
HaBenenuii BuIe @pUKIaA TakoXK IIOKasye, IIO TMOMNILisf IIOBUHHA
aJlanTyBaTUCA A0 HOBHX CTpAaTeriii i MONITHKH, SIKI MOXYTh BiIIIOBICTH Ha
BHKJIMKH, ITOB’S3aHi 3 3pOCTAIOYUM PiBHEM 3JI0YMHHOCTI HABKOJIO HAC.

[lle omHMM TEXHOJIOTIYHUM 3aCO00M € PO3NOAUIbHHN BipTyallbHUH 1
CCHCOPHUH MaTpysib. BUKOPUCTAHHS TEXHOJOTIH Ta TOKJIANaHHS 3yCHIIb VIS
OTPUMAHHS CYTTEBHX PE3YJILTATIB 3aMiCTh TOTO, 100 PO3CIiIyBaTH CKJIAIHI
cripaBu 0e3 HaIeKHOTo OOJIaHaHHS, HEe TUIHKH 3a0IaUTh 4ac Ta EHEeprilo,
ale W 3HU3UTH DIBEHb 3JI0YMHHOCTI HaBKOJO Hac. HaBite sxmo s
3ano0iraHHsl 3J04MHaM OyJyTb CTBOPEHI OKpeMi BIAIUIM 3 HAaJEXHOIO
Ppo6OUOIO0 CHITOI0, MOXKIIMBICTH (Di3MYHOTO NepeOyBaHHs Ha MICIIi 3TOYHMHY ITij
Yac BYMHEHHS HOTO NMPAKTUYHO HEMOJKJIMBA. TaKMM YMHOM, TaKi TEXHOJIOTI,
sk [HTepHEeT pedelt (KOHIeNis 00YHNCITIOBATIFHOI Mepeki (Pi3MIHUX TPEIMETIB,
OCHAIIeHHX BOYJOBAHUMH TEXHOJIOTISIMH JIUI B3a€MOIIT OJMH 3 OTHUM abo i3
30BHIIIHIM CEpEIOBHUIIEM), PO3YMHI JATIMKH, KAMEPHU BiICOCIIOCTEPEIKEHHSI, €
MOTPeOoI0 Yacy, MO0 3 MEHIIMMHU 3yCHUISIMH JIFoJiel 1 OUIBIION KiTbKICTIO
TEXHOJIOTIH TIOJIIISA BCE IE MOIJIa CTESKUTH 3a CYCHUJIBCTBOM 1 HamaBaTH
JIOCTYII 110 Oe3npereieHTHOT o0i3HanocTi. Li 3aco0u MOy Th HaaBaTH BUXIJTHI
JiaHi, siki OyJIyTh BUKOPUCTaHI JJIs JETaJbHUX JIOCHIKEHb Ta aHajidy, o0
3pOOHTH PO3CITiAYBAHHS [IBUIKUM Ta CPEKTUBHIM.
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TexHosorii NOBUHHI OyTH JOCTaTHRO PO3YMHHMMH, IIO0 JOTIOMOITH
CHiBpOOITHUKAaM NOJILii HAa Micli CKOEHHs 3104MHY. Taki TexXHOJOTrivHi
MPUCTPOi K MIHIATIOpU30BaHa EJIEKTPOHIKa, KOMyHikauii 5G, cmapr
OKYJISIDH, JPOHHM JUTSl CIIOCTEPEKEHHSI TOIIO, JO3BOJISIOTH IOMIL] 3HAXOIUTH
Pi3HI T0Ka3H, IKi MOXKYTh 3aTHIIIATICS HETTOMIYEHIMH JIFOACEKAM odaM. Taki
pedi, SK )XypHaIH TOTepeIHiX BUKIMKIB, JOKAIid, PEeecTp 3J0YHHIB TOIIO, €
JEIKUMHU TPUKIAaMH 3ac00iB, sIKi BUKOPHCTOBYIOTBCS UIA CTpaTerii Ta
BUKOHAHHA peiniB, Miciii Tomo. Jlo mepeBar HOBHUX TEXHOJOTIH TaKOX
BITHOCHTBCA IWI(ppOBE pe3epBHE KOMIIOBaHHA B TIONBOBHX yMOBaX.
INpocrimmmu coBaMu, APOHH Ta KaMEePU BUKOPHCTOBYIOTHCS Ha MICLLIX K
pe3epBHUI 3aXHUCT.

Hayxosuii kepisnux Onekcanop Oniweecokuil

YK 351.74:001.895](100)(06)
Bixmopin KYJIHK

Xapxiscvokuil HayioHANbHULL YHIBEpCUmMenm 8HYMPIUHIX CNpas

BUKOPUCTAHHS IEJIKOINTEPIB Y MOJINENACHKINA CJIYXKBI

®denepanbHa MOJIILS BOJOMIE MAPKOM TENIIKONTEPIB, KU HE Mae cobi
piBHUX y €BpoOIli 3 TOYKM 30py Cy4acHOTO OONajHaHHS, e(peKTHBHOCTI Ta
poamipiB. ['enikonTepy BUKOPHCTOBYIOTHCS [Tl BUKOHAHHS TaKUX 3aBJIaHb, K
HaTPYJIIOBaHHS KOPJIOHY Ta MEPEeBE3CHH] 0COOOBOIO CKIIaTy Ta CHELIIPO3ILIIB.
VY KoJo 3aBAaHp TeNIKONTEpHOI eCKagpMibi MOJMIlii BXOAWTH MOIIYK
3JI0YMHIIIB, PO3UIYK 3HUKIMX O€3BICTH, OXOPOHA IPOMAJICHKOTO MOPSIAKY i
Yac MMPOBE/ICHHS MacoBUX 3axofiB. [emikonTepHa eCKaapwiIbsl MOl TaKoX
3a0e3redye MmATPUMKY ITiIPO3ALTiB TOMIIiT 0COOMUBOTO MPU3HAYCHHS.

OcnoBHuM TemikontepoM (iioty € EC155, 5-ToHHUM remikonTep, sSKUi
BUKOPHCTOBYEThCS B pI3HOMAHITHMX omepamisx. KaOima remikonrepa
po3paxoBaHa Ha 13 macaxxupiB 1 [ABOX IMUIOTIB 1 MOXE IE€PEBO3UTH
obmamHaHHA Baroro 10 2 ToH. CyuacHa KabiHa OcHamieHa IH(POBOIO
aBIOHIKOIO Ta aBTOIIJIOTOM.

Husbkuit piBeHb BiOpallii rejikontepa CTBOPIOE if€alibHI YMOBH IS
BCTAHOBJICHHSI CIEIIaJIbHOTO TMoJilelcbkoro obnanHanus. OOnagHaHHS
@enepanbHoi HOMNILIT BKIIOYa€ KaMepH JEHHOTO Ta HIYHOTO OadeHHs,
TIOTY>KHI TIPOXKEKTOPH Ta Ty4HOMOBLI, 90-MerpoBuii Kabenb Je0iaKH Ta
cucteMy aepoOTO3HOMKH Ta Bijco3ioMKH. [laHi Ta 3amucH HaICHUIIAIOTHCS
Oe3nocepelHbO 70 KOMAHIHMX Ta CHUTYyallifHUX LEHTPIB MICIEBOTO
ynpasniHas noinii Ta MBC.

Ha pomarok mo EC155 Bl, mo mapky BEpTONBOTIB TaKOXK BXOMSATH
Beprombotit EC135 T2i ans pobotu momirtii, TiKBiAaIii HACTIIKIB CTHXIHHNX
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JMX 1 psATyBanbHHMX omepauiii, Bepromit AS332 L1 Super Puma s
TPAHCHOPTYBaHHS Ha JajeKi BIJCTaHi, YNpPaBIiHHS IOBITPSHUM PyXOM, B
sixkocTi VIP- tpancniopty ta EC120 uist TpeHyBajIbHUX MOJIBOTIB.

[TpoTsiroM KiTbKOX POKIB MOJILEHCHKI TENIKONTEPH MAaloTh CEPHO3HUX
KoHKypeHTiB. Lle Oe3miyioTHI NiTanmbHI amapard. BoHW mpocCTimm Ta MeHII
JIOPOT1, iIeaTbHO MiAXOIATh TS Bi3yal bHOTO CIIOCTEPEKEHHS 32 MiCIEBICTIO
Ta MEPETHHAMH BYIUIIb, aJI¢ MOXITUBOCTI IPOHIB OOMEXKYIOTHCS TUTHKH III€I0
¢yukmiero. [lomimiss BHKOPHUCTOBYyE TpamumiiiHI 3acoOW  MOBITPSIHOTO
TPAHCIOPTY — BEPTONBOTH, TBHHTOKPWIM 1 Hamaui 3abe3lneuyBaTUMyTh
Oe3leKy MeIIKaHIIB BENWKAX MICT Ta BiJIaleHHX pETiOHIB KpaiHW Ta
rapaHTyBaTHMYTh BUCOKY OIIEPATHBHY TOTOBHICTb.

Hayrosuii kepisnux I. M. Copoxkina

YK 351.74:001.895](100)(06)
Onexcandp KYPUIKIH

XapxiecoKuti HAYIOHATbHULL YHIBEpCUMem GHYMPIUHIX CRPAs

3MIHA MOJILIENCHKOI EKOCUCTEMM 3APAJU
BE3NEYHOI'O MAIIBYTHBOI'O

Mu KMBEMO Y CBITI, Jie piBEHb 3JI0YMHHOCTI 3pOCTA€E 3 KOXKHUM JTHEM, JIe
TYMaHHICTh CTaBHUThCS IiJ{ CYMHIB IICIS KOXHOTO 3JIOYHMHY, J€ TSKKICTh
3JI0YHMHY 3pOCTAE 10 HeOec, I CyBOpillia MONTITHKA MPABOOXOPOHHHUX OPraHiB
B)XJIMBIIIA, HDK PENiridiHi CBapKu, sIKi MM CIIOCTEPIracMO HABKOJIO Hac. Y
TAaKOMY CBITI HOBI METOJMOJIOTIi, TEXHOJIOTIi Ta ifiei € MOTPeOOr0 ChOTOICHHS.
[IpaBoOXOpOHHI OpraHy, MOYABIIH 3 BIIPOBAPKEHHS HOBUX i1eH, TEXHOJOTIH,
Tomo, Oynu 30CHTEXKCHI HOBHMHU KOHIICTIISIMH, BBEJCHUMH Y CBIT
3nm0YrHHOCTI. CHOTOACHHS MOTPEeOye 3MIHM MOJINEHCHKOT eKOCUCTEMH IS
0e3reyHImoro MaitoyTHEOTO.

[IpaBoOXOpOHHI OpraHd OyJiH CTBOPEHi, IS 3a0e3MeUeHHsT TOro, 00
KOXKeH TPOMAJISTHUH NOTPUMYETHCS MPABUI 1 MPABOBUX HOPM, & KiHIIEBHM
pe3yibTaToM OyIio 30eperTr CyCIiIbCTBO B OE3Melli, a CBIT KpaluM MiceM
Uit &uTTS. HOBi TeXHOJOTIi 03HAYalOTh HE JIMIIE TEXHOJOTIYHHUN Mporpec.
Hogi crparerii, ruianu, i1ei, METOH, TONIO CTAHOBJIATH HEBIT'EMHY YaCTHHY
HOBUX TEXHOJOTiH, 10 po3BuBaloThcs. HoBI TexHosorii MOXyTb OyTH
3alpOBa/DKEHI JIMIIIE 32 YMOBH, IIO JUIsl HOJILii CTaHyTh MPUTaMaHHUMH
MOYYTTS OC3KOPHCIIMBOI CYCIUILHOI MisTBHOCTI, TIOYYTTS BiNMOBIAaIBHOCTI,
JKEPTOBHOCTI Ta MOPAJIBHO CTIMKOI YECHOCTi. Y Cy4YacHOMY CBITI IIOJCHHI
JOCSITHCHHS  TIEPEJOBUX TEXHOJOTIA 3pHBalOTh Jax TIOSBOI0 HOBHUX
TEXHOJIOTTYHUX MPUCTPOIB Ta MoCiyr. He mocTymanyuch eTHYHUM KOJIEKCOM,
MPABOOXOPOHHI OPraHu MOBHHHI CBIZIOMO CLPHUMATH HOBE CEPE/IOBHIIIE, 110
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PO3BUBAETHCA, 3 TUHAMIYHUM €HTY31a3MOM 1 PEATICTUYHOIO CTpATETi€ro ii,
11100 HaJaTH CYCIUILCTBY HOBUI MO3UTUBHUIT HAIIPSIMOK PO3BUTKY.
HeoOxingHo cdopMyItoBaTH HOBI CTpaterii, maM’sTaloyy Ipo BIUIMB SIK
PO aKTHUBHOI, TaK 1 peakTWBHOI il MOJiILii Ha TpoMaay Ta 3JIOYMHHICT.
Hanpukinan, nporpamu Bukyiy 30poi. [Iporpama Bkimrodyae B cebe po3BUTOK
TPOMaJIH, OCKITIBKH 0c00a, sIKa TMOBEpTae BTpaueHy 30pOr0 Ha3a. M0 TOMNIIII,
OTpUMY€E TponIoBy BuHaropoxy. [lo-mepire, 111 mporpama Oysia 3anpoBaKeHa,
mo6 mpuOpaTH BCIO HE3aKOHHY 30pOI0 3 BYJIHIIF 1 BOJHOYAC 3aIydUTH
TpoMaay OO0 TOro, I00 3pOOWUTH CBOE OTOYEHHS Ta TpoMaxy Oe3nedyHuM
MiceM. BincyTHicTh (iHaHCYBaHHA Ha TEXHIKY, O30pO€HHS, TEXHOJOTii
TOILIO MPU3BOJMTH JI0 MOTIPIIEHHS CTAaHAAPTIB PO3CiiayBaHHs. Po3ciixyBaHHs
MOPYIIYIOTHCSL Yepe3 BiICYTHICTh OPraHi30BaHOI B3aEMOIII MDK PI3HHMHU
mizpo3ainamMu. CydacHi TEXHOJIOTI] BUKOPHCTOBYIOTECS HE B TIOBHOMY 00’ €Mi
YacTO HE JIMILIEHb 32 BIJCYTHICTIO KBaJII()iKOBAaHHMX MpaliBHUKIB MOJILIl, a B
KiHIIEBOMY MIJICYMKY HOTIpIIYIOTh 1 CTAaHAAPTH MiATOTOBKH. 3aCO0OM MacoBOi
iHdopmariii xyxe rojoCHO BHCIIOBIIOIOTH CBOE PO3YapyBaHHS 3 IPHUBOIY
HAQ/I3BUYAafHO Hee(eKTUBHOT BIAMMOBIMABHOCTI 0Ci0, SKUX OIS, 5K
MpaBWjIo, npuiiMae Ha poboty. Tomy myxe HeoOXiHO BHECTH 3MiHH B
€KOCHCTEMY IIOJILlii, sIka CTBOPUTH O€3IIeHile CepeIOBUIIE IS BCIX.

Hayxosuii kepignux Onexcanop OniwiescoKuii

YK 351.74:001.895](100)(06)
Makcum KYII]

Xapxiscvokuil HayioHanbHUll YHigepcumenm eHympiuHix cnpas

BUKOPUCTAHHA HOBITHIX KPUMIHAJIICTUYHUX 3ACOBIB
TA IHHOBAIIIMHUX TEXHOJIOI'TX

3HAYHOIO MIpOI0 ePEeKTUBHICTh MiSIIBHOCTI MPAaBOOXOPOHHHX OPTaHiB
3aJIOKUTh Bl TEXHIYHOTO OCHAIIEHHS Ta BHUKOPHCTaHHS I1HHOBAIlIMHUX
TEXHOJIOTIH y mpodeciiHiil MisTbHOCTI TPAIiBHUKIB modimii. OCMHUCIICHHS
npUiiAeIHIX GopM CTaOTh BUXIJHUMHU ITyHKTaMH B OpraHi3auii 3aBaaHb i
TeXHIYHUX i7el. OCOOIUBO 11 CTOCYEThCS IHHOBALIIHOTO BEKTOPY PO3BUTKY,
KW BHMarae BiJl IPaBOOXOPOHHHUX OPraHiB HOBOTO MiJXOAY /10 BUKOHAHHS
CITy’KOOBHX 0OOB’SI3KiB CIPSIMOBAHUX HA 3aXMCT TPaB i CBOOOJ JIFOJIMHU BiJ
MPOTHIPABHUX ITOCSTaHb.

BukopucTaHHsS HOBITHIX KPUMIHANICTHYHHAX 3acO0IB Ta iHHOBALIHHHUX
TEXHOJIOTiH, 0€3yMOBHO, CIIPHSE ONTUMI3allil TISUTHHOCTI OpraHIiB IOl Yy
npoueci  OopoTeOM 31 3moumHHICTIO. CTBOPIOIOTBCS JIOKaJbHI Mepexi,
AaBTOMAaTH30BaHI pPO0OYl Micls, IO JO3BOJSE 3BUIBHUTH TPAKTHYHUX
MPamiBHUKIB Bil BHKOHAHHA OJHOMAHITHHX OIepallii, 3abe3medye
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MOXKJIMBICT ~ OJIHOYACHOTO  pO3IJISAY 3HA4YHOI KUIBKOCTI  (hakTiB y
B32€EMO3B’SI3Ky Ta 3aJISKHOCTI NPH OJHOYACHI 00poOLi pi3HOMaHITHOI
iHdopmariii. Oco0nmBOi yBaru 3acityroBye 3apyOiKHHIA IOCBiJl BHKOPUCTAHHS
IHHOBAIIHUX TEXHOJIOTIH B MpoeCiiHii AisUTBHOCTI MPAI[iBHUKIB TTOJIILT.

BukopucranHs iHHOBAIIITHAX TEXHOJIOTIH y poOOTi MOMIIil 3apyOiKHIX
KpaiH yMOBHO MOKHO PO3IOJIIJIUTH Ha JIBI OCHOBHI KaTeropii:

yOpenIMeTHEeHi TEXHOJIOT1 (armapaTHi 3aco0M Yu MaTepiaim);

HeMarepiajbHi TeXHONOril (KOMIT'FoTepHe NpOorpamMHe 3a0e3leueHHs,
iH(pOpPMAIIHHO - TIONTYKOBI CHCTEMH).

VYrpeaMeTHeHI TEXHOJNOTIl: TMOKpalleHWH 3axHCT  MOJIIEHCHKOTro
oOnagHaHHSA, MoJH(iKoBaHE 030POEHHS, MOOUTPHII KOHTPOJb 32 MAaCOBHMH
3aBOPYLICHHAMH, NPOEKT 54 — «BUIbHI PYyKW» MATPYJIBHOTO 32 KEpMOM,
imeHTH(DIKAIS 3TOYMHIIB Ta TPOMAISIH 33 JOIIOMOTOI0 OI0METPHYHHX TaHUX,
MOO1IbHI IEHTPH 00POOKH JTaHUX.

HemarepianmbHi TEXHOJIOTIi CTAaHOBIIATH BiOOpaKeHHS 3JIOYMHHOCTI Ha
KapTi, TaK 3BaHi «rapsdi TOYKW», MiDKUTANI3aIii0 00MiHy iH(pOpMAaIli€o B
Jiep>kaBHOMY Ta IIPUBATHOMY CEKTOpaX, BUKOPUCTAHHS CUCTEMH «OypIITHHOBE
OIOBIILICHHs». 3a3HaueHa CHUCTEMa pearyBaHHS Ha HaJ3BH4aiiHI cuTyawil
JIO3BOJISIE TIPAIliBHUKAM TOJMIMIl IMOMMPIOBATH iHG)OPMAIIII0 PO 3HUKHEHHS
JIFOJTMHU 32 JIOTIOMOT'OI0 €JIEKTPOHHUX 3HAKIB MPOK/IPKOI YACTHHH.

Cronyueni Illratm Amepukn, Benmnka bpuranis Ta €Bporneichkuit
Cot03 MI1aHy0Th 3aMPOBAIUTH OUIBII TOUHY ineHTH(iIKaLi0 CBOTX 0a3 TaHUX
3a JIONOMOTot0 MyIbTHOIoMeTpil. ToMy nep)kaBHUIT CEKTOp 3a3HAUYEHNX KpaiH
3aI[iKaBJICHUH B MPUCKOPEHOMY PO3BUTKY OIOMETPHYHMX TEXHOJIOTiH. 3apa3
MIPOBOJIUTECS  €KCIIEPUMEHTANIBHO-TIPAKTUYHMI ~ eTtam  po0OTH 1IN0
MOJJIMBOCTI imeHTH]iKamii cy0'ekTa B Oyap-sikiii 0a3i maHMX 3a OJHHUM i3
010METPUYHUX TOKa3HHWKIB a00 OJHOYACHO 32 TPhOMa OCHOBHHMU BHIAMHU
imenTH(iKarii ocoducrocTi:

HanuIIPHAMH Bi3epyHKaMH HaJIbLIiB;

PpaiayKHOIO 00O0JIOHKOIO OKa;

3a JIOTIOMOT'OX0 OLU(POBaHKX (POTO300pasKEeHD OOITUYYS.

B nmanwmii gac 3Ha4Ha KUTBKICTH IHHOBAIIHUX KOMMaHiN po3poOISIOTh
MaTeMaTH4HI AITOPUTMU Ta BiJcoKkamepu Juii TpuBuMipHoro (3D) a6o
koMmOiHoBaHOoro (2D + 3D) 300pakeHp pO3Mi3HABAHHA JIOJICHKUX OOJHY.
Cucrema BiIeOCTIOCTEPEIKEHHS Cy4aCHUX MICT € (pyHIaMEHTAIIbHIM KOMIIOHEHTOM
iHTerpoBaHoi cuctemu Oe3neku. Bimeo3o0pakeHHS € BaXKIMBUM JKEPEIIOM
00’€eKkTHBHOT 1H(pOPMAIIT PO CUTYAIiI0, IO JO3BOJISIE MPUAMATH MPABHIBHI
pIlleHHs B CHTYyaIliiX, IO IMepeOyBaroTh MOCTIHHO B MUHAMII IMOCTIHHO
3MIHIOIOTHCS.

[MincymoBytoun MOXKHa CKa3aTH, 10 iH(pOpMaliitHi TexHoorii y chepi
KOMYHIKaIlil, 00poOku iHpopmarii, KOMIUIILIT JaHKUX, 110 BUKOPUCTOBYIOTHCS
Ha CIy’»01 IPaBOOXOPOHHKX OPraHiB 3apyObKHHUX KpalH He3abapoMm CTaHyTh
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OCHOBOIO €pM  HOBOIO  LHU(POBOr0  PO3CIIAyBaHHS  KPUMIHAIBHUX
npaBonopyiueHs [IpaBoOXOpOHHI OpraHu MOCTIHHO PO3LIMPIOIOTH JKeperna
OTpUMaHHs Ta 00poOKH iH(pOpMaIlii, aKTHBHO BUKOPUCTOBYIOTh 1H(OpMaIliiiHi
CHCTEMH JUIsl TIONIYyKY, 30epiraHHs Ta BHIa4i OOJIKOBUX JIaHUX HOBOTO
MOKOJTiHHS.

Koncynomanm 3 mosu I. C. babak

YK 351.74:001.895](100)(06)
Kupuno MAKAPEHKO

Xapxiscokuil HayioHabHULL YHieepcumenm GHYmMpIiuHix cnpas

JIPOHHU 1 POBOTH Y ®OPMI: SIK TEXHOJIOI'Ti 3SMIHUJIHA
MMOJIIIIO

CepenHBOPIYHHI TEMIT 3pOCTaHHS CBITOBHX BHTPAT IPAaBOOXOPOHHUX
OpraHiB Ha mporpamte 3a0e3reueHHs Ta OOJagHaHHS CTaHOBUTH 9,3%. ¥V
2018 poui ¢inancyBanHs omiHtoBasocs B 11,6 mupa. momapis, y 2020 pomi
Bxke OyJ10 BUTpadeHo Oinbie 13,6 Mypa. gomnapis, a 1o 2023 poky, 3a OLiHKaMH
AHANITHYHOI KOMITaHii, Or0pKeT 301mbmmThest 10 18,1 Mipa. momapis.

Y CHIA imxeHep-MexaHik 3 KaJi(opHIHCEKOrO JOCHiIHUIIEKOTO
iHcturyty SRI  International po3pobmB poOora, SKHA JOTIOMOXKE
TMOJINEWCHKUM YHUKATH TOTEHLIHUX KOH(IIIKTIB 3 aBTOMOOLITICTaMU.

PoboT Morke ckaHyBaTH JOKYMEHTH BOJIS Ta BUMUCYBATH IITpad, a moo
TOM He MOiXaB, BiH PO3KJIAAaE IiJ KOJecaMH aBTOMOOUII Opyc i3 HIMIaMHu.
[pu oMy momineiicbkuit MOKe He BUXOAWTH 3 MAIIMHH, 00 HEe HapakaTh
cebe Ha PUBHK.

[Noku 1110 HOBMHKA MPOXOIUTH BUIIPOOYBaHHSI.

Ille omHa cucTemMa acHUCTEHTIB He3abapoM 3'sIBUTHCs y momiiii Bemukoi
Bpuranii. 3 1i 1ormomMoror npaBooXOpoHI IIAHYIOTh HepeadadaTH CKOEHHS
TSDKKHX 3JI0YHMHIB HACHIBHHIIBKOTO XapakTepy 3a JIOMOMOIOI0 TEXHOJIOTIH
LITYYHOTO IHTEJIEKTY.

National Data Analysis Solution (NDAS) BukoprcToBye KOMOiHAIIiFO
IITYYHOTO IHTENIEKTY Ta CTaTHCTUKH. /Iy momryky MaiOyTHIX 3JI0YHMHIIB
CHCTeMa OIIHIOE TOoHan 1,4 THC. XapaKTEepUCTHUK. AJTOPUTMH IITYYHOTO
IHTENeKTy OOYHMCIIOIOTh JIFOJMHY 32 PpIBHEM pH3MKY Ta OLIHIOIOTh
WMOBIPHICTD CKOEHHS 3JI0YHMHY 13 3aCTOCYBaHHIM 30pOi.

B Inpii crapran Staqu Takox po3po0iisie HU3KY TONOMDKHUX TEXHOJOT1H
UL TIPaBOOXOPOHHUX opradiB, Takux sk ABHED (Artificial Intelligence
Based Human Efface Detection) — nporpama Juist po3mi3HaBaHHS BiJOUTKIB
TTAJTBIIB, OOJIMYYS Ta TOJIOCY.

Ile ogra po3pobka iHOifiCbKUX BYCHHX — "pO3yMHI" OKyJISpH Ha OCHOBI
IITYYHOTO IHTENEKTY, SKi [OMOMOXYTh MOl BHSBISTH MOTEHIIMHUX
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3J0YMHIIB Yy pPEeXHUMi peanpbHOro 4acy. BOHM OCHamieHi Kamepamu, SKi
(dororpadyroTh JrOIEH Ta 3BIPAIOTH 3HIMKH 3 043010 JaHHUX 3JIOYMHINB. SIKIIO
30ir 3HaiifieHo, iHdopmallis BioOpaxaeTbcs Ha BOYZ0BaHOMY ITPOEKTOPI.

Harinsni Kamepu

HarinpHi kamepu — 1ie MOOUTBHI MPHCTPOi Ay 3amucy Bimeo. Take
00J1aTHaHHS aKTHBHO BHKOPHUCTOBYBAJIOCS Mij Yac 3aBopyuieHb 2014 poky y
®epriocoHi, mrat Miccypi. Tofi mix THCKOM TPOMaICEKOCTI.

[Ipesupent CHIA inBecTyBaB 263 MIIBHOHM MONapiB HAa MPHIOAHHA
KaMep, sKi MiIBUIIATh IPO30PIiCTh B3a€MOJIIT MOMILii 3 TpOMaIsTHAMHU.

JlokaTopu mocTpiiiB

OnTuyHi  Ta aKyCTHYHI JaTYMKA 3  BIJHOBJICHHSAM  TEOIMO3HUINT
JO3BOJISIIOTH BiICTeXyBaTH 3ioMKy. Hampuknan, texuosorii ShotSpotter
BUKOPUCTOBYIOThCSL OUTbIl HiDK y cra Micrax [liBHiuHOT AMepuku Ta
[TiBnenHoi Appuxw.

[TinBoas4M miICYMOK, MOXKHA CKa3aTH, II0 METOI0 JIaHOi poOOTH € He
3aMiHa Tpo()ecioHaNiB IITYYHHM IHTEJIEKTOM, a CTBOPEHHSA JUI1 HHUX
CYYacHOTO IHCTPYMEHTY, SIKHH ITiJBUIIUTH IPOIYKTHBHICTH NPAIIBHUKIB Ta
3MEHIINTh BHTPATH Ha OIUIATy Tpali IpH TPOBEACHHI MpPaBOBHX Ta
AQHTHKOPYNIIHHNX €KCIIEPTH3.

Koncynomanm 3 mosu I'. C. Babak

YK 351.74:001.895](100)(06)
Muxona MAKOBYHK

Xapxiscvkuii HayioHANbHUIL YHIBEpCUMem GHYMPIUWHIX Cpad

HOBMI1 3ACIB CIIOCTEPEXEHHSI ITOJIIIT KUTAIO

HogitHi TexHoJOrIi criocTepekeHHs: 0yyno po3podiieHo B Kurai, 100
pO3Mi3HABATH JIFOJCH 3a THM, SIK BOHH PyXaroThcs, ado 3a (opmoro ix Tina.
Kpim Toro, Benmka KUTbKICTh KaMep BiJIEOCTIOCTEPEKEHHS], SIKi BAKOPUCTOBYIOTh
MepesjoBy ~ ONTHKY Ta  TEXHOJIOTii  pO3Mi3HaBaHHSA  OONMY,  yXe
BUKOPUCTOBYIOTh IIeH IHCTPYMEHT Ha BYJHIIX JBOX HAHOUIBLIMX MICT —
[exin Ta Illamxaii. lle BuUKIMKae cTypOOBaHICTP Yy NPHUXHIGHHUKIB
KOH(]IICHITIITHOCTI MO0 TOTO, HACKUIBKH NAIEKO YPs TOTOBUH 3aiTH, 00
CTEXKHTH 32 CBOIMH I'POMAJISTHAMH.

Kommanist, ska po3poOmima cucTeMy, CTBEpIUKY€E, IO BOHA MOXE
inentudikyBaTu onei Ha Bincrani 1o 50 merpis (165 ¢yTiB), HaBiTH KoK
0c00H TTOBEPHYTI CITMHOIO a00 X 00MMYHUs 3aKpHTe.

KokeH KOMIDIEKT OKyJpiB 13 (PyHKIi€I0 pO3Mi3HABAHHS OOIMIUA
OCHAIlIEHO ONTHKOI JUIsi PO3Mi3HaBaHHS OOJWYYS, 3[JaTHOK TOYHO
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BU3HAYMTH OJIHOIO BTiKa4a HABiITh Yy HAHOLIBII JIFOMHHX MICIIX, SK-OT
3aJI3HUYHUH BOK3aJl UM a€pPOTIOPT.

OKyJsipy aBTOMATU3YIOTh IpoLiec iaeHTUdIKaIil mepexoxux 3a JiYeHi
cekyHaM 1 Oe3 HemepeBepiuieHoi ToyHOCTI. Komm KopucTyBad IHMBUTHCS B
yniich OiK, MPUKpiIUIeHa Kamepa poOWTh TOYHI BHUMIPIOBaHHS IIMPHHHU Ta
IMOMHM  OONMYYsl, TepIl HDK TIOpiBHIOBaTH Horo 3 0a30i0 JaHWX
imeHTH(IKOBaHUX OCi0.

[oninisaTr WkeHwxoy OyJM MOMIYEHI B COHLE3aXMCHUX OKYJIAPaX,
OCHAIIICHUX TIPOTPaMHUM 3a0e3MeUeHHsIM U1 PO3Mi3HABaHHA OOJHY, IO
JI03BOJISIE M ieHTU(IKyBaTH Jrojeld y HaroBii. Kutaii € minepom B ramysi
po3BuTKy mtydHoro intenekty (LI) mis cnocrepexenus. Tak, Hanpukiaz,
cucTeMa BineocrocTepexeHHsl BucTexwia penoprepa bi-bi-Ci y cdepi
TEXHOJIOTiH BCHOTO 3a CiM XBWJIMH ITi/T 9ac JEMOHCTpAIIii.

Hayxoeui kepisnux JI. C. Cazanosa

VK 351.74:001.895](100)(06)
Kapina MATHHOBCBKA

Xapxiscvkuii HayioHANbHUIL YHIBEpCUMem BHYMPIUHIX Cpad

IHTEPHET CIIIA TA BEJIMKOI BPUTAHII SIK JONIOMOT'A
Y BOPOTbBBI 31 3JIOYUHHICTIO

Hespaxaroun Ha OKpecieHI MPoOJeMH Ta MOTCHIIINHI BPas3IMBOCTI,
MOXXHa BKa3aTH Ha [HTepHeT pedell B WLiNOMYy SIK Ha HOBWH BapiaHT
BUKOPHUCTAHHS IIOJI0 3aro0iraHHs Ta BUSBJICHHS 37104nHIB. Hanpukiazn, konu
MOJIIisT TOYajda BHUKOPHCTOBYBATH PO3IONUICHI [MAaTYAKA BUSIBICHHS
BOTHENMAJIBHUX NOCTpLTiB miJ Ha3Boto ShotSpotter y Kampeni, mrar Hbro-
Jxepci, BOHU BUSIBIIIH, 10 38 BiIICOTKIB TIOCTPLTIIB B OHOMY pPaliOHi B3arai
HE MoBioMisUIMcs abo He BusBisUHcs. Lle mo3Bonuiio moiiii 3ocepenuTu
OlbIIe pecypciB Ha Wil cdepi, Hixk e Oyno parime. badeHHs MallOyTHHOTO
PO3yMHOTo MicTa TepeadavyaroTh MiJKIOUeHI MPUCTPOl, SIKI KepyHTh
TPAHCTIOPTHUMH MOTOKaMH, TPOMaJICBKE OCBITICHHS Ta iHII cHCTeMH. SIkOn
i cHCTeMH OyIJiM IHTErpoBaHi 3 AaTYMKaMH Ta KamMepaMH 10 BChOMY MICTY,
BOHM MOITM O MaTH BEIWYE3HUH IOTCHIUAN IS BUSBJICHHS 3JIOYHHIB.
Opniero 3 imeit € imrerpartisi ShotSpotter 3 MIKIIOYCHUMH CHCTEMaMHU
BYJMYHOTO OCBITJCHHSA, MIO0 JONOMOTTH pearyBaTH Ha IHOWJICHTH 3
BOTHETAILHOIO 30poero. HeroapHiii KOMEHTap y aMEpHKaHCHEKOMY JKYpPHAITI
Police Chief Magazine HamanroBaB KapTHHY: «3 IHTErPOBaHUM TEXHOJIOTIYHIM
migxogom Safe Cities, Mmicii pO3psSMKEHHS BOTHEMANBHOI 30poi, BYJIHYHI
JXTapi B IbOMY paioHi (32 YMOBH, L0 B LW Yac TEMHLIO) OyAyTh HeraiHo
noBeeHi A0 Ouremioi sickpaBocti. OONamHaHHS BiNEOCHOCTEPEKEHHS B
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OOMY paifoHi Oyme aKTHBOBAaHO i IOBEPHYTO B HANPSAMKY OOCTpily, a
3YMTyBayl HOMEPHUX 3HAKiB OyIyTh aKTHUBOBaHI, 11100 (ikcyBaTH HOMEpHI
3HaKW B LbOMY paifoHi. Bimeo Oyzme 3HATO Ta mepemaHe OO KOMaHIHO-
JIMCIIETYEPCHKOrO ITYHKTY, a MIOTIM NepeaaHo odiliepam, sSKi BIAIOBIIAIOTEY.

Bigpmr mmpoKo, TMOTEHIIWHWHA MOTEHIIAN MOJIra€ B TOMY, IIO 3a
HAsBHOCTI JIOCTaTHBOI KUIBKOCTI MiAKIIOYEHHX IMPHCTPOIB MPaBOOXOPOHIII
3MOXYTh UIBWJAKO Ji3HATHCS, Yy CIpaBaX MpO CepHO3HI 3JI0YHMHH, e
nepeOyBay NOTEHLIiHI TiJ03pIOBaHi Ha MOMEHT 3JI0YMHY, 3 KHM BOHH OYIIn
Ta KMM BOHH Oymu. pobutH. Cucrema moiHGOPMOBAHOCTI MPO IOMEH, sSKa
BIKe BUKOPHCTOBYeThCs Jlemapramentom nominii Hero-Hopxa, Bike pyxaeTses
B IIbOMY HaIpPsIMKY.

OueBnaHO, MO 3apa3 3 SBILIIOTHCS BHIAIKH, KOJIH MOKa3W, 3i0paHi 3
NPHUCTPOIB, MIOKIFOYEHHX 1O [HTEpHETY, BUSBISIOTHCS BUPIMIATEHUMHU UL
mpoBeNeHHsT apemTiB. Y BemukoOpuranii 0yi0 po3KpUTO OIWH BHUIIAIOK
6araTropa3oBoi KpaIi>KKH 31 37I0MOM IIiCIIS TOTO, SIK MapmpyTtuzatopu BT Wi-
Fi Oymu nocmimxeHi B psmy 3 YOTHPHOX OYyIWHKIB, KOXKEH 3 SIKUX OyB
37aMaHUd B cepeinHi OHA. MapmpyTu3aTopu TOKa3aji, IO OJUH 1 TOU
caMuii MOOUTBHHMH TeneoH MiAKIIoYaBcs 1o Oe3komToBHOI nmociayru BT-
FON y koxxHoMy 3 OyIMHKIB y AeHb Kpaiaibkok. [Tominis BHKOpHCTana 1o
iHdopmariito, o0 po3IIyKaTH 3I0BMUCHHKA.

TexHomorisi OJOKYCHH MOXKE O3HAYaTH JAJIs TOMIMii Ta 3JIOYMHHOCTI,
[HTEpHET € JBOCIYHMM MeueM Uil TPaBOOXOPOHHHMX oprauiB. OnHak
HASBHICTh HEJONIKIB JIUIIC POOUTH ¢ OUIBII BAXKIMBUM TE, IO IMOJIIIis
BHUKOPUCTOBY€E MOXJIMBOCTI IHTEpHETY.

Kouncynomanm 3 mosu B. B. Kouuna

YK 351.74:001.895](100)(06)
Jmumpo MAJIAPEHKO

Bnaoucnae HIYBAJIOB

Xapxiscvkuil HayioHanbHUIL YHIGEpCUMem 8HYMPIWHIX Cpas

IHHOBAIIMHI TEXHOJIOI'Ti B POBOTI MOJIIIII

TexHosoril 3MiHIOIOTh poOOTY mominii B 21 CTONITTI, BIPOBaKYIOUH
HOBI IHCTpYMEHTH st OOpOTBOM 31 3JIOYMHHICTIO, ajie 3 PO3BUTKOM
TEXHOJIOTill 3MIHIOIOTBCS MOXKJIMBOCTI BYMHEHHs 3J104MHIB. Hampukman
TIOJNINEHChKI JierapTaMeHTH y PI3HMX KpaiHaX 3acTOCOBYIOTh JIPOHH JUTS
CTIOCTEpeKEeHHS 3 HeOa, MOMIIEHChKI BUKOPUCTOBYIOTh HATLIBHI KaMepH LIS
3HATTA CBOIX /il HA IDTiBKY.

IIporpamue 3a0e3neyeHHsT 3 po3mizHaBaHHsA 00auyusa. OnHa 3
HaWOLIbII CynepewMBUX HOBHX TOJINEHCHKUX TEXHOJOTH nependayae
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BUKOPHUCTAaHHs IIPOrPaMHOrO 3a0e3MeueHHs] JJIsi PO3IMi3HABaHHS OOIMYYSL.
Ko nieit iHCTpyMeHT Breplle OTPaNiB Y PO3NOPSHKEHHST IPABOOXOPOHHHX
opraHiB, 6araTto XTo BBa)KaB, 110 HOro BHKOPHCTAaHHs He € HeeTndyHMM. Ha
acTs, 1Ieé He Tak, 1 pO3Mi3HaBaHHSI OOJIMYYS BHABISETHCS CPEKTHBHUM
THCTPYMEHTOM PO3CITiTyBaHHS.

Biomerpis. [lominist Bke Oinble CTOMITTS BHKOPHCTOBYE BiOMTKH
MaANBINB Ui ineHTudikamii groneit. Tenep, okpiM po3mi3HABaHHS OOIHYYSA 1
JHK, npaBOOXOpOHHI OpraHd Ta pPO3BiTyBallbHi OpraHU KOPHCTYHOTHCS
MOCTIHHO  3pocTarounM HabopoM OioMeTpmuHuX (i TOBEAIHKOBUX)
XapaKTepuCTUK. Takux sK po3Mi3HaBaHHS roJIoCy, BiTOUTKU JOJIOHb, BEHH Ha
3aI1’ACTSIX, PO3II3HABAHHS PalmIyKHOiI OOOJIOHKM OKa, aHaji3 XOIU i HaBiTh
CepreonTTsL.

PoGoTu. 3apa3 Oarato mIpaBOOXOPOHHMX OpPraHiB BHKOPHUCTOBYIOTH
poOOTIB 3 KaMepaMH HOBOT'O TIOKOJIIHHS [UISl BiZIEO Ta ayJlio CIOCTEPEIKEHHS
NOTEHLIATbHUX MICIIb 3JI0UHHY.

BusiBiiennst mocrpiny. BukopucroBytoun kaprorpadito Ta eleKTpoHHI
JIATYUKH, BUSBJICHHS BOTHENAJIBbHUX MOCTPLUIB J03BOISIE OdiliepaM HeraiHo
Ta TOYHO pearyBaTy.

36ip maHux Ta anaxi3 3g0unmHHOCTI. [IIBHIKE BiNCTEXKEHHS Ta aHANI3
BEJIMKOI KUTBKOCTI JAaHWX BAXKJIHBI IUIST TOTO, MO0 MPAaBOOXOPOHHI OpraHd
e(peKTHBHO BUKOHYBAIN CBOIO poOOTY. 3a IOIMMOMOTOI0 XMapHUX OOYUCIICHB
TIOJIIIIiSE MOYKE OTPUMATH JIOCTYI JO TOYHOI CTaTUCTHUKH Ta iH(pOPMAIlHUX
maHesel y peaJbHOMY Yaci.

Hayxosuii kepienux JI. 1. Pycanosa

YK 351.74:001.895](100)(06)
Henuc MEJIIHUK

Xapxiscokuili HayioHANbHUIL YHIGEpCUmMem 8HYMPIUWHIX Cpas

POBOTOTEXHIKA HA CJYKBI B ITOJIIIIT

3a ocTaHHI POKHM JIIOCTBO JIOCAINIO BEJIMKHX YCIIXIB y cepi TeXHIKH,
sika (paKTUYHO TOPKHYJAcs BCix cep Mroachkol aisuibHOCTI. Haiipo3suHeHini
KpaiHM CBITY BCE 4YacTillle MOYMHAIOTh BHKOPHCTOBYBAaTH aBTOMAaTW30BaHi
CHCTEMH B PI3HUX cdepax, y TOMY YHCIHI Y MOMIIEHChKIN TisTIBHOCTI.

Bakko BU3HAUHTH, sIKa KpaiHa BIIEpIle BUKOPHUCTaIa pOOOTOTEXHIKY Ha
MATPYJIGHUX JITHHUIX, alle Ha JaHWA MOMEHT Y TMOJMINEHCHKIA MisTBHOCTI
pobotu BukopuctoBytoThcs B CIIA, O0’emnanmx Apabcpkux Emiparax,
Kurai, B Kazaxcrani, CiHramypi Ta iHIIUX KpaiHax.

Taxk, y Kanidopsii Bke MOKHA 3HAHTH pOOOTIB, SKi MOXKYTh TIepeCcyBaTHCS 3
METOI0 OIIHKM CHTyallil K CHOKiHHOI abo HebOe3zneuHoi. Taki poboTh
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TMIPAIIOIOTh K TIOMIYHUKA 200 TONIIEHChKi Y KUTPKOX TOPTOBUX IICHTpaX Ta
o(icax BENMKHX TEXHOJIOTIYHMX KOMIIaHii. [HIIMHA mpucTpidl mix Ha3BOIO
REEM’s work, 3amymiennit 8 O0 ' eqrannx Apabcpkux Emiparax, moxke
3aXUCTUTH JIIOJICH Bifl KOPCTOKOCTI, OCKUIBKM MOYKE HEralHO NepeaaTH B
LEHTP YNpPaBIiHHA Te, M0 BinOyBaeTbCs. JIIOMM MOXKYTh BUKOPHCTOBYBAaTH
foro, mo0 TOBIJOMHUTH IIPO 3JIOYWH, CIUIATHTH WTpadu Ta OTPUMATH
iH(pOpMAaIIif0, TOPKAIOYHCH CEHCOPHOTO EKpaHa.

VY Ham yac iHHOBAIifHI TEXHOJOTII TyXe BaXKIUBI, 1I¢ TE, IO 3HAYHO
MOJICTIIYE Halle KUTTS (CMapT(OHHM, SIKi MOXYTh 3 HAMH PO3MOBILITH,
ABTOBI/ITOBIIaYl, PO3yMHI MPHUCTPOT Ta BCl 1HIII Yyjeca, BUKIHKIHI PO3BUTKOM
texnonoriii (D’apres «Les nouvelles de France» https://www.france24.
com/fr). Tak, B TyHici BupimmIy, mo poOOT MOJINEHCHKHI MaTPYITIOBaTHME
BYJIUIISIMH TS TOTO, MO0 MEIIKAHIII MiCTa HE TIOPYIIIYBAIX MPABKIT 130JISIIii.

(D’apres «le Portail du ministére de I’intérieur» https://www.interieur.
gov.tn

PobOokonn pyxaerscsi Ha KollecaX, KOHTPOJIIOEThCS AWUCTAHIINHHO,
OCHaIlIeHNH iHppaYepBOHUMH Ta TEIIOBUMH KaMepaMH, a TaKOX 3BYKOBOIO
Ta CBITJIOBOIO CHTHAJTI3AINI€I0. Y CayHATPEKaxX Ta Bifleo, PO3MIMICHUX Ha CAMTI
MiHICTepCTBa BHYTpIilHIX crpaB TyHicy, BUJHO SK poOOT 3BEpTAETHCS IO
0ci0, SIKi MO3PIOIOTECS Y MOPYIICHH] KapaHTHHHUX BUMOT: «I1{o T pobua?
[Nokaxxu cBiii macriopt. Tw He 3HA€IL, IO Ma€NI 3aJIUIIMTUCS BIOMa?

Pobot mepenae curran Ta 300pakeHHS 3JIOBMUCHHKA, 1MEHTH(DIKYIOUN
Horo y HallOJIM>KIOMY BiJUIUTEHH] MOIIIT.

Amnic Cax0aHi, TyHICBKHI Iu3aifHep poOOTY, CKazaB, IO pPoOOT OyB
3amymieHu B mepiuii pa3 y 2015 porri 1yist Toro, o6 naTpyiroBaTH BYJIHIIL.

BiH kaxe, 0 aBTOMATHU30BaHa MalllMHA MPALFOE B aBTOHOMHOMY
PeXHUMI 3aB/ISKH IITYYHOMY 1HTEJICKTY.

PizHi Momudikariii podora komTyioTh Bix 100 mo 140 THCsu momapie Ta
BUKOPHCTOBYIOTECS TOJOBHMM YHMHOM 1HO3EMHHUMH HiJIPUEMCTBAMH 3
METOI0 3a0e3IeueHHsT Oe3eKH.

B Snonii Taki pobGoTtm MOXyTh OyTH 3afisHi MaiKe CKpi3b, Bif
MIPOAYKTOBHX KPaMHHUIb O KIIHMYHUX J1abopaTropid. Ane IMUTaHHS IIe
3aJMIIAETHCS BIAKPUTUM IIOA0 BHKOPUCTAHHS POOOTIB, 3aIporpaMOBaHUX Ha
Ha 3a0e3Me4eHHs TPOMaJICEKOTO MOPSIKY.

CroromHi MOBa Ie HE ¥ae Mpo 3arajbHE BUKOPHUCTAHHS POOOTIB Ta
LITYYHOTO IHTEJEKTY B TOJIiLii, MIHICTEPCTBO BHYTPIIIHIX CIIpaB YKpaiHu
MOKH IIl¢ HEe TOTOBE JO 3aMiHM TOJIIEWCHKUX Ha BYIHIIX poboTamu. Aje
NoziidHa JIEMOHCTpAIllis pe3yJbTaTiB HAyKOBOI'O Ta TEXHIYHOTO MPOIpecy €
BIAJIOI0 Ta OyXe NepcrekTuBHO. Lle smme nurtaHHsA dacy. Ha mixcrasi
BUBUEHHSI CBITOBOT'O JIOCBIy MOXKHa 3pOOMTH BUCHOBOK, 110 BUKOPHCTAHHS
pOOOTIB B IIsTBHOCTI TMOJIIEHCEKUX JOTIOMOXKE 3POOHUTH TaKy HisIIBHICTD
6e3nevHoro Ta eekTUBHOW. Ha MO0 yMKy, BUKOPHCTaHHSI POOOTOTEXHIKU
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y cioyx0i AUTbHUYHEX O¢inepiB momimii Mormo O CTaTH MepCHeKTUBHUM
HaIpsIMKOM TIPaBOOXOPOHHOT JisIIBHOCTI.

Hayxosuii kepienux 1. JI. Ieanosa

VIIK 351.74:001.895](100)(06)
Jina MHLHK

Xapxiscokuii HayioHANbHUIL YHIBEpCUMem 8HYMPIUHIX Cpad

SAK ITOJIIINIA TOKIO BUKOPUCTOBY€ JPOHU

Y 2015 pomi Oe3minoTHUK «DaHTOM-2» 3 HEBEIMKOK KUIBKICTIO
paioakTUBHOTO TICKy 3/IHCHHB II0CAJKy Ha JaxX KaHLEsIpii mpem'ep-
Mminictpa Snonii. llefi akr OyB cCKopille NPOTECTOM TPOTH SIAEPHOI
SHEPreTHYHOI TONITHKN KpaiHW, HDK CepHO3HOI0 3arpo30io, aje SIIOHII,
OYEBHHO, PO3LIHIWIN Lie 5K TPHBOXXHHN cHrHai. HixTo He mocTpaxnas, i
MPABOIOPYIITHHKA 3r0JIOM 3aTPHMANH Yy 3B’SI3KY 3 IHIMACHTOM.

s toro, mo6 y MalOyTHROMY OOpOTHCS 3 TaKUMH 3arpo3amu 3
moBiTps, [lemaprament mominii M. Tokio mnpenctaBuB Oe3MiTOTHHUK-
MIePEeXOIUTIOBaY, OCHAIIEHHHA CITKOIO, SIKMH Mae OyTH BHUKOPHCTaHUH, 100
JIOBUTH LIAXPaChKi KBaJPOKOITEPH.

VY Jenapramenrti nosinii M. Tokio Oyo CTBOpEHO 3ariH OE3MUIOTHUKIB,
NPU3HAYSHUH ISl BUSIBJICHHS Ta, SIKIO HEOOXiJHO, 3aXOIUICHHS MiZ03pLINX
JPOHIB, SKHMH KEpyIOTh TrpoMajsiHU. [ligpo3ain momiuii marpyiroe
TEPUTOPII0 OIS BOXKIIMBHUX 00’ €KTIB, TAKHX SIK PE3U/ICHILS IIpeM'ep-MiHiCTpa.
Skmo Oyne BWSBJICHWE MiTO3pUTHHA JPOH, oreparopa MONEpEeAsTh depes
TYYHOMOBIII, SIKi PO3TaIIOBaHi Ha 3eMJii. AJie SIKIIO OMEpaTop HE Bijpearye,
TIOIIIIiS 3aITyCTUTD IPOHH, OCHAIICHI CITKaMH, 100 3JIOBUTH MPUCTPIH.

Ksagpokonrepn nomirii Tokio B KOMIUIEKTi 3 CITKAMH MOXYTb 3JIOBUTH
HeOakaHWI TIPHUCTPil, MO 3HAXOAWUTHCA B MOBITpi. B SmoHil 3a00poHEHO
KepyBaTH O€3MUIOTHUKaMH Haj NEBHUMH paiiOHaMM, TaKMMH SIK aepOIOPTH
Ta eJNEeKTPOCTaHIIii, HaJ Aoporamu abo Ha BucoTi moHan 150 metpiB. Jeski
MicTa, Taki gk Tokio Ta Ocaka, TakoX 3a00pPOHMIM BUKOPHCTAHHS JPOHIB Y
napkax.

[MonoxxeHHs PO APOHH HAOYJIO YMHHOCTI B SIMOHIT MMiCHsS BHECEHHS
nonpaBok 10 3akoHy npo Cuwim CamooOoponu kpainu. HoBuil smoHChKHI
JIPOH 13 CITKOIN, SIKMU 3HHIIYE IPOHH, OE3yMOBHO, € I[IKABHM CII0COOOM
OXOpOHH THX PaiOHIB, I¢ BOHU 3a00pPOHEHI.

VY KUIBKOX KpaiHax IIOCWIIIOIOTH NpaBHia BUKOPHUCTaHHS JPOHIB. Y
CUIA, Hanpukman, Bilaja 3aKjIHKaja CTBOPUTH PEECTP APOHIB, Y SKOMY
OymyTb TepeiueHi BIACHUKH MPHUCTPOIB TI0 BCill KpaiHi.

Hayxosuii kepienux JI. C. Cazanosa
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YK 351.74:001.895](100)(06) B
Maxcum MIHAHIO

Xapxiscokuili HayioHANbHULL YHI8EpCUmMem GHYMPIUWHIX Cpas

TEXHOJIOTTYHI IHHOBAIIIT HA CJIYKBI OJIIIIT
TA NIONEPEIKEHHSA 3JIOYNHHOCTI

Po3p006IieHO HOBI TEXHOJIOTIYHI IHHOBAIIIT IS 3a1I00IraHHs 3JI0YMHHOCTI
Ta TOKpAIleHHS poOoTH momimii. [HHOBALIi B TEXHOJIOTISIX KPUMIHATIBHOTO
CY/IOYMHCTBA MOYKHA PO3JIIJIUTH Ha JBI BEJIMKI KaTeropii: >KOPCTKI TEXHOJIOTIT
(amapatHi 3aco0m abo Marepiaam) i M’sIKi TeXHOJIOTIl (KOMIT IOTepHE
nporpaMHe 3a0e3nedeHHs, iHpopManiiiHi cuctemun). JKopcTki TeXHOJIOTIYHI
IHHOBAIIIT BKITFOYAIOTh HOBI MaTepiaiu, IPUCTPOi Ta 00IaHAHHS, SIKi MOYKHA
BHKOPHCTOBYBATH SK JUI BYMHCHHS 3JIOYMHIB, TaK i U1 3amoOiraHHs
3nm0YrHaM 1 00poTHOH 3 HUMH. ICHYIOTB amapaTHi TEXHOJIOT], IpH3HAYEH] I
3amo0iraHs 3II0YHHAM - TTOBCIOZHO TIOIIHPEH] KaMmepu
BiZICOCTIOCTEPE)KCHHS, METAJOIIyKadli B IMIKOJNAX, IepeBipka Oaraxy B
aeporopTax, KyJIeHeNPOOUBHI KacH B OaHKaX, CUCTEMH OC3MeKu B Oy IMHKaX 1
mignpueMcTBax. Takox CIil 3BepHYTH yBary Ha BHUKOPHUCTaHHS 3acoOiB
IHIMBIAYaJ bHOTO 3aXHCTy (IIOKEpH, OyJiaBH, PATYBAIbHI IIHYpH/MEXaHI3MU
BUKJIMKY EKCTPEHOi JIOIIOMOTH) Ta CHCTEM OJIOKyBaHHS 3allajllOBaHHS 3
MIPUCTPOSIMH JIKOTOJILHOTO JIATYMKA IS 3ar100iraHHs 3aIycKy aBTOMOOLIS B
CTaHi aJKOTOJBHOTO CITSHIHHA. MOXHa TaKoX BU3HAUUTH arapaTHi
TEXHOJIOTI4H1 IHHOBALIi1, SIKi BUKOPUCTOBYIOTBCS TOJIIIEF0, BKIIIOYAIOUH HOBY
30pOr0, MPHUCTPOi MEHII HENETAThHOI CHJIM, HOBI TEXHOJOTIYHI MATPYJIbHI
aBTOMOOLJT T2 HOBE MOJTILEHCHKE 3aXHCHE CIIOPSKEHHSI.

3a ocraHHI poku OyJ0 PO3pPOOIEHO IIMPOKUIH CHEKTP HOBHX M’ SIKHX
TEXHOJOTIYHUX IHHOBAaIlif, $IKi BUKOPHCTOBYIOTBCSI K IHCTPYMEHT
3aro0irafgds 304MHHOCTI. OCTaHHI TEXHOJIOTIYHI 1HHOBAIi BKJIFOYAIOTH
IHCTpyMEHTH  Kiacu(ikamii pHU3MKIB  IPaBONOPYIIHHKIB  OCTaHHBOTO
TIOKOJIiHHSI, MOSIBY MPOTOKOJIIB OLIIHKM 3arpo3, IHCTPYMEHTIB ineHTH(iKalii
3HYII[aHb, IPOTPaMHE 3a0e3MeUYCHHsI, PO3POOJICHE [T 3aMmo0IraHHs KpaIixKili
0COOMCTUX JaHWX, HOBI IHCTPYMEHTH IJIsi MOHITOPHMHTY PO3TAalllyBaHHS Ta
TIepeMIILIeHHs] TPYI PU3UKY, TaKHX SIK IICUXIYHO XBOPI NMPaBOMOPYITHUKH Ta
CeKCyallbHI 3JI0YMHIN, a OCTaHHIM 4YacOM HOBI IHCTPYMEHTH OIliHKH,
TIpU3HAYCHI A BUSBICHHA OCi0, sKi, WMOBIpHO, € 3JIOYMHIIIMH (200
JKepTBaMH ) BOMBCTBA B MEXXaX 3a3HAYCHUI TEPMiH.

Hayxoeuii kepisnux JI. 1. Pycanosa
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YK 351.74:001.895](100)(06)
Anacmacia MIPOIHIHIYEHKO

Xapxiscokuii HayioHANbHUIL YHI8EpCUmMem 8HYMPIWHIX Cpas

TEXHOJIOT1i BIPTYAJIbHUX KOH®EPEHIIIN SIK HOBI
HABHUYKHA B CYJOBOMY ITPOLIECI

Xoua BiIcO3BIHKH HE OyM HOBHHKOO, Koiu Bpasue COVID, mmpoke
BUKopucTaHHs  Microsoft Teams, Zoom Ta IHIIMX  TEXHOJOTiH
BiZICOKOH(EPEHIIIH SK B IOPHIMYHUX (PipMax, Tak i 3 KII€HTaMH BHOYXHYJIO
Yyepe3 MaHAEMilo, 3MyIIyIOYd BCIX mpamoBatd 3 noMy. Ha pomarok no
3ycTpiuei, CynoBi 3acimaHHs nepemicTwivcs B I[HTepHeT, 1 HaBiTh TyuHI
BUMPOOYBaHHA BimOyBaimcst depe3 Zoom. OCKUIBKH CyIH BIPOBAIKYIOTH
mporpaMHe 3a0e3ledeHHs Uil BIpTyallbHHX cilyXaHb, sK-0T CaseLines,
TEHICHIIiSl BIPTyaJbHUX CIyXaHb, OE3CyMHIBHO, MEpPEKUBE MAHIACMIIO Ta
BHMaraTuMe HOBHX HaBUYOK BiJ CyImiB. AIBOKaTypa BIMAarae BiJ aJBOKATiB
OyTH MiATOTOBIEHUMH, T0Ope OpraHi30BaHMMM, MaTH TapHi Marepiamm, OyTH
BBIWIMBHMHU Ta BBIWIMBHMH, aJI¢, 110 HE TUBHO, ICHYIOTb JOJATKOBI (hakTopH,
SIKI CJTiJl BpaXOBYBaTH ISl BIPTYyaJIbHUX CIyXaHb Ta MeJiallii.

[Mepiie MipKyBaHHSI — Lie BU3HAYUTH «CBOI HAMIpH LIOJIO BIPTyaibHOT
B3aeMoii, Oyab TO apOiTpak YM MOCEPEIHUNTBOY», — Kake Pobin [logokiH,
ropucT, nocepenuuk i apoitp Dodokin Law & Conflict Resolution B ToponTo.
«Jlyxe Jerko Bi4yTH, 110 1€ MPOCTO KOH(EpEeHI-A3BIHOK, i OyTH 3aHAATO
HEBUMYIIICHUM», — Ka)K€ BOHA; aJic «BH MOBHHHI BKIFOYHUTUCS B CITyXaHHS
ab0 MOCEePEeTHUIITBO, HABITh SIKIIO BH MPAIIOETE HaJl KYXOHHHM CTOJIOMY.

Oco06nmBy yBary moTpioHO MPUOUIITH B3a€MOIl 3 IHIIAMH CTOPOHAMM,
«OCKUTBKM BOHM Ha0araTto iHTUMHINID Yy BIPTyaJbHOMY CEPEIOBHII, Kaxke
BOHA. SIKITI0, HANIPUKIIA/I, XTOCh BUKOPUCTOBYE JIBA MOHITOPH 1 JMBUTHCS Bif
KaMepH Ha JOKYMEHTH, «MOXe 31aThCs, 110 BU HE 3BepTacTe yBarumy». | saxmo
Balle o0IMYYsl 3aHAATO OJIM3BKO IO KaMepH, «Iie He CXOXKe Ha 3aJl cyay. Yce
30UTBIIYETHCS TUM (PAKTOM, 1110 MU MTPAKTUYHO OIMH OHOMY B OOJIHYUS.

BipryanbHe npoBamKeHHsS MOXKE MOKPAIIUTH JIOCTYII 10 MPaBOCY IS Y
LMBUIBHHUX CIpaBax KiJIbKOMa CIOCOOAMU: CTOPOHAM HE JIOBENEThCS i3AUTH
Ha CIyXaHHS 1, MOXJMBO, MCHIIE dYacy BIUIy4aTHCs BiJ poOOTH, IO
€KOHOMUTP Yac; 3aHEMOKOEHHS MO0 (Di3MIHOI JOCTYITHOCTI CYIB i OyaiBeNb
HEe € MpoOJEeMOI0; TEXHOJOTISA IOCTYIHAa KOXKHOMY, XTO Ma€ pPO3yMHHI
TIPUCTPIH; AeAKi BHUTPATH MOXYTh OYTH 3MCHINEHI, OCKUIBKH THTaHHS
IUIAHYBaHHS Ta BEJCHHS CIIPaB MO)KHA BHUPILIYBAaTH IPAKTHYHO Ta IIBHAKO
0e3 yJacTi CTOpOHHM UM aJBOKaTa B Cy/i; MOXJIMBI JEAKi iHII CKOPOYCHHS
BUTpaT Ha BIPTyalbHI NPOLENYpH; HANPUKIAL, HEMae BUTpAT Ha OpPEHIY
KIMHATH YW TPOI3A IS CBIJKIB; 1€ JO3BOJMJIO BHUPIIIYBATH CYIEPEUKU
e(peKTUBHO Ta OE3MEYHO i Yac MaHIeMii.
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BipryanbHi npolenypu npoioBKyBaTUMYTh BUKOPUCTOBYBATHCS ITICIIS
MaHAeMil Ta, MOXJIMBO, 3 BUKOPHCTAHHSM T'OPHIHOTO MPOLECY BipTyaJIbHOTO
Ta ocoGucToro. MIMoBipHO, Gyie Ginblue 3asBOK Ha BipTyaslbHi IPOLELYpH
yepes X mepeBary, i 0coOJMBO Ha MDKHApOIHHUH apOiTpak, /Ie € CTOPOHH Ta
eKCIIepTH B KpaiHaX 10 BCbOMY CBITY.

Kouncynomanm 3 mosu B. B. Kouuna

YK 351.74:001.895](100)(06)
Amumpo HA3APEHKO

Xapxiscokuil HayioHanbHULl YHIgepcumem 6HympIiuHix cnpas

AMEPUKAHCBKI TEXHOJIOI'TI 3ATIOBIT AHHS
3JIOYMHHOCTI

Haiixpammii crioci6 60poThOH 31 37T0YMHHICTO — II¢ 3aM00IrTH ii MOsIBi, a
TEXHOJIOTI] € Ha MepenHhOMY Kpai 3armoOiraHHs 3J0YWHAM. 3HOBY X TakH,
IHCTpyMEHTH  IUTYYHOTO IHTEJIEKTy Ta TMpOTHO3HA  aHAIITHKA 3
BUKOPHCTAHHSM BEJIUKHX JAHUX € KIFOYOBHMH JUISl BCTAHOBJICHHS 3B’S3KiB,
SIKI MOXKYTh 3YITHHUTH 3JI0YHH JI0 HOTO IOYaTKY, aje MPaBOOXOPOHHI OpraHu
TaKOXX BUKOPHCTOBYIOTh Y CBOii poOOTI iHIII IHCTPYMEHTH.

VY UYukaro nosnineicbki BUKOPUCTOBYIOTH TexHOJOTiI0 ShotSpotter, ska
TpHUAHTYJIye iHpOpMamito, MO0 BH3HAYUTH TOYHE MICIE IIOCTPLIIB.
INoennanus i€l iHpOpMAIi 3 TEXHOJOTIEI BHUSBICHHSA HOMCPHHUX 3HAKIB
TIOJIETIIYE TIOJILEHCEKIM KepyBaTH NMATPYJTFOBAHHAMH B pallOHaX i3 BUCOKHM
PIBHEM 3JIOYMHHOCTI Ta PO3CIIyBaTH CTPUISHUHU. Y TMiBICHHOMY IIE€pEMICTI
3aITyCTHIIN CHCTEMY BHSBJICHHS BOTHENAIBHOI 30pOi, siKa BUKOPUCTOBYETHCS
B Uukaro Ta IHIIMX BEIMKUX MICTaX, SKa B PEXKHUMI pPEATBLHOIO Yacy
noBifoMIsie Trofinito mpo Micue oberpimy. Calumet City oroiocuB mpo
posroprannsi  ShotSpotter, TexHosorii, siKa BHKOPHUCTOBYE CTPATETidHO
pO3MIIlIeHI aKyCTWYHI HAaTIMKH JJIsI TOYHOTO BHW3HAYCHHS CTPULTHUHU Ta
OIOBIILIEHHSI TOJMIIIi 3a Ji4YeHI CeKyHIM IMPO TOYHE pPO3TAIyBaHHS i€l
TOCTPLTY, KUTBKICTh BHUITYIICHUX CTPUIBIIB 1 TOCTPLUIIB, a TaKOX THI 30poi,
uto crpiasie. KamidopHifichka KOMITaHIs, SKa Ma€ KOHTPAKTH 3 JCCATKAMHU
MICT IO BCilf KpaiHi, HE TapaHTye, IO 1i TEXHOJIOTisS 3MEHIINTh HACHILCTBO 3
BUKOPHUCTAaHHSIM 30p0i, ajie BUCTABJISAE PAXYHOK SIK IHCTPYMEHT JUisi 60pOTHOU
31 3JOYMHHICTIO, sKWi miaBumrye Oesmeky odimepiB 1 Jormomarae
TOJTILIEHCHKUM ~ PO3CITIyBaHHSM, TOJIETIIYIOUM IIBUJKE pearyBaHHS Ha
IHIIMACHTH 31 CTPUITHUHO, PO 5K 1HAKIIEe MOXHA OyJI0 O HE MMOBIIOMUTH
BIIAJTY.

TexHosorist po3mi3HaBaHH 00JIMY TaKOX € BAKIMBOIO 111 OOpOTHOM 31
3no4ynHHICTIO. [IpaBOOXOPOHHI OpraHM BHKOPHCTOBYBAJIHM PO3Mi3HABAHHS
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o0JIMd Ha BEJMKHX 3aXOfaX, HANpHKIa, mo0 ineHTH(]IKyBaTH OcCi0, SKIX
PO3LIYKYIOTh 32 3JI0YMHH, TOPIBHIOIOUM TXHI 00JYusl 3 023010 IaHUX COTEHb
THUCSY BIZIOMHX TPaBONOPYIIHHKIB. A Ha KOpaoHi mpukopmoHHukn CIIIA
BUKOPUCTOBYIOTh ~ CEHCOpDHI ~ TEXHOJOTIl Ui OWIHKM  (i3W4HOi Ta
TICHXOJIOTIYHOI TOBEMIHKH, MO0 BH3HAYWTH, Yd MOXYTh JIFOAW B’iXaTH B
KpaiHy 3 MiACTYMHUMHU IUISIMA. TEXHOJOTIYHA PEBOJIIOLS B MOJIICHCHKIN
TSUTBHOCTI PO3TOPTAETBCS Y BENHKHX MICTaX 1 MalMX TpoMagax Mo BCid
KpaiHi, OCKIIbKH BCE OUIbIIE MOJIICHCHKUX BIAIUIIB KYMyHOTh HMPOrPaMHE
3a0e3nedyeHHs] sl PO3Mi3HaBaHHA OOJIMY. 3aBISKM INTYYHOMY IHTENEKTY
CHCTEeMa PO3Mi3HaBaHHS 00JNY JI03BOJISIE OdilepaM HaICUIIAaTH 300paKeHHS
o0ny Jrozie, 3po0sieHi B MOJBLOBUX yMOBax abo 3HATI 3 ¢oTorpadiid um
BiZIcO, 1 MHTTEBO TOPIBHIOBATH iX 13 (pororpadismm B mepxkaBHUX 0a3ax
JnaHux — (hoTo, 3aIKCH B TIOPMaX, BOJIMCHKI IpaBa.

Yci mi TexHomorii po3poOieHi 3 €OMHOK METOI 3armodiraHHs
3JI0YMHHOCTI, 1 M 0a4MMO JIMIIIe BEpXiBKY aiicOepra, KOJIHU CIIpaBa JOXOIUThH
JI0 TIUX iHCTPYMEHTIB.

Kouncynomanm 3 mosu B. B. Kouuna

YK 351.74:001.895](100)(06)
HOnia HEJKYPIHA

Xapxiscokuil HayioHanbHULL YHIgepcumem GHympiuHix cnpas

MAMBYTHI MEPCHEKTHUBHY IOJIIL{IT

HoBi TexHoJjOrii, HOBI METOAM Ta HOBI ia€l BHECIM 3HAYHI 3MIHH B
npaBooxopoHHi opranu. Iloiis Ta MPaBOOXOPOHHI OpraHu IO BCiil KpaiHi
CIIPUSIOTH 3MiHaM, BITPOBaKYIOUM TBOPYI i€, alanTyO4uCh J0 MIHJIMBUX
YMOB Ta BPaxOBYIOUHM JyMKH O(illepiB Ta mapTHepiB 3 rpomaju. [HHOBaIIT,
sIKi ()OPMYIOTh MallOyTHE PaBOOXOPOHHHUX OPraHiB, MOYWHAIOTHCS 3 HOBUX
TEXHOJIOTiH, sIKi MiATPUMYIOTh HOBI KOHLEMIII omnepariid, 3a0e3nedyroun
BTPY4YaHHS Ta BIJHOCHHH, SIKi 3a0e3NedyloTb Oe3INeKy CyCIUIbCTBa.
[IpaBooxopoHHI oprann 10ar0Th Mpo Oe3MeKy CcycHiibeTBa. ToMy He AMBHO,
o0 3MIHIJIOCS CYCHUTBCTBO, 3MIHWIUCS W TPaBOOXOpOHHI opranu. Hosi
TEXHOJIOTil, HOBI METO/AX Ta HOBI ilel CYTTEBO 3MIHMIM TMpodecito. Ale 3a
CBOEIO CYTTIO IIPAaBOOXOPOHHI OPTaHW BHMArarOTh TaKOi JK CaMOBLITAHOCTI
rpoMajaM, TaKoOro K TOYYTTS OOOB’SI3Ky Ta CaMOIOXKEPTBH, Ta TaKOi K
YECHOCTI, SIKOIO BOHA 3aBXK/U BOJIOJIE.

CpOroJiHi TEMIH PO3BUTKY TEXHOJIOTIH MPUCKOPIOIOTHCS IIBUIIIIE, HIXK
Oymp-konu. HoBi mpucTpoi Ta cepBicH 3°SIBISIOTBCSA MIOAHS. Temep mu
MO’KEMO 3aMOBHTH BCE, JIe 3aBTOJJHO — Bijl POrpaMHOro 3a0e3rneueHHs 10
NOI3/IKM BiJ aOCOJIOTHO HE3HAWOMOI JIIOJMHH — BHUKOPUCTOBYIOYH JIMIIIE
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TeneoH. Mu MOKEMO OXOIUTH OY/b-KOro abo MiNbHOHH JIFOICH MHTTEBO.
Hama 3pmatHiCTE BumTHCA 1 poOuTH A00pPO, a TaKOXK 3IATHICTH JESKUX
3aBJaBaTH IIKOAW € OUIBINOI0, HiK Oyab-komu. TexHomorii 3MiHIOIOTH
OCHOBHI aCIIeKTH TOTO, SIK MM B3a€EMOJIIEMO SIK CYCITUIECTBO, 1 B Mipy TOTO, SIK
3MIHIOETBCSI CYCIITBCTBO, TAKOXK 3MiHIOBATUMYTHCS IHCTPYMEHTH, METOIH Ta
KOHIIeNIii, SKi YONOBIKM Ta JKIHKH 3 TIPAaBOOXOPOHHHX OpTaHiB
BUKOPHCTOBYIOTH JUIsl 320€3MEeUCHHSI HAIOT Oe3IeKH.

[HHOBAIIT — 1Ie He JNWIIIe HOBITHI ra/UKETH, a W MOIIyK HOBHUX CHOCO0IB
MTOKPAITUTH CHUTYyaIlif0. [HHOBAIll MOXYTh MaTH (opMy HOBHX KOHIICTIIIH,
HOBHX METOAIB a00 HOBHX IHCTPYMEHTIB. Aule iHHOBaIii, SK TIPaBUIIO,
NPAIOIOTh HaMKpallle, KoJau BCi Il (GOpMU 00’ €qHYIOTHCS, 1100 MOJILisA Ta
NPaBOOXOPOHHI OpraHK MOTJIM MaT OUIbIlE PO3YyMIHHS Ta BIUTHB, HIX OY/Ib-
KoJM painre. [HHOBail, siKi GopMyI0Th MallOyTHE MPaBOOXOPOHHUX OpPTaHiB,
MMOYMHAIOTECA 3 HOBUX TEXHOJOTIH, SKI MiATPUMYIOTh HOBI KOHIICIIIIi
orepauiif, yMOXJIMBIIOIOTh BTpy4YaHHS Ta BIJIHOCHHHM, SIKi 3a0e3nedyroTh
0e3meKy CycCIiIbCTBa.

I xoua TexHOMOTII, METOAM Ta IHCTPYMEHTH MOXYTb HPOIOBKYBaTH
PO3BUBATHCS, CYTh IPABOOXOPOHHMX OPTaHiB 3aJIMIIAETHCS HE3MIHHOIO:
HEBTOMHa po0OTa HAJl MOKPAIIEHHSAM 3aJTy4eHHS IPOMAaI Ta IPOMaJICHKOi
Oesriexu. [HHOBAIII, HMOBIpHO, IPHHECYTH OiNbIE PO3YMiHHS Ta O€3MeKw,
HiK OyIb-KOJH paHimie, ale TOH caMuil mpodecioHami3M i TUCHUIUTIHA, SKi
IPUHECIIH IIPABOOXOPOHHHUM OpraHaM MUHYJIE CTOJIITTS, 3JIMIIATECS KII0YEM
70 YCIIiXy B HACTYITHOMY.

Koncynomanm 3 mosu B. B. Kouuna

VIIK 351.74:001.895](100)(06)
Temana HECKPEBA

Xapxiscokuili HayioHANbHUIL YHIBEpCUMem 8HYMPIUHIX CHpas

HATPYJHI BIJEOPEECTPATOPHU B JAI51JIBHOCTI
ITPABOOXOPOHHUX OPI'AHIB

[TpUXUIBHUKH BiICOPEECTPATOPIB CTBEPIUKYIOTh, 10 BOHHU 3aXHILAIOTh
TIOJIIISTHTIB BiJi HEMPABIWBUX 3BUHYBAuCHb, 3MCHIIYIOTH BiIIOBIIATBHICTH
MPaBOOXOPOHHOT'O OPraHy Ta CKapr rpOMaJisH, a TAaKOXK HAAIOTh TOKa3H IS
BUKOPHUCTaHHS B cyni. [IpOTAroM OCTaHHIX pPOKIB IPaBOOXOPOHHI OpraHH
eKCIIepUMEHTYIOTh 13 BHKOPUCTAaHHAM BimeopeecTpaTopiB. Ha BiaMiHy Bin
Kamep, BCTAQHOBJIEGHMX Ha TPAaHCHOPTHHX 3acobax, BileopeecTpaTopu
PYXaroTbCsl Pa3oM i3 TIONMIIIHTAMH, KOJMHM TOW BIOXOAWTHh BiI MATPYIBHOL
MammHU. BigeopeecTpatopn MOXHA TPUKPIIATH OO0 KHIIEHI COPOYKH,
1I0JI0Ma, OKYJISIpiB 200 3HAUKa, 8 TAKOXK BOHH MOXYTb CITy>KHTH JIOTIOBHEHHSIM
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ABTOMOOLIBHUX BiZleOCHCTEM 200 3a0e3NeYnTH 10IaTKOBUIT BapiaHT JOPOrUM
ABTOMOOLIBHUM CHCTEMaM, SIKi ISSIKi BiJIUTA HE MOXKYTh COO1 IO3BOJIUTH.

B Can-Mareo (Kamidophist) 3 nHacenennsm npubmmzno 98000 ocib
posramoBaHuM npuOaM3HO y 20 Mmisix Ha miBreHs Bin Can-@®paHumcko,
mobmm3y KpeMHi€BOi IONMWHM, MPAmIOIOTh YHCICHHI BHUCOKOTEXHOJOTIYHI
kommaHii. B ympaBmigai momimii 100 momimisHTIB. Bam3pkicTe 10
TEXHOJIOTIYHOTO aHKIJIABY JOOpE MOCTY)KWIa YIPaBIiHHIO TOMNIIil, HAJIAI09n
HOMY MOXJIMBICTH OyTH TIOJIITOHOM I TECTYBaHHS HOBUX TEXHOJIOTiH, TaKHX
sk Mepexxa WiFi, mo Hamae momimissHTaM Oe3IpOTOBHH HIMPOKOCMYTOBHMA
JOCTYT A0 0a3 JTaHUX IMPABOOXOPOHHUX OPTaHiB.

3a ocTaHHI POKM YIPABIIHHS TMOJIIIi MPOBEIO IT'SATh MUIOTHHUX
BUNPOOYBaHb BiJIEOPEECTPATOPIB 1 BUPIMIMIO HE BUKOPUCTOBYBATH X, X04a
BIZICOPEECTPATOPH HA/I3BUYAHO BaKIIMBI JIsl IPAaBOOXOPOHILIIB.

[MoninistHTH BUABWIIM, IO JKOJEH 13 BiJJEOPEECTPATOPIB HE IiIXOIUTH
JUISL TIOCTIIfHOTO HOCIHHS, TOMY IO Kamepu Oa4arh He Te, IO MOTPiOHO
MIPaBOOXOPOHIIIO. SIKII0 KaMepa BCTaHOBJIEHA Ha IIIOJIOMI, TOJIi BOHA TPAIOE
noope.

CucreMu po3mi3HaBaHHS aBTOMOOUTFHHX HOMEPIB MAarOTh iHTETPOBaHY
TexHONOrifo. Bimeopeectpatopu, ski y MalOyTHROMY OYIOyThb HOCHTH
MOJIIISHTH MOXYTh BKJIIOYaTH TaKi CHCTEMH, a TaKo)XX MpOrpamMHe
3a0e3nedeHHs A1 PO3Mi3HABAHHA OOIMYYsS Ta CKaHYBAaHHS HAaBKOJIMIIHBOTO
CEepEeIOBHIIA.

Hayxoeuii kepisnux JI. C. Cazanosa

YK 351.74:001.895](100)(06)
bozoana HEIIITA

Xapxiscokuil HayioHANbHUIL YHIBEpCUMem GHYMPIUWHIX Cpas

[IUD®POBA TPAHC®OPMAIIA Y MOJINENCHKINA
JISITIBHOCTI

IBuakuii pPO3BUTOK CydacHHX TEXHOJIOTIH Ta 3aco0iB  3B’S3KY
BiJIKpUBA€ HOBI MOXJIMBOCTI JUII BYMHCHHS KPUMIiHAIBHO-KAPAHUX JisHb.
Coepa nisIbHOCTI 37OYMHIIB IIMPOKA: Bil IIaxpaiicTBa B iHTEpHeTI,
GimmArYy, BHKpageHHS OCOOMCTHMX [TaHWX, BINCTEXKEHHS MJaHUX [0
He0e31eYHOro KOMII TOTEPHOT0 CabOoTaxy.

BennuesHa nugpoBa 6aza TaHHUX cTalla BUKJIMKOM JULS CHIIOBUX CTPYKTYP.
[lepen mpamiBHUKaMH TOJIHiI CTOITH HEMPOCTE 3aBAAHHSA, SIKE IIOJISITAE B
TIONTYKY CHIfiB Ta TOKAa3iB 3JI0YMHHO 3HAYYIIHX Ail y Mepexax iH(popmariiHo-
KOMYHIKamifanX TexHomoriid. Ludposi cimimm B KOMITIOTEpax, MPUCTPOSX
3B’S3Ky Ta MEpexKax BiIrparoTh Bee OUIBITY POJIb Y CIIUHUX TPOBAHKEHHSIX.

195



Innosayitini mexnonozii Ha ciyaHcoi npasonopsaoky (3apyoixcuuti 00csio). Xapkie, 2022

BukopucranHs cydacHuX iH(pOpMamifHO-KOMYHIKAifHUX TEXHOJOTIH
CTJI0O 3BMYHUM SIBUIEM Y TOBCSKICHHIA poOori mnoumimii. PoGory B
OenepanbHOMY YIPaBIiHHI KPAMIHAIBHOI TOMIIIT 1 HIMEUBKIH mModimii Ha
CBHOTOJIHI BaXKKO ySIBUTH 0e3 QyHKkuioHytouoi [T-indpacTpykrypu.

BukopucToByeTbcs BeCh CHEKTp iH(MOPMAIIMHUX TEXHOJOTIH: Bif
PO3POOKH CHEIiaIbHOTO MPOrPAMHOTO 3a0e3MeUYCHHS I MOTPeO MOl 10
BEITHKUX JaHHX i MDKHApOITHHX MEpEeKEBHX IT-cucrem.
BucokoaBToMaTH30BaHi MEpPEkKEBi Ta IHTENIEKTyalbHI CUCTEMH, 3aCHOBaHI Ha
onu(poBIi, pOOOTOTEXHIIl, CCHCOPHUX AATIMKAX, a TaKOXK KibepdiznaHmx
cHCcTeMax 1 BEJIMKHX JaHHX, CYTTEBO 3MIHIOIOTH yCi cdepd pododoro
cepemoBuma  momimii.  [{udppoa  TpaHCpopMmalis ~ Bce  yacTiiie
BHUKOPHCTOBY€ETHCS B TEXHOJIOTIi pOOOTH HOMIIIi1 Ha MICIIi 37T0YHHY.

Bignin IT- kpuUMiHAMICTUKH, SK ICHTPAIBHUN CEPBICHHMA IiIpO3ALT
®denepaabHOTO YIIPABIiHHA KPAMIHAIBHOT MO, MATPUMYE PO3CITiTyBaHHS
y 30epeeHHi JI0Ka3iB 3 HOCI{B JaHHMX Ta TOTY€ iX J0 KPUMIHAIICTUYHOTO
aHaiizy. MeToro MisSUIbHOCTI CEpBICHOTO LEHTPY € CIPHSIHHS NMPEBEHTUBHIN
JUSUTBHOCTI, HAITPUKJIIA]], HaJaHHs KOHCYJBTAIIN MO0 MOXKIMBHAX TEXHIYHUX
MIPEBEHTUBHHX 3aXO/iB, a TAKOX IMIATPUMKA IOJIIIEUCHKIX PO3CIiAyBaHb Ha
BHCOKOMY TEXHIYHOMY piBHi. TeXHOJIOrii, po3po0IieH] NIIIXOM CHCTEMAaTHYHOTO
Ta Oe3MepepBHOrO CIIOCTEPENKEHHS, AaHANI3YIOThCA Ha MpenMeT IXHBOI
aKTyalbHOCTI JUISl TONIMi, a B OCOONMBUX BHIAJKaX TAaKOX TECTYIOTHCSL.
«Ixmo M xo4eMo e(QeKTHBHO OOpOTHCS 31 3JMOYMHHICTIO, MU TOBUHHI
NparHyTy Bi3yailizyBaTW MaiOyTHeE, 11100 3pOOMTH OOTPYHTOBAaHY OLIHKY
pusuky. lle BuMarae BCeOIYHOrO pAaHHBOTO BHSBIEHHS Ta PaHHBOTO
poscrmimyBanmsy.  (Mopr Ilipke, romoBmii Komicap —DenepanbHOrO
YIPaBIiHHS KPUMIHABHOI TTOJTIITii. )

Hayxoeuii kepienux I. M. Copoxkina

VJIK 351.74:001.895](100)(06)
Onez OBEPHIXIH

Xapxiscvokuil HayionanbHull yHigepcumem eHympiutix cnpas

BUKOPUCTAHHA POBOTOTEXHIKH ITOJIIIIEIO
CIHOJIYYEHUX HITATIB

PoGoTu3zauist moaHs NpoHUKae B pizHI cdepu kUTT. PoGOTH MOXKYTH
IIBUJIKO BUKOHYBaTH 3aHAJATO HEOE3MCUHi, CKJIAJHI YU TPYAOMICTKI pedi.
PoGoToTexHika KopucTyerbest BenmukuM monuroMm y mominii CIHA. JIponw,
TIpUJIai 30py, pOOOTH-cariepH, MaTpyjbHi PoOOTH IIOJETHIYIOTH pOOOTY
nouinii, poOuATh ii 6e3neYHOI0 Ayt OLTBIIOCTI NONIIEHCHKUX Ta JO3BOJISTIOTH
KOHTPOIIOBATH Oinbite Teputopiit. Jlemaprament mnominii Heto-Hopka
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BukopucroBye Digidog - poboTnzoBanux codax Bix Boston Dynamics, xoua
BiH Bce Ime mepedyBae B TecToBOMYy pexumi. IlmaHyerscs, mo ix
BUKOPUCTOBYBAaTUMYTb Y HEOE3MEUHHX CHUTYaIlisX, KON € PU3UK VIS KHUTTS
nonineliceknx. Cepen 3asBieHux nepesar Digidog — MoxuBiCTh OaunTH B
TEMpSIBI Ta OIIHIOBATH, HACKLITBKU OC3IIEYHO IS MTOJIIEHCHKOTO MIPOHUKHYTH
B mpuMimeHHs. [lomimis Bxke BHKopucTOByBasma Digidog Ha mpaktumi —
HANpUKIAA, U1 3BUIBHEHHS 3apy4yHUKiB. KpiM kamep, poOOTH OcHaIIeHi
JUHAMIKaMHU Ta MiKpoQoHOM, 00 odillep MO BUKOPUCTOBYBATH X IS
MIEPEroBOpiB 13 3MOYMHISAMH. Y TOJimii BIEeBHeHi, mo 3aBasku Digidog
KUTBKICTB TMOCTPaKIANX Ta 3aTUOIMX MPAIliBHUKIB Ma€ 3MEHIIUTHUCA. X04a €
NOOOIOBaHHS, IO TAKUX POOOTIB, SIK 1 OyIb-SKHUii PUCTPIH, MOXKHA 3J1aMaTH
Ta BUKOPUCTATH IS INKOAM — HANpPUKIJA, HECAHKLIOHOBAHOTO 300py
iHdopmarnii npo monei. 3a cnoBamu Maiikia Ileppi, Biue-npesuaeHTa 3
po3ButKy Oi3Hecy Boston Dynamics, koMmaHisi CepHO3HO CTaBUTBCSA JIO
3aXUCTY BiJl HECAHKI[IOHOBAHOTO JOCTYILy, & caMi poOOTH He 3a/yMyBaJIUCS
SIK IPUXOBaH1 IHCTPYMEHTH MaCOBOTO CIIOCTEPEXKEHHSI, OCKLIBKH BOHH IITyMHI
Ta MaloTh Oarato MUTOTIMBUX iHmuKaropiB. Knightscope ctBOproe
(YTYpUCTHYHMX aBTOHOMHHX POOOTIB, MPHU3HAYCHUX IS OE3IEeKH IMiJ| dac
MIATPYIIOBaHHS TOPTOBHX IEHTPIB Ta IHIINX TPOMAICHKUX MicCIb. Takox
KOMITaHisl OroJIOCHia MPO MOIIMBICTH pO3Mi3HABaHHSA OOMMIYA. Y pasi
BUSIBIICHHS MiI03pUTHAX 0Ci0 a00 3MOYMHINB 3AIHCHIOETHCS A3BIHOK Ha Tapsay
mixiro. Cy4acHi TeXHOJOTrii MOCTYHOBO 0O0’€AHYIOTH JIIOAECH 1 PpO3yMHI
MAaIlIMHA B OJHY BEJIMKY MEPEXXy COIIaIbHOTO amapary, TOMy HaM HeoOXiTHO
HaOyTH HABMYOK YIPABJIiHHSA HAMH Ta TIOBO/PKEHHS 3 HUMH.

Koucynomanm 3 mosu H. B. Kpacnoea

YK 351.74:001.895](100)(06)
Banepia OCTAIIEHKO

Xapxiscoruil HayioHATbHUIL YHIBEpCUMem 8HYMPIUHIX Cpas

TEXHOJIOI'TA PO3III3HABAHHSA OBJINY (FR). BIOMETPUKA

VY momninii BXXe JaBHO BHKOPHCTOBYIOTH OlOMETpHYHI JaHi, B HEpILy
4yepry BIiZOWTKM NaibliB i ineHTH(ikamii. Ane 3apa3 0Oarato XTo
BUKOPHCTOBYE TTOPTaTHBHI CKAaHEPH Ta TEXHOJIOTIIO PO3Mi3HABaHHS 00INYIYs,
100 ITiABUIIMTH MBHIKICTE 1 TOUHICTE inmeHTHdiKamii. 3a marmmu PoliceOne,
X0Ya I1i TEXHOJIOTI1 € HOBUMH, BOHH € OUTBIIT MOMUPEHIMH, HiXK MU T[yMaeMO:
OJTHE 3 JBOX JOPOCIHX aMEPHUKAHCHKHX OOIMY € B Mepeki pO3IMi3HABaHHS
00ya IpaBooXopoHHUX opraHiB. L 117-minpiionna 6ibmioTeka o0nmy, Ky
po3minrye OBP, moxke momomorti odirmepaM 3HAWTH JroAeld Ha Micii abo
nopiBuATH (otorpadii. OgHaK TOCTYIHICTH i€l iHpopMarlii BUKIHKAE TIEBHI
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npobiemu 3 KoHQigeHuiHHIcTI0. TOoXX NpPaBOOXOPOHHI OpraHu 00EpeKHO
MAXOAATH 10 LI€] TEXHOJIOTII.

I'onosa Yadderw, unen perituary Kamminre, dieH KoMiTeTy, po3roBiiae
npo BukopucranHs PexepansHuM Oropo posciinyBanb (PBP) texHomorii
posmizHaBanHA o0mma (FR). Hacrymui mporpamm ®DBP BHKOpHCTOBYIOTH
texHoorito FR mis npaBooxopornux miner. Le: 1) cucrema imeHTrdikamii
HoBoro mokomiHHsA (NGI) ®FBP, posramoBana B Bimmimi iHpOpMAIHHIX
cryk6 kpuMmiHanpHOTO TpaBocyas (CJIS) ®BP, i 2) Bimmin mocmyr 3
aHaiizy, nopiBHAHHA Ta ouiHkH oommuus (FACE), Takoxx po3ramoBaHuid y
signia FBI CJIS.

1.NGI migrpumye cxoBuie Qororpadiii, Bigome SK MbKIEp)KaBHA
¢dorocuctema (IPS). Yci pororpadii ros’si3aHi 3 BifOMTKAMHU ICCATH BiIOUTKIB
MATBI[B 1 KpuMiHATGHUM MuHYIEM. NGI-IPS no3Boisie aBTOMAaTHYHO
3milicHioBaTH TomyK FR  yIOBHOBa)KeHMMH MICHEBUMH, JEpXKABHUMH,
IUIEMIHHUMH ~ Ta  (eJepalbHUMH  TPABOOXOPOHHHMH  OpraHaMH.
[IpaBooxopoHHHMII oOpraH Tmomae Ha OOMyK cxoBuie ¢oTtorpadii
«IOCHITHUIBKY» (oTorpadiro, OTpUMaHy B pe3yibTaTi YIIOBHOBAaKEHOTO
npaBooxopoHHoro posciigyBannsi. NGI-IPS noseprae ranepero dotorpadii
«xaHauaatiey i3 2-50 ocobamm (3a ymomuaHHsM 20). Ilicas mwporo
MIPaBOOXOPOHHI OpraHM TIOBMHHI BpydYHY IeperiaHyTH ¢oTtorpadii
KaHAWAATIB 1 IPOBECTH MOAAIBIIE PO3CIiTyBaHH, 100 BH3HAYUTH, YU € Ha
¢dororpadisx KaHIWAATIB Ta cama JIIOJHHA, 110 ¥ (oTo 30HmA. TexHOoris
NGI-IPS BUKOPHCTOBY€ThCS JIMINIE SIK CIig4a, & HE SIK 3aci0 MO3UTHBHOL
inentudikarii. IlocibHuk i3 BopoBamkeHHs mnoaituka NGI-IPS cras
JIOCTYITHUM JUIsl aBTOPU30BAaHUX KOPUCTYBaUiB IIPABOOXOPOHHHUX OPraHiB, sKi
oTpuMyIoTh (oTorpadii KaHAUAATIB 13 cUCTeMH ineHTH(iKalil HACTYITHOrO
TIOKOJIHHSL MDKIepkaBHUX —Qotorpadiid. Y momTUIl 3a3Ha4eHO, IO
¢dotorpadii He HamaroThcs SK IMO3WTHBHA iNeHTH(IKamisi Ta HE MOXYTh
CIYKUTH €IMHOIO TiZICTaBOIO JUISl il TPaBOOXOPOHHMX oprasiB. Kpim Toro,
@OFBP onpuiroHAI0 NONITHKY Ta TPOLEAYPH, SIKI e IBISIOTh IOPHIIYHI,
MOITHYHI Ta OE3MEeKOBI BUMOTH A0 IPaBOOXOPOHHUX KopucryBadiB NGI-
IPS, Brmowatounm 3a00poHy Haacuimatu Qotorpadii 30HDA, OTpUMaHi 3
nopytreHHEsaM [leproi abo YerBepToi mompaBok. BaxInBo Big3HAYHUTH, IO
@OFBP He 36epirae poTorpadii 30HAY; 30HIM LIYKAIOTh I BUAAISIOTE. Takum
ypHoM, NGI-IPS 3ammmaerscs cxoBuiieM BHUKIIOYHO (pororpadii, ski
JOOPOBIUIBHO HA/ICHIIAIOTHCS 3 BIIOUTKAMHU MANBIIB MiJ] Yac aperry.

2. Iligpo3nin FACE Services Hamae NpoBifiHY MiATPUMKY HOJBOBUX
oticie dBP, omeparMBHUX BiAAiTIB 1 FOPUIMYHHUX aTalle, HOPIBHIOIOYH
300pakeHHS O0ONMY 0ci0, TOB’A3aHUX 13 BIJKPUTHMH OILIHKAMH2 Ta
AKTHBHUMH PO3CIIAYBAaHHAMHI, i3 300paKCHHSAMH OONWY, AOCTYITHAMHU B
JIepkaBHUX 1 ¢enepansHuX cucteMax FR. YV oOMexeHHX BHITamKax BiIIis
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oociyroByBannsi FACE namae minrpumky FR y 3akpurtix cnpaBax DBP
(HampuKiIaA, Mpo 3HUKIMX OE3BICTM Ta PO3UIYKYBaHMX 0C00ax) 1 Moxe
3anpOIOHYBAaTH MIATPUMKY B pO3IMi3HaBaHHI (elepanbHUX IapTHEpIB.
Minposnin cnyx6u FACE npuiimae nmume «30H10B» ¢doTorpadii, sixi Oynn
3i0paHi BIAMOBIZHO JO BIAMOBIAHMX OPUINYHUX OPraHiB y paMKax
caHKIioHOBaHOTO po3cruigyBanHs @DBP. Otpumasumm Qotorpadii, Bimmin
ciyx6u FACE mrykae ix 3a momoMororo mporpamHoro 3abesnedeHss FR y
0azax [maHWX, JO3BOJICHWX U1 BUKOpHcTaHHA DBP, mo mpu3BomuTh 10
cTBOpeHHs (oToranepei nmoreHuiitanx kanauaatis. [linpo3ain coyx6m FACE
BHKOHY€ pydYHE TOpIBHAHHA QoTorpadiii kaHaumatiB i3 ¢dororpadismu
30H7a, 1100 BU3HAYMTH IIHHICTh KaHAWAATA SIK KepiBHUKA po3ciigyBanHs. Lls
nocityra HE 3a0e3mnieuye mo3utuBHy ineHTH(DIKAIIIO, a CKOpIIIIe, CITIACTBO Ta
aHaJi3, o0 MiATBEPIUTH 10 iH(GOPMAIIITO.

BukopucroByroun apromaru3oBaHy TexHojorito FR mms  momryky
300paxkeHp y ranepei, sk ommcaHo it NGI, ®BP Takox BHKOpPHCTOBYE
aBToMarm3oBaHui FR sk crocid yrmopsankyBaHHS a00 «COpTyBaHHD» (paiiiiB
mUppOBUX 300pakeHb, SKi OylMM OTpPHUMaHI 3TiMHO 3 YHNOBHOBAa)XKCHUM
PO3CITilyBaHHSIM IPAaBOOXOPOHHHUX OPTraHiB.

Kouncynomanm 3 mosu B. B. Kouuna

YK 351.74:001.895](100)(06)
Anacmacis OII[EIIKOBA

Xapkiscvokuil Hayionanvrutl yHigepcumem eHympiuHix cpas

THHOBAIIIMHI TEXHOJIOT'TI HA CJIYKBI
IMPABOOXOPOHHUX OPI'AHIB CIIIA

Innosayiiini mexnonozii — paguKaIbHO HOBI YM BJOCKOHAJICHI TEXHOJIOTII,
AKi 1CTOTHO HMOKPAIIyIOTh YMOBH BHPOOHHIITBA 200 BHSBISTIOTHCS TOBAPOM.
3a3Buyali BOHM MAlOTh 3HMKCHY KalliTAJIOMICTKICTh, XapaKTePH3YIOThCS
OLIBIIOIO EKOJIOTTYHICTIO Ta MEHIIMMH MOTpedaMu B €Heprii.

VY Ham yac, NIBHJKOTO TEXHIYHOTO PO3BUTKY IHHOBAIIMHI TEXHOJOTI
IpocTo HeoOXinHI B opraHax nominii. Bonu nomomorators Ooporucs 3i
3JI0YMHHICTIO T2 HOBUMH KaTEropissiMH INpaBONOpyLIeHb. B miii poboti mu
PO3TIOBIMO TIPO IHHOBAMIHI TEXHOJIOTII Ha CIyk01 MPaBOOXOPOHHUX OPTaHiB
CHIA.

Big mpoHiB i kamep Ha TUTi [0 TPOrPaMHOTO 3a0e3MMeUYCHHS I
po3mi3HaBaHHS 0OJIMYb Ta MITYYHOTO 1HTEJIEKTY, OCh CIIMCOK HAWBAKIIMBIIIIHX
TEXHOJIOTIH, SIKi HaJaloTh MIPaBOOXOPOHHUM OpraHaM HOBIi CIIOCOOHM 3aXHCTY
Ta MiATPUMKH.

Ilpozpammue 3a6e3neuenus Ona po3nizHAGAHHA 0OIUYYA.
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OpmHa 3 HAWOUTBII CYNEpewIMBUX HOBHX MOJINEHCHKAX TEXHOJNOTIH €
BUKOPUCTAaHHs IIPOrpaMHOr0 3a0e3Me4eHHsl JUIsl PO3Ii3HAaBaHHS OOJIUYb.
Koym meid iHCTpyMeHT yriepie YBIHIIOB IO penepryapy NpaBOOXOPOHHHX
oprasiB, 0araTo xTo OyB CTypOOBaHHUI TUM, 110 BiH OYy/Ic BUKOPUCTOBYBATHCS
HEETUYHO Ta MOXKE MOPYIINTH MpaBa JIOJIWHU. AJle, HA LIACTS, IbOTO HE
CTaJIOCH, 1 PO3Mi3HABAHHS OOJIMYYS BUSBUIOCS €()EeKTUBHUM IHCTPYMEHTOM B
XOJIi PO3CIIiTyBaHHS.

MeTor MpOrpaMHOro 3a0e3MedYeHHs Il PO3IMi3HABAaHHS OOJUYYS € Te,
0 BOHO JIOTIOMArae MiIBUIMUTH Oe3meKy B psmi BUmaaki. CriBpoOIiTHHKA
noniii Hefo-Mopka 3MOrIM BHSBUTH Ta 3aapellTyBaTH IiTO3PIOBAHOTO Y
3TBAJITYBaHHI IPOTATOM 24 TOJIUH TiCIIs HAllaay 3a JI0TIOMOTOI0 IPOrpaMHOro
3a0e3meveHHs I PO3Mi3HaBaHHS oOmMuu4s. | OCKIIBKHM pPO3Mi3HABaHHS
o0nmyp tyxe Oaratoobirptroue, MiHicrepcTBo BHyTpimHb0i Oe3nexu CIIIA
TIPOTHO3YE, 110 710 2023 poKy BOHO Oy/ie BUKOPHCTOBYBAaTHCS B 97% BHUIAAKIB.

Pobomu.

Barato  mpaBOOXOPOHHMX  OpraHiB  CBOTOJHI  BHKOPHUCTOBYIOTH
po0OTH30BaHI KaMepy HOBOTO MOKOJIHHS Ul Bi3yaJIbHOTO Ta 3BYKOBOT'O
CTIIOCTEpE)KCHHS 32 TMOTCHIIMHUMH MICIIMH 3JI0YHHY, SKi MOXYTb OyTH
HaJTo HeOe3MmeyHNMH ab0 BaKKOJOCTYITHUMH JUIS TIpalliBHUKIB. Jleski 3 mux
MIPUCTPOIB, HaBITh "MeTaHi" (o 120 ¢yTiB i 3MaTHI BUTpUMATH KUTBKA TTAIiHb
3 Bucotm 30 ¢yTiB), NpaIfOIOTh Ha EICKTPOABUTYHI Ta OCHAIICHI
BHCOKOTEXHOJIOTIYHUMH KOJIECAMH, $Ki JO3BOJIOTH iM TIepeMillaTucs,
MiIHIMATUCS Ta JOCTIDKYBaTH HABITh HAWBaXK4i MICI[I 3a JIOIOMOTOIO
0e3IpOTOBOTO JOCTYITy Ta KEPYBaHHSI HaBUECHOTO odirepa.

ABTOMOOLTHHMIA BUpOOHHK Ford mo/1aB nmaTeHT Ha MOMIEHCHKY OC3ITIOTHY
MAIMHy, OCHAIIEHy INTYYHHM iHTeNeKkToM. [li BHCOKOTEXHOJOTidHI
Kpeiicepy po3poOieHi Ui TOro, MO0 JIOBUTH TOPYUIHHKIB IPaBHUI
JIOPOXKHBOTO PyXy a00 BOMIB 3 OOMEXECHUMH (DI3MIHUMH MOKIUBOCTSIMA
[UIIXOM Tepenadi iHhopmariii criBpoOiTHHKaM ab0 IepeBO3TIH JOAATKOBOTO
racaxupa, SKUi MoK ITPOBECTH apeIT.

Ilokpaweni kamepu 013 HOCIHHA HA ML

Bineo 3 momineichKUMH, SIKI BUKOHYIOTH CBOIO pOOOTY B CKJIaIHHUX
CHUTYyaIlisix, OyJ0 piAKICTIO, ale ChOTOIHI BOHO TOBCIOTHO. 3a JIOIIOMOTOIO
Kamep, sKi HaJsIraloTh Ha TUIO, 3pocia 3[aTHICTh MPAaBOOXOPOHIIB Ta
TPOMAJICEKOCTI OTPUMATH YSBIICHHS IPO TIOJIIIIO Ha PiBHI BYJIHIIL.

KpimM TOro, 3aBAsku TOCTIHHMM YIOCKOHAJICHHSM TEXHOJIOTIH, TaKi
KaMepu BHUPOOISIOTh MEHII TPOMI3AKMMH Ta OBl MIIHUMH, a JesKi
HATUIBHI KaMepu PO3poOJeHi s Kpamiol iHTerpaiii 3 aBTOMOOLTEHUMU
cucrteMamy, 00 3a0e3NeYNTH CHHXPOHI3ALII0 BiIEOMOIiH 3 Pi3HUX TOYOK
30py. IHIII NOCATHEHHS BKJIIOYAIOTH BUILY PO3AUIGHY 3JaTHICTh, YHCTIIIUMA
3BYK, IITUPII MO 30py Ta MiIBUIIEHY CTIHKICTH A0 YMOB HaBKOJHIITHHOTO
CEPEOBHINIA, TAKUX SIK EKCTPEMAILHUI XOJIOJ.
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3HaUYHKUM TIPOTPECOM TAKOXK MOXKHA BBAKATH «PO3YMHID» KOOYpH, SIKi
MIPU3HAYEHI JJIsl aKTHBAlii KaMepH Tila B Oy/b-SKU MOMEHT, KOJIu odiuep
nicrae 30poto. [IpuHaiiMHI 0MH BUPOOHMK HATLIBHUX IMOJINEHCHKUX Kamep
BUITyCTHB KaMmepy, 3/aTHy IOJaBaTH CHTHAJI TPHUBOTH, KOJHM TOJILEHCHKHUNA
mamae. HaiiOmmkaum wacoM — KaMepu Uil HOCIHHS Ha TUTi, OCHAIICHI
(yHKITIEI0 PO3Mi3HABAHHS OO

Hayxosuii kepienuk A. B. binoycos

YK351.74:001.895](100)(06)
Cmanicnae IIABJIEHKO

Xapxiscvkuii HayioHANbHULL YHI8EpCUmMem GHYMPIWHIX CHpas

JPOHHU HA CJIYXKBI ITIPABOIIOPAJKY

CBIT PO3BHBAETHCS 3 HEWMOBIPHOIO HIBUAKICTIO, KOXKHOT'O JIHSI 3’SIBIISIFOTHCS
HOBI TEXHOJIOTIi, SIKi ZIOTIOMAararoTh B poOOTi SIK IPAaBOOXOPOHHUM OpraHaM,
TaK 1 3710BMUCHUKaM. Came TOMy MOJILisi Ma€ HTH B HOTY 3 Cy4acHUM CBITOM
Ta HepeiMaTy iHHOBALLil, sIKi 3a3Ha/ yCIIXY B 3apyODKHUX KpaiHax.

lapanm npuxiazoM € HocBiT AmoHIi 3 BUKOPHUCTaHHSIM OE3MUIOTHHX
JPOHIB IS BUKPUTTA Ta NOIEPEPKEHHS POTUIPABHUX JIil:

- IPOHM i3 CITKOIO BHKOPHCTOBYIOTHCS [UISl BH3HAYCHHS OE3IIOTHUKIB,
SIKi 3aJIITalOTh y HEM03BOJIEHI MICIf, JIe 3HAXOJAThCS HE3aKOHHI MPEIMETH
ab0 pevoBHHM, a TAKOX I MEPEXOIUICHHS IPOHIB, SIKI BHKOPHUCTOBYIOTHCS
IUISL TEPOPUCTHYHHX aKTiB;

- CIOCTEPEXCHHS 3a MEBHUMH 0co0aMu, MEpecliyBaHHSA Ta BiICO
(bikcartis 1iii, BYNHIEMUX HAMH;

- NMATPYJIIOBAaHHS BYJIHILb; CIELIAICT, KU Kepye NpOHaMH, MOXeE, He
BUXOJISTYM 3 KaOIHETy, CIAKYBaTH 32 TisIMH OTOUYIOUHMX 3 IOBITPSI 00 €KTIB,
Ta ofpa3y (iKCyBaTH CKOEHHS IIPABOIIOPYIIECHHS;

- IPUNMHEHHS BUIa/IKiB OPaKOHBEPCTBA; 00JIaTHAHUN TepMoTrpadiaHO0
KaMepor JpOH Ha BIACTaHI KUIOMETpa MOXXE BH3HAYUTH TOYHE
MIiCIIE3HaXOKSHHS 0Ci0 HaBITh Y HIYHUIM Yac;

- JPOHH JOIOMAraloTh y MOIIYKY 3HHMKIUX JIOJEH; Maloud BeIHKY
IIBUIKICTH Ta OTJISAA 3 MOBITPS, BOHU € IQyXe e(heKTHBHUMH — OIHOTO IPOHY
JOCTaTHBO, 100 OXOMUTH BETMUE3HY TEPUTOPIIO.

EdexTuBHICTh IpOHIB y NMpaBOOXOpPOHHIN ciyx0i oueBuana. Y CILIA,
npotsiroM 2020 poky 3acTOCYBaHHSI IPOHIB OYJIO TAKUM:

93 npaBoOXOpoHHI opraHn mrTaty MiHecoTa BHUKOPHUCTOBYBAJIN
6e3ninoTHuKH 1171 pa3 — i3 cyKynmHOIO IIHOIO Maibke | MIIBHOH 1oJapiB.
Maiixe nonosuHa (506) Oynu Juie 3 METOIO «ITIATOTOBKM odiuepiny». I
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BUIIM BUKOPUCTAaHHS BKJIIOYAIM 30ip iH(opMallii Ha OCHOBI OOIPYHTOBaHOT
MIo3pH y HeBU3HaueHMX 3ounHax (185), 3ammTH iHIIMX JAepKaBHUX
OpraHiB, He TIOB’53aHUX 13 IPABOOXOPOHHUMH opraHamu (41), poscitigyBaHHs
JOPOXHBO-TpaHCHOPTHUX TpHurox (39), a TakoX MiATOTOBKY Ta MOHITOPHHT
myOuigHuX 3ax0/iB (6 1 12 BiAMOBIHO).

Hayxoeuii kepisnux JI. 1. Pycanosa

YK 351.74:001.895](100)(06)
Bnaoucnae ITH/TUITYYK

Xapxiscvokuii HayioHANbHULL YHIBEpCUMem 8HYMPIUWHIX Cpas

THOBAIIIMHI TEXHOJIOT'Ti HA CJYKBI ITIPABOITIOPSIJIKY

Etnka nudposux texnosoriii B moJinii. [lupoxe BHKOpHUCTaHHA
M(POBUX TEXHOJOTIH B CYAOBIH 1 IPaBOOXOPOHHIN MisSUIBHOCTSIX
CYIPOBOIKYETHCSI BEJMKOIO €TUYHOIO Mpo0IIeMor0. BHKopHcTaHHs Cyd4acHUX
TEXHOJIOTill NIPAaBOOXOPOHHHMH OpraHaMH BiJIKPUBA€ HOBI MOXJIMBOCTI JUTs
3abe3nedeHHs Oe3MeKy TPOMaJIsiH, ajle CTBOPIOE 3arpo3y IpaBaM i cBoOoIaM.

Hudposi Texnomaorii B podoTi moainii. [1{o6 edexTrBHO GOpoTHCH 5K 3
TPaJULIIHOI0, TaK 1 3 KiOEP3JTIOYMHHICTIO, IPAaBOOXOPOHHI OPraHW MOBHHHI
WTH Ha KpOK IMONepeay IPaBONOPYIIHUKIB Y BHUKOPHUCTaHHI TEXHIYHMX
nocsirHeHb. [lepeBaroro modmimii 3amumaersest 30ip i 00poOKa BenH4e3HOTO
o0csry maHuX. Y TOW XK€ Yac Ha NEPIIUHA IUIaH BUXOTUTH MPOTHOCTHYHA
MOMINEHChKA JISUTBHICTb.

Ha 3axoni nomiueiickki ciy>xOu Ta Cy/I0BI OpraHd akTHBHO PO3BHBAIOTh
i BHUKODHCTOBYIOTh OKpEMi €JIEMEHTH uM@poBi3alii Ta LUl CUCTEMHU
HITYYHOTO iHTENeKTy. 3a naHuMu IHTeproiy i €Bpomoiy, CriBpOOITHHKA
nominii 6ipmr HixX B 70 KpaiHaX BUKOPHCTOBYIOTH Pi3HI BUIHM MPOTHOCTUYHOT
AHAJITUKY HA MTPAKTUIII.

OcHOBHI HANPSIMKH BHKOPHCTAHHA [HM(POBUX TEXHOJIOriH B
noJjineiceyKii JiIbHOCTI:

®  YIOCKOHAJICHHS MOJIIEHCEKUX 0a3 JaHUX;

e IIPOTHO3HA aHANITHKA JUIS OIiHKM WMOBIPHOCTI BUMHEHHS 3JIOYHHY
HA [IEeBHINA TepPUTOPIi;

®  BHKOPHCTaHHA pOOOTIB IS MAaTPyJIFOBAHHS,

®  [OIIYK Ta iqeHTH(IKALS 3HUKIMX O€3BICTH JIIOJIEH;

®  KOHTPOJIb SIKOCTI poOOTH TIOILT;

e 0opoThOa 3 KOPYIILIELD;

Ha 3amoBnienns €poneiicbkoro Coro3y MDKHapoJHa Tpyna BUYSHHX
po3pobmwna i B 2013 pomi 3amyctmina cucteMy e¢POOLICE (Panne
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PO3Mi3HABAHHS 3arpo3 OPraHi30BaHOI 3JIOYMHHOCTI HA OCHOBI CKaHYBaHHS
indopmariiiHoro cepenosuiua). Illo0 3HaiiTH o03HaKM OpraHizoBaHOI
3JI0YMHHOT JIiSUTBHOCTI Ta OLIHUTH PU3MK BUMHEHHS 3JI0YMHY CHCTEMA CKaHye
CTOPIHKH Be0-CaHTIB, €JIEKTPOHHY MEPENHICKY Ta MOJILIEHChKY 1H(pOpMALLiTo.

Hayxoeuii kepisnux JI. 1. Pycanosa

VIK 351.74:001.895](100)(06)
Bixmopin IIIJITAHHA

Xapxiscokuil HayioHATbHULL YHIGEpCUmMem GHYMPIUHIX CHPAs

IHHOBAIIMHI TEXHOJIOI'Ii

Baxmmeum enementoM Hammomimii € mornmmOneHHs cmiBmpami 3
aKTUBHUMH TpOMaasHaMH. AJpke eQeKTHBHA OXOpPOHa T'POMaJChKOTO
MOPSIIKY HEMOXIMBAa O€3 aKTUBHOI Y4YacTi TPOMAsH, 3aIliKaBICHUX Y
Oesreri. Y cy4acHOMY CBiTi pO3pOOJISIOTHCS NEBHI iHHOBAIlIHI TEXHOIOTI1
il mojanemoi podotn. OmHa 3 HHX YXKe BIpoBapkeHa. Hampukimam,
narpyjibHa MOl MOXeE I3MTH Ha eNCKTPUYHOMY CKyTepi. 3aBJaHHS
NaTpyJIbHUX TEpeayciM TPEBEHTHUBHE — 30KpEMa, MOSCHUTH, SIK MPaBUILHO
NOBOAUTHCS HA IIbOMY BHJI TPAHCIOPTY. TaKoXX I1HCHEKTOPHU 3MOXYTh
LIBU/IIIE pearyBaTH HA BUKIIMKH.

[HIWiA pUKITa — MOXKIIMBICTD 3aIIPOBAKCHHS O(IiHHOT BiICO3HOMKH
a00 ToKpamieHHs 3amucy HamaHoi iHdopmarii. Ileii meron moxermmrs
00poTHOY 3 THMH, XTO X04Y€ YHUKHYTH BiIIOBIIATEHOCTI, @ TAKOXK (iKCyBaTH
Bci mii mpaBomopymmHuKa. bymo 0 mificHo edekTmBHO, m00 meil mporec
BinOyBaBcs HAbaraTo IMIBUIIIIC.

[Ipuknagom iHO3eMHUX BHHAXIAHHUKIB, SIKMH OM momomir y 60opoTs0i 3
3JOYMHIIMA — IHTEPHET TiJ. Nnerses PO Ta/PKETH 1 AOAATKH, SKi MaroTh
(YHKIIIF0 MOHITOPH3YMaTH Pi3HI MOKA3HUKHU JIFOJICHKOTO TiNia, ajie i 10 Toro
K CAaMOCTIHHO KOPHUT'YBaTUMYTh MOKa3HUKHU Ta BHOCUTH mornpaBku. [IpucTpoi
MIKITIOYaTUMYThCS. 0 MO3KY, LI0 3a0e3Me4nTh 3’€IHaHHS TOro IO
BiZIOyBa€TbCS B peajbHOMY 4Yaci 3 BiJaJICHHMH KOMIT FOTEpaMH, Kyau
HaJIXOJIUTUMYTh JlaHi Ipo poOoTy B opranizmi. KpiM MOHITOpHHTY 370pOB’s,
1Ie MOJKe 1 ITABUIIUTH KiOepOe3IeKy, po3riIsIalouy CTaH JIIOANHH.

[Tpubnm3HO NMpUHANMHI TaKi IPHHITUIN pOOOTH HOT0 MOKparmi. ToMy
sI BBXKAKO, 10 MO)KHA PO3BUBATH HAOarato OUTHINE iHHOBAIIHIX TEXHOJIOTIL,
are sIkOM MU BIIOCKOHAJIITM OZTHY i3 3aIIPOTIOHOBAHKX — OyJ10 O HabaraTo Kpare.

BaxiBo mam’staty, 0 iHHOBAiiHI TEXHOJIOTI] He JIMIIe TOKPALTYIOTh
Ta MOJIETIIYIOTH POOOTY MOJIiMii, a i HOKPANIyIoTh 60POTHOY 31 3MOYHMHHICTIO.

Hayxosuii kepisnux H. JI. I'opbay
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YK 351.74:001.895](100)(06) 5
Bnaoucnae IIOJITABCbKHH

Xapxiscvkuii HayioHaNbHUIL YHIGEpCUMem GHYMPIUHIX CHpas

SAK HATUIBHI KAMEPA MOXXYTb JJOTIOMOTI' TH MOJIIIIT

OCKIJIBKM TEXHOJIOTIT MPOJOBXKYIOTh PO3BUBATHCS, IPABOOXOPOHHHM
OpraHaM JIOBOJUThCSl HE BijJICTaBaTh. ATEHTCTBa BCIX PIBHIB IHBECTYIOTH Y
HOBITHI Ta HaWKpall TEXHOJOrIl, 00 Kpaie 00CTyroByBaTH Ta 3aXHUINATH
CBOIX 0odilepiB Ta rpoMa.

HarinpHi kamepu Oyiu YyZOBHM JIONOBHEHHSM JUIS  0araTthox
MIPaBOOXOPOHHMX opraHiB no Beiii Criomyuyenux Illtarax. Xoua € HeraTuBHi
ACTICKTH i€l TEXHOJOTI, MpO SKi MONINEHChKI MOBHWHHI 3HATH, HATLIBbHI
KaMepH BXKE BHSBHIJINCS KOPHCHHMM B 0araTbOX BHIAJKax IO BCiH KpaiHi.
IIporsiroM OCTaHHBOTO JECATWIITTS BHKOPHCTAHHA CMEPTEIBHOI CHIH
TIOJIIIIEI0 CTAJI0 IPEAMETOM PO3MOBH. 3aBISIKH HECKIHIEHHOMY IIMKITY HOBHH
1 IOMIMPEHOCTI COLIaBHUX MEPEX, Il CUTYAaIlii MOXKYTh IIBUAKO BHUATH 3-IIi1
KOHTPOJIIO, TIepUI HiX Oyb-siKi (hakTu OyayTh BusiBieHi. HarinpHi kamepu —
[e TEXHOJIOTIsI, sIKa JIOMOMOIJIa TPOMAJICBKOCTI OTPUMATH MICIIe B MEPIIOMY
psny, o0 nodavnTH, 1110 OAYUTH MOJILIS Ta SIK BOHA Pearye.

Hanpuxunan, y Kinisnengi, mrat Oraiio, 4OTHPhOX HOJIEHCHKUX CYIHIN
3a BUIIQJI0K 3aCTOCYBAaHHS CMEPTENILHOI CWIIM. 3aBISKW 3alKcaM HaTUIBHHX
Kamep, T'pOMaJICBKICTh MOTJIa TOYyTH Ta MMo0aunTh Jii 1mX odiuepiB i
BUpIimmMTH, 4n Oymu ixHi aii BumpaBmaHumu. Ilicas BOWBCTB JIKopmka
Onotina, bpeonan Teitmop Ta HE3MYEHHOI KUTBKOCTI iHIIMX YOPHOIIKIPHIX
KUTTIB BiJl PyK TMOMIIii, MOCTpaXJaMX CIMEH Ta TPOMAICHEKAX TPYII,
MPUXWIBHUAKA pedopM TOMIii, 3aKOHOAABIII Ta HAaBiTh MOMILEHCHKI
JeTIapTaMEHTH 3aKIMKAI0Th IPAaBOOXOPOHHI OPraHy NPHHHSITH Ta PO3IIMPHUTH
IporpaMu HaTiMpHUX Kamep. Lleii n3BiHOK He HOBHWil. HaTinpHi Kamepu Oyim
3aIpOINIOHOBAHI SIK IHCTPYMEHT ITi/I3BITHOCTI mominii micis BOMBCTB Maiikia
Bpayna ta Epika Tapaepa B 2014 pomi. Ix 3axmukamu micns BOMBCTBA
nouniniero @inanmo Kacrunii B 2017 poui, i cboroaHi iX 3HOBY 3aKJIMKAIOTh,
OCKUIBKH MOJILiS IPOAOBXKYE XKOPCTOKO MOPYIIYBATH JKUTTS YOPHOLIKIPHX. 1
BUKOPUCTOBYBAaTH HaJIMIPHYy CWIIy [IOJ0 IPOTECTYBAJIbHUKIB,  SKi
BHCTYIAIOTh 32 PACOBY CIIPABEIHBICTb.

HartinpHi Kamepw MOXYThb CIYXHTH CKOpIllleé iHCTPYMEHTOM JIJIS
CTIOCTEpEe)KCHHS 32 IIMBUTHEHUM HACEIICHHSAM 1 TIOCIa0IeHHs TIpaB JIFoAeH, HiXK
JUIS TIPUTATHEHHS! odinepiB 10 BiAnoBinanbHoCTI. OCKUIBKH HATLIBHI KaMepu
MOXYTh MEpPEeMIIIaTHCA SIK y TPOMAJICHKHX, TaK 1 B MPUBATHUX MICIX, BOHU
(IKCYIOTh BeMYe3Hy KUIbKICTh TAaHUX MPO JFOJIEH, KPIM THX, XTO B3aEMOJIIE 3
MOJTIIEHCHKUM, SIKAH HOCUTh Kamepy.
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Ti, XTO 3aK/IHMKae BCTAHOBUTH KaMepH, PO3IILLIAIOTH 10 TEXHOJIOTIIO SIK
THCTPYMEHT JJIs KPaIlOro KOHTPOJIIO TIOBEAIHKU odinepa. Jlesiki NpUXUIbHIKA
CIIOJIIBAIOTHCS, 110 KaMepu 3MEHIIaTh HEHAJEXKHY IMOBEIHKY Ta IiJIBUIIATH
BIIMOBINAJTBHICT TOJIIT. Y JESKHX BHIAIKAX KaJapH 3 KaMEpH MPOJIHBAIOTH
CBITJIO Ha HEMPaBOMIPHY MOBEAIHKY TOJILT, SIKY iHaKIIe He 0yJIo O BHIHO.

Koncynomanm 3 mosu B. B. Kouuna

YK 351.74:001.895](100)(06)
Mapuna IPUXT/TbKO

Xapxiscokuil HayioHaTbHULL YHI6epcUmem GHYmpIiuHix cnpas

HOBITHI TEXHOJIOT'II ISl MONEPEI)KEHHS
TEPOPUCTHYHHUX 3AI'PO3

3aBISIKM TEXHOJIOTIYHOMY IPOTPECy CBIT HAIIOBHIOETHCS 00JIaIHAHHSM,
SKHAM IIKaBJIATHCS SIK TEPOPUCTH, TaK 1 Ti, XTO 3 HUMH OoproTecs. Tepopuctu
BCE YACTIlIe BUKOPHCTOBYIOTH CYYacHI TEXHOJOTI] 3 MOTaHMMH HaMipamHu.
Hayka Ta TtexHomorii, mo cremiami3yloTecss Ha OOpoTHOI 3 TEpOpPH3MOM,
BKJIIOYAIOTh 3aco0M 3a0e3leueHHs] IepelyacHoro IMiJpHBY BHOYXOBUX
PEYOBHH 200 rajJbMyBaHHS CIPAllbOBYBaHHS BUOYXOBUX PEYOBHH. BiIbIIiCTh
HayKOBO-TEXHIYHHX 3aC00iB OOpPOTHOM 3 TEpOpPH3MOM Jy)K€ KOPHUCHI JUIst
OXOPOHH 3/I0pPOB’sl, IPAaBOOXOPOHHKX OPraHiB ad0 PO3BILyBaJIbHUX LIJICH.

TexHonorii 0Oe3nekn JO3BOJAIOTH Y PEXHUMI pealbHOTO  dYacy
ineHTH]IKyBaTH, JIOKaJIi3yBaTH Ta CIUIaHYBaTW TEPOPUCTUYHI HaMipu
LUIIXOM NPOTHO3YBaHHS HMOBIPHHMX pH3UKIB. BOHM Takox HaroTh 3MoOry
HAIIUTFOBAaTUCh Ha MOOUTBHICTh, KOMYHiKamii, (piHaHCOBI Ta OaHKiBCHKI
orrepartii TepopucTiB. bioMeTpis € OJHI€I0 3 IUX TEXHOJOTIH 3 YHCICHHUMH
Jomatkamu, Brodatoun ckanyBaHHS JIHK, paiimyxHOi 00OmMOHKHM Ta
CITKiBKH OKa, PO3ITi3HABaHHS OOIMIUS Ta HABITH EMOLIIHOTO PO3Mi3HABAHHSI.

CrioctepekeHHS TOJIATae B Harmdi, 300pi, 3ammcy Ta oOpoOrmi
iHdopmallii, o cToCyeThCsl OKPEMUX MEPEMIlLIeHb, MAPLIPYTiB, TOBEIIHKH Ta
KOMYHIKAI[i# U1l BU3HAYCHHS IMOBIPHOT'O CTYIICHSI PH3HKY.

TexHoJ1oris TAKOXK CcHpHSE iAeHTU(IKALIT Ta 3HAXOJPKSHHIO HEBJIOBUMHX
TEPOPUCTIB 3a JOMNOMOIOI0 IMPOTHO3HOTO WITYYHOTO iHTenekTy. Ha ocHoBi
aHaNi3y JaHuX (BUIOOYTKY NAHHX 3 BEJMKUX B3a€MOIIOB’sI3aHUX 0a3 JaHUX),
TEXHOJIOTi1 IPOTHO3YBaHHS BUKOPHCTOBYIOTh MaTEMaTHYHI MOJIEII.

JpoHn ciryxath U BiEOCTIOCTEPEKEHHS Ta IUCTAHIIINHOI JIiKBiamil
TEpOPHCTIB, a TaKOX SK 3acid PO3BIAKM MapHIPyTiB i MiCIlb Hamamy,
MOHITOPUHTY IisJIBHOCTI B PEXWMi peambHOro vacy abo sk caMopoOHi
BHOYXOBI IPUCTPOT (B MOBITPi, BO/I UM HA 3EMITi).

Hayxoeuii kepisnux JI. C. Cazanosa
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YK 351.74:001.895](100)(06)
Pocmucnae IIPOKOIIEHKO

Xapxiscoruii HayioHANbHUIL YHI8EpCUmMem 8HYMPIWHIX CNpas

BUKOPUCTAHHS HOBUX TEXHOJIOI'TA Y MOJILIIT

3 pokamu 3’sBWIOCA Oararo IHIIMX HOBHUX TEXHOJIOTIH, Bif
ABTOMOOLIBHUX HOYTOYKIB 1 OPOHEKWICTIB JJO HOBHX TEXHOJIOTiH, TAKHX SIK
cMapT)OHU Ta KaMepH JUTs HOCIHHA Ha TuTl. [IpocTilie Ka)xydu, TeXHOIOTIi
Ta MO HayTh pyka o0 pyky. I e nodpe, 0cobaMBO KOJIM 1Sl TEXHOJIOTis
pobuTh pedi Oe3nevHIMMU SIK Uil oQinepiB, Tak i A THX, KOMY BOHH
ciyxatb. OCKUIBKM HOBI TEXHOJIOTI] HEMUHYYE PO3BUBAIOTHCS, TOJILs Mae
MOJIJIMBICTh BUKOPHUCTOBYBATH iX Ui OLTBIIOro Onara y CBOIX Bimmiiax i
rpoManax. SIki HaWeEKTHUBHINI THCTPYMEHTH IIOMIIls BXKE BHUKOPHCTOBYE
UL 320€3MeYEeHHS TPOMAJICHKOi Oe3nexn?

Tloniyeticoxi Oponu. be3minoTHI diTanbHI amapatd abo ApPOHH, SKi
BHUKOPHCTOBYIOTECSI BIIICBKOBHMH MPOTATOM 0OaraTboX pPOKiB, CTalOTh BCE
OLTBII TMOUIMPEHMMH B MPaBOOXOPOHHHX oOpraHax. bararto BijuiniB
BUKOPUCTOBYIOTh I1X JUIsi CIHOCTepeKeHHss abo 30opy nokasi. [Himi
BUKOPHUCTOBYIOTH iX Juisi (hoTorpadyBaHHs CLEH aBapii i HaBiTh KOHTPOIIO
HaJl HATOBIOM. [IpOHM TakoX KOpHCHI Uil iHIIMX c(ep NMpaBOOXOPOHHUX
OpraHiB, OCKUIbKM BOHH MOXKYTh CTEKHTH 332 BHIIPaBHUMH YCTaHOBaMH Ta
BiJICTE)XyBAaTH BTiKadiB.

GPS. GPS Tako)k BHKOPHCTOBYETHCSA TIONIICHCHKUMH BiIIiIamMu
mpotaroM Oaratbox pokiB. Odimepn HalgaCTiIIe BUKOPUCTOBYBAIX HOTO LIS
BIJICTe)XCHHSI 3JIOYMHIIB, ane HemonmaBHo GPS momomir y MoHITOpHHTY
6esmexu odinepiB. Hosi po3pobkm B Texnomorii GPS nmarote odimepam
Oinpme iH(oOpMamii Ta meraneid, HiK OyAb-KOMHM paHimie, 3a0e3medyrodn
0e3reKy Ta ePEeKTUBHICTh Ha ITOJI.

Odgiyep - onepamop cynpoeody (yini). GPS no3Bossie kparie
KOOp/IMHYBaTH Ta BIJICTEXYBaTH, A€ 3HAXOAAThCs OdilepH Ta TPaHCIIOPTHI
3acobu. lle Moxke nonmomortu BimgiiaM eQeKTHBHIIIE pearyBaTH Ha
immmaenTn. Ile Takok [O3BONIIE OTpUMATH TOYHINIY iH(opMmamito mpo
MICILIE3HAXOKEHHS [T BUKJIMKIB, @ TAKOK JUIS OLIbIl O€3I1eYHOT Ta IIBUAKOT
MapIIpyTH3aLii ogimepiB A0 MUX HIUICHTIB.

Hapmc  nepecnioysannsa — asemomoobina.  ABapii, TOB’s3aHI 3
TIepeciiTyBaHHsIM, MOPIYHO OTpUMYIOTh MoHaA 55 000 mopanens. o sx6u
BH MOTJIM BifICTE)XyBaTH TPAHCIOPTHI 3aCO0M B CHUTYamisX IEPECiiTyBaHHSA
Ha Bixcrasi, 3a0e3meuyroun Oe3neky cBOix ogilepiB Ta IHIIKMX BOIIIB Ha
nopo3i? BoHu mie He HAATO TOIIMpEHi, aixe IOPOTHUKH IEPeCciiTyBaHHS
TPAHCIOPTHUX 3aco0iB, sik Giznunnii GPS B peanbHOMY waci, poOJsITh came
ne. HeBenukuii MIHOIUIACTOBUI JPOTHK, SIKAM MOYKHA CTPUIATH B
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TPAHCIIOPTHUI 3aci0, BOHM I03BOJISIIOTH Odinepam Oe3Me4HO IO3HAYaTH,
BIZICTEXYBAaTH Ta 3aTPUMYBaTH HeOE3MeUHNX 0ciO.

Busenenns nocmpiny. BusBIeHHS BOTHENAJIbHMX IIOCTPUIIB  He
BHUKOPUCTOBYETHCS OararbMa BiJIIaMu, ajie 1ie MOXKe OyTH Jy>Ke KOPUCHUM
CIOCOOOM BIJICTEXKCHHS TIOCTPUITIB Y MEBHHUX oONacTsX. BukopucToByroun
KapTorpagiro Ta eNeKTPOHHI NaTYNKH, BUSBICHHS BOTHEMAIBHUX TMOCTPLTIB
J03BOJISIE odilepaM HerailHO Ta TOYHO pearyBaTu. Jlesiki AemapTaMeHTH
BHUKOPHCTOBYIOTb ~ BHSBJICHHS BOTHEHNAlNbHOI 30poi, 10O 3aNOBHUTH
MPOTAJIMHHY, BHABILIIOUH ITIOCTPLIH, AKi HE BUKIHMKAIOTHCA. «MH BHSABIIIH, 110
YacTOTa BUIAIKOBUX IOCTPUIIB Oyna Ui HAC BpPayKarodolo», — PO3IOBiTae
ComputerWorld 3actymamuk komicapa okpyry Haccay Binbsim ®nanaras.
«llle Oumple XBHIIOBAJIO, TaK 1€ Te, IO HaM He TesieOHYBaM 3 LILOTO
npuBOy». OYEeBUIIHO, IO IIsI TEXHOJOTiS KOPUCHA, aie ¥ jopora. SIKmio y
Ballliil MICIICBOCTI CIIOCTEPIra€ThCs BEJIUKA KUTBKICTh OOCTPILIIB, MOXKIIUBO, 1€
BapTo. PalioHM 3 PiAKICHUMH CBIIKAMH TaKOXX MOXKYTh BBR)KAaTH BHSIBJICHHS
TIOCTPLIIB PO3YMHOIO IHBECTHIII€IO.

OmHaKk KOPHCHO 3HATH, IIO TEXHOJOTIl IOCTIHHO PO3BHUBAIOTHCH, I,
WMOBIpPHO, HIKOIH HE OpaKkye MOXIIHMBOCTEH UII BIPOBADKECHHS HOBUX
CHCTEM, SIKi MOXKYTbh J0/1aBaTh Oe3neKy Ta e(heKTHBHICTD KOKHOMY BiIUILTY.

Koucynomanm 3 mosu B. B. Kouuna

YK 351.74:001.895](100)(06)
Bnaoucnae PEIIAJIOB

XapxiscoKitl HayionanvbHull yHigepcumem HYmMpIwHix cnpas

THHOBAIIII TA HAYKA SIK OCHOBA BJOCKOHAJIEHHSA
MMPABOOXOPOHHOI JIAJIBHOCTI

Crorojiti Halla KpaiHa IpoJIoBxKye (GopMyBaHHS Cy4acHOT0, €pEeKTHBHOTO,
SKiCHOTO Ta JIEBOTO MEXaHi3My Jep)kKaBHHX opraHiB. OcoOJMBY poOJib B
LIOMY MEXaHi3Mi BiJIrparoTh OPTaHu MPaBOIOPSJIKY 1, 30KpeMa, TOJIiLis, Ha
SIKy TIOKJIQJICHO O0OB’SI30K 3a0e3nedyBaTH IpaBa i CBOOOMM TPOMajsH Ta
OXOpPOHSTH BCTAaHOBJEHHH MOPSAIOK, HE JOIyCKAIOYM IPOTUIPABHUX
TIOCSATaHb.

HesBaxxaroun Ha 3MiHH, CHCTEMa PABOOXOPOHHUX OpPTaHIB 3aJIHIIAETHCS
HEJOCTaTHBO e()EKTUBHOIO Ta 3aKPUTOIO Bij cycmibeTBa. [t 3MiHM TaHOTO
CTaHOBWIA  MOJINEHCPKUM  TOTPIOHO  TOCTiifHO  poO3BHBaTHCA  Ta
BJIOCKOHAITIOBATH CBOI IpodeciitHi HaBHYKH, SIK (Pi3WIHO, TaK 1 TyXOBHO.

IcHyTOTH pi3HI ciocOOM PO3BHUTKY MPOQECiitHNX SKOCTEH , HAIIPUKIAL :

YuacTh y HayKOBHX CEMiHapax Ta TPeHiHrax;
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CriiKyBaHHS 3 POMaJITHaMH, 100 ITIIBUILUTH PiBEHb JOBIPH HACEJICHHSI.

VYuacth y pi3HMX TPOEKTaxX, METOI0 SKHUX € PO3BHUTOK OCOOMCTICHUX
SIKOCTEH MOJILEHCHKOTO.

CriiikyBaHHS 3 1HO3EMHHUMH KOJIETaMH Ta NEPEHHATTS TOCBIiLY;

MiXHapoJHE TAPTHEPCTBO Ha MMPABOOXOPOHHMUX 3aca/iax

[lpuknamoM Takoro TmapTHEPCTBA IS BIOCKOHAJCHHS POOOTH
npaBooxopoHHHX opraHiB € ®oux nomimii (The National Police Foundation)
crBopeanii 'y CIIA - HamioHamsHa, TMO3amapTiiHa, HEKOMepIiifHa
OpraHizaris, sika 3aiiMaeTbCsl BIOCKOHAJICHHSIM MONILEHCHKOl AisUTBHOCTI 3a
JOTIOMOTOI0 1HHOBAITIH Ta HAYKH.

Hapasi us opranizaiist CHiBIpalfoe 3 COTHSIMU HOJIIEHCHKUX YCTaHOB
no Bciii YkpaiHi, a Tako Ha MDKHapOAHOMY piBHI, 3a0e3medyrodn
JOCII/DKEHHSI Ta IepeKyiaii, HaBYaHHs, TEXHIYHy JOIOMOry Ta
BITPOBA/DKCHHS CY4acHUX TeXHOJorii. DoH € sijiepoM y raiy3si Oe3neku Ta
Omnaronoiy4ust ogilepiB, OXOPOHHU I'POMAJCHKUX CIy»O, BIIKPUTHX JaHUX,
po3citityBaHb Ta TexHoyorii Oesnekn. OcHoBHa Mera POHIY — CHPHATH
MIBUIICHHIO SKOCTI TIONIIEHCHKUX TIOCIYr, MO0 TPUHECTH KOPHUCTH
CHIBpOOITHUKAM Ta IpOMajiaM, SKHM BOHH CIyXaTb, a TaKOXX 3MCHIIUTH
PpiBEHb 3ITOYMHHOCTI.

Koncynomanum 3 mosu I. C. babak

VK 351.74:001.895](100)(06)
IOnin POIOKHHA

XapxiscoKuil HAyiOHANLHUL YHIGEpCUMem GHYMPIWHIX CHPAG

ITHHOBAIIMHI TEXHOJIOI'IT Y POBOTI HOJILEHCBKUX

Hogi TexHoOrii, HOBI METOAW Ta HOBI ifiei MpUHECTH 3HAYHI 3MIiHU B
npaBoOXOpOHHI opranu. [IpaBooXOpOHHI opraHu — Iie 3a0e3ne4eHHs Oe3neKH
cycminectBa. ToMy HE OUBHO, IO, SIK 3MIHHMJIOCS CYCHUJIBCTBO, TaK CaMO
3MIHIJIACA 1 IPaBOOXOpOHHI opranu. HoBi TexHomoOTil, HOBI METOIM Ta HOBI
imei mpmHECTM 3HAYHI 3MIHM B Tpodecito. Aiie 3a CBOEIO CYTTIO
MIPaBOOXOPOHHI OpPraHW BUMAraroTh TaKOi JK BIIIAHOCTI TpoMajam, TOTO K
MOYYTTsI 000B'A3KY 1 KEPTBH, 1 TI€T kK LUTICHOCTI, SIKa BOHA 3aBXK/IU Mae.

PosrnsiHemo 1'ATh Kpammx iHHOBamid B moxinii, ski  (GopmyroTh
MaiOyTHe:

1. OO'eqHanHsS HOBUX TEXHOJOTIH JUIS OTPUMAHHS OUIBIN IIBUIKOL
obi3HaHoCTI

Koxna cmimga momopok IOYMHAETBCS 31 300py (akTiB Tpo CBIT.
Tpamuuiiino 151t pobota Oyna ckinamgHoro. Lle MoXke 03HaUaTH MOKIIaaTiCs Ha
maM'saTh odirepa Mpo HOMEPHHU 3HAK, MO0 CTEXUTH 3a, a00 OB TOIUHA
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NOINYKY MOTpiOHMX wacTuH iH(popMmanii. Ile uwacto o3Hayae OyTH Tam,
0aunTH, 4yTH 1 CTPUMYBATH - 1 XKOJIEH BIIUILT He MOXKke OyTH cKpi3b. OnHaK
HOBI TexHoJoril, Taki sx IHTeprer peueit (IP) i po3yMHi IaT4mK, MOXYTb
OyTH TaM, KOJIH 11e HEOOXiHO.

Po3ymHi gatankn MOXXyTh OyTH BHKOPHCTaHI IS CKJIQJAHHA 0araThox
pi3HMX THMIB iH(pOpMarii, mo0 xonoMorta odirepaM BHKOHYBAaTH CBOIO
poboty mBumme i edpexrtuBHime. HOBI MOXIMBOCTI MOXYTh pPEECTPYBaTH
MiCLlfl, CIyXaTu TIOCTPUIM, ITOTOKOBE BiZIe0, NMPANOpH HOMEPHHX 3HAaKiB,
CKaHyBaTH 0a3W MaHWX, 1 WTH Ha BIPTyaJdbHUH MaTPyib, IO JO3BOJIIE
odirrepam Ge3mpereIeHTHY 0013HAHICTh Y CBOEMY CEPEIOBHIII.

2. BuxopucranHs IHM(POBUX TEXHOJOTIH Ui MiABHIICHHS Oe3MeKu
o(irepiB Ta rpoMasIsH

IHTepHeT pedeil i po3noaiieHe 30HAYBaHHS - 1I€ BUKOPHUCTaHHS HOBUX
TEXHOJIOTiM JuIs 300py iH(opMalii mpo CBIT 1 BKa3yBaTH B NPaBHUILHOMY
HanpsMKy. Lo pobutn odimepam Ha crieni? Po3BUBarOTECS HOBI TEXHOJOTIi
Ta MPAKTHUKH, SKi MOXKYTh JOTIOMOT'TH KEpPyBaTH JisiMU Y CBiTi. JloCsSTHEHHS B
TaKMX OOJIACTAX, 5K 3B'S30K 5G, MiHIaTIOpW3aIlis €IeKTPOHIKA i JTOTOBHEHA
PCabHICTh, JO3BOJSIIOTH JIIOJSIM OQuuTH, YYTH 1 IIATH TAKHMM YHHOM, IO
pasirre OyI0 HEMOKITHBO.

3. Bukopucranns 6a3 naHux Juist 3an00iraHHs 3I0YMHHOCTI

Mu X#WBEMO y CBITi, IIEpPEIOBHEHOMY IaHWMH. | OCKiIBKH Oararto
BIIUZILUTIB  PO3TrOPTAlOTh TEXHOJOIIYHI pIIIEHHS, TaKi $K [IOITOBHEHA
peanbHiCTh, KaMepH TiNla, 3YNTyBadyi HOMEPHUX 3HAKIB 1 PO3yMHI JaT4HKH,
BOHH, IMOBIpPHO, OyAyTh TeHepyBaTH OUIbIIE JaHUX IMIOIHS, HUK y BCiil cBOil
aHaJIOTOBIH icTopii. Ycmix MaiOyTHIX CTpaTerii IpaBOOXOPOHHHX OpraHiB
3aJIeKUTh BiJ] MOXJIMBOCTI WIBHIKO Ta €(QEKTHMBHO BHKOPHUCTOBYBATH IIi
BEJIMYE3HI 00CSTH JAaHUX JUTS MIATPUMKH PO3CIiyBaHb Ta MPUMYCOBUX JIH.
Ane mi 6a3u (ropw) IaHUX 3aHAATO BENWKI A OyAb-sKOi JIIOAWHU, 100
MIpoYecaTH, HaBITh SKIIO BOHH IPHUCBSITUIIN BCE KUTTS HOIIYKY.

o6 oTpumaTu peambHEe po3yMiHHS, mTy4dHmi iHTenekt (LI) i
MallIMHHE HaBYaHHs OyIyTh KII0YeM 10 MaiiOyTHIX pociimkenb. Hanpukian,
OIOPOKY OifmbIleé BOCBMH MUTBHOHIB TOpaj MIOAO0 MiCIIe3HaXOKEHHS
3HUKJIMX JITel MOBMHHA aHAN3yBaTH KOMaHIa 3 ychoro 25 cmimumx. 11
pO3TOPTAETHCS, 100 MOMOMOTTH IIMM CIITYAM TPOCISATH [aHi 1 3HAUTH
HaWOLIbII WMOBIpHI NMPUBOAM JUIs ineHTH(IKalii eKCIUTyaTOBaHUX MiTed i
BO33'emHAHHS iX 3 Omu3pkuMu. LIITydHWMil iHTEIEKT BXXE IEMOHCTPYE CBOIO
LIHHICTh Y BCHOMY CBITI, JJOIIOMararouu nouitii AHIJii aHai3yBaTu Bifeo 3
KaMep BimeocmocTepekeHHA, odimepu B IHmii 3Haxomsats 3000 3HUKIMX
0€3BIiCTH BCHOTO 3a YOTHPH JHI, a TOJUIAHALI 3HAXOMATh 0araToOOIISIFOUNX
MTOTCHIIHHUX KIII€HTIB Y XOJIOJHAX BUITAIKAX.

4. PerenbHe TeCTyBaHHS TOTO, IO MPALIOE, 1 OUTBII PeTeNbHUMH PO
KIIFOUOBHX i€t
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ITyuHuit iHTENEKT i MallMHHE HaBYaHHS MOXYTh JOIOMOITH 3HANTH
MIKa3Ky, 00 HAIUIMTH [arpyib abo HampaBUTH  PO3CIIiTyBaHHS,
BUKOPUCTOBYIOUH TIPOCTI HAaOOpH MpaBWIJI JUIsl IIEPEBIPKM HOBHX TiIOTE3,
BHU3HAUCHHS TOTO, IO MpaIroe, i Macmraly ycmixiB. [lomiOHWit mimxin -
JIOKa30Ba TOJIMISA - TaKOX MOKe OyTH 3aCTOCOBAaHHHA IO METOMIB CaMoi
moJineiicbkoi poboTn. JlokazoBa MOIMiMis BKIOYAaE B ceOe BHKOPHUCTAHHS
TIEPEIOBUX CYIOBO-MEANYHUX METOJIB, 00 OTpUMAaTH OuTbIIe iH(popMaIIii 3
Ti€l K KUTBKOCTI JOKa3iB, ajle I TaKOXK BHUXOOHUTH 3a PaMKH IbOTO, IMI00
BHUBYHTH CEPIIe AISLTHHOCTI MOIi.

[Nomimisi, 3acHOBaHa Ha JOKa3aX, MOXKE AaHAII3yBaTH [aHi Mpo
pe3ysIbTaTy B3a€EMOIIT MOMIIIT, 00 TOMOMOITH 3HAMTH HaHOLIbII eheKTHBHI
METOAM Ta IHCTPYMEHTH, MIHIMI3YIOYM BUKOPHUCTaHHS TAaKTHKH, 5IKa, SIK
MpaBWIO, Toripirye cutyaiir.10 B emoxy, komm 6araThox MOMINEHCHKUX
MpOCATh pOOUTH Bce Oumble 1 OULIbIIe 3 MEHIIMMH pPECypcamH, IOJIIis,
3aCHOBaHa Ha JI0Ka3ax, IparHe IMOEIHATH iX 3 30BHIIIHBOIO JOIOMOTOI,
HaNpuKIa, akaJeMidHi JOCHIHUKKA abo MporpamicTd, mo0 JOMOMOITH
30CepeTUTH CBOI 3yCHIIIS Ha HAOUIbIT epeKTHBHIM poOOTI moimii.

5.CrBOpeHHS MIIHIMMX JIOKAIBHUX MEpeXX s ITABUINCHHS
TPOMAJICHKOI Oe3MeKH

Micis TpaBOOXOpPOHHHX OpraHiB - ¢ Oe3lmeka TpoMaad, a MIiIHi
BIJTHOCHHH 3 TPOMAJIOI0 MAlOTh BHUpIIIANBHE 3HAYEHHS IS YCIiXY KOXKHOL
MpaBOOXOpPOHHOI opraHizamii. IloOymoBa TicHMX 3B'I3KIB y Tpomaji
CTOCYETBCSI TPAIUIIIHOI MOMIIEHCHKOI JOMOMOTH Ta Y9acTi B MiCIIEBOMY
piBHI, ajle me TaKoX MPO BUKOPHUCTAHHS IHCTPYMEHTIB, IIO0 IOMOMOTTH
JTOJsIM Oe3rocepeiHbo MOBIIOMUTH TIPO CBOi MOTpeOM Ta pu3uku. Hosi
TEXHOJIOTiT MOXKYTh JIOTIOMOI'TH TOJILIT pO3BUBATH CBOT 3B'S3KH 3 IPOMAJION0,
J03BOJISIIOUM Oiniepam OyTH OLThII O00I3HAHMMHM Ta pearyBaTH Ha HOTpPeOH
CBOiX BHOOPIIIB.

Hampuxnan, ©araro rpoman 3apa3 BHKOPHCTOBYIOTH JOAATKH, JI€
TPOMa/SIHM MOXKYTh MOBIIOMJISITH TIOJIIIi PO HE3HAYHI MPOOJIEMH, TaKi sIK
rpaditi abo migo3pina AiSUTEHICTH, HATAIOYH IONIMii B PEXKUMI PEaTbHOTO
yacy oOi3HaHiCTh, [UHAMIYHY TPIOPHUTE3aIliI0 J3BIHKIB Ta CBOOOXLY
30CepepKyBaTHCs HAa HAaKTyalbHIMNX Mpobiemax. AJle JTFOJCEKI CTOCYHKH
HE MOXYTh YIPABISATHCS TUTBKH TeXHOJOTiAMH. [loenmHaHHS iHHOBAIUHMX
MIXO4iB, TaKMX K J0Ka30Ba IOJIIIS, MOKE JOIIOMOITH BIIHOBHUTH Ii
BIJJTHOCHHH, 3MIHUBIIIN CITOCOOH 1 YacH B3aEMOIiT OillepiB 3 HACCICHHSM.

3MiHH HEMHUHYYI, ajic TIPAaBOOXOPOHHI OPraHk MOXKYTh 3pOOUTH aKTHUBHI
KPOKHM JUIsi MIArOTOBKM a0 MaiioytHeoro. Ilopsa 3 1mmumu MaiiOyTHIMH
TEHJICHITISIMH, 3MiHa aemorpadii 3MiHIOE Te, sk Oyae Burisimatu odirep
MalOyTHBOTO 1 SIK BOHM OyAyTh NPOBOJAMTH CBil JeHb. KepiBHHLTBO
NPAaBOOXOPOHHHMX OpraHiB Mae BU3HATU i 3MiHM HE TUIBKU Ui Habopy
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MOTPIOHOTO MIEPCOHAITY, aJie 1 ISt ePEKTUBHOTO YIIPABJIIHHSA HUMH Y CBITI, 110
NIEPEXOIUTH Bijl LIETJIM Ta PO3UMHY 10 OiTiB Ta OalTIB.

Hayxoeuii kepisnux A. B. binoycoe

YK 351.74:001.895](100)(06)
Apmyp PO3YM

Xapxiscokuil HayioHanbHull yHieepcumen GHYmMpiuHix cnpas

SIK YIOCKOHAJIIOBATH POBOTY HOJIIII 3A JOIIOMOTI OO
IHHOBAIIN TA HAYKHA

3aBasKM PO3IIMPEHUM EIEKTPOHHUM 0a3aM JIaHWX JUIsl e()eKTUBHIIIOTO
Bukopuctands JJHK Ta iHmmX OGiOMETpUYHMX IaHUX Yy HPaBOOXOPOHHHX
OpraHax, HaBiThb BHUKOPHCTaHHSA BIiJOWTKIB MANBIIB I  igeHTH]IKAIil
M03PIOBaHMX CTATO BHCOKOTEXHOJIOTIYHUM.

Hampuxman, y 3Biti Ci-Er-bi-Ci  (amepukaHcbkuii KaOenpHHH,
CYIIyTHHKOBHH Ta IHTEPHET TENEBI3IMHMI KaHAJ) MOSICHIOETHCS, SIK OIS
JloHmoHa Temep MOXE BHKOPHUCTOBYBATH MOOUIBHMI — OioMeTpHIHHI
npuctpiii INK, mo6 ckaHyBaTH BiIOMTKH IaJbIiB ITiJI03PIOBAHOTO Ta B
0araTthbOX BUITJKaX BCTAHOBHUTH HOTO 0COOY MpoTsroM 60 ceKyHI.

[MonimifiHa naTpysibHa MalllMHA CX0)Ka Ha MOOLTBHUI KOMaHIHHHA IICHTP,
1 11e 03Hayae, o € 6arato KOMII'IOTEPIiB Ta MPUIIAJIIB, IKUMH HOJIL{ISTHT MOXe
KOPHCTYBATHC ITiJ1 4ac pyxy.

OpHi€l0 3 OCTaHHIX IHHOBAIiH, s5IKa BIIPOBAKYETbCS B MOMILIHHI
MaIlMHY, € HOBA TEXHOJIOTSl TOJIOCOBUX KOMaH]I, IO JI03BOJISIE MOJILITHTaM
KepyBaTH OarartbMa (YHKIISIMH CBOTO aBTOMOOUII TiJ dYac pyxy Ta
BHUKOHYBATH 1HIII 000B’S3KH 3 TATPyIFOBAHHS.

MOXIHBOCTI IMX TOJOCOBMX CHCTEM pi3HI B PI3HHX MOMIMIHHUX
MAaIllMHAX, aje OUTBIIICTD 3 HUX MOXYTh OOpOOJATH KOMAaHAW IS TOIIYyKY
HOMEpHOTO 3Haka a00 BKIIOYEHHA CHpPEHH. buTbIl TpocyHyTI Ta
HAWNEPCHEKTUBHIII ~ MOMJIMBOCTI  TEXHOJIOTl TOJIOCOBHX KOMaHI Y
MOMIIIHHUX aBTOMOOUISX 3HAYHO IMOJIErNIYIOTh 104y 3BITIB — MOMIL{ISIHTA
MOXYTh AUKTYBaTH CBOi HOTATKH, SIKi ITOTIM PEECTPYIOTHCS Oe3MocepenHbO
Yyepe3 CHCTeMY BiJIAJICHOTO JOCTYITY IO KOMIT FOTepa IXHBOT'O MiAPO3ILTY.

3apa3 Oararo MiJpO3ZLTIB PABOOXOPOHHHX OPraHiB BHKOPHCTOBYIOTh
poOOTH30BaHI  KaMepud HOBOTO  MOKOJIHHS  JUIS  BI3yalbHOTO  Ta
ayJiOCIIOCTEPEIKEHHST 32 TMOTCHIIHUME MICIIMH CKOEHHS 3JIOYHHIB, SKi
MOXYTh OYTH 3aHaJTO HEOE3MCUHUMU a00 HETOCTYITHUMH IS TIOJIITISIHTIB.

Jesiki 3 IMX TIPUCTPOiB HaBiTh BUTPUMYIOTH mamiHasg (3 120 ¢yTiB i
MOXKYTh BUTPUMYBATH Oaratopa3ose mamiaas 3 30 (yTiB).

Hayxosuii kepienux JI. C. Cazanoga
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YK 351.74:001.895](100)(06)
Banepia POMAHOBA

Xapxiscokuii HayioHANbHULL YHIBEpCUMem GHYMPIUWHIX Cpad

BAXKJMBICTH 350PY JIAHUX TA TH®OOPMAIIII

3akOHM TOBMHHI Haka3aTH BIJIIOBIJHAM JEp)KaBHHM YCTAaHOBaM
30UpaTd KUIBKICHI JaHi, 10 CTOCYIOThCS HACHJIBCTBA HAa OCHOBI «YeCTi».
KinpkicHi  gaHi  OTPUMYIOTh  IIUIIXOM  BUMIDIOBaHHS  I[TOKa3HHKIB
TIOIIMPEHOCTI, peakiii ypsiay Ta BUKoHaHHs nporpam. Lli mani MoxyTs OyTH
OTpUMaHI JIepP)KaBHUMH OpraHaMHM CTaTUCTHKHM IUIIXOM BHKOPHUCTaHHS
OINTYBaHb, MPOBEICHNUX CEpell HACENCHHS, a TAKOX NUIIXOM OTPUMAHHS
JMAHUX 3 BIOIOBINHUX aIMIiHICTPATUBHUX JDKEPEN, TAKUX SK JIKApHSIHI Ta
momimeiiceki  3ammch. [IociOHMK 3  pO3POOKH  CHCTEMH CTaTHCTHKH
KPUMiHAJIFHOTO TPABOCYAIS MICTHTH PO3ILI PO BIKTUMHI TOCTIKEHHS, SKi
BpPaxoOBYIOTh TOH (akT, mo ©OaraTo 3JIOYMHIB MOXYTh 3aIHIIATHCA
HEBiIOMUMH, a ONWTYBaHHA WIOAO BIKTHMI3aIlii Ta CaMO3BITYBaHHS
JIOTIOMOKYTh PO3KPUTH 111 37104MHUA. OCOOJIMBO 1IE€ CTOCYEThCS 3JI0YMHIB Ha
YeCThb YeCTi, OCKUIBKU 32 OI[IHKaMU 0araTboX eKCIepTiB, (paKTHUHA KiJIbKICTh
TaKMX 3JI0YMHIB 3HAYHO MEPEBUILYE KINbKICTh 3apPEECTPOBAHUX BHUIIAJIKIB.
Po3po0OHKMKH 3aKOHOMPOCKTIB MAaOTh 3a0€3MCUKTH, MO0 3aKOHH BHMAaraid
30MpaHHsS Ta pO3MOBCIO/DKEHHS CTaTHCTHYHUX JaHHUX, WOB’S3aHUX 13
«GJIOYMHAMH Ha YECTh YECT1», 1 CTBOPUTHU 0a3y JaHUX I BiJICTEKEHHS TaKOi
iHpopMmarii. Opranu BIaay MOBUHHI 30MPaTH JaHI MIOA0 TaKHX MMOKA3HUKIB:
(OpMH HacCHJIBCTBA Ha OCHOBI «UYECTH», YacTOTa, NPUYMHHA Ta (aKTOpU
PH3HKY, 3B’S3KH MK €KOHOMIYHHUMH T030aBJICHHSIMH Ta EKCIUTyaTaIli€lo Ta
HACHWJIBCTBOM Ha OCHOBI «4ecTi», KOPOTKO-, CEpPEIHI Ta TPpUBaJli- TSPMIHOBI
HACTIIKW, BIUIMB Ha MWIATPYNMH JKiHOK 1 JiBYaT, piBeHb CYJOBOTO
TepecyiyBaHHs, 3aCy/UKCHHs, MOKapaHHS, BIJHOCHMHH MDK JKEpPTBOIO Ta
37MOYMHIEM(aMHi), MOZAET BIKTHUMi3amii, BKIIIOYAlOYH [OBTOPHY a0o
Oararopa3oBy BIKTHMI3alil0, €THIYHy TPHHAIEXKHICTh, BIiK, CTaTh,
IHBaJIHICTB, PEirito, i BUKOpHCTaHHS 30poi ab0 HeOe3neyHNX PEUOBHH.

3aKkOHM TOBWHHI BHUIULITH JIOCTAaTHE JiepikaBHE (iHAHCYBAHHS IS
SKICHUX JOCIIJDKEHb, 100 Kpalle 3pO3yMITH TPUYWHH, JUHAMIKY Ta
HACIIIIKK 3JIOYHMHIB «YECThY» Ta «YECTb» y BIAMOBiNHINA Kpaini. SIkicHi naHi
BUXOJATh 32 PAaMKH CTaTUCTHYHUX JAHUX, 1100 3a0e3MeunTH Iiuoie,
JerajpHile po3yMiHHs npoOnemu. Hanmpukian, Konsenuiss Pagu €Bpornn
mpo 3aro0iraHHs Ta 00poThOy 3 HACHIILCTBOM IIOJO JKIHOK 1 JOMAaIIHIM
HaCHJILCTBOM 3aKJIMKA€E JIep)KaBHU-YIacHHIIl MiITPUMYBATH JOCITIKEHHS BCiX
(OpM HacHIIBCTBA IO/I0 JKIHOK «3 METOI0 BHBYEHHS HOTO MEPUIONPHYMH i
HACIIIKIB, BUIIAJKIB 1 9acToTH 3acymkeHnx» (cT. 11(1)). MoniTopn noBuHHI
TaKOXX OIIHWATH ICHYIOYE 3aKOHOJABCTBO, IIOJITHKY Ta MPOTPaMH IIOIO
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3ano0iraHHsl HaCWJIBCTBY WIOJMO >KIHOK, IEPECiyBaHHs HACHWJIBHUIBKUX
MIPABOMOPYIIHUKIB Ta 3aXHCTy ToOCTpakaaaux. [loTiM BOHM TNOBHHHI
MIpOaHaTi3yBaTH, HACKUJIBKU IIi 3aKOHH, MPOTOKOJIX Ta NPOrpaMu e(eKTUBHI
JUst 3a0e3nedeH s OE3IEKH KEPTB Ta BiNOBIAAIFHOCTI IPABONOPYIIHUKIB Ta
3amo0iraHHsT HACHITBCTBY OO KiHOK. YTipaBiiHas BepxosHoi komicii OOH
3 MpaB JIIOOWHH BUIYCTWIO HaByanpHMH TOCIOHMK 3 MOHITOPHHTY
JOTPUMAHHA MpaB JioOuHH Ta I[loCiOHMK mis TpeHepa, SKUH MICTHTh
PEeKOMEHAIIi] 00 MOHITOPHUHTY TPaB JIOIUHH.

Xoua Bci mpuHIMNM, BukiIaneHi B HapuampHOMy mociOHmky OOH, €
Ba)KITMBUMU, TIPUHIIMIT HE 3aBIABATH IIKOIH Ta 30epekKeHHsT KOH(DiIeHIIIHOCTI €
HaJI3BUYaliHO BAXJIMBMM JUIsl 3aXHCTy KEPTB Ta 3amoOiraHHs MoJajblIii
BIKTHMI3alli 4K 3amomissHHs mKogu. OCHOBHHUM OOOB’SI3KOM OCOOH, sSKa
po3miykye (akTu, € jkepTBa ab0 TMOTCHIIHI >KEPTBH IOPYIICHb IpaB
JIONMHY, 1, SAK MiHIMyM, oco0a, sKa po3urykye (akTH, MOBHHHA
yTpUMYBATHCS Bij il 4n Oe31isUIBHOCTI, SIKi 3arpOXKYIOTh iX Oe3relli.

Hayxoeuii kepisnux A. B. binoycoe

YK 351.74:001.895](100)(06)
bozoan POLIIEHKO

Xapxiscoxuil HayioHanbHULl YHieepcumenm GHYmMpiuHix cnpas

BAKJIUBICTbD 350PY BIANNOBITHUX JAHUX JJI1 BOPOTbBHN
31 3JIOUUHAMHA

I'paMOTHICTH JaHWX — 3[ATHICTH OTPUMYBATH 3HAYYIIy iH(OpMAIio 3
JTAHUX — Ma€e OyTH METOI0 KOXKHOTO areHTCTBAa. bararo BimIisiB 3aBaHTaKyIOTh
iHdopmartiro 3 mucnerdepchkux cucteM CAIIP, 3aBaHTaXyrOTH iHpOpPMAILIO 3
KOMIT' IOTePIiB TONIIEHCHKNX, BCTAHOBICHMX HA TPAHCIIOPTHHUX 3aco0ax, i
HAJICWJIAIOTh iH(OpMaIio Mo 6e3qpOTOBOMY 3B’S3KY 3a TOMIOMOTOI0 MAIITIH
JUISL €IEKTPOHHOTO LIUTYBAHHS, HE PO3YyMIIOUH, YOMY 1 K JaHi 30MparOThCSL.
Po3yMiHHS «4OMy», IO JIKHTh B OCHOBI 300py JaHHX, JOTIOMOXE
320XOTHTH, SIK 30UParOThes AaHi. 11 HIKOJIM HE MOBUHHA MOJISTaTH B TOMY,
00 30MpaTé BUIAJKOBI JaHi JHIIE JJIsl TOro, o0 IomaTé ixX 10 Mmyiy
paHirie 310paHuX TaHUX — BUMAJIKOBI KOJICKIT TJAHUX MPHU3BEIYTh IO OKCAHY
HENIPUIATHUX JaHMX, TAKUX K Te, 0 MM MaeMO 3apa3. MeToro 3aBxXIu Mae
OyTu 30ip JaHWX A KOHKPETHOI MeTH: GOopoThOM 31 3moumHHicTIO. [licms
TOTO, SIK AaHi Oynu 3i0paHi 3 MEBHOIO METO0, Terep poOOTa aHAITHKIB Ta
JETEKTHBIB y c(epi 3TMOYNHIB MOIATaE B TOMY, 00 MEPETBOPUTH IIi JaHi B
iH(pOpMAaIIifo, a TOTIM TIEPETBOPHTH ITI0 iH()OPMALIiF0 HA PO3YMiHHSL.

[NomimeiicbkkuM opraHaM MoTpiOHO OiNbINE BiAMMOBITHUX JAaHWUX i MEHIIE
CMITTS, SIKC AHAJIITUKM Ta NETEKTUBH MOXKYTh IIBHAKO IEPETBOPHTH Ha
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kopucHy iHdopmamito. CmpaBa B ToMmy, mo icHye TOHA maHuX.
[IpaBoOXOpOHHMM OpraHaM NOTPiOHI PO3YMHI IHCTPYMEHTH, 11100 JIOIOMOI'TH
HaJIaTH TMpaBWIbHY/peNeBaHTHY iH(popMario. Ha 1macts, BuUIpaBUTH
HEpEeJICBaHTHI 3BUYKY 30MPaHHs JaHUX TaK caMo JIeTKO, sk 1,2,3:

1. Yncna mpeacTaBIsIOTH IiKaBy NpoOieMy st 30MpadiB  JaHHX,
OCKUIBKH TX MOJKHa JIerko Tpancnonysatd. Homepu Ha VIN, HOMepHi 3HaKH,
cepiliHi HOMepH Ta a/IpecH MOBHHHI OyTH NepeBipeHi nepes 3a1ucoM y Oyib-
sIKE TIPOTrpaMHe 3a0e31eYEHHSI.

2. Ocobu: TouHmii 30ip AaHUX TPO IIOACH TaKOXK MOXE CTAHOBHUTH
mpobiemy. barato nronmeit mMaroTh ofHE W Te came iM’S Ta IMPi3BHINE, TOMY
30MpaHHS BIIMIHHUX XapaKTEpPUCTHK TaK CaMO BAXKINMBO, K iMeHa. B
ApizoHi, Hanpukitan, 43 JIOIMHA MAlOTh MO€ iM’s Ta mpi3BHule; 4 MaroTh
OJTHAaKOBe iM's, MO OaTbKOBI Ta mpi3BuIIe; 1 1 — 3BUIPHEHHWH 37I0YMHENH 3
HACWJILCTBOM 3 IHIIOrO INTaTy. 3BEPHITH OCOOJUBY yBary Ha OCOOHCTY
inentudikauiiny iHdopmanio (PPI), BrItOuaroun MOBHE IOpUAUYHE 1M’
TOYHHH HOMEp COLIAJIbHOTO CTPaxyBaHHS, BUAWMI TAaTYIOBaHHS Ta MiCIe
pO3TallyBaHHs TaTyIOBaHb, a TAKOX pacy.

3. [Nomiunnku Ta Apy3i: 3anuIIiTh Apy3iB Ta COPATHUKIB, 1 Balll aHATITHK
MOASKY€e BaM mi3Hime! 3aBkau 3alUTyHTe y MacaXHWpiB 3yMHUHKY 1 Jpy3iB
BaIlIOTO TiJO3PIOBAHOTO TaKOX iX imeHTHQiKamiiHy iH(opmamito. ITpocto
mam’siTaiiTe, MO B OUTBIIOCTI IITATIB IMACaKUPH HA 3yNMMHKAX HE MOBUHHI
PO3MOBIISITH 3 BaMH, SKIIO Y Bac HEMae MOPYIICHHS MIONO Iii€l ocobu, ane
MIpUHAWMHI BU MOXKETE CTIpOOyBaTH.

Sk BU Moriu OauuTH, YUM TOYHIilIa iHpOpMalis, TUM Jeruie Oyzae ii
NIEPETBOPUTH Ha PO3yMiHHA. Benuki naHi moTpiOHO 3pobuTH Manumi, o0
Oyt edexTrBHMMH. Halikpanuii crioci® po3rnoyati CKOPOUEHHS IaHUX — 1€
3pO3yMITH TpPUYUHY 30UpaHHS, 3aluCyBaTH TOYHY iHQopMmaliio Ta
BHUKOPUCTOBYBATH IpOrpaMHe 3a0e3MeueHHs Tl aHaji3y, 00 MepeTBOPUTH
JlaHl Ha YSIBJICHHsI, 00 BH HE 3IMIIMJINCS IUIaBaTH B OKEaHi JaHUX, sKi He
MOXHa THUTH, OopMmouyun cobi: «JlaHi, &maHi BCIOAM ane Hi Kpamu He
BUIUTHU ! »

Kouncynomanm 3 mosu B. B. Kouuna

VJIK 351.74:001.895](100)(06)
Jlap’s PABIJEBA

Xapxiscokuii HayioHANbHULL YHIBEpCUMem 8HYMPIUWHIX CHpas

POBOTH B POBOTI IPABOOXOPOHHUX OPI'AHIB

Jlns BUKOHAHHS PI3HMX 3aBlaHb (axiBLi MPABOOXOPOHHUX OpraHiB
BHUKOPUCTOBYIOTh TEXHOJIOTiIO TJIOOAIBHOTO MO3WIIOHYBaHHS., 30KpeMa
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MATBEpKEHHS MPUCYTHOCTI MiNO3pIOBaHMX Ha Micui 3moumHy. Jleski
po0OTH MOXXYTh HaBiTh BUKOHYBATH Ti 5K caMi CyBOpi 3aBJIaHHSI, sSIKi IOBHHHI
BUKOHYBaTH O(ilepH, 03BOJISAIOUN IM 30CEPEeNUTUCS Ha OUIBLI BaKITMBHX
CIIpaBax.

3apa3 BenHWKa KUIBKICTP IPAaBOOXOPOHHHUX OPraHiB BHKOPUCTOBYE
poOOTH30BaHI KamMepw HOBOTO TOKOJIHHS Uil Bi3yamzamii Ta
ayIioCIIOCTepE)KEHHST TOTEHIIMHNX MICIh 3JI0YHHIB, SKi MOXYTh OyTH
3aHaATO HeOE3MEeUHNMH a00 3aHAITO BAXKKHMU JJIS OQilepiB.

Jleski 3 TUX PUCTPOIB, SKi CTBOPEHI U «KUAaHHS»HA BifcTaHb 10 120
¢yTiB 1 3maTHI BUTpEMyBaTH Oaratopa3oBi 30-(yToBi HamiHHS, OCHAIICHI
CJICKTPOJBUTYHOM 1 OCHAIIEHI BHCOKOTEXHOJIOTIYHUMH KOJECaMH, SKi
JIO3BOJISIIOTH iM PyXaTUCs, MITHIMATUCS Ta JTOCIIXKYBATH HABITh HAWCKIIA HIIII
TIPUMIIIEHHS 11171 Yac O0€3{pOTOBOr0 KepyBaHHs KBali(hikoBaHUM O(illepoM.

AptoBupoOHHK Ford momaB maTeHT Ha NONINCHCHKUE OC3MUIOTHUIN
aBTOMOOLIb, OCHANICHUI MTYYHUM iHTEIeKTOM. [leli BHCOKOTEXHOIOT9HUI
Kpeticep po3pobIIeHit A1t TOTo, MO0 JIOBUTH OPYIIHHUKIB TIPABUIT TOPOKHBOTO
pyxy abo BomiiB 3 oOMEXeHHMH (I3MIHUMH MOMIHUBOCTSAMH IUITXOM
niepenadi iHdopMartii criiBpoOiTHIKaM ab0 MepeBO3SYH TOAATKOBOTO ITACAKHPA.

JlomaTkoBi Tporpamu JUii BUKOPUCTAHHS POOOTIB y TMOMILEHCHKii
po0oTi, 3apa3 1 y HAROIMHKUIHMIA Yac BKITFOYAIOTh:

- 30IIBIICHHS MOJMKIMBOCTEH pOoOOTIB y 3i0panHi iH(pOpMAIi mpo
CIIOCTEPEKEHHs, NpUMMaHHI MONINEHCHKUX 3BITIB  Ta 3a0e3nedeHHi
KOMYHIKallil B yMOBax, Jie 6e3neka Jjrojei Oyze mij 3arpo3or0.

- GesmepepBHa po3pobka Kuraem podora «AnBot» s marpyitoBaHHS
0aHKiB, a€POTOPTIB Ta IIKLI

- TaTpPYJIOBAaHHS TYPHUCTUYHHMX MICIEBOCTEH 3a JOIOMOror poboTa-
odirepa 3 CCHCOPHUM EKPaHOM , SIKMH 3apa3 3acToCOByeThes B Jly0ai.

Hayxosuii kepienux JI. 1. Pycanosa

VIIK [351.74: 001.895(100)](06)
IOnin CAPBAEBA

Xapxiscokuil HayioHATbHULL YHIGEpCUmMem GHYMPIUHIX CHPaAs

MPOBEJIEHHS OITEPATUBHO-PO3IIIYKOBHX 3AXO/IIB
Y KIBEPITIPOCTOPI

CpOroJIHI CYCIIJIBCTBO 3aJICKUTH Bill COLIAIFHUX MEPEK, MPOBOAUTH
OinpITy YacTHHY CBOTO 4acy B IuTepHeTi. B pesynpraTi ¢yHKIIOHYBaHHS
CyMiCHHX (3’€THaHHMX) KOMYHIKAIifHUX CHCTEM Ta 3a0€3IIeUeHHS eINeKTPOHHMX
KOMYHIKamiii 3 BUKOPHCTaHHSI Mepexi [HTepHeT Ta/abo iHIMMX TI00aIbHUX
Mepex Tepeiadi JIaHUX YTBOPIOETHCS IHTEpaKTHBHE 1H(poOpMariiiHe
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cepenoBuliie. HaykoBIli Ha3UBaKOTh TaKe CEPEOBHUINE KiOEpPIpoCcTopoM, abo
BIpTYaJIbHUM CEPEIOBHUILICM.

Cruig po3ymiTH, IIO KOpHCTyBadi IHTepHeTy — 1le He JuIe
3aKOHOCITYXHSHI TPOMAaJISTHU.

3a [IOmMOMOTro KOMYHIKAIIMHUX CHCTEM Ta/ab0 IHIINX TIIOOATBHHUX
MepeX TIepeiadi MaHWX OcoO0M 13 3JIOYMHHAMH HaMipaMH MOXYThb
MOpPYIIyBaTH aBTOPCBKI TpaBa, NPONAryBaTH HACHIBCTBO, YHHUTH
maxpaiictBo B IHTEpHETi, pPO3MOBCIODKYBATH MOpHOTpadito, MpomaBaTH
HapKOTHYHI Ta TIICHXOTPONHI pPEYOBHHM Tommo. OpraHizoBaHi 3I0YHHHI
YTPYIyBaHHS MIATPUMYIOTH 3B’ SI30K Uepe3 iHTepHET.

TakuMm 4YMHOM, y Cy4YacHMX YMOBax KiOepHpocTip Bce Oulbll cTae
CEePEIOBHILIEM, SIKE XapaKTEPU3YEThCS OOIYHIUMH e()eKTaMU KPIMiHOI'€HHOTO
XapakTepy.

B Oararbox KkpaiHax KiOeprpocTip, SKWi 3a3BHYail MICTUTH CIIiIA
MIPOTUIPABHOI JISUTBHOCTI 3JIOYMHIIB, OC3MEPEUHO CTAaE 00 €KTOM 0COOIHUBOL
yBarn IpaBOOXOPOHHMX OpraHiB IMX KpaiH. 3Bakalouum Ha 3apyOiKHUHA
JIOCBiZl Ta HEOOXiOHICTh MOCHJIEHHS OOpOTHOM 31 3JOYMHHICTIO OpraHam
BHYTpIIIHIX cmpaB YKpaiHM HEOOXiZHO pO3pOOMTH Ta 3arpoBaAUTH
BIJITIOBI/THI OTIEPaTHBHO-PO3IIYKOBI 3aX0IH Y KibepIpocTopi.

VY 3B’S3Ky 3 UM CITiJ] BITOKPEMHUTH caMy OOpOTBOY i3 KiOep3rmounHaMu
BiJI TIPOBEJICHHS ONEPATUBHO-PO3LIYKOBHX 3aXOJIB IIISXOM BHKOPHCTAHHS
kibeprpocTopy. BumeszasnaueHi 3axo1 MOXKyTb IPOBOAUTHUCH SIK Y CIIpaBax
po Kibep3J0YHMHY, TakK 1y cIpaBax Mpo 3JI0YMHHU, CKOEHI B PEATbHOMY CBITI.
3 MeTOI0 OTpHUMAaHHS paHille He3HaoMoi Ta mpuxoBaHOi iH(opMalii, sKa
CTAaHOBHUTHh ONEPAaTHMBHUH IHTEpEC, IPAaBOOXOPOHHI OpraHu YKpaiHu
NOYMHAIOTHh NPHUIULTH Bce Oulblne yBaru KiGepmpoctopy. I[IpoBemeHHs
OpraHaMy BHYTPIIIHIX CIIpaB ONEPaTHBHO-PO3IIYKOBUX 3axOiB 31 300py Ta
aHaIi3y po3MilIeHoi y KibeprpocTopi iHpopMarii CIIpSIMOBYEThCS Ha PO3IIYK
JI0Ka3iB (TIpeaMeTiB, 00CTaBUH), IO CBIYaTh IPO CKOEHHS 3JI0YMHIB Ta/abo
X aBTOIB.

Ha mincraBi BUBYEHHS IEepeAOBOrO 3apyOiKHOTO JOCBITy MOXKHA
BU3HAYMTH TaKi OCHOBHI HAaIlpSMM JiSUIBHOCTI OpraHiB BHYTPIIIHIX CIIPaB
00 TPOBEACHHS ONEPAaTUBHO-PO3MIYKOBHX 3aXOJiB y KibepmpocTopi:
1) BUsSBNICHHS OCi0, SIKi CTAHOBJIATH ONIEPATUBHUH iHTEpec; 2) pO3IIyK NEBHUX
0ci0 3 "Yepe3 BCTAHOBIICHHS iX ()i3MYHOTO pO3TAITyBaHHS, 3) BCTAHOBIICHHS
TAEMHUX 3B’S13KiB; 4) PO3IIYK BHKPaJCHHX pedyel Ta BUSIBICHHS 3a/isHHUX
0ci0; 5) 3iiiCHEHHS ICUXIYHOTO BIUIMBY Ha YYaCHHKIB 3JIOYHHHUX CTPYKTYP
I Yac aKTHBHOI JIsUIBHOCTI Y (popyMax Ta yarax.

Y TeopeTMYHOMY IUIaHI HEOOXIJHO BH3HAUUTH UITKUH TEpeNiK
OIEpaTUBHO-PO3UIYKOBUX 3aXOMiB Yy KiOepHIpoCcTopi, BU3HAYUTH 3aJlisHI
BiZIOMCTBa Ta OCOOH.
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Jlns mpoBemeHHs OIepaTHBHO-PO3IIYKOBUX 3aXOMiB y Kibeprpoctopi
JIOPEYHO Mii0paTH TAKOXX BIAMOBIAHI METOMU. BBakaeMo MEpCICKTUBHUMU
HACTYITHI METONM: aHali3 BIAKPUTHUX JDKepen iHQopMarii, coliagbHa
IH)KeHepist, OTpMMaHHS Ta aHaul3 iH(popMallil, sika 3HaXOUThCS B ONIEpaTOpiB
Ta MPOBAHIEPIiB TEICKOMYHIKAIIIH 1 T. iH.

Ha namy ayMKy, NpOBEIEHHS OIEPaTHBHO-PO3IIYKOBHX 3aXOMIB Y
kibepmpocTopi Oyme OuTbIl eQEKTUBHHMM 32 YMOB KOMIDICKCHOTO
3aCTOCYBaHHS OpraHaMH BHYTPIIIIHIX CIIpaB YKpalHU CHII, 3ac00iB, 3aX0/IiB Ta
MetoniB. Jlo Toro, Oymp-sike 3acTOCYBaHHA 3aco0iB, 3aXOIiB Ta METOIIB
TIOBUHHO BiJ0OYBAaTHCS JIMILE 33 YMOB YITKOTO Ta HEYXWJILHOTO JAOTPUMAaHHS
BUMOT YMHHOT'O 3aKOHO/ABCTBA Ta BUKIIOYATH OY/b-Ki IIPOSIBU MOPYLIEHHS
TIpaB JIFOJUHH Ta TPOMaJISTHIHA.

Hayxoeuii kepienux 1. JI. Ieanosa

YK 351.74:001.895](100)(06)
Map’as CBUCTYH

Xapxiscokuil HayioHanvbHull yHigepcumem HympiuHix cpas

IHHOBAIIMHI TEXHOJIOI'Ti B IMOJIIIIIi

MManpemis COVID-19 mnpuckopuna notpedy B po3poOLi HOBHX
TEXHOJIOTIYHUX PIllIeHb I 3aJJ0BOJICHHS Henepen0adeHNx MoTped, TaKuX SK
BUKOHAHHS (DYHKIIBIH MOJIIIEIO i1 Yac MaHjaeMii, i3 3aX0jaM# COLIILHOTO
JVICTAHIIFOBaHHSA. MOXIIMBOCTI, SKi Il TEXHOJIOTI] IIPHHECIH TOJII] B eroXy
COVID-19, mnponoBxyBaTUMyTb pO3BHBAaTHCS Ta  3alHIIATUMYThCS
aKTyaIbHUMH IPOTSATOM HACTYITHUX POKIB.

YV KOHTEKCTI NaH/eMii B 3aKOHOJABCTBI, 110 peryJmoe podoTy HarionansHoi
MoJIimii, € JesKi HOBOBBENEHHS, SKi MOXYTh IOMNOMOITH IPOTHCTOSTH
naaaemii. CriiBpoOiTHHKM Harmodminii MaroTh 3aaydaTtucs 10 3a0e3nedeHHs
KapaHTHHHUX OOMEXEHb — HENOMYIICHHS MMOIIMPEHHS 9yTOK Ta (DeHKiB, sKi
MOXKYTh BHKJIMKATH MaHIKy, CTEXHMTH 32 JIISUIBHICTIO TOPrOBUX TOYOK Ta
TPAHCIIOPTY, CTEXWUTH 32 JIOTPUMAHHSIM «MAacKOBOTO pEXHMY» B
rpoMajchbkux Micisgx. [Ipu 1npOMy BiJi PH3MKY 3apakeHHs Mae OyTu
3aXMIIEHa cama IOJIIIis.

Y KOHTEKCTI TOr0, 110 MaHAeMisl Ma€ TI00abHUI XapaKTep — PO3TJISTHEMO
OCHOBHI BHUKJIMKH, SIKi CTOSITH TIepe]l IPaBOOXOPOHHUMH OpraHaMH He JIMIIE B
VYkpaiui, a if y BCbOMY CBITI.

3AJAYA 1: INTAHYBAHHS T'PA®IKIB POBOTU TTEPCOHAJTY
TA BIOJKETY JUUISI HE3AIIJTAHOBAHUX CUTY AL

VYKOMIUIEKTYBaHHS TIEpPCOHAJIOM, IUIaHYBaHHS Ta CKIIaIaHHA OIOKeTy
Oy mpobaeMoro st 6araTboX MPaBOOXOPOHHKX opraiB e 10 COVID-19.
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Barareom mimposzinaM moTpiOHO HE TLNBKH IIYKATH MULIXH MiHiMizarii
MOXKJIMBOTO 3apaKeHHs, aje ¢ IUIaHyBaTW WMOBIPHICTh 3apakKeHHS
moJtineiicbkoro.  JlesknM i3 [WX MOMIEHCHKUX MOXKE 3HAJI0OHMTHUCS
CaMOi30JIF0BaTHCS 200 B3STU BIATYJ MO XBOpoOi. PeasbHICTh TOTO, 10 BipyC
MOJKE MaTH CEpHO3HI 1 HaBITh CMEPTEIbHI HACTIIKH, 03HAYAE, IO TiIPO3LTH
TaKOX TIOBMHHI IUIAaHYBaTH JOBFOCTPOKOBY BTpaTy Mpale3qaTHOCTI abo
CMepTh (2 TAaKOXK BUTPATH Ta KaIPOBi HACTIIKK X MOKIIMBOCTEH).

3AJIAYA 2: V CUTYALIMHY OBIBHAHICTH TEITEP BXOJIUTh
OLIHKA PU3MKIB COVID-19 U1 TPOMAASIH

OCKUTBKH 0CO0OH, SIKi HaJar0Th MEPIILY JOMOMOTY, 32 CAMOK MPUPOIO0
cBo€i poboTH 3000B’s13aHi OyTH cepen 0araTboX JIFOJeH, IHIIOK TPOOIEMOI0
CTae Te, SIK YOe3MeUnTH iX Iif] 9ac maHaeMii.

OyHKIiSI MUTTEBOTO Yary € epeKTUBHUM IHCTPYMEHTOM JUIsl CIIUIKYBaHHS
B PEXIMI PEATbHOTO Yacy 3 XBOPHMH TaIlieHTaMy a00 TMaImieHTaMu B MacKax,
a TaKoK T[IyXUMH Ta crlabouyrouyuMH. A CIy)KOM  BU3HAYEHHS
MICIIe3HaXO/DKEHHSI 3aCHOBaHI Ha MiCIIE3HAXO/KEHHs MPUCTPOIO aOOHEHTa,
10 JIO3BOJISIE PECTIOH/ICHTaM TOYHO BU3HAYUTH MICLIE3HAXO/PKCHHS HaBITh Yy
Mekax OyIiBENFHOTO KOMIDIEKCY a00 TYCTOHACETICHOTO paifoHy.

3ABJIAHHA 3: KOHTPOJIb BIPYCY TA 3A/IOBOJIEHHSA ITOTPEDB
Y I'PYIIOBOMY CEPEJOBMUILI YEPE3 3BIP JAHUX

Yepes crilbHE CEpeIOBHILE Ta TiCHI TPUMIILICHHS BUIIPABHI YCTaHOBHU Ta
MICITSI YB’SI3HEHHS MOXKYTh CTAaTH TapsaiMu Jibkkamu it Bumaakie COVID-19.
3a nanumu LIeHTpY 3 KOHTPOITIO 32 3aXBOPIOBAHHSMU, OIIEpaTHBHE BUSBJICHHS
mroneit 3 COVID-19 ta mocmimoBHe 3aCTOCYBaHHS 3aXOMiB MPOQITAKTUKA Y
BUIPaBHUX YCTaHOBAX Ta MICLSX YB’S3HEHHsI MAlOTh BUPIIIAIbHE 3HAUYCHHS
JUIS 3aXHCTY YB’SI3HEHUX UM 3aTPUMAaHUX 0cCi0, CIiBpPOOITHUKIB Ta TpoMa,
Kyl BOHH TIOBEPTAIOThCS.

Juvare CcTBOPHMB TmaHeNb KepyBaHHS NaHIEMI€I0, sKa IIOJETIIYE
BHUIPAaBHUM YCTaHOBaM IIOZCHHE BIACTE)KCHHS BHIAJKIB, II00 3po3yMiTu
BIUTUB Ha YCTAHOBH, yB SI3HEHHX Ta ITEPCOHAIL.

3AJJAYA 4: VIIPABJIIHHA TIIPOBALIEIO TA VYMOBHO-
JIOMOBOJIbHUM 3BUIbHEHHSM, MIHIMI3YIOUM OCOBUCTUI
KOHTAKT

VB’s13HEH], SKi MMOBEPTAIOTHCS N0 TPOMAaH, 1 Ti, XTO mNepeOdyBae Ha
BHIIPOOYBAILHOMY TEPMiHi, BXE PHU3UKYIOTH 3HOBY IOTPAIUTH B CHTYAIlil,
IO MpU3BEIM A0 HernpueMHocted. OpHa IpOIyIIEHAa peecTpaiis depes
TPAHCIIOPTYBaHHSA YM iHIN TPOOJIEMH MOXKE TIPH3BECTH 1O >KaXJIMBHUX
Hacminkis. [Tannemis COVID Tta noB’s3aHi 3 Hero 3001 poOIIATh IpodIeMy Iiie
OUIBPIIOI0 1 3MYCHJIM areHIii MOo-iHIIOMYy MOTJISHYTH Ha Te, SK BOHHU
BUKOPUCTOBYIOTH TEXHOJIOTII AJIs yIPaBJIiHHS TPYIIOI0 IIPaBOMOPYIIHUKIB.

3AJJAYA 5: SMEHIIEHHSA TIOTPEBU 3YCTPIUI OBJIMYYSA-HA-
OBbJINYYA
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[Nomimeiickki Bigmimu Bxe mepenoBHeHi, a maHmemis COVID-19
MOTEHIIHHO e Oinbmie 3meHumwia psiau. o0 3MeHmMTH HMOBIPHICTH
PO3KPHUTTS, TPAaBOOXOPOHHI OpPraHW MOBHHHI BH3HAYMTH IIPIOPHTETHICTH
TUITiB BUKJIMKIB, SIKi IPU3BEIYTH JI0 BiIpaBIIcHHS odirepa Ha MicIIe MOl

OCKUTBKY TPOMAJISTHH BCE YaCTillle BUKOPHCTOBYIOTH TaKi MPOTpaMH, SK
FaceTime i Google Hangouts, anst B3aeMofii oAWH 3 OJHUM Yy BigeodaTi.
BaraTo mpaBoOXOPOHIIiB Bike BHKOpHCToByBamu Tenedon MDKHAPOIHOI
TAPSIYOI JIIHIT 10-21, m06 chinkyBatucs 3 TpoMasHaMu 10 TenedoHy, He
MOBIIOMIIIIOUX 1X ocobuctuii Homep TenmedoHy. Komm Bmapu COVID,
Oararo 3 nux ogirepiB BUABWIN, IO JOAATOK TaKOXK TOIIOMIT iM 3MEHIIUTH
noTpedy B OCOOMCTHX 3ycTpidax Ul PyTHHHOI pOOOTH MOJILIT, SIKYy MOXXHA
Oy1io 6 BUKOHYBaTH 10 TernedoHy.

Xoua 11i TeXHOJIOTI1 OyJIM CTBOPEHi a00 BIOCKOHAJIEHI, 00 JIOIOMOI'TH
MIPAaBOOXOPOHHUM OpraHaM aJanTyBaTHCS 10 YMOB, IO 3MIHIOIOThCS 4epes3
nanaemito COVID-19, Garato 3 mux mnpoOseM iCHyBalmu A0 MaHAeMii i
TIPOJIOBXYBAaTUMYTb iCHYBATH, KOJIM CBIT IIPUCTOCOBYETHCS 110 HOBOI HOPMH.

Taki nepeBary, SIK IMOKpalieHa 00I3HAHICTh NPO CHUTYallilo, MOKpaIeHa
TOYHICTh BU3HAYCHHS MICIIC3HAXO/DKEHHS, OUTHIIMN OOCTYH 10 IMaHWUX 1
CIUIBHUHA JOCTYN JO HHUX, a TAKOX CIIPOLICHI NPOIECH IPHU3BEIYTH JO
OUpIIOi Oe3rmekr Ui CHiBPOOITHUKIB MPaBOOXOPOHHMX OPTaHIB 1 JFONEH,
SIKIM BOHH OOCIYTOBYIOTh. PillleHHS, HapODKEHI MLI€I0 KPHU30K0, MOXKYTh
MIPOIOBXKYBAaTH BIOCKOHAJIOBATUCS, ajie, OE3CyMHIBHO, BOHH TYyT, 100
3QUIMLIATHUCS.

Hayxosuii kepisnux A. B. binoycoe

VIIK 351.74:001.895](100)(06)
Anopiii CEMYYK

Xapxiscokuii HayioHANbHULL YHI8EpCUMem 8HYMPIUWHIX Cpas

BUKOPUCTAHHA ITPOT'PAM JIJISA AHAJII3Y MEPEXKEBUX
MMPOTOKOJIIB

B emoxy Bucokux iH(OpMamifHNX TEXHOJIOTIH, KON BCE PO3BUBAETHCS
CTPIMKHMH TEMIIaMH, 3J0YHMHII BCE YaCTillle BUKOPHUCTOBYIOTh IHTEpHET ISt
3IIHCHEHHSI CBOiX 3J104MHIB. [IpoTe mMpaBOOXOPOHHI OpraHM HE CTOATH Ha
MICIIi i BUKOPHCTOBYIOTH OUTBIN TOCKOHAIII METOAN OIIEPaTHBHO-PO3IIYKOBOL
IisTPHOCTI. PI3HOBHZOM IIMX METOIB € BUKOPUCTAHHS MPOTPaMHUX 3ac00iB
JUI CKaHYBaHHS Ta aHaJi3y Tpadiky it KoMm'rorepHux mepex. Lli metoan
aKTHBHO  BHKOPUCTOBYIOTHCS B  MIAPO3AiMaxX  KiOepmoumimii  pi3HHX
€BpoNeNChKHX KpaiH.
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OmauM 3 Takux meroniB € Wireshark. Wireshark — me mporpama 3
BIIKDUTUM BHXITHMM KOJIOM JUIS aHai3y MEPEKEBUX IPOTOKOJIB,
3amovarkoBaHa Jxepanpaom Kombcom y 1998 pomi. ['mobamsra opranizamis
MEPEKEBUX CHCLIATICTIB 1 PO3POOHHUKIB MPOTrPaMHOro 3abe3NeUcHHS
miarpumye Wireshark Wireshark aOGcomoTHO Oe3medHuii y BHKOPHUCTAHHI.
Hewmae kpartioro crnoco0y HaBUMTHCS MPAIOBATH B MEPEXi, HDK MOANBUTUCS
Ha Tpadik mix Mikpockorom Wireshark.

€ nmuraHHs Won0 3akoHHOCTI Wireshark, OCKUIbKHM 1€ TOTY>XHHMH
mepeOipHIK TIAKeTiB, OCKUTBKH CIiJ BUKOpHCTOBYBaTH Wireshark mume B
Mepexax, Jie € J03BLI Ha TIePEBIPKY MEPEKEBHX TTAKETiB.

CyuacHa 0e€3IpoTOBa MeEpexeBa TEXHOJIOTIS J03BOJSIE ocolam, sKi
MAaroTh CyMICHY 0€3pOTOBY KapTy, 3aXOIUTIOBATH MaKETH JTaHUX, IPU3HAYCH]
JUISL 1HIIOTO KOMIT'IOTepa, 3aBJISKH TOMY, IO PaJiOXBWIII € HOCIEM, depe3
KA TIepefaloThes AaHi, Hamgicuani 6e3apoToBuM croco6oM. TakuM 9uHOM,
TIONINEHCHKUI TEOPEeTHYHO MOXKe crpoOyBatu 3i0patn 1mppoBi J0Ka3H
MPOTH TiO3PIOBAHOTO, 3HAXOIMYMCh B Oe3mocepeqHiid OIM3BKOCTI Bix
ITiI03PIOBAHOTO0 Ta BHKOPHCTOBYIOUM KapTy O€31pOoTOBOi Mepexki CBOTro
KOMIT IOTepa UIS 3aXOIUICHHS OyIb-IKHUX IAaKeTiB y I[bOMY palioHi, a MOTIM
aHATI3yI04M MaKeTH, o0 cripoOyBary 3i0patH iHpopMalito, ska Moxe OyTn
KOPHUCHOIO JUTSI PO3CITiyBaHHS.

Hayxoeuii kepisnux JI. 1. Pycanosa

VJIK 351.74:001.895](100)(06)
SAna CKPHITHUK

Xapxiscvkuil HayioHANbHULL YHI8EpCUMem 8HYMPIUWHIX Cpad

PO3II3HABAHHSI PAVTY KHOI OBOJIOHKH OKA 3 METOIO
IJEHTU®IKALII JIIOAENU

BaxxyiBoto € yBara /10 HayKOBHX 3HaHb Ta BUKOPUCTAaHHS PI3HOMaHITHUX
IHHOBaLIHKUX MTporpaM y poOoTi cymoBoi Biamu. MOXIHBICTS BUKOPHUCTAHHS
PI3HOMaHITHUX HOBHX TEXHOJIOTIH — OCHOBA yCHIIITHOI pOOOTH IMOJIIIi.

Po3mizHaBaHHS paiiay’KHOI OOOJOHKH OKa — II€ METOJ OiOMETPHYHHX
JTAHUX 3 METOI0 ayTeHTH(DiKaIlil a0o imeHTudikamii roaei. s nporo 3HIMKA
padmykHOi  OOOJIOHKM OKa  pPOONATBCS — CIEIiaJbHUMH  KaMepaMH,
BU3HAYAIOTHCS Ta 30€piraloThesl XapaKTepHi O3HAKW BiJMOBITHOT paiLyKHOT
000JOHKH a00 TIOpIBHIOIOTHCS 3 OZHUM YH KUTbKOMa BXKe 30epekeHIMH
mabjaoHamMu. Y TOPIBHAHHI 3 IHIIMMHU OIOMETPUYHUMH CHCTEMaMH, TAKUMHU
SIK pO3Mi3HaBaHHSA OOMMYYs, BiZOMTOK WanbLiB, rojoc, aHamiz JIHK,
po3mi3HaBaHHS ~ palIy’KHOi OOOJIOHKM OKa BBA@XAETBCA OJHUM 3
HalHaMIMHINX METOIB.
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CpOroJiHi B MOJIMIi TOCTYIHI Pi3HI CHCTEMH PO3Mi3HABAHHS PaiIyKHOT
000J10HKM oOKa JroguHU. IIporpamHe 3a0e3neucHHs UIS PO3IMMi3HABAHHS
paiixyxuo0i obomonkn oka Bim DERMALOG 3abe3mnedye HEOOXiAHY SIKICTB i
TOYHICTH JUISl 3aXOIUICHHS Ta KEPyBaHHs BEJMKOIO KUIBKICTIO 300pakeHb
paiiayxHa0i 00070HKH OKa. 3i0paHi MaHi BUKOPHCTOBYIOTHCS IUIS PEECTparlii
a0o mepeBipKH 0coou.

Hampuknan, cucrema pos3mi3HaBaHHA padIyKHOI OOOJOHKM OKa
JIOJVHM, IO PYXa€ThCs, sSKa MOXKE BHU3HAYMTH OCO0y JIONWMHM 3a il
paifykKHOIO O0OJIOHKOO 3 BificTaHi Omm3pKo 5 MmertpiB. [Ipuctpiii mo3BoISIE
PO3Mi3HATH JIFOJMHY 0€3 J0JaTKOBUX IPOLEAyp ado 3yCHIIb caMol JFOJUHH,
TOOTO JIFOJIUHI HE TIOTPIOHO MiIXOUTH 1 TUBUTHCS B CKaHEP.

VYci mi BAacTHBOCTI 3poOWMIM PO3Mi3HABAHHS PalAy’KHOI OOOJIOHKH
MPUBA0IMBOIO TEXHOJIOTIEIO JUIsl BUKOPUCTAaHHs B cucteMax Oesneku. bararo
CHCTEM DO3IMi3HaBaHHS paily’KHOI OOOJOHKH OKa IMOEAHYIOTHCS 3 HIINMHA
O0IOMETPUYHUMH CHCTEeMaMH  ifeHTH(]IKaIii abo IHIIMMH METOoJaMu
MATBEpKeHHS imeHTHdiKamii ams migsumieHHs Oesneku. Illancu obiittn
KOMOiHOBaHy cucTteMy ineHTH(]ikamii BigOMTKIB NajbLiB 1 pailxykHOI
00OJIOHKH OKa Jy)Ke HEBENWKi. [HIIi CHCTEMH TOBHICTIO MOKIANAIOTHCS HA
CHCTEMH PO3ITi3HABaHHS PaiIyKHOi OOOJIOHKM OKa, OCKIJIbKA BOHU MAaroTh
Oy’Ke€ MalleHPKHH TOTeHIlial s TOMIJIKOBOi  imeHTH(]ikamii. Ile
HOBOBBEJICHHS MO)Ke OyTH KOPHCHUM Y CIEIlialbHUX 30HaX OE3IeKH, TaKux
SIK TIEPETHH KOPIAOHY. BiH TaKoX MiAXOAWTH IS BUKOPWUCTAHHSA B 1HIIIHX
MiCLISIX, KOJIM 0COOY MOTPiOHO BM3HAYUTH B OLIBILII HATOBIII.

Hayxosuii kepienux I M. Copokina

YK 351.74:001.895](100)(06)
Kapuna CTAPYEHKO

Xapxiscokuil HayioHanbHull yHieepcumem GHYmMpIiuHix cnpas

YU 3AMIHATH POBOTH NOJIIHIAHTIB?

PoOOTH-TIOMILIITHTH CTBOPEHI, 00 HAJATH JOCTYII J0 HEJOCTYIHUX abo
HeOe3MeYHHX MICIb Ul IIBUAKOTO pearyBaHHS Ha cuTyauii. BoHM MOXyTbh
KEpyBaTH MPEeIMETaMH, a TAKOX 30UpaTH JaHi 3a TOMOMOTO0 PI3HOMAHITHUX
TexHouorii. Taki poOOTH MOXKYTh 3aCTOCOBYBATHCS B PI3HHX CEPEIOBHUINAX i3
PI3HUMH MOXJIMBOCTSMH Tiepefadi JaHux 1 3B’s3Ky. HoBi poGortm mns
3a0e3meueHHs Oe3MeKn BUKOHYIOTh THUIOBY (DYHKIUIO JIFOAWHH: IOJIMiSHTA
Il Yac maTpy;oBaHHS. BOHM maTpylooTh paifoH i pearyloTh Ha CKOEHHS
3JI0YHHY.

3acrocyBaHHS poOOTIB y TOMINiiHII OisTIBHOCTI 3apa3 1 Ha HaHOMKINi
yac BKJIOYAE: TIOCTiMHE pO3MIMPEHHS MOXIMBOCTEH poOoTiB 30mpaTtn
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iHpopMmallilo Tpo CHOCTepeXEHHs, NpPUUMATH 3BITH MOJILISHTIB Ta
3abe3nevyBaTy KOMYHIKaIlI0 B YMOBaX, HeOE3MEUHNX JUIs JIFO/ICH.

Kommanist mepemoBrux TexHouoriit 6e3mexkn Knightscope, 1mo 6azyerscs
B Kpewmmiesiit nommui (Cnomyueni IlItatn Amepuku), CTBOPIOE MOBHICTIO
ABTOHOMHHUX POOOTIB O€3MeKH, SIKi 3aTPUMYIOTh, BUSBJISIOTH 1 TOBIIOMIISIOT.
Kommanist mpomanma monax 50 CBOiX aBTOHOMHHX pOOOTIB Oe€3IMekw, sKi
NpAIIOIOTh HA INTYYHOMY iHTENEKTi, Oimpmn Hik 20 KilieHTaM. IX KoHiuHi
' ATAPYTOBI POOOTH MAalOTh HYOTHPH KaMepH, IO MOXKYTb CKaHyBaTd
HOMepHI 3Haku Ta po3misHaBaTHm MAC-aapecn OKpeMHX MOOUIBHUX
TenedoHiB. Xoya poOOTH HE CXOXI Ha KIACHYHOTO TOMNIIisHTa B (opmi
CHHBOTO KOJBOPY, BOHHM TaTPYJIOIOTh 31 MIBUJAKICTIO XOAbOW, 11100
3abe3neynTH Oe3reKy paiioHy.

IxHro egexTHBHICTH 10 LBOrO yacy OyI0 BaKKO JOBECTH, ale 3a
TIOBEJIIHKOIO BOHH Hara1yloTh 'yMaHOITHUX pOOOTiB.

PoGoTn 31 IUTYYHMM IHTENEKTOM CTalOTh BCE OLIBII IOUIMPEHUM
IHCTpYMEHTOM 711 GOpOTHOM MOIIMIi Ta IHIINX MPaBOOXOPOHHHUX OPraHiB y
BCHOMY CBITI 31 3IOYMHHICTIO, alle HAWOIIDKYAM 9acoM, HAIlCBHO, pOOOTH HE
3aMiHATh JIONIEH, TOMy mIO I poboTa 3aiimae 167 micue 3 702, a Bummid
pedTHHT (TOOTO MEHIINIT HOMEp) 03HaYa€ MEHITY HMOBIPHICTD 3aMiHH.

Hayxosuii kepienux JI. C. Cazanosa

YJK 351.74:001.895](100)(06)
Muxuma TAJIAH

Xapxiscvkuii HayioHATbHUI YHIGEpCUMEM GHYMPIWHIX CHPAG

PO3BIJKA 3 BIIKPUTUX A’KEPEJI

PosBinka 3 Bigkputum kogom (OSINT) — me 30ip Ta aHawmi3 JaHUX,
310paHMX 3 BIOKPUTHX DKepen (BIIKPUTHX 1 3arajJbHONOCTYIHHX IDKEpe),
JUIsl CTBOPEHHS TPAaKTHYHUX po3BimyBanbHuX Aanux. OSINT B ocHoBHOMY
BUKOPUCTOBYEThCS Y (YHKIISIX HAIIOHABHOI OE3MeKH, MPaBOOXOPOHHUX
opraHiB Ta 0i3HEC-pPO3BIJKH 1 € HIHHUM ]ISl aHAJITUKIB, SIKI BAKOPHCTOBYIOTh
HekoH(iAeHLiiHI MaHi U1 BiANOBiNEeH Ha CEKpPEeTHi, HECEKPETHI YW BJAcHi
BUMOTH JI0 PO3BIJKH B MONEPEIHIX TUCIUILTIHAX PO3BIIKH.

Jxepema OSINT MoyxHA PO3IITUTH Ha IIICTh PiI3HUX KaTETOPild MOTOKY
iHpOopMAIIii:

3MI, npykoBaHi Ta3eTH, )KypHaJIH, paaio Ta TenedadeHHs 3 pi3HUX KpaiH
1 MiIXK HUMH.

IHTepHeT, oHNMAWH-BHAAHHS, OJOTH, AWCKYCIHI TpymnH, TPOMAASHCHKI
3MI (to0T0 — Bifeo mis MOOLITBHUX Tele(OHIB i CTBOPEHHIA KOPUCTyBadYaMu
koHTeHT), YouTube Ta iHII BeO-CAliTH COILIANBHUX MEpex (TOOTO —
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Facebook, Twitter, Instagram tomo). Lle mxepeno Takoxk BUIIEpeIKaE HU3KY
THIIIX JHKEpes 3aBASKH CBOEYACHOCTI Ta MPOCTOTI JOCTYILY.

[TyGumivHi mepXaBHI JaHi, 3BITH Jep)KaBHOTO YIPaBIiHHA, OIOKETH,
CITyXaHHs, TeJiepOHHI JIOBIIHUKH, Tpec-KOH(epeHLlii, BeO-CallTH Ta BUCTYIIH.
Xoua 11e pKepesio OXOAUTE 3 O(IIIHHOTO HKeperna, BOHO € 3aTajIbHOIOCTYITHAM
1 MOXX€ BUKOPHCTOBYBATHCS BiJIKPUTO Ta BUIBHO.

[Ipodeciitai Ta HayKOBI MyOiKaii, iHpopMaIlis, OTpUMaHa 3 KypHAIIIB,
KOH(pEpEeHLIii, CUMIT031yMiB, HAyKOBHX IIpallb, IUCEPTALlii Ta JHcepTaLlii.

KomepuifiHi maHi, KomepriiHi 300paxkeHHs, (piHAHCOBI Ta MPOMHUCIIOBI
OLIIHKYU Ta 0a3u JaHuX.

Cipa mitepaTypa, TeXHIUHI 3BIiTH, TPENPUHTH, TMATEHTH, poOodUL
JOKYMEHTH, JIOBI JOKYMEHTH, HEOIyOJiKoBaHI poOOTH Ta iH(popMaiiiHi
OroreTeHi.

OSINT Bipi3HAETHCS Bifl JOCIIIKSHHS THM, III0 BiH 3aCTOCOBYE MPOIIEC
IHTENeKTy MJIsI CTBOPSHHS IHAWBIOyallbHUX 3HaHb, IO MiJTPHMYIOTh
KOHKpETHE PillIeHHs! KOHKPETHOT 0co0U abo rpyIH.

OSINT Bu3Ha4Ya€eTHCS SK IUPEKTOPOM HamioHANBHOI po3Bimku CLLIA,
tak 1 MinicrepctBom o6oporn CLIA (DoD), sik po3BigyBanbHa iHpopMartis,
«BHTOTOBIICHA 3 3arajJbHONOCTYMHOI iH(opmamii, sika 30UpaeThCs,
eKCIUTyaTy€eThCsl Ta CBOEYACHO IMOUIMPIOETHCS Cepe]] BiANOBIIHOT aytuTopii 3
METOI0 ONpAIIOBaHHA KOHKpPETHA BHMOra M0 pPO3BIOKM». 3rimHo 3
BusHaueHHsIM HATO, OSINT — 1e po3BigyBaibHa iH(GOpMAILis, «OTpUMaHa
Ha OCHOBI 3arajbHOJOCTYIHOI iHQOpMarii, a TaKoX IHINIOI HECEKPETHOI
iH(opMalrlii, ska Mae 0OMexeHe MyOIiuHe HOIMMPEHHS a00 AOCTYII.

Open Source Intelligence (OSINT) — e iH(opMAITis, IO CTOCYETHCS
Oesreky, 3i0paHa 3 BUIBPHO JOCTYIHHX BLAKPUTHX JDKepen (HAIpHKIam,
COLIJIbHUX 1 TpodeciiHUX Mepex, HOBHH, BeO-calfTiB). s oTpuMaHHS
KopucHOi iH(opMarii 3 pi3HEX dYacTHH iH(opMamii BHKOPHUCTOBYIOTHCS
BIATIOBI/IHI aHANI3y IHCTPYMEHTH.

i mxepera MOXyTh OyTn OE3KOIMTOBHUMH a00 Ha OCHOBI IiJIIHCKH,
OHJIaiiH a00 odaiiH.

Open Source Intelligence ne obmexyeTbcs [HTEpHETOM, ame TaKoX
MOXE€ BHUKOPHCTOBYBAaTH BUIBHO JOCTYITHI 3aco0M MacoBoi iHpopmamii sk
JDKEpeIto, Taki SIK KypHaIH, IOICHH] Ta3eTH, pajlio Ta TeneOadeHHs.

OSINT Mo’kHa BUKOPHCTOBYBATH B 001acTi KidbepOe3neKky, HalpHuKiIa,
JUISL 37I0MY, COIAIBHOI iH)KeHepii, TeCTyBaHHS Ha NPOHUKHEHHS Ta aHAJIi3y
Oesneku. 3 1i€l NPUYMHKM OpraHizalisM Mae CeHC 30MpaTH Ta OIHIOBaTH
indopmariiro OSINT i BiOBIJHUM YHHOM pearyBaTH.

[Motenuilinnmu  xepenaMu € Gopymu Ta OJOrHM, comiajbHI Ta
npodeciitii Mepexi, 0a3u gaHux 3 nporpaMHumu nomuiikamu (Vulnerability
Data Bases), Deep and Dark Web, orosomenns npo po6oty, BeO-CTOPIHKH,
iHIIi mkepena [aTepraeTy.
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[lepeBaru iHTeNEKTy 3 BIAKPUTHM BHXIIHHUM KOJOM. Burpatn Ha
OTpUMaHHs iH(opMarii HU3bKI 4Yepe3 3pOCTaHHs CTYIeHS OUU(pyBaHHS Ta
BEJIMKOT KUTBKOCTI BUIBHO HOCTYIHOI iH(opMaii B IHTepHeTi.

3akymiBns iHpopMmanii Moxe OyTH JIETKO peayizoBaHa 3a JOIIOMOTOIO
ABTOMATH30BAaHHUX IHCTPYMCHTIB aHAJIi3y.

Pusuk BuUSBIEHHA HU3BKHH, OCKUTBKM JOCTYIl 10 iH(pOpMAIii
3IIHCHIOETHCS Yepe3 MyOliuHy iHPpacTpyKTypy Ta TEXHOJIOTI.

Kouncynomanm 3 mosu B. B. Kouuna

YJK 351.74:001.895](100)(06)
HAna TEJIYXA

Xapxiscokuil HayioHATbHULL YHIBEpCUMEn GHYMPIWHIX CHPas

IHHOBAIIMHI TEXHOJIOI'II B POBOTI HOJIIIIIT

Po3BuTok  TexHoMoOTrii Baxkko mepembauntu. [HPopMmamis  mpo
MOTEHIIHHO aKTyaJbHI TEXHOJOTii, OTpMMaHa SKOMOTa paHille, J03BOJISIE
AKTHBHO BUKOPHCTOBYBATH IIOB'SI3aHi 3 HUMH MOKJIMBOCTI JIJI1 iIHHOBAIIHHIX
OllepaTHBHUX METOJIB Ta METOMIB PO3CiiqyBaHHs. Po3poOka HOBUX METONIB
BUSIBJICHHSI BUOYXOBHX PEUOBWH, HAPKOTHKIB, 30poi Ta iHIIUX PEYOBHH, LIO
MalOTh 3HAa4YeHHsS JUI1 KPUMIHAJIBHOTO TEpeclifyBaHHS, a TaKOoX
CHCTEMaTH4YHEe BUNPOOYBaHHS HAassBHUX TEXHOJIOTIH BUSBIICHHS HaJIEXaTh JI0
OCHOBHMX 3aBIaHb y ILid ramy3l. HoBi TexHiuHi pO3pOOKM aKTHBHO
BIIPOBA/DKYIOTHCS Y BUKOHAHHS TOJIIIEHCHKIX 3aB/1aHb.

IHmuBimyansHi GioNoTiyHi 03HAKH (BIIOWTKH MaJbIiB, TOJIOC, OOIHYYS,
04l TOIIO) TAKOX OyIyTh BUKOPHUCTOBYBATHCS s iAeHTH]IKalii ocobn B
HaOMmmKIOMy MaOyTHbOMY. AJle CHOTOMHI BIIOMTKH TAIBIB OilbIne HE
3pIBHIOIOTECS BPYUHY, a 32 JOIIOMOTOI0 aBTOMaTHYHUX CHCTEM iIeHTH(IKaIii
BIIOMTKIB IAJIBIIIB.

CydJacHi TeXHOJIOTi, TAKTHKHA Ta HOBI CrocoOu 300py, (iKcyBaHHS Ta
nepenadi iHdopmarii Bxke JaBHO YBIWILIM B MOBCSAKACHHE JKUTTS MOJIILT.
36inblieHHss 00cary U(pPOBHX [aHUX CTBOPIOE BHUKIHMK JUIsSi OpraHiB
oesmeku. IlpoMy mporiecy Ciii HPOTHUIISATH CyYacCHUMH METOJaMU
IHTEJIEKTyaIbHOTO aHaizy. 3BHUYaiiHe NporpamHe 3a0e3MeueHHs] He 3aBXAn
MO’KHa BUKOPHCTOBYBATH At 1oTped moinii. ToMy 4acTto po3poOisioThest
CIIeLianbHi IporpamMHi 3a0e3NeYeHHs Ta METOIH.

Hogi iHdopmarniiiHo-KOMyHIKaIliifHi TEXHOJNOTII 3MIHWIM pIiBEHb Ta
IHTEHCHBHICTP TOJIIEHCHKOr0 KOHTPOIO. [0 HUX BiTHOCATHCS HOBI Bepcii
BiICOCIIOCTEPE)KCHHSA: BOHM HE JIMIIE JaloTh 3MOTY  BiJICTEXKYBaTH
TIepeMIIIIeHHs] JTIOAWHN Ha €KpaHi M0 MUIMX OyIiBeIbHMX KOMIUIEKCax abo
HaBiTh y HeHTpi Micta. BOHM BHKOPHCTOBYIOTH CHHEPTiI0 IHIIMX HOBHX
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TEXHOJIOTiM, HalpuKiIaa, OIOMETPUYHMX NPOLECIB, Ta aBTOMAaTU3YIOTh
KOHTPOJIb TPaHCHOPTHHUX 3aC00iB 200 JTr0ICH.

3pocTaroye MPOHUKHEHHS CYYaCHUX TEXHOJIOTIH Ta 3ac00iB KOMyHIKaIIii
B yci cdepH KHUTTS BiIKPHBAa€ HEMHUCIICHI JIOCI MOXIIMBOCTI JJIi BUYMHCHHS
KpUMiHAJIBHUX MpaBomopyiieHs. dexepanpHe yHpaBiIiHHA KPUMiHATBHOL
TOJMIIIT YBa)XKHO CHOCTEpirae 3a MpOrpecoM B IIii ray3i i po3pobiise BiacHi
CTparerii Ta METOIU SK U MPOQUIAKTHKH 3JIOYMHIB TaK i KPUMIHATEHOTO
TIepeciTilyBaHHsI.

Hayxoeuii kepienux I. M. Copoxkina

YK 351.74:001.895](100)(06)
Onekcandp TECIEHKO

Xapxiscokuil HayioHanbHULl YHieepcumem GHympiuHix cnpas

OIINHI'OBA ATAKA SK BU/l KIBEP3JIOUNHY

@immHr — e KOJIM 3JI0BMUCHHUKY HaJICWJIAIOTh HIaXpaichKi eIeKTPOHHI
JIUCTH, TPHUKHUIAIOYUCH Bl 3aKOHHWX KOMIIaHId, HaMaraio4much 3i0paTu
koHDieHIiitHY ocobucty iHdopMmamito. Yacto Oynmp-sKi TOCHIAHHS B
SNIEKTPOHHOMY JIMCTi IIepEeCIpSAMOBYIOTH Ha BeO-CallT, IO HAJICKHUTD
HIaxparo, TOMy 3aBXId OyJbpTe 00epekHi 3 iH(GOPMAII€l0, SIKY BH HaJaeTe B
IaTepreri.

OimmMHr — 1e THI aTakd COIaJdbHOI IHKEHepil, sKa YacrTo
BHKOPHUCTOBYETHCA JUIS KPAIiKKU JTAaHUX KOPHUCTYBadiB, 30KpeMa OOJIKOBHX
JIAHUX Ui BXOJAY Ta HOMEpIB KpemuTHHX Kaprtok. Lle BinOyBaeTbcs, koiu
3JI0BMUCHHUK, MACKYIOUHCH TIiJ] IOBipeHY 0c00y, 0OMaHIOE JKEpPTBY, OO BOHA
BIIKpWJIA ENEKTPOHHUH JIUCT, MHTTEBE TIOBIJOMIICHHS ab0 TEKCTOBE
noBigomieHHs. [loTiM onepkyBaya OOMaHOM 3acCTaBJSIOTH HATHCHYTH
HIKIZJIMBE MOCHJIAHHS, 110 MOYXE IPU3BECTH JI0 BCTAHOBIICHHSI 3JIO0BMHUCHOTO
MPOrPaMHOTO 3a0e3IIeUeHHS, 3aBHCaHHs CUCTEMH B PAMKaX aTaKH Iporpam-
BUMarauiB abo po3kputTs KoHpineHuiiHol iH(opMalii. ATaka MOXke MaTh
pyvHiBHI Hacmigkwu. Jng ¢i3MdHEX 0ci0 IIe BKIIOYAE€ HECAHKIIOHOBaHI
HOKYIIKH, KPaAiKKy KowTiB abo Kpaaikky ocoou. Kpim Toro, ¢immHr yacto
BUKOPHCTOBYETBCS, LI00 3aKPIMHUTHCS B KOPIOPATUBHHX ab0 YPSIOOBHX
MepeKax sK 4YacTHHA OUIbII MacIITaOHOI aTakd, HampUKIa[, IOMdis
posmmpenoi criikoi 3arpozu (APT). ¥V mpomy ocTaHHBOMY creHapii
CMIBPOOITHUKMA CKOMIIPOMETOBaHI, 1100 OOIfTH mnepuMeTpu Oe3meKH,
TIOMIMPUTH IIKI/UTMBE TPOTpaMHe 3a0e3NeUeHHs] B 3aKPUTOMY CEPEIOBHILI
a00 oTpUMaTy MPHUBIIEHOBAHMIA TOCTYII IO 3aXUINEHUX AaHUX. OpraHizaris,
sIKa TJIAETHCS TaKil aTaili, 3a3BUYail Hece Ccepio3Hi (DiHAHCOBI BTPAaTH Ha
JOIATOK IO 3HIDKCHHS YacTKHA PHHKY, PEIyTallii Ta JOBIpH CIIOKUBAYIB.
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3anexHo Bim MacmTaly cnpoba (INIMHTY MOXE IMEepPepoCcTH B IHIMICHT
Oe3neku, mics SIKOro KoMmriaHii Oy/ie Ba)KKO BITHOBUTHUCS.

@immHr  eNeKTPOHHOI TOIITH - e Tpa 4YHCel. 3JIOBMHCHHK, SKHH
pO3CHJIa€ THCSYl IIaxpalChbKUX IIOBIJOMJICHb, MOXKE OTPUMATH 3HAYHY
iHopmarliito Ta CymMH TpolIeH, HaBiTh SKIIO JIMIIE HEBEIUKUH BiJICOTOK
OJlep)KyBauiB MOTparuisie Ha ImaxpaiictBo. Sk Oyno moka3aHo BHIIE,
3TIOBMHUCHUKH BHKOPHCTOBYIOTh [EsIKi NPHAOMH, MO0 MiABHIIUTH PiBEHb
ycrixy. [To-mepirie, BOHU TOKIayTh YAMAJIO 3YCHIIh, CTBOPIOIOYH (MiIITHTOBI
TTOBiJOMJICHHS, I[00 iIMITYBaTH (DaKTUYHI JIUCTU BiJ TiIpoOIeHOi opraHi3arii.
Bukopucrannas omHakoBux ¢pa3, MpHQTIB, JOTOTUITB 1 MAMKCIB pOOUTH
MOBIJOMIICHHS ~ JIETITUMHAMH. KpiM TOro, 3JOBMHCHHKH 3a3BHYal
HAMAaraloThCS MiAIITOBXHYTH KOPHUCTYBA4iB JO [ii, CTBOPIOIOYM BiTIyTTS
HeBiakinaaHocTi. Hampuknan, sik Oysio noka3aHo paHiliie, eJIeKTPOHHHUI JIUCT
MOXKE 3arpo>KyBaTh 3aKiHYEHHSM TepMiHy [ii OOJIKOBOro 3amucy Ta
MOCTaBUTH OJICpP)KyBaya Ha TaiiMep. 3aCTOCYBaHHs TAKOTO THCKY TPH3BOJUTH
JI0 TOTrO, II0 KOPHCTYBa4 CTA€ MEHII CTapaHHUM 1 OLIBII CXHJIBHHM JIO
TIOMHJIOK.

Sk 3anobirty ¢inmHry? 3aXucT Bl (IIIMHIOBHUX aTaKk BUMAarae BXKHTTS
3aXOMiB K KOPUCTyBa4aMH, TaK 1 MmiampueMmcTBaMu. i1 KOpHCTyBadiB
Ba)KITMBAa TIJIBHICTH. [ligpo0iieHe TOBIAOMIICHHS YacTO MICTHUTh HE3HAYHI
TIOMMWJIKH, SIKI PO3KPHBAIOTh WOTO CIIPABXKHIO IMCHTHYHICTh. BOHM MOXYTh
BKITIOUaTH opdorpadivxi moMunky adbo 3MiHu 1oMeHHHX iMeH. KopucryBaudi
TaKOX TIOBMHHI 3yNWHHUTHUCS 1 TOJyMaTH, YOMY BOHH B3araii OTPHMYIOTh
TaKUM €JIEKTPOHHUH JIUCT.

Koncynomanm 3 mosu B. B. Kouuna

VK 351.74:001.895](100)(06)
Inona THMO®IEHKO

Xapxiscokuii HayioHANbHULL YHIBepCUmMem 8HYMPIWHIX Cnpas

IHHOBAIIMHI TEXHOJIOI'TI B ITOJIILIIT

BaximBy ponb y HisUTBHOCTI IPAaBOOXOPOHHMX OpraHax, Bifirpae
37I04MHHICTh. BOpOTHOA 31 3JI0UMHHICTIO BENEThCS B YCiX KpaiHax, pi3HUMHU
JICp>KaBHUMH OpTaHi3allissMHi, MiAMPUEMCTBAMH, TPOMaIsHAMU. 3arodiratu
3JI0YMHAM TOTPIOHO HA TIOYATKOBOMY €Tamli, KOJH 3JIOYMHEIb TLUTBKA
3aMUIILTSE Ta IUTaHY€ BUNHCHHS TIEBHOTO JIISTHHS.

Ha cporommimmHifi JeHb, €(pEKTUBHICTH MisUTBHOCTI TPABOOXOPOHHIX
OpTaHiB, 3aJCKUTh B TEXHIYHOTO OCHAMIECHHs. SIKmo OyTH TOYHININM, B
MIPAaKTUYHY JisIbHiCTh opraHiB HarionansHol momimii YKpaiHu, IIMPOKO
BIIPOBAKY€ETHCA 3JiUyBajbHA TEXHIKA, aBTOMATH30BaHI po0Odi MICId, SKi
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o0JyiaiHaHi Cy4aCHUMH INEPCOHAIBHUMH KOMIT I0TEPaMH Ta BEIIMKOI 0a3010
nanux. lle mormomarae NMpakTHYHUM TpaniBHUKAM, BOHH MEHILE BUKOHYIOTH
OJJTHOMaHITHY po0O0Ty, TOOTO BCs Mpallsl TOKJIaeHa Ha TEXHIYHE OCHAICHHS.
CpOrojiHi, TEXHOJIOTIi JOIOMAraroTh 3HaXOJUTH PILIEHHS NPH PO3B’s3aHHI
PI3HOMaHITHMX THTaHb, JAIOTh MOXJIMBICTh LIMPIIE BHUBYATH IPOLECH,
po3ibparu ix.

B ymoBax 3pocrarouoi KoMI'roTepu3amii, y TOMy 9YHCHI 1 B
Harionansroi momimii YkpaiHu, TOJOBHOIO METOIO IIPOIECy PO3BHUTKY, €
HaJaHHSA KypCaHTaM, CTy[JeHTaM Ta ciyXadaM 3akianiB Bumoi ocBitu MBC
VYkpainu, npaniBHIKaM opraHiB HarioHanmpHOT modimii criemianbHIX 3HaHb,
yMiHb Ta HABHYOK 3 IHOBALIMHMX TEXHOJOTH Ta iHGOPMAIIHHOTO
3a0e3nedyeH st X MpogeciiHOl MisUTbHOCTI, SIKI e()EeKTUBHO BUKOPHUCTOBIOTH
KOMIT'IOTEPHY TEXHIKy Ta cy4acHi iH(poOpMamiiiHi TexHoJorii y cBoiid
OIIEPATHBHO-CITYK00BIH MIsSUTEHOCTI.

OyHKIIS MUTTEBOTO YaTy € BKJIMBUM IHCTPYMEHTOM JUIS CITUTIKYBAHHS
B P&XKUMI PEaJIbHOTO Yacy 3 XBOPHMH MallieHTaMu abo MaIlieHTaMy B MackKax,
a TaKOX TIIyXUMH. A ciry>KOM BU3HAUEHHS MICLIE3HAXO/PKEHHsI 3aCHOBaHI Ha
MiCIIE3HAXO/PKEHHSI TIPUCTPOI0 aDOHEHTA, IO J03BOJISIE TOYHO BU3HAUMUTH, 1€
nepedyBae ocoba. Hespaxaroum Ha Te, IO I CTEXKEHHS 32 JIOIbMU
HEOOXITHO MaTH CHeUiabHWIA JO3BLT Bil BIiIIOBITHWX YCTAaHOB, ICHyE€ HE
MeHIIIe TPHOX CIIOCO0IB, SIK MOXKHA JI3HATHCS MICIC PO3TAIIyBaHHS JFOIUHA
3a Horo HomepoM Tenedony. Lle OyBae HEoOXiHO, KOIU MOTPIOHO 3HAWUTH
IWTHHY, 0 3aryomnach abo 3704YMHLS, 10 B Homyky. Ilomyk mozed 3a
HOMEpOM TeiepoHy MOXKIIMBHUIL depe3 cremianizoBaHi nporpamu. Lli 3HanHS
MOTPiOHO MOKpAIlyBaTH 1 pO3BUBATH 4Yepe3 iH(pOpMaLliifHi TEXHOJIOT 1.

Komu BmapuB COVID, Oarato odiuepiB 3po3yminu, 1o ¢QyHKIii
MHTTEBOTO YaTy TAKOX JONOMIraroTh IM 3MEHIIUTH MOTPeOy B OCOOMCTHX
3ycTpivax Jyisi pyTHHHOI poOOTH MOJIiIii, IKy MOXKHA OyJio O BUKOHYBATH IO
TenedoHy.

Xoua 11i TeXHOJIOTIT Oy CTBOpEHi a00 BIIOCKOHANIEHI, II00 JOMOMOITH
MPaBOOXOPOHHHM OpraHaM aJalTyBaTHCS IO YMOB, IO 3MIiHIOIOTBCS Yepe3
maggemito COVID-19, Garato 3 1mmx mnpoOiieM iCHyBanw JO THaHAEMIl i
NIPOIOBKYBAaTUMYTh ICHYBaTH, KOJIU CBIT HPHCTOCOBYETHCS 10 HOBOI HOPMH.

CriportieHi mporiecH MPI3BEAYTh 10 OUTBIOI Oe3neku st CriBPOOITHHKIB
MIPaBOOXOPOHHHUX OPraHiB 1 JIOJEH, SKUX BOHH OOCIYTOBYIOTH, TOTPiOHO
TIOKpAIUTH 0013HaHICTh y cepl IHOBALIMHUX TEXHOJIOTIH, TOAI MOKPAILUTHCS
TOYHICTH BU3HAYEHHS MICIIE3HAXOLKEHHS, IIBHILIEC IOYHYTh PO3BHBATHCH
(YHKIIT MUTTEBOTO YaTy, OUIbIIIE aBTOMATH30BATH pO0OUl MiCIIs, sIKi 00J1aIHaH]
CY4aCHUMH IIEPCOHAJIBHUMHU KOMII'IOT€pAaMHU Ta BEJIHMKOIO 0a30f0 JaHWX, TOJI
3pocTe J0Bipa HaceJIEeHHs JI0 IIPABOOXOPOHHHX OPraHiB, a 11 TOJIOBHE.

Moenuii koncynomanm A. B. Binoycos
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Enveipa TKAYEHKO

Xapxiscokuii HayioHANbHUIL YHIGEpCUMem GHYMPIUHIX Cpas

HOBITHI TEXHOJIOT'Ti JOITOMAT AIOTB IMOJIIIIT BOPOTUCS
31 3JIOYUHHICTIO

[MoniniiiHi MamyHA MPOWILIA JOBIMi IUIAX 3 TOrO 4Yacy, SIK MEepIIHi
NOJTIIHHKUI aBTOMOOUTH BUIXaB Ha ByiuIll AkpoHa, mrar Oraiio, y 1899 poui
(3 cupeHOIO Ta KAMEPOKO IS VB’ I3HCHUX B 33 [HIM YaCTHHI MAIITUHN).

[HHOBalii B cy4YacHMX NOMIMIHHMX MammHax (1 THX, sKi OynyTh y
MaiOyTHHOMY) TIPHBENH JI0 TaKHX OHOBJIEHb, SIK BUKOPHCTaHHS KJaBiaTypH
HOyTOyKa, IUTaHIIETIB i BOyIOBAaHNX KOMII IOTEpIB, MminkmodeHux 10 Wi-Fi,
IO Hagae IOJIL[ISHTAM MepeBary MaTH MHUTTEBHU JOCTYN JO BaKIUBOL
iH(pOopMaIlii, cucTeM 3B’s3Ky TOIIIO.

Posmmpeni MOXIMBOCTI  BifieopeecTparopa OyXe KOPHCHI I
CToCTepe)keHHS Ta 300py iH(poOpMarii, a TakoX U1 JOKa3yBaHHA Ta
mig3BiTHOCTI. DyHKIT O€3MeKW TMOMIISAHTa B MAalldHAX HACTYIHOIO
NOKOJNIHHS ~ (Hanpukiad, OpoHEOilHI KyJlIeHenpoOWBHI JBEpi) TaKOK
BIOPOBA/DKYIOTHCS. B JIesKi  MOJNILIHHI ~ MallMHH, a  MOJKIJIMBOCTI
HariBaBTOHOMHOI TEXHOJIOTI BXKe Y HelaJIeKOMy Mail0yTHbOMY.

Ta * cama TEXHOJIOT, sIKa Ja€ MOXJIMBICTh 30MpaTH MUTO 3a MPOI3,
ABTOMAaTHUYHO CKaHy€ Ta 3aHOCHTH y 0a3y NAHUX peecTpaliiiHi HOMepu Ta
JITEpH HOMEPHOT'O 3HaKy, 00 CTATHYTH IUIATy, 3apa3 BHKOPHUCTOBYETHCS
TIOJIIIEr0 Il PI3HUX IIUICH, Bii BUSIBICHHS BHKPAJCHUX aBTOMOOLUIIB 10
HA3/IOTaHSHHS JIFOJICH, SKi MalOTh aKTHUBHI OpJiepy ab0 MOHITOpHHT «Amber
Alertsy». OnHaK TEXHOJOTII, AKi MPABOOXOPOHHI OPTaHA BUKOPHUCTOBYIOTH IS
ABTOMAaTHUYHOTO PO3Mi3HaBaHHSA aBTOMOOUTEHHX HOMepiB (ALPR), 3pobmmm
1I1e OJIFH IHHOBAIIIHUH KPOK yIiepe]t.

Hogitast Ttexmomnoris ALPR moemnye odimifiHy  TEXHOJOTiO
imenTrdikamii 3 LI (TydHrM iHTENEKTOM), IO Hagae MPaBOOXOPOHHUM
opraHaM IIpaBo HaiHHO Ta MMOCTIJOBHO iIeHTH(IKYBaTH HOMEPHI 3HAKH.

3a gomoMoror IITyyHoro iHtenekry kamepu ALPR  moxyTh
ieHTHdiKyBaTH MapKy, MOJIENIb Ta KOJIip aBTOMOOLUIIB HaBiTh MPH CIIA0KOMY
OCBITJIEHHI Ta TOTaHIi TOTOJi, PO3PI3HATH OKPEMi CHMBOJIM Ha HOMEPHHUX
3HaKaxX, BUSBIISITH HOBI HOMEpHI 3HAKW B Mipy iX NOSIBU Ta PO3IIMPIOBATH
0a3y JJaHUX OHOBJICHUMH Ta HE3HAHOMHUMH 3pa3KaMH.

Hayxosuii kepisnux JI. C. Cazanoga
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IOnia TYAXOBA

Xapxiscvruil HayioHanbHUIL YHIGepCUmMem GHYMPIUHIX Cnpas

NMEPEIIKO/A B OPTAHIBALIMHUX KOMYHIKAIIISAX

[Mepemkony, 1O BHHHUKAIOTH Yy cdepl KOMyHIKalid, MOIUISIOTH Ha
HEPEIIKO/IM B KOMYHIKaIlisIX Mi>k 0co0aMK Ta B OpraHi3aljiiHuX KOMyHiKallisix.

Mo Gap’epiB Ha NIISIXY MDDKOCOOOBUX KOMYHIKAIIH BiTHOCSTh:

- IEPEIIKO/IH, 1110 3yMOBJICH] CIIPUHHATTSIM;

- CeMaHTH4HI Oap epw;

- HeBepOaIIbHI TIEPEIIKOIH;

- TIOTaHU 3BOPOTHI 3B SI30K;

- HEBMIHHSI CITyXaTH.

[Nepemkomamu B opraHi3aniiHIX KOMYHIKALIsX €:

- BUKPUBJICHHS [IOBIJOMJICHE;

- iHpopMaIIiiHi IepeBaHTAKEHHS;

- HE33/I0BUIbHA CTPYKTYypa OpraHizaifii.

B crarTi Oyae po3ristHyTO MEPEHIKOM B OPTaHi3alliitHUX KOMYHIKAIisfX
B TOJTIEHUCHKIH cdepi.

[MepmM IyHKTOM MOXe OYyTH-BHKPHBIICHHS ITOBIZIOMJIEHb, II€ KOJH
iHopmariss pyxaeTbcsi BCepeAMHI oOpraHizamii Bropy # yHH3, 3MicT
MOBIIOMJICHb JICIIO 3MIHIOEThCSA. Take 3MIHEHHS MOXKe OyTH 3YMOBJICHO
30BCIM pI3HUMH TpHYMHaMH. [lOBIZOMIIEHHS MOXYTh BUKPHUBIISITHCS
BHIIAJIKOBO Yepe3 TPYIHOINI B KOHTaKTax Mix ocobamu . Komu kepiBHUK He
3rOJICH 3 1H(QOpPMAIIi€r0, TIOBITIOMICHHIM MOKE BUHTH CBIiZOME BHKPUBIICHHS
iHpopMarii . ¥V Takomy pa3i BiH MOAH(IKYy€e TOBIIOMICHHS TaKHUM YHHOM,
100 3MiHa 3MicTy BiiOyBayiacs B Oro iHTEpecax.

Uepe3 BUKPUBICHHSA IOBIIOMJICHP MOXYTh BHUTH TIpOOIeMH OOMiHY
iHpopmaryii Takok MOXyTh OyTH YyHachiiok ¢inbrpamii. Y KOXKHIiH
oprasizatii QpiIBTPYIOTh iHPOPMAIIiO, IKY BOHH OTPHMYIOTh, JUIS TOTO IMI00
MIpaBIIIFHE MTOBIJOMIICHHS BIANIPAaBUTH IO MPABIIHHOTO BiIJUTy OpraHi3amii
a0o0 Ha IHILIUIA PiBEHb.

Jist Toro o6 nprckopuTH pyX iHdopmarii B opratizaiiii pi3HOMaHITHI
BIZIOMOCTI CIIPOIIYIOTECS TIEpE HalpaBJIeHHsIM Y Pi3Hi CETMEHTH OpraHizartii.

Uepes pi3Hi CTaTyCH PIBHIB OpraHisarlii, IIOBiIOMJICHHS , [0 HAJAXOAAThH
"Bropy" uu "BHU3" MOXKYTb OyTH BUKPHBICHUMH.

Yacto uymM BuIE cTaTyc piBHS oOpraHisamii , BHAciHilok HaOyBae
TeHACHIIS HaJaBaTH IM JmIe NOo3uTHBHY iH(opmarito. [licns mporo, sk
TIPaBUIIO, BiOYBA€EThCA T€, IO CHIBPOOITHHK (MMiAIeTNiT) He iHPOpMye CBOTO
MPSAMOTO HaYaJbHUKA PO AKYyCh IpoOiieMy, ab0 MOTEHIIaNBHY MPoOIeMy,
OCKUTBKH IIe BXX€ Il Hhoro "He OakaHa (He MO3WTHBHA) iH(opmaris'.
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HacrynHuM 4rHOM BifOyBarOThCs 1HIINI MOAIT, MiJIErsl Jaji MOBiIOMIISIOTH
CBOTO HayaJIbHUKA JIMIIE Npo Ty iH(opMmalio 3a 5Ky 0 BOHM OTpUMAaIN
CXBaJIeHHs1, 00 Te 110 BiH X04Ye MOYyTH.

Lle BBa)kaeThCS HAMMOIMPEHIIIO MPHYMHOIO BUKPUBJIEHHS iH(OpMallii.

Hayxoeuii kepisnux A. B. binoycoe

VK 351.74:001.895](100)(06)
Apina YCEHKO

Xapxiscokuil HayioHaATbHULL YHIBEpCUmMenm GHYmMpIUHIX Cnpas

ABTOMATHWYHI TPUCTPOI HA CJIYKBI ITOJITIIII

ABTOMAaTH3aIlisg — ¢ IIUPOKE MOHSITTS, SKE OMUCYE BCI MPOIECH, SKi
BUKOHYIOTHCSI QBTOMATHYHO 3a JOMOMOI'OK0 MPOTrPaMHOro 3a0e3rneucHHs abo
pobotiB. ToOTo e 3aBmaHHs, SIKI BHUKOHYIOTBCS 0€3 ydYacTi JIFOJIUHH.
PoGoTH3amisi OXOIUTIOE JIMIIE Ty YAacTUHY INi€l MPAKTUKH, KOJIM Ha 3MiHY
JIFOJISIM TIPUXOJISITh aBTOMATHYHI MEXaHi3MH.

INosiBa KepoBaHMX JEP’KABOIO ABTOHOMHMX IOJILEHCHKUX POOOTIB HE
BUTIIAE SIK TiepenOadeHHs B HAyKOBO-(paHTaCTHYHMX (QiTbMax. Apmis
poboTiB 3i 30po€ro He BHOWBAE IBepi 3 METOK HAKIAJAaHHS aperTy.
[omiueiiceki poGOTH, MOXKIMBO, HE 3MOXYTb 3aBAATH IIKOAHM JIFOISM, SK
030po€H] IPOHH-XMKAKH, SKi BHKOPHUCTOBYIOTHECS B 000, aie, sIK TOKa3ye
icTOpisl, BUKJIMK TOJIIIIi] MOX€E BUSIBUTUCS HE MEHII CMEPTEIBHIM.

[Tomine#icbki pobOTH CTBOpEHi I HAJAHHS JTOCTYITY IO CHTYAIl, SIKi €
HEJIOCTYITHUMH a00 HeOe3MeYHHMH JUIs LIBHUJKOTO pearyBaHHs, i MOXYThb
MaHiIyJroBaTH 00’€KTaMH, a TakoX 30upatd JaHi 3a JOIIOMOTOIO
pi3HOMaHITHUX TexHoJyorid. CuTyauii BHMararoTh 3aCTOCYBaHHsS pOOOTIB,
MPUIATHUX TSI PI3HOMAHITHUX CEPEJOBHII 3 PI3HUMH MOXKJIMBOCTSIMU
Tepeiadi TaHuX i 3B°S3KY.

Tak nanpuknan, podoram Knightscope motpiOHi kamepu [uisi HaBiramii
Ta TmpoxomkeHHs MicueBocti. Ili  pobotm  ocHameni OaratbMma
iH(padyepBOHUMH KaMepaMH, 3IaTHAMH 3YHTYBaTH HOMEpHi 3HaKH. BoHm
TaKOX MaroTh OE3POTOBY TEXHOJOTIIO, 3MaTHY iAeHTH(IKyBaTH cMapThoHH
B MeXax cBoro aianazony 10 MAC Ta IP.

[omimiss mpupinsie 6araTo yBaru TECTYyBaHHIO «COOAaK-poOOTIBY, AKHX
BOHA BUKOPUCTOBYBaJIa B KUIbKOX CHTYAIlisIX, B TOMY YHCII JJIs JOCTaBKU DKi
B CHTyalil 3 3apy4YHUKaMH Ta JUIS PO3BIAKH MICI, KOJM OIS
no0oroBaacs, 10 MOXKE XOBATHCS HEOE3MEUHHUH CTPIICLb.

Hayxoeuii kepisnux JI. 1. Pycanosa
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Inna YCTUMEHKO

Xapxiscvkuii HayioHAnbHUIL YHI8EpCUmMem 8HYMPIWHIX CHpas

IHHOBAIIMHI TEXHOJIOI'Ti B IMOJIIIIIi

VY XXI cromnitTi 3’sIBUJIMCS HOBI IHCTPYMEHTH Ta Kareropii B 00poTh0i 31
3N0YMHHICTIO. TeXHOOTi 3MIHIOIOTHCS, 1 BCe OUIBIIE ACApTAMEHTIB MMOJTIIIii
BUKOPUCTOBYIOTH JIPOHH SIK 04i B HeOi. Y 2016 powi i TeXHONOTIl TiNbKu
BIPOBA/UKYBAINCS B BIJOMCTBAaX, a Temep, 31 MIBUAKAMH TEMIIaMH
TEXHOJIOTTYHOT'O PO3BUTKY, IiPO3/IIJIM 3HAXOAATh HOBI IHHOBAMLilHI criocoon
BUKOPUCTaHHS IMX NPHUCTPOIB ISl IMIJBHIIEHHS T'POMAJCHKOi OE3MeKH,
3aTPUMaHHSI 3JI0YMHIIB TA MOPATYHKY KUTTSL

JlpoHHn, HarpyIHI BiJeOpeecTpaTopH, NporpaMHe 3a0e3leUeHHs Uit
po3Mi3HaBaHHA OONMYYsA, INTYYHWH IHTENEeKT Ta ©Oarato IiHIINX €
HaMBaXTUBIIIMMA TEXHOJIOTiIMH, SIKi 3a0€311eUyI0Th IPaBOOXOPOHHI OpraHd
HOBHMMH MOYJIMBOCTSIMH JUIS 3aXUCTY Ta HECCHHS CITyKOH.

IMporpamHe 3abe3nedeHHs1 A8 PO3Mi3HABAHHS OOJIMYYSl € OJIHIEID 3
HAWOUIBI CYNEPEWIMBHX TEXHOJOTIH, Mo 3'sBuiaucs B momimii. Komu s
CHCTEeMa BIEpIIe MOTparuia J0 MPaBOOXOPOHHHMX OpraHiB, Oarato Joaei
Oymu cTypOoBaHi THM, 110 ii BUKOPUCTAaHHs HeeTuuHe. Ha miacTs, 11e He Tak, i
CHCTEMa pO3ITi3HaBaHH OOIMYYS BUSIBISETHCS €PEKTHBHHM 1HCTPYMEHTOM
PO3CITiTyBaHHS.

MeToro MporpaMHOro 3a0e3MedYeHHs Ul PO3Mi3HABAaHHS OO € Te,
0 B JEKUIPKOX BHII3JKaX BOHO JIONIOMOXKE MiABUIIUTH Oe3neKy. 3a
JIOTIOMOTOI0  TIPOTPAMHOTO  3a0€3MEUeHHS JUIS  PO3II3HABAHHS — OOIIYYs
noniisaT Helo-Mopka 3MOITIH 3HANTH Ta 3aTPHUMATH IiJO3PIOBAHOTO Y
3rBaNTYyBaHHI mpoTsroM 24 romwH. OCKUIBKM CHCTEMa PO3IMi3HABaHHS
o0ImIYst Tyxe TMepcneKTuBHa, MiHicTepeTBO BHYTpIilmHBOI Oe3meku CILIA
cTBepmxye, mo g0 2023 poky ii OymyTs BHKOpHCTOBYyBatH cepen 97%
MIO/IOPOXKYFOUHX.

[Momimiss Be OiMbIIE CTONITTS BHUKOPHUCTOBYE BIOWTKH MAajbLiB UIA
inentudikauii mozaeit. Temep, okpiM posmizHaBanHs o0mmuds Ta JIHK,
MIPaBOOXOPOHHI OpraHM IMOCTIHHO BHUKOPHCTOBYIOTh KOMIUICKCHI JaHi
OiomerpnuHux (i TOBEMIHKOBHX) XapakTepUCTHK. Jl0 HHMX BIIHOCHTHCS
pO3Mi3HaBaHHS TOJIOCY, BIOMTKIB JIOJIOHb, BEH 3all’sSCTs, PO3Ii3HABaHHS 110
paiiy>kHiii 000JIOHLI, aHaJII3 XO/IM Ta HABITh CEPLIEOUTTSI.

Hayxoeuii kepienux JI. C. Cazanoga
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Jlap’s ®APTYIITHA

Xapxiscokuii HayioHANbHULL YHIBEpCUMem GHYMPIUWHIX Cpad

HOBI TA BIOCKOHAJIEHI TA/UKETH IOIIOMAT'AIOTH
MOJIIII MIHHEATIOJIICA 3AITIOBII'ATH 3JIOYMHAM

Poborta mosimiaHTa paHillle BBaKaJacs IOB’S3aHOI0 31 3BUYAHHUMH
TIepeBipKaMy  TPAHCIIOPTHUX 3aCO0IB Ta KYyTOK POOOYMX JOKYMEHTIB. AJie
CBHOTOZIHI BCE 3MIHMJIOCA. TeXHOJIOTIuHI 3MiHM B IPAaBOOXOPOHHHMX OpraHax
HaKJIa[aloTh CBii BiIOMTOK Ha MOJILIMHI BLAJIIM MO BCii KpaiHi, OCKiIIBKU
HOBI Ta BIOCKOHAJEHI TapKETH CTAlOTh JOCTYHMHHUMH, 100 TOMOMOTTH
TOJIIiaHTaM 3amoOirTH 37104nMHaM. € HaWKpamli TaKeTH, SKi MparliBHUKA
NPAaBOOXOPOHHHUX OPraHiB MOXYTh BHKOPHCTOBYBAaTH, U100 BHKOHYBAaTH
CBOIO po0OTYy Ta 3poOuTH CBili paifoH OesmeuHimmM. PoGoTtm-kamepu 3
JUCTAaHLIMHUM YIIpaBIiHHAM (poOOTH30BaHI KaMepH) € OIHUM 3 TEXHIYHHX
3aco0iB B apCeHaTi BiYILTIB TOMIIiT MiHHearotica ChOro IHi.

[NonimiaHTH HE MOXYTh OYTH OIZHOYACHO HA YCIX MICIIIX CKOEHHS
37I0YMHYy, a JesKi CcHuTyamii 3aHaaTo HeOe3neuHi, 00 pH3HKyBaTH
BIJIMPABJICHHAM Tyau mojimiantiB. Ock YoMy poOOTH OyJH CHEHiAIEHO
PO3pO0JICHI IjIsi BUKOPHCTAHHS B MICILIX, O SKUX IOJII[IaHTH HE MOXYTh
micratucs Oesreuno. Komm Hajaro HeOE3MEYHO BIANPABUTH MOIIIiIaHTAa Ha
MicClle CKOEHHSI 3J104MHY, a00 B Oyab-sKiil cuTyarlii, sika BUMarae "o4ei", ne
HEMae€ YiTKOI KapTHHHM OIJIAY, MOJILis MOXKe IOKIaAaThucs Ha pOOOTH30BaHy
kamepy. [IpucTpiif Ma€e eNeKTPOIBUTYH i CIeIialibHI KoJieca, SKi JO3BOJSIOTh
HOMy pyXaTHCs, MiIHIMATHCS 1 MPOBOJMTH JOCIHIIKCHHS, 33 OaKaHHIM
MoJImiaHTa, SKUA Kepye HHM [UCTaHIINMHO, IO JoloMarae yoOepertu
moJimianTa Bix HeOe3meku. PoO6oTH30BaHI KaMepyu MOKHA BHKOPHUCTOBYBATH
SIK y IPUMIILIEHH], TaK 1 Ha By/uii. ¥ MiHHearomici nomimist BAKOPUCTOBYE iX
IUIA BUSIBIEHHA OOMO, 3aCTOCOBYIOUM MYJBT AWCTAHI[IMHOTO YIIPaBIiHHS,
100 TOCNaTH X IMif] TPAaHCIIOPTHI 3aCO0H JUIS MTOIITYKY IiT03PLTAX MaKyHKIB.

3aBsgKkM  Iiif  poOOTM30BaHIM Kamepi, YIpaBIiHHI pPOOOTOM 3
JVMCTAHI[ITHAM KepyBaHHAM OUIbIIIC HE € OUTA40I0 Mpiero. [lomimiaHTu
MOXYTh BIANIPABUTH IX Yy BaXKOMOCTYIHI Micls, a0o Micmg 0e3 diTKOi
BUAMMOCTI Ta O€3MEYHO KepyBaTH HHUMHU AuCTaHIiiHO. [lomimianTn
BUKOPUCTOBYIOTh IF0 POOOTH30BaHY TEXHOJIOTIO HE JIMIIE JJIsi BUSBJICHHS
60MO, ane i 1yt O0IIyKY MiO3piuX OYAMHKIB 1 TPaHCIIOPTHHUX 3ac00iB.

Aune € 1 1esiki 0coONMBI BUMOTH, KOJIM CIIpaBa JI0XO/UTH JI0 eKCILTyaTarlii
uporo mpuctporo. [lo-meprre, moMimiaHTH MalOTh OyTH  CHEIiajbHO
MATOTOBNEHI 11 KepyBaHHA HHUM. llo-nmpyre, mig Yac BHKOPHCTaHHS
NIPUCTPOI0 Ha HEeOE3NeYHOMY MICIi 3JI0YMHY OIlepaTtop IOBHHEH OyTH B
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CYIPOBOIi CIIBPOOITHHKA, 00 MPUKPUTH Ta 3aXUCTHTH HOT0, OCKIITBKH HOTO
yBara Oyjie 30cepe/KeHa Ha PUCTPOL.

Hayxosuii kepignux Onexcanop OniwiescoKuil

YK 351.74:001.895](100)(06)
Cepein XAPA

Xapxiscokuil HayioHaTbHULL YHI6EpCUmem GHYmMpIuHIX cnpas

PO3MNI3HABAHHSI OBJINY Y PEAJIBHOMY YACI: JOCBIJ
BEJIMKOI BPUTAHII

TexnomOTis po3Mi3HABaHHA OOJIIY BUKOPHCTOBYETHCS JUTS imeHTH(IKamil
oci6 abo s miaTBepmKeHHs ocobuctocTi. Hanpukmnan, momirist IliBnernoro
VYenbcy BUKOPHCTOBYE TEXHOJIOTIIO PO3Mi3HABAHHS OOJIUY IS 3armo0iraHHs
Ta BUSBJICHHS 3JI0UHHIB 1 3aXHMCTY BPa3JIMBOi KaTeropii ocio.

TexHouorisl po3Mi3HABaHHS O0JIMY aHAI3y€e KIIFOYOBI PUCH OOJUYYS Ta
CTBOPIOE MaTeMaTH4YHE TIpeAcTaBlIeHHs IwmX puc. IlotiM mi puck
TIOPIBHIOIOTECS 3 MaTEMaTHYHUM MPEJICTABICHHIM JI0JaHuX o0nm4 y 0azy
JaHuX, TeHepytoun MoxmBi 30irm. Ilomimis IliBgenHoro VYenscy
BHKOPHCTOBY€E pO3Mi3HaBaHHA oOmmd B peanmsHOMy dYaci (LFR). ®ymkmis
posmizHaBaHHSA 0o0mmy y peampHOMy daci (LFR) mopiBHIOE 300pakeHHS
o0MIYs 3 KaMepH B PEKUMI pealbHOTO Yaci i3 3a3[Jalierilb BU3HAUYCHUM
cuckoM. JlaHa ~ TEXHONOTiS  BUKOPHUCTOBYETBCS  JUIi  BU3HAYEHHS
MICIIe3HaXO/DKEHHS 0Ci0, SIKi CTAaHOBIATH IHTEpeC U MOMNIIil, MIIIXOM
CTBOpEHHSI CIOBIIIEHHS, KOJHM 3HAXOOUTHCS MOXUmBHH 30ir. Ilepen
BuKkopuctaHHsM LFR  cTBoproeTbcsi CIUCOK  MPaBOMOPYLIHHUKIB, SKHX
PO3IIYKY€ MOt Ta Cyl. Y CIHCOK CIIOCTEPEKEHHS TAKOXK BXOISTD JIFOJIH,
SIKI MOXXYTb CTAQHOBUTH HeOe3reky mis cebe uu iHmmx. [licns orpumaHHs
CTIOBIIIEHHS ITPO MOXJIMBHH 30ir odilep NOpiBHIOE 300paykeHHsI 3 KaMepH 3
JIFOJTMHOIO, SIKY 0a4yMTh, 1 BHPIIIYE, YA € HEOOXITHICTH PO3MOBIISITH 3 HEIO.
Oco0u, siKi He BKJIOYEHI JI0 CIHCKY CHOCTEpEeXEHHS, HE MOXYThb OyTH
inenTudikoBani. TexHONOTIS pO3Mi3HABaHHA OONMMYYS B peaJbHOMY 4Yaci
BBAKAETHCS MI€BOI0 Ta €(EKTUBHOIO TOMILEHCHKOI0 TAKTHKOIO JUIS
3amo0iraHHs Ta BUSABJICHHS 3JI0YMHIB, 2 TAKOXK 3aXUCTy HAHOLIBI BPa3IMBUX
BEPCTB HACEJIEHHS HAIIOTO CyCIUILCTBA. [lomimis 3a3BM4Yail BUKOPHUCTOBYE IO
TEXHOJIOTII0O Ha TPOMAJCHKHX 3axomax 1 B JrogHUX Micisax. [lomimis
[liBgenHoro Yenscy poOUTh yce MOXKIHBE, 100 MTOBIJOMHTH IPOMAJICHKICTh
PO T€, 1€ BOHH BHKOPUCTOBYIOTh TEXHOJOTIIO PO3Mi3HABAHHA OOIHTYS,
HaNpuKIaJA: OHJAMH, Tepel BHUKOPHUCTAHHSIM; 3a JOINOMOIOK Beb-caiTy
noniii  [liBgenHoro VYenbcy, Ha sKoMy TyONiKYIOTBCS —pe3yJbTaTh
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Bukopuctanus LFR; 3a mormomororo miakaTiB Ta BuBicok 3 QR-komamu, 11100
monu 3HaiH, mo LFR BUKOpHCTOBYETBCS 1 KyIM BOHH MOXYTbH 3BEpPHYTHCS,
mo0 3HAaWTH 1oJaTKOBY IHQOpMAIlio, a CHIBPOOITHUKK MOMILIT 3aBXIH
TOTOBI MOSICHUTH TI'POMAJIChKOCTI, sk mpamtoe LFR i womy BoHum ioro
BHUKOPHCTOBYIOTb.

IcHye Oararo mepeBar, sKi pO3IMi3HABaHHSA OONMY MOXE JaTH
CYCILUIBCTBY, BiJl 3alI00IraHHs 37I0YMHAM Ta MIIBUIIEHHS Oe3MeKn U Oe3mekn
JI0 3MEHIIEHHS HEemoTPiOHOI B3a€MOJI{ 3 JFOIBMH Ta Tpalli, i O4EBUIHO, IO
yKpaiHChKa IO Mae ¥ Hajgajai BOPOBaIKyBaTH TakKi TEXHOJOTIl y CBOIO
MTOBCAKACHHY pOOOTY.

Koucynomanm 3 mosu: H. B. Kpacnoea

YK 351.74:001.895](100)(06)
Maxcum XAPYEHKO

Xapxiscokuili HayioHANbHULL YHIGEpCUMem GHYMPIUWHIX CHpas

IHHOBAIIMHI TEXHOJIOI'Ti B MOJIIIIII

[Momime#icbki iHHOBAILIT YacTO 3raAyIOThCS B MONIMEHCHKIH JiTepaTypi,
ajie BOHA pijlie BU3HAYAETHCS, 3ACTOCOBYEThCA a00 (DYHKIIOHYE BUCHHMH.
Taka cuTyamis Tpu3BeNa J0 BHU3HAYCHHS JBO3HAYHOCTI 1 Bapiarii, Mo
00MeXy€e PO3BUTOK IHHOBAIIM K HAyKOBOT KOHCTPYKILIi. KepiBHUKM Takoix,
3MIa€ThCs, KIACH(IKYIOTh IHHOBALINMHICTP 3 TOYKH 30pY KOPHUCHOCTI, SKY
IHHOBAIlIi HA/IAIOTh OpraHizalliiHUM OTIepaLlisiM.

Hanesro, GaraTo Jironeil Gaquid Bifeo, Ha SIKOMY APOHH TaHSIOTBCS 3a
NOPYLIHUKAMH KapaHTHHY, 3aKJIMKAIOUH iX MOBEPHYTHCS I0JOMY. 3 OJHOTO
0OKy, II¢ BHIIIIAAE CMIIIHO, aje BHKOPHCTaHHSA JAPOHIB B POOOTI
NPAaBOOXOPOHHHUX OPraHiB 3HAYHO TIOJIETIIYE HArJISIOBY, CIiA4y 1 HaBiTh
MIPABOOXOPOHHY JISUTBHICTH mojinii. Hampukmax, Oe3minoTHi JiTanbHi
anaparu (BITJIA) TouHimie GikCyrOTh CLIEHH KPUMIHAIBHHUX [IPABOIOPYIIICHS,
BUKOHYIOTH (DYHKIii PATYBaJbHUKIB, CTE€XKaTh 332 T'POMAJCBKHMH MICIISIMH,
30MparoTh aHi 3a 1ormoMororo TexHomorii GPS, sika moTiM BUKOPHCTOBY€ETHCS
JUTSL KPUMIHIOJIOTTYHUX 1 CyI0BO-MEIUYHUX JTOCTI/PKCHb.

3BHUYaliHO, JPOHU — JTAJIEKO HE €IMHE «Bay-e(PEKTUBHICTH» HOBOBBEIICHH,
sIKE BUKOPHCTOBYETBCSI TIPABOOXOPOHHUMH OpPraHaMy UIsl KPaloro 3aXUcTy
HaceJeHHS Ta MIATPHMKH IPABONOPSAAKY. AJie HpO IIe BapTO Ii3HATHCH
Oinble.

Jporn. TeMy O€3MUTOTHUX JTaTbHUX amapaTiB BaKKO BUYEPIIATH B
JIEKiMbKOX ~BCTYMHHX MyHKTAaX. IX BHMKOPHCTAaHHA BHKIMKAac Oe3fiu
IOPUONYHUX 1 OE3MEeKOBHX CYNEepedoK: Bi HAHOLIBII  OYEBHAHOTO
MOPYIICHHS HEJIOTOPKAHHOCTI NPHBAaTHOIO JKUTTS JIO BHKOPHCTAHHS
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OE3MUIOTHUKIB B PO3BIAyBAIBHUX 1 BIMCPKOBHX MHUIIX 1 MOPYIICHHS
HOBITPSIHUX KOPJIOHIB.

VY 2018 pori CNN omy0miiKyBaB CTAaTTIO NPO BHKOPUCTAHHS JIPOHIB
HalOLIbIIMM nostineiickkuM aenapramentoM CILHA - nenapramenToM mominii
Heto-Mopka. 3a crnoamu HauanmbHuKa Bimmimy Tepemca Mouerana,
Bukopuctanus BIIJIA HeoOXiqHO B HAI3BHYANHHUX CHTYaIlisIX, & TOMY
TopymeHb KoH(ixeHniitHOCTI He ouikyeTbcsa. OIHAaK NPaBO3AXHUCHUKH Ta
TPOMaJISIHU HE MiATPUMYIOTh L0 TYMKY.

3rigHo 3i 3BiTOM mocmigauIbKoro meHtpy drone College 3a OepeseHb
2020 poky, 6mmu3bko 102 xpaiH BUKOpHCTOBYIOTH BITJIA y BilicChKOBUX IIUISAX.
VY cdepi NpaBOOXOPOHHHUX OPraHiB APOHAMH KOPUCTYIOThCSI ONi3bko 1578
Jep>KaBHUX 1 MyHIINTIaIbHAX YCTaHOB.

IIfo crocyerscst VYkpainu, 10 BIIJIA BUKOPUCTOBYETHCS BOAHOIO
MOJIIIEF0  JJIsI  BWABJICHHS  TOPYIIHWKIB ~ KapaHTUHHOTO  PEXHMY,
KoncynpratuBHa Mmicist €C TpeHye cynoBo-meanuHi Bimainn HamionanbHoi
TOJIiMii Y BUKOPUCTaHHI JAPOHIB, a MPOOIeMy CITAIFOBAHHS JIUCTS, KA IIHOTO
POKy Tmepepociia B Tpareniro, Hamaramucs supimmtd y 2018 pomi 3a
nonomororo BITITA.

PenvkrrBHa moiis

PemukTrBHA MTOMILIS € AyXKe MEPCHEKTHBHOIO MPAKTUKOI0 BUKOPUCTAHHS
NITYYHOTO IHTEIEKTY B TOJIIil. YsBiTh cOOI CBIiT, J¢ TOJIIIsA YeKae I
OyniBieto OaHKY MPaBOMOPYIITHUKA, TIEPII HiXK CTaHeThCs morpadysanHs. Lle
3BYYHTh SIK YTOIisl, OAHAK, BUXOJSYM 3 310paHMX i OOpOOJICHUX BEIMKUX
JIAHWX, TaKa NepPCIEeKTHBA NUIKOM HMOBIpHa.

Texnouorist Boepiie obrooproBasiacs B 2008 poiri, Kol HadaJIbHUK
nernaprameHty monimii Jloc-AHmkeneca Binbsm Bparron modaB po3pobisaTu
METOAM 3aro0iraHHs 3JI0YMHHOCTI 3a MiATPUMKH Bropo nonomoru roctuiii Ta
HarrioranbHOTO iHCTHTYTY IOCTHIIII.

CaM MeToJ TPOTHO3YBaHHSA KIACH(IKYEThCS, OTHAK 13 3arajbHUX
JDKepea MOXKHA OTPHMATH YSIBJIEHHS NPO Te, sSIKi YaCTHHU JaHUX ITOBHUHHI
OyTu 3i6paHni i 06poOIeHi: icTopis 3MOYHMHIB B MEBHIM 00NIacTi (K MpaBUIIO,
HeBeNMKa IUIOMIA, SIK 1 YacTHHHU MicTa); 30ip XapaKTepHUCTHK IONEepeIHiX
MIPaBOIMIOPYIIHUKIB; 30ip MaHWX 3 CHCTEM BiJEOCIIOCTEPEKEHHS; OIliHKa
MOTEHIIIATY 0Ci0 y BYMHEHHI TICBHUX BHIIB 3JI0YHMHIB; MiChKi OI[IHKH; 4aCcTOTa
aBapiii Ha TeBHIH MOUIMHIN; MaTepialibHOrO 3a0e3NeYeHHs] MEIIKaHIIIB
JIOCJTIKYBaHOT TEPUTOPIi TOIIIO.

Pobotu Ta camokepoBaHi moineiicbki MalMHU

3a3Buuail, KOIM MH 4YYyEMO CIIOBO «pOOOT», MH  YSBISIEMO
JMOAMHONOAIOHOTO Kibopra, sKmi abo Xode 3aXOIWUTH CBIT, ab0 Xode
orpuMatd rpoMaasHcTBo JlyOas. OmHak poOOTH MeHII TyMaHHI 1
¢yHKIioHamBHI. OTHAK IIe He 3aBakKae iM 3armo0irTH BUMHEHHIO 3JI0YHHIB 200
X CycninbHO HeOe3MmeuHUX HACIiIKIB... [HOJ JOCUTH TMBHUMH CIIOCOOaMHU.
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[NaTpynpHa OIS, BAAIOYNCH MO MOJMIMEHCHKHUX 3aXOiB, 30KpeMa JI0
3YIHMHKH TPAHCIIOPTHUX 3aC001B, MOXKE 3ITKHYTHCS 3 HEaJICKBAaTHOO, a 1HO/I 1
HeOe3neyHoro peakmieto 3 Ooky Bogis. Y Cromydenux Illtatax, ne HOCIHHA
30poi € KOHCTUTYIIHHMM IPaBOM OCOOH, Taki BHUIAIKU HE piakicte. Came
ToMy OyB BHHaiiIeHHH pOOOT-3yNHMHKA PyXy - AHAJOT, SKUH MOXE IISTH
3aMiCTh PeasIbHOT JIIOAWHH 1 3HW)KYBATH PU3MKH BUKOPHCTAHHS BOTHETIAJIBHOT
30poi. @yHKIIOHANEHA po00Ta BKIIFOYAa€E CKaHYyBaHHS BOIIMCHKHUX TIOCBITYCHB,
BUauy IITpahHUX KBUTAHIIH, 3aTPUMAHHS BOIIIB 32 JOIIOMOTOI0 «IITHITOBOT
PYKI.

Takoxx Bapro 3ragaTté Mpo pOOOTIB-IEaKTHBOBAaHUX OOMO (IpeaKom
SKAX € eKC-Ta30HOKOCapKa 3 MYJIBTOM JIMCTaHI[IHOTO KepyBaHHS
Wheelbarrow, Bunaiinena B 1972 pomi), camoXiiHi TOMIIEHCHKI MaIIuHA
(pPeKOMEH/IYI0 MPOYHTATH CYNEpewINBl MOINISAN Ha Led paxyHOK B poOoTi
Enmpro I'perra) i HaBiTh TPO TMOTCHHIIHHWX 3aMIHHHUKIB JIFOJCHKUX
TMOMINEHCHKNX, TAKUX SIK TPA0KHUKH.

BukopucranHs poOOTiB B NMPaBOOXOPOHHHX OpraHax - Ii¢ He IPOCTO
iHHOBAIlIl{He TIpoBe/ieHHs yacy. Lle MOXKJIMBICTh IS JepyKaBy 3a0IaUTH Ha
MEHCIHHUX Ta IHIIMX COWIANPHUX BHWIDIATAX, M0 BHIDIAYYIOTHCS
MIPABOOXOPOHIISIM, MOJIUBICTh 3aXMCTHTH HOJIIEHCHKUX BiJ mpodeciiHmux
TpaBM 1 BpATYBaTH IM JKUTTSA, 1| HaApeImTi - MiABAMUTH €(eKTHBHICTH
PO iNaKTUYHUX, TPOPITAKTHYHUX 1 IPABOOXOPOHHHX 3aXO/IiB.

Hayxosuii kepienuk A. B. binoycos

YK 351.74:001.895](100)(06)
Hiana YAI'OBEIL]b

Xapriscokuil HayioHATbHULL YHI6epCcUmenm GHYmMpIuHix cnpas

TEXHOJIOI'TYHI JOCJILI>)KEHHS, SAIKI JIOIMTIOMAT'AIOTH
PO3KPUTH 3JIOYUNHU

JlocsTHeHHsT ~ OCTaHHIX  pOKiB  3abe3neumym  mpodecioHamiB
MPABOOXOPOHHUX OPTraHiB TEXHOJIOTISIMHU, $IKI HE TUIBKH IOJETHIYIOTh iX
poboTy, ane i BogHOYAC 3a0e€3MeUyIOTh iX Oe3reky. Xo4a nei CIICOK MOXe
OyTH HeCKIHUCHHUM, OCh JICSIKi 3 HAMBAKJIMBIIIIMX TEXHOJIOTIYHUX TOCATHEHb,
SIKi JOTOMOTTIH B O0pOTHOI 31 3TI0YMHHICTIO.

BinoOpaxxennst nanux. TeHneHIis BinoOpakeHHs JaHUX HE HOBA;
HACIIPaBlli, METEOPOJIOTH Ta KIIMATOJIOTU POOJIATH IIe IPOTArOM AECATHIITS.
Onnak (¢axiBli 3 KpUMIHAJIBHOI IOCTHLII 3apa3 TaKOX 30MparOTh JIaHi,
HaJIal0uM MOJILEHCHKUM JIeIapTaMeHTaM, a TaKOX (eepabHIM areHTCTBaM
YiTKui reorpadiyHUil MOIVIAA HAa BUAM 3JIOYHHIB 1 OOCSTH 3JI0YMHIB, SKi
BiOyBatoThcsl B MEBHIM MicueBocTi. Lle KOpHCHO Ui NpaBOOXOPOHHMX
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OpTaHiB, OCKUIBKH TOKa3ye TEHJCHIIl, SKi MOXKHA TIPOCTEKUTH IO TEBHUX
MiCIlb; 3JIOB)KMBAaHHS HApKOTHKAaMH € SICKPaBUM IIPUKIIAJOM TOTO, SIK
BiOOpaKEHHS MaHMX MOXe OyTh KopucHHM s momirii. Lle Takox
JIOTIoMarae moJiii BWU3HAYUTH NPOOJEMH B TpoMajJi Ta [03BOJIAE M
e(pEKTUBHO PO3POOIISATH CTPATETIO, 00 TOTIOMOTTH 3MEHIIUTH 3JI0YAHHICTb.

Biacrexenns cmaprdona. Xoua iCHYIOTh IIEBHI J1ebaTé LIONO TOTO,
KoM 1 SK BIOCTeKEHHI CMapTQOHIB Ma€e  BHUKOPHCTOBYBATHCS
NPAaBOOXOPOHHUMH OpraHaMH, MOXKJIMBICTh BIJICTE)KYBaTH 3JIOYMHIS 32
JOTTIOMOTOI0 0ro cMapT(oHa € HeIIMOBIpHUM MPOTPecoM y TeXHONOTisX. Ll
TEXHOJIOTiS TpU JOCTYHl 4epe3 3aKOHHI KaHAIM MOXe HajaTh
MIPAaBOOXOPOHHUM OpraHaM YiTKy KapTHHY IepecyBaHHs I1iJI03pIOBAHOIO 10,
Mg 9ac i micas 3moumHy. s THX, XTO HEBHHHHU y 3JI0YHHI, B SIKOMY iX
3BHHYBA4yIOTh, TEXHOJIOTiSi MOXKE BPATYBaTH iX BiJl KPUMIHAJIBHOTO CYyIY;
IUIT THX, XTO BHHEH, MOXKJIMBICTH BIZCTEKEHHS IIHOTO 3arajbHOro 00'€KTa
MOXe€ 3aKPIIUTH iXHIO JI0JTIO.

ComiameHi  Mepexi. CorMepexi 3poOWIM BENWKWA BIUIMB  Ha
MIPaBOOXOPOHHI Opranu. barato nmpaBoOXOpOHHMX OpPraHiB i BB MO
MAaIOTh CIICIiaJIbHI aKayHTH B COLIAIFHUX MepekaxX Ha Pi3HUX IUIaTdopMmax,
IO JI03BOJISIE M B3a€MOJIISITH 31 CBOIMH CITUIBHOTAMU Ta JAISITH 3a IMiIKa3KaMu
B peXXUMi peanbHOro Jacy. Lle cramo HeoiHeHHUM IJIsT pO3KPUTTS 3JI0UHHIB,
OCKUIBKM Ja€ 3MOry ToJiuii YM IHIIMM TPaBOOXOPOHHHM OpraHam
OTPUMYBaTH HAWCBiKINTy iH(OpMAILiI0 TPO TPUBAOYMHA 370YMH abo
HEUIOJIaBHii 3JI0YKMH, IPOCTO 3BEPTAIOYM yBary Ha CBOI CTPIYKM COLIaJIbHUX
Mepex. Lle Takok KOPUCHO VIS OLIHKH TOTO, K TPOMajia CTABUTBCS 10 CBOET
B3a€EMOJIIi 3 MOJIIIEI0; TEmep 3pO3yMilo, M0 Oe3Mocepe/iHs B3aEMOIIS 3
NPaBOOXOPOHHHMH OpraHaMH 3MILHIOE NOBIpY, NO3BOJISIOYM JKEPTBaM 1
CBiJIKaM Ha/aBaTu iH(OOPMAIIIIO PO 3TOYHHU.

Biomerpis. bBimpmiicTe aMepuKaHIIB 3BHKIH J0 OioMmeTpii; 1€
TEXHOJIOTiS, SIKa JO3BOJIIE IM pO30IOKYBaTH CBOI CMapT(HOHH 3a TOMIOMOTOI0
BiIOMTKA Mkl a00 CKaHYBaHHS paiaykHOi 000JOHKH OKa. Ll TexHomoris
ICHy€ TPOTATOM JECSATHIIITh, ajle JIMIIE HEIIOAABHO BOHA CTaja JOCTYITHOIO
quist HaceneHHA. Cdepa KpUMIHAIBGHOT IOCTHIIT Terep CKOpUCTaiacs L€
TEXHOJIOTI€I0 1 CTBOpWIIA MEHIII TPHCTPoi IS imeHTH(]iKaril, sSKi JaroTh
3MOT'Y BUSIBJISATH 3JIOYMHIIB 3 MHHYJMMH 3anucaMd ab0 HEBHKOHAHUMHU
opepami, He YeKalo9H Ha TIPOIIEC, SIKHMA MOXe 3aHATH TIDKHI 200 MIiCII.
Li mopraTuBHI NPHCTPOi MOKHA BHKOPHCTOBYBAaTH Ha MICI 3JIOYMHY IS
300py mu(ppoBUX BiOMTKIB MANBINB, a MOTIM BUKOPHCTOBYBATH Ha CBiIKaXx,
100 Mo0aYNTH, UM 3JIOYHMHELb BCE 1€ 3HAXOAUTHCS Ha MICIIi 3JI0YHHY.

TexHoMOTi1 MPOAOBKYIOTH TOKPAIIYBATH IIPABOOXOPOHHY HISUIBHICTS i,
y CBOIO 4epry, BITHOCHHH MK IPaBOOXOPOHIIIMH Ta IPOMaJaMH, SIKUM BOHH
00CITyTOBYIOT. 3a0e3Medyroun pi3Hi crocodm OOpoTHOM 31 3IOYMHHICTIO,
TEXHOJIOTisl 3po0miia TpomMaan Oe3NMeuHINMMH JUIS JKUTTS Ta pobotu. 3
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oMMy Ha Bce OUThIIMIT PO3BUTOK, MPOQECciOHaNy, sKi MparHyTh OTPUMATH
CTYIiHb KPUMIHAIBGHOTO CYJOYMHCTBA, BHSBIISATH, II0 TEXHOJIOTi 1 Hajzaii
BiJIIrpaBaTUMYTh BEJHKY pPOJb y TOMY, SK KpUMIHAIBbHE TpaBOCYAIs Oyze
BUTJISATH B HAWOIMOKYI POKH.

Kouncynomanm 3 mosu B. B. Kouuna

YK 351.74:001.895](100)(06) 5
Tumogpinn HAUKIH

Xapxiscokuii HayioHANbHULL YHIBEpCUMem 8HYMPIUWHIX Cnpas

IHHOBAIIMHI TEXHOJIOI'TI HA CJIYKBI IMOJIIIII

Y CIIA mnonan 910 opranizaiiii, BKJIIOYAIOUU MO0 Ta MOXKEKHI
T APO3/IUTH, BAKOPUCTOBYIOTH IPOHU JUTS 300py JOKA3IB 1 BiICTEKEHHS OMIN
Ha BiJCTaHi. 3a CIIOBaMH KOJIMIIHBOTO 3aCTyITHUKA KOMicapa IOJimii
®inanensdii Homu J[xolic, mpaBoOXOpOHHI OpraHy TaKo)X BUKOPHCTOBYIOTh
CHCTEMH BHSIBJIICHHS BOTHEMAJIBHOI 30pOi, aBTOMATHYHI 3UUTyBadi HOMEPHIX
3HaKiB i mporpaMu posmizHaBaHHA o0mmd. Tum wacom y CHIA imxkerep-
MexaHik 3 KamidopHniiickkoro HaykoBo-mocmigaoro iHcTHTYTY SRI
International po3poOuB podoTa, MO0 MOMOMOITH MOMIIEHCHKAM YHHUKHYTH
MOTEHIIHHUX KOHMITIKTIB 3 BOIISIMH.

Ille omna cucremMa TOMIYHHKIB He3abapoM 3’SBUTbCA Y MOl
BenukoOpwuraHii. 3a HOro 10MoMoror MpaBoOOXOPOHLIl IUIaHYIOTh IPOrHO3YBaTH
BUYMHEHHS TSDKKHMX 3JI0YMHIB HACHUIIBHUIBKOTO XapakTepy 3 BHUKOPHCTAHHSIM
TEXHOJIOTiM IUTy4yHOro iHTeNekTy. BuxopucroByerbcs komOinamis I
(mTy4yHui iHTENeKT) i cTaTHcThKA. s MOmIyKy «MaiOyTHIX» 3J0YMHIIB
cucreMa ouiHoe TmoHan 1,4 THcsui xapaktepuctuk. Anropurmu T
PO3paxoBYIOTh JIIOAMHY, SIKa 3HAXOOUTHCS B TPYIl PH3HKY, i A€ OLIHKY
WMOBIpDHOCTI BYMHEHHS HHM 3JI0YMHY 13 3acTocyBaHHsM 30poi. Ilpo
BUKOPHCTaHHA IWM(PPOBMX TEXHONOTIH Ui  MiABUIIEHHA  Oe3leKd
CHiBpOOITHUKIB 1 rpoMaisiH: [HTEpHET pedeid 1 po3noIiieHe 30HIyBaHHS — 11¢
BUKOPHCTaHHSA HOBHX TEXHOJIOTIH [yt 300py iH(opmamii Ta BH3HAYCHHS
MPaBWJIBLHOTO HAmpsAMKy. AJje mo poOuTH odinepaM Ha Miclli TOMii?
Po3po0iisitoThcsl HOBI  TEXHOJIOTii Ta METOIH, SIKI MOXYThb JOMOMOITH
KepyBaTu Aii y BcboMy CBITi. JlocsirHeHHs! B Takux o0JacTsx, sik 3B’5130K 5G,
MiHIaTIOpHU3allis €JIeKTPOHIKM Ta JOMNOBHCHA PEAIbHICTh, JAIOTh JIFOISIM
3Mory 0aumTh, 4YyTH Ta MAiSTH Tak, K Le OyJo paHille HEeMOXIIHMBO.
Hanpuknan, odinep, sixkuii npuOyBae B He3HalOMIiH cuTyauii, Temep Moxe
BUKOPUCTOBYBAaTH OKYJISAPH JIOTIOBHEHOI peanbHOCTi, 00 modaunTn
BIMOBiNHY iH(OpMAIIiI0 TIPO TONEpeIHI BUKIUKH CITYXOM 3 i€l aapecw,
3HaliTH Buxomu 3 OymiBimi abo MeperfiTHyTH HENaBHIO iCTOPI0 3JI0YHHIB
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6soky. Maroun 1ro iH(opMalliro, odinep MOXKE BKUTU 3aMO0DKHUX 3aXOJiB,
11100 3aXMILATUTH ce0e Ta CITy)KUTH IPOMaI.

Hayxosuii kepienux JI. 1. Pycanosa

VIIK 351.74:001.895](100)(06) 5
Jlap’s YAHKOBCBKA

Xapxiscvkuii HayioHATbHUIL YHIGEpCUMEM GHYMPIWHIX CHPAG

HEITEPENBAYYBAHI HACJIIIKM BUKOPUCTAHHA
TEXHOJIOI'TA Y HOJINEUCBKIN POBOTI: JOCBIJA JOKTOPA
JKAPPOJA CAQYJIBCKI

Hoxrop Ixappon Camyibeki € alFoHKT-IpohecopoM AMEpHKaHCEKOTO
BIICBKOBOTO yHiBepcuTeTy. binplie nBOX pOKiB BiH BHBYAB IMOJIIEHCHKHUN
CTpec Ta HOro BIUTUB Ha JKUTTS MOMINCHChKUX. Bil kaxe: «Xoda TEXHOJIOTIT,
0e3cyMHIBHO, Oy KOPUCHUMH JUTS TIOJIIIi, 6araTto 3 muX IOCATHEHb TAKOXK
MaJIi HECTIPHUSTIMBUMA — 1 YaCTO HEXTYBAJIM — BIUTHB Ha pOOOTY HOJILIi».

TexHoMOTiUHMIA TIPOTpeC CHPUYMHMB CEPHO3HI 3MIHH B TONIIEHCHKii
JIISUTBHOCTI 32 OCTaHHI KUTbKA JECATHIITH. [IOpIBHSAHO 3 MUHYJIUMH
TTOKOJIIHHSMH, CHOTOIHI O(irlepr OTOYEHI TEXHONOTISIMH, SIKi MAalOTh Ha MeTi
HIJBUIIMTH TPOAYKTUBHICTb, Oe3rneKky odiuepiB Ta e(peKTUBHICTH pOOOTH
areatctBa. CHiNKyBaHHS, HampuKian, OyJio 3Ha4YyHO TmoKpamieHo. Yacu
3B 3Ky 3 AUCIETYCPCHKUMU JIMIIIC Yepe3 TPAAMIliiiHE MOIechKe paaio abo
BIJICTe)XCHHSI TaKCO(OHY, MO0 TOJ3BOHUTH HA CTaHIIiIO, JaBHO MUHYIH.
CroroziHi odinepyu MaroTh MOOLIBHI TeeOHH 1 HECYTh BIAMOBIAIBHICTH 3a
MOHITOPHHT' 3B’SI3Ky dYepe3 IepelloBl IIOMineichKi pamionpuiiMadi, sKi
MOXYTh CKaHyBaTH 0arato kaHamiB abo paioHiB ogHouacHo. I[lomineicbki
MallMHK TaKo)X OCHAIEHI MEpeAOBHMH KOMII IOTEPHUMH CHCTEMaMH
mucrieruepu3antii. L{i cucremMu aucnerdepusailii MOKPAILyOTh LIBUAKICTH
pearyBaHHs odilepiB Ha BUKJIMKH, JOIIOMAararoTh y 300pi ClIiIYMX AaHHUX Ta
OYHIIAIOTh JA3BIHKK 0€3 paio3B’s3Ky. byno Takox Garato iHIHMX TOCATHEHb.
Hanpuknan, y monax 7 000 mHOMINEHCHKUX BIIOMCTB OYJIO PO3rOPHYTO
MpwiIagd KOHOYKTHBHOI eHeprii, Taki sK enekrpomokepd. JlocmimkeHHs
TIOKa3yI0Th, IO IIi IPUCTPOI CIIPUSUIH 3HIDKEHHIO TpaBM odiuepiB Ha 25-62
Bincotku (MacDonald, Kaminski, & Smith, Michael 2009). Iauni TexHomorii
TaKoXX Jonomoriu odinepam OyTr OLTbII €(EeKTHBHUMHU Ta €(PEeKTHBHUMH.
Hanpukitan, kamepu cBiTiaodopa T03BOIMIN MATPYIGHUM 30CEPEIUTHCS Ha
MPOOJIEMHHX AUTIHKAX 1 JOIOMaray iM y JTOTPUMaHHI MPaBHII JIOPOXKHBOTO
Pyxy.

HapuanHs Ta 3acTocyBaHHs OararbOX 13 IHMX IEPEJOBHUX TEXHOJOTiH
MoB’si3aHi 3 3Ha4HUM cTpecoM. Odikyerbesi, Im0 odinepn OmaHyOTh
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TEXHOJNOTIl 1, Ha JXaib, HE 3aBXIH OTPUMAIOTh HAJEXKHY IiATOTOBKY,
HEeoOXifHy At Toro, mo0 BHKOPUCTOBYBaTM iX Ha piBHI MaiCTEpHOCTI.
Bararo odimnepie BimuyBaroTh, MO iM HaB’S3YIOTH pi3HI TEXHOJOTII,
CTBOPIOIOYM HEKEPOBaHY KUIbKICTh pedei, sKi MOTPIOHO HABUMTHCA 1
3amam’sitati. KepiBHHKaM areHIii BayKIMBO YCBIIOMHUTH, IO aJarlTarlis
HOBHX TEXHOJIOTIH YacTO BHKIHKA€E CTpec yisi o(dilepiB, TOMy iM MOTPiOHO
BXKUTH 3aXOJiB, MIO0 IOMOMOITH IIOJNETIIUTH YacTUHY LBOTO CTPECY.
TexHosorist MoXke MaTi HenepenOdadyBaHi HACTIAKH, KOJIH O(illepy TOBUHHI
3BepTATH yBary Ha TaKy KUIBKICTh Pi3HHX HpHCTpoiB. Hampukmanm, xoya
KOXKHA 3 KOMIT'IOTEPHHUX CHCTEM IMCIETYepH3allii, CTUTbHUKOBUX Tele(oHIB
Ta IHIMX KOMYHIKaLiifHUX MTPUCTPOIB Ma€ CBOI MepeBaru, BOHU MOXYTh OyTH
HA/I3BUYAHO BiABOJNIKaroOuMMH IUisl O(iriepiB 1 HaBITh HEOE3MEYHUMH, KON
iXHsI MOBHA yBara MmoTpiOHa Juis ojHi€el cutyarii. Hanpuknan, xomu odimep
Kepye MaTpyIbHUM ITiAPO3/IIOM, I3BIHKH B CIY)KOY 3a3BMYail HaJACHIIAIOTHCS
Ha HOYTOyK odinepa B aBTOMOOLII uepe3 KOMIT'IOTEpHY IMCIIETYEPCHKY
cucremy. [locumanHs Ha II0 TEXHOJIOTIO i Yac BOIIHHS MiIBHUILYE PUIUK
ATIT pmns  odinepis. IlocriiiHe po3mOAiIEHHS yBarm MDK —pi3HUMH
TIPUCTPOSMI MOXE NPHU3BECTH IO IOTEHIIHHO HEOE3MedHOi CHTYyarii Ta
BUKJIMKAaTH y odinepiB MocTiiHWi cTpec. [HmmMM mkepenom crpecy st
odirepiB € Te, MO MKl 3 MUX TEXHOJOTIYHUX JOCATHEHb HE CIIPAIFOIOTh,
Koiau iM ne morpibHo. Temep odinepn oOcCHaIIEHI MEHII CMEpPTEIbHOIO
TepeioBol0  30po€r0, SIK-OT  EIIEKTPOLIOKepH, Ta Ooempuiacamu, ki
BKJIIOYAIOTH MEPIEBl ITaTPOHM Ta TyMOBI CHapsiiu. SIKmio 1 mpuctpoi He
NPALFOIOTh HAIGKHUM YHHOM, O(illepH MOXKYTh HOCTPaXKJAaTH.

VY Tolf wac, KONMM YIPaBIiHHSA CTPECOM Yy TMOJIMii Mae€ BUpIIAIbHE
3HAYEHHSA JUTS ITiABUIICHHS CTIKOCTI Ta MIITHOTO 3I0POB’sI odilepiB, MOXKHA
BXHUTH 3aXONiB JUIi 3MEHIIEHHS CTpPeCy, IOB’S3aHOTO 3 TEXHOJOTiAMH.
[Ipuknagy BKIIIOYAIOTH: BIPOBA/DKCHHS aIMIHICTPATUBHOI IONITHKH a0o0
0COOMCTHX WiNEH, CIPSIMOBAHMX HAa 3MEHIICHHS BiJBOJIIKAHb, BCTAHOBUTU
CTaHJapT CIUIKYBaHHS 3 JAUCIETYEPOM Ta KEPIBHUKAMH IIijl YaC BHKOHAHHS
CITy’k00BHX 000B’3KiB; T03BOJIATH O(illepaM BUKOPUCTOBYBATH TEXHOJIOTIIO,
sKa iM 3py4Ha, KoM 1€ MOxJMBO; Hanaiite HanexHuil yac aiasi HaBYaHHS
o(iriepiB HOBUM TEXHOJIOTisIM.

[lincymoBytoun, TEXHOJNOTIsI MpWHEcHa Oarato  TepeBar  JUist
MIPAaBOOXOPOHHMX opraHiB. CydacHe TEXHOJIOTIYHEe OOJIaHAHHA MOXe
3MEHIINTH HecTady poOo4oi cwim, MABUINUTH Oe3neky odinepiB i
JornoMorTu odirepaM BHKOHYBaTH CBOIO poboty jerure. IIporte TexHomorii
TaKOK MOXKYTh CTaTH cTpecoM Mt odirepis. Baxximso, mo6 areHmii Bu3HaImn
LIeH cTpec 1 BKWIN 3aXO0IiB, 00 TOMTOMOTTH OdilepaM CTaTH JOCBITICHIMHA
Ta 3pYYHAMH Y BUKOPHUCTAHHI TEXHOJIOTIH

Kouncynomanm 3 mosu B. B. Kouuna
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YK 351.74:001.895](100)(06)
Pycnan YYBEHKO

Xapxiscvoruii HayioHANbHUIL YHI8EpCUMem SHYMPIUHIX Cpas

3AJIYYEHHS POBOTIB BIJI KOMITAHIT «BOSTON DYNAMICS»
JJIs CJTY7KBH B ITOJIIIIIT CITA

Boston Dynamics — 1ie npoBiHa aMepuKaHChKa iH)KEHEpHa KOMIIaHisl,
sika BUITyCKae poOOTiB-cobak Ta iHIry pobororexHiky 3 1992 poky. Y 2019
poli  OTAeNeHME TOJMOMM  IuTata  Maccadycerc  CTalo  MEpBBIM
MIPaBOOXpaHHUTENbHBIM yupexaenuem B CIIA, koropoe HCHOIb30Bajo B
padote poboTa Boston Dynamics oy Ha3Banuem Spot. Sk moBigomiisie Ham
BumanHsa Wbur News Spot, sk 1 iHIII poOOTH BiJUIily, BUKOPHCTOBYBABCS SIK
«MOOUTPHUH TPUCTPId BIAJAJICHOTO CIOCTEPEKECHHS», MO0 HaxaBaTH
BIICHKOBOCITY>KOOBISIM 300pa)XEHHS MiNO3PUINX MPHCTPOiB a00 MOTEHIIHHO
HeOe3meyHnx Miclp, HANpHUKIAA, J€ MOXE XOBaTHUCA O030pO€HHH
TT1J03PIOBaHHA.

«TexHoJorist poOOTIB € HIHHUM IHCTPYMEHTOM JUIs MPaBOOXOPOHHUX
OpraHiB, OCKUJIbKM BOHA 3/1aTHa iH(GOpPMYBaTH NPO MOTEHIIHHO Hebe3neyHe
cepellioBhIle», — HamucaB peuHWk mominii mrary [lesin ITpokomio.
OcobnuBicTIO Spot € Te,Io 11e poOOT, CXOKUIN Ha co0aKy, sIKHil MpaIroe 0e3
MiI3apsIKy MIBTOPU TOAMHH, PyXaeThes 31 IIBHAKICTIO 70 5,8 km/rox, a
TaKOX Ma€ BaHTAXKOMITHOMHICT 10 14 Kr i BUTpUMYE Temmepartypy Big —20
°C mo 45 °C. Takox, BiH Mae 360-rpagycHy Kamepy Juisi ciaOKoro
OCBITJIEHHS Ta PYKY.

3a 2021 pik "poOokom" BHKOPHCTOBYBaBCS y [BOX orepamisix. Y
TIEPIIIOMY BHIIAJIKY, Oylia Omepartist 3 MOPATYHKY 3apyYHHKIB, TOMI 3JTOYHHIIL
3aXONIWIH JIFOACH MPOTH TXHBOI BOJI 1 yTPUMYBaNIX B OJHIN 3 KBapTHP. Spot,
OCHAILICHOTO KaMepOoIO 1 JIIXTAapsMH, 3alyCTHIN BCEPeIHHY NPHMILICHHS, B
pe3ynbTari, Bee 00iiuTocs 6e3 kepTB, a 3MOYHMHII TPOCTO BTEKIIH.

Jpyruii BUIIAJOK BHUKOPUCTaHHA OyB TIPHU 3aTPUMaHHI 3JTOYHHILA
poborec BUKOPHUCTOBYBABCA Y pOJIi CriocTepiraya.

e onniero BinminHicTIO Boston Dynamics 3 IXHiM TBOpiHHSIM Spot Bif
IHITUX KOMITaHI{ TOCTaYalbHUKIB POOOTOTEXHIKH Ha CITY)KOY B MOJIIILIO € Te,
10 JIOTOBip KOMITaHii Ta MOJilil BUKIIIOYAE BUKOPUCTaHHS poOoTa sIK 30poi,
TOMY BiH 3[1a€ThCSl B OPEH/Ly, a HE MTPOJAETHCS. 3a CIIOBAMH Bille-ITPE3HJICHTa
Boston Dynamics o0 po3sutky 6i3necy Maiikna Ileppi, 1ie 3po0ieHo s
TOTO, 1100 KOMIaHisi MOIJIa BiIKJIMKAaTH poOOTa, SIKIIO BUSBHTH MOPYIICHHS
JIOTOBOPY.

Sk moBimomisie HaM BHaHHsS DW micnst ycHIIIHOTO BHKOPHCTAHHS
pobotie Spot Bix xommanii Boston Dynamics y CIIA, Higepmanau nepii B
€Bponi mpumbami cobi Ha ciyk0y poOOTiB-cOOaK AJIsI BUKOHAHHS HUMH
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3aBIaHHA-OYTH PO3BITHUKAMH Y HAPKOJIA00OPpATOPIsiX, IS 3aXHUCTY 0COOOBOIO
CKJIaAy TMiAPO3IUIIB CHenHa3sy Ta 3BHYAWHUX TPOMAJSH BiJ Hamamgy
030pOEHUX 3IIOYHHIIB 200 BiJ YpaKEHHS OTPYHHUMH PEYOBHHAMHU.

Jns  uporo, Spot ocHalleHMH ~ CHEliabHUMHM — JaT4dKaMd — Ta
BiZleOKamMepaMH, SIKi TPaHCIIOIOTh BCIO iH(OpMAII0 B PEXHMi PeabHOTO
Yacy Ha eKpaH oIrepaTopa.

OTxe, MTBOIIYN MIJACYMKA MOXKHA CKa3aTH TPO T€, IO 3aTyYCHHS
IHHOBALIMHUX TEXHOJOTiH B MISUIGHOCTI TOMNIIII HE JHWIIE TIiIBUILYE
e(eKTUBHICT POOOTH TOMIIEHCHKIX, a TAKOXK W 30UIBIIYE PIBEHb 3aXHUCTY
HaCeJIeHHs i 0COO0BOTO CKIIaTy.

Koncynomanm 3 mosu H. B. Kpacnosa

YK 351.74:001.895](100)(06)
Pycnan HNEINTEJIEHKO

Xapxiscokuil HayionanbHuil yHigepcumem 6Hympiutix cnpas

KPAJII’KKA THTEJEKTYAJIbHOI BJACHOCTI

Binbir Bimomuii sk miparcTBO, [HTEpHET PSCHIE KHUTaMH, MY3HKOIO,
¢binbMamMu  TOIIO, sIKi OyJnM HE3aKOHHO OTpPUMaHl Ta JOCTYIHI JUIst
0E3KOIITOBHOIO 3aBaHTaKeHHs. He3Bakaroun Ha Te, 110 ACSAKI JIFOH KaXKyTh,
HipaTcTBO HE € 3JI0YMHOM Oe3 KepTB. Majio Toro, 1o XyJI0KHUKU Ta TBOPLI
NPOTpaloTh, ajle 0araTo HE3aKOHHHUX 3aBaHTAXKEHb TAKOXK MICTITh IPUXOBaHI
IWIKIAJMBI MIPOTpaMy, SIKI MOXYThb 3HMIIMTH Bail KoM totep. OCKUIbKA
OHJIAWH-TIPOCTIpP CTa€ IIEPETIOBHEHNM, XMapHi OOYMCIIEHHSI CTalOTh MacOBHMH,
a Maibke Bce, IO 3HAXOMUTHCS B I[HTEpHETI, KpamiXKa IHTEIEKTyaJIbHOI
BJIACHOCTI CTaJIa MPOCTINIO0, HDK OY/Ib-KOMIH.

[HTEMeKTYaIFHOIO BIIACHICTIO MOXYTh OYTH (DITEMH, My3WKa, BMICT B
IarepHerTi, mporpaMHe 3abe3nedeHHs Tomo. Bu moxere posrimagata [P sk
TBOPIHHS, a HE SIK Pi3UYHI MPOIYKTH. AJe IIe He O3HAYAE, M0 30UTKH MEHIII,
HDK 1HII BEOM Kpaabkok. 3a manmMu Kowicii 3 KpamgiKKd aMepHUKaHCHKOL
IHTENeKTyalbHOI BJIACHOCTI, 30WTKH BIA KpPaADKKH IHTENEKTyalbHOI
BJIACHOCTI OIIIHIOIOTBCSL B COTHI MINBAPHIB 1ojiapiB Ha pik. Kpamikka
IHTEJIeKTYaIbHOI BJACHOCTI — II¢ KPaaiKKa, sika BUKPAJAE 1/1€0, TBOPYHI
BUpa3 4YM BHUHAXiJ y OKpeMoi ocodu um kommanii. Kpamixka IP moxe
CTOCYBAaTUCS TOTO, 1[0 XTOCh BHKPAJa€ MaTeHTH, aBTOPCHKI IpaBa, TOProBi
Mapku abo KoMmepIliiHi TaemHuIl. Lle BKItoUae Ha3BH, JIOTOTHITH, CHMBOIH,
BHUHAXOJM, CIUCKH KITI€HTIB TOINO. BHIajku KpamiKKH IHTEIEKTyalbHOI
BJIACHOCTI € HaI3BMYaliHO TNOIIMPEHUMH Ta BHMAaraiTh PO3yMHOTO
MIPOrPaMHOTO 3a0e3MeueHHs! A1 YIPaBIiHHS IHTEJIEKTYaJbHOIO BIIACHICTIO,
o0 YHUKHYTH. BUTbIIiCTh CrIpaB 1Mpo KpaAbKKy IHTEJIEKTYaJIbHOI BIIACHOCTI
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BBaXalOThCcA (pemepampHUMH (TOMY (enepanrbHIMHU 37104nHaMH). Kommarii
abo ocobu, ski MOXyTh imeHTHdikyBaTH, XTO BKpaB ix IP, MoxyTth
OPUTATHYTH iX 10 CYIy, a B JCSIKHX BHIIQJKaX N0 3JIOYMHIIB MOXYTh OyTH
HaKJazieH1 cepiio3Hi nokapanus. Cloau BXoiTh Tpadu, mo30asieHHs BOI,
LMBIIbHI 3BUHYBa4Y€HHs1, IPU3YIMHEHHS JIi1 JTiLeH31i ToIO.

SIKmo XToch BKpaB Ballly IHTENEKTyaJbHY BIIACHICTb, BH MOXKETE
3pOOUTH KiJIbKa KPOKIB, 1100 BHIPaBUTH CHUTYaIlif0. Y OUIBIIOCTI BUIIaJKiB
TIepIIe, Mo MOTPiOHO 3pOOUTH, 1€ MOMPOCHTH JIIOJUHY a00 KOMIIaHIfo, SKa
BKpalia y Bac, NPUIMHUTH BHUKOpUCTaHHSA Bamoi [P-ampecu. 3permroro,
kpagikka [P e 3mounmHOM, TOMYy o0c00a MOXE IOTOIMTUCS HEralHO
NpUOUHUTH BuKopHcTanHA [P. VYV pmeskmx Bumagkax kpanikka [P e
HEHaBMHUCHOIO (HampUKIaz, SKIIO TEepMiH il JNeH3ii 3akiHduBcs). Y
CKJIQJHIIINX BHMAIKaX KPaabKKU IHTEIEKTYalbHOI BIaCHOCTI BaM, MOKIIUBO,
JIOBEZIeThCS 3BEPHYTHCS 10 CyAy. 3a3BHYail 1€ TMOYMHAETHCSA 3 TOTO, IIO
aJBOKaT HAJICHJIAE JIUCT MPO WMOBIpHI 3104YMHH. Y 0araTbox BHIIaJIKax
mpoOsieMa 3yNUHSIETHCS HA I[bOMY. SIKIIO II€ HE TaK, BaM, MOXKJIHBO,
JIOBEJIETHCS IEPEUTH JI0 CIIPaBXKHBOTO ITO30BY.

VY cywyacaomy cBiti micnst COVID-19 3arpo3u Ta araku kibepOesneri
CTpiMKO 3pocTraroTs. HactaB yac, KoM KoMIaHii OBUHHI MEPEKOHATHCS, 10
ix [P 3axumieHa Bif TPeTiX CTOPIH 1 THX, XTO XO4ue OTPUMATH BUKYyH 3a IP-
anpecy 3a 3Ha4yHy miaty. 2022 pik AesKki Ha3WBalOTh POKOM KiOepOe3reKH.
OCKUTBKH TIpaIliBHUKA TEPEXOAATh Ha MOJEN poOOTH 3 IOMY, YPa3IHBOCTI
VPN ekcrmmyaTyloThes, i KOMITaHii HE MOKYTb BCTHUTATH 3a IOPYHICHHIMHA
Oe3reKH, 3 SKMMH BOHHM CTHKAIOThCS. 3 OISy Ha IIe, aTakdh IMporpam-
BHUMaradiB HpOJOBXKYIOTh 3pOCTAaTH, 1 MiANPHUEMCTBA BHIUIAYYIOTH BEIHKI
cymu, mo0 TOBEpHYTHCS OO HOpManbHOI pobotu. BukopucranHsa
MIPOrpaMHOTO 3a0€3MEUYEHHS I YIPABIiHHS IHTEIEKTYalbHOI BIACHICTIO
JIoTIOMarae KOMIIaHisiM  BifctexyBati cBoi I[P (3okpema nporpamue
3a0e3MeUeHHs, JIIEeH311 TOIIO).

Koucynomanm 3 mosu B. B. Kouuna

VK 351.74:001.895](100)(06)
Temana LHLIEITI/IOBA

Xapriscokuil HayioHATbHULL YHIBEpCUmMem GHYMpPIUHIX Cnpas

HAMBLIBII AKTYAJILHI API'YMEHTH CYYACHOI'O PYXY
B IOPUJINYHIN I'AJTY3I

IHHOBamii B ramy3i mpaBa OUIBIIE HE € TEHACHINEI0 YH IIPOCTO
peKJIaMoI0, a € BIIIyTHOIO Ta HaraipHOIO motpedoro. FOpummani ¢ipmu Ta
KOPIIOPaTHBHI KOHCYJIFTAHTH MepeOyBalOTh Ha PO3IOPIEKKI, OCKUTBKH 3MiHI
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B MPaBOBOMY JaHAMAdTi 32 OCTaHHI KiJIbKa JCCATHIITH HE JO03BOJSIIOTH iM
BECTH CBOIO JISUTBHICTh Y 3BHYaHHOMY PEXUMi. Y IOPHCTIB € BUOIp: WTH Ha
i XBUII @00 PU3MKYBATH BTPATUTH IIAHC 3irpaTH y BUILIH JIi31 3aBTpaIIHbO]
FOPUIMYHOT ralTy3i.

ITo Bcifi €Bpomi 3HA4YHI 3MiHM B IMBUIBHIA Ta KOMEpILiiHIN cdepi
3MYIIYIOTh IOpUANYHI (PipMH Ta BHYTPIIIHIX FOPHUCTIB TpaHC(HOPMYBATHUCS Ta
aJlanTyBaTUCA JI0 I1i€i HOBOi ekocucTeMu. Benmmki Ta Bimomi ropumimaHi Gipmu
BCe IIe 3aJHMINAIOTHCS HA BepmuHI mipaminn. OIHak AesKi BITHOCHO HOBI
(ipMu Ta JeranbHi TEXHOJOTIYHI KOMIIaHii BiAirparoTh Bce OUTBIN IMOMITHY
ponb Ha pUHKY. SIK U THX, XTO 3aiiMae Mocaiay, Tak i Ui HOBHX areHTIB,
IHHOBAIlli MAlOTh 3HAYCHHS. JSIKIIO BCI IOPUCTH XOYYTh 3aJIMIIATHCS
aKTyaJIbHHUMH B [IbOMY HOBOMY JIaHMIIa(Ti, BOHU IMOBHHHI YiTKO PO3YMITH,
YoMy IHHOBalil B MNpaBl MarOTh 3HAYEHHS — pPO3YMiHHS, SIKE BUXOJUTH
JIaJIeKo 3a MeKi OLiHKM rayacy. Hykue HaBeaeHo JesKi 3 HaiOIbII CYyTTEBUX
MIPUYUH OCTAHHIX 3MiH y IOpPUIUYHIN rays3i.

IOpuanuana pobora munysoro Ginbmie He pixke ii. HesanexHo Bin Toro,
YM MU TOBOPMMO PO KII€HTIB IOpUAMYHOI (PipMH UM BHYTPIIIHIX KIIIEHTIB
TIAPHEMCTBA, JKOJHE 3 HUX He Oyje NMpOAOBKYBaTH IpHUHAMaTH poOOoTy Ha
Tl ke OCHOBI, IO ¥ JecAiTh pOKiB ToMy. lle mWTaHHS HE TINBKH B
OIDTaYyBaHUX TOAWHAX, a i B eekTrBHOCTI. JKONICH KITIEHT HE 3alliKaBICHIN
y TOMy, 00 MpoOupaTHCs KPi3h TyMaH TOHOPAPIB, BUXOSYH 3 1HIIIOTO OOKY
3 YNMaJMM paxyHKOM 1 ToJOBHMM OoixeM. HuHI JecATKH IOpUANYHUX
MOCTaYaIbHUKIB MIPOTIOHYIOTh OTHAKOBI 3HAHHS Ta SKICTh POOOTH, aJie Ti, SKi
BIDKHMBYTH, MOXKYTb 3a0€3II€UUTH IIEBHY BUHATOPOLY CBOIM KITIEHTaM.

Y MOJIOIUX FOPUCTIB 30BCIM iHIII 11iTi. KITiEHTH )KHUTTEBO Ba)JIHBI, ajic B
IOPUIMYHOMY CEKTOpI TOJIOBHE TajlaHT. HacTyIiHe MOKONIHHS IOPUCTIB — 1€
Ti, XTO JOTIOMOJKE HaM T00JaTh udpoBe myHami. JKoaHe 1HIIE MTOKOIIHHS
B icTOpii He OyJIO HACTUIHKM OJIM3BKUM JI0 TeXHOJIOTiH. Bymyun Buxiaismu 3
mU(poBUX  TEXHOJIOTiIH, BOHM HaWKpamle [JONOMararoTh KOMIAHIsIM
aanTyBaTHCs, PO3BHBATHCS Ta 3aIUIIATHCS aKTyaJbHUMH 3apa3 1 B
MaiiOyTHEOMY.

TexHonorist 3MiHmta BHyTpimHI npouecu. HOpuctm HasuBamm cede
peMiCHUKaMU 41 peMicHuKaMH. Ti, XTO Bce IIe Tak Jaymae, OyAyTb BUTICHEHI
3 JIeranbHOro puHKy. [IpaBo — e BKe He MHUCTELTBO — LIe HayKa.

HoBi arentn 3a0mparoTh «IIMaTOYOK MHporay. OpuawmdHWii pUHOK
OlTbllle HE € BHUKIIOYHOIO cdeporo AisuibHOCTI topuctiB. HoBi ropuanuHi
GbipMHU TIOETHYIOTH K FOPUIMYHHMN, TaK 1 TEXHIYHUN TEPCOHA, 1100 Kparie
3pO3yMITH TOTpeOM KIEHTIB 1 3amponoHyBaTH HaWOLIBII BiINOBIIHE
PpiLICHHS.

He 3a0yBaiimo, 110 ramy3s crioBHeHa MOJIMBOCTel. He3Baxkarouu Ha Te,
IO IOPUAMYHMN PUHOK HAJI3BMYAalHO 3pUIMH, MU Oauiid, SIK FOPHIMYHI
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¢GipMu  Ta TreHepaJbHI OPUCKOHCYJIBTH 3 HAWOUIBLIOI MPOOIEMOI0
MPALOIOTh 1 IOPOKY BIPOBAIKYOTh HOBI MMPOYKTH Ta MOCIyrd. HesanexHo
Bil MicIg po3TamryBaHHs 4 c(epd MpaBa, OPHAMYHA Tally3b MparHe 10
HOBOTO 3MICTy Ta IHHOBAIIili.

Kouncynomanm 3 mosu B. B. Kouuna

YK 351.74:001.895](100)(06)
Cepein FO/]IH

Xapxiscokuil HayioHanbHULL YHieepcumem GHYmMpIiuHix cnpas

BUKOPUCTAHHSA CUCTEMMU BUABJIEHHSA ITIOCTPLIIIB
Y MICTAX CIIA

BrnpoBamkena y kimpkox Micrax CIIA cucrema  BHSBICHHS
BorHenanbHUX noctpinie (CBBII), a6o Jlokarop mocTpiniB, — Iie cucrema,
sIKa TIOKa3ye MoJjimiaHTam, Ie moiHo OyB 3poOnenmit moctpin. Llg HOBa i
Taka, II0 BCE IIE BJIOCKOHAIFOETHCS TEXHOJOTIS, BHKOPHCTOBYE YYTJIUBI
ay/io IaTYMKH, PO3MIIIEHI MO TepeTopii TpoMaiu, 00 BHUSBISTA TOCTPLIA
Ta TOKa3yBaTH IMOJIIIaHTaM TOYHE Miclie3HaxomKeHHs. 1l mpaBooxopoHHa
TEXHOJIOTIS JOTOMarae IOl INBHAINIC pearyBaTd Ha IHIUOCHTH 3
BOTHEMAJIGHUMH TIOCTPUJIaMH, IO Ja€ 1 MOXJIMBICTh HaJaBaTH JIONOMOTY
JKEpPTBaM 1 po3InyKyBaTH mino3proBanux. Texuomnoris CBBII moxe 3podutu
rpoMaau Habarato Oe3NeYHIIIUMH, OCOOJIMBO B paiioHax, Jie HE BHCTayae
MOJIIIAHTIB JIJIS I{II0JJOOOBOTO MATPYITFOBAHHSL.

Cucrema Maii’ke MUTTEBO TIOKa3y€e MicClie MOCTPLTy 31 30poi 3 TOUHICTIO
mo 25 wmetpie (82 ¢ytu). Texnomnoris Jlokaropa MOCTpUIB, sKa BXKE
BHUKOPHUCTOBY€EThCA TIOMiIiaHTaMH B KidbkoxX Mmictax CIIIA, BHKOpHCTOBYE
CTpaTerivHO PO3MIMICHI ayAio OaTYWKH, SKi MepenaroTh iHdopmamiio mpo
MiCIle TIOCTPUTY TONIIiaHTaM, $IKi 3HAXOMAThCA IMOONW3Yy, IO JO03BOJIIE
mBHAKO pearyBati. CHCTeMa, YCTaHOBKA Ta eKCIUIyaTallisl sikoi xomrye 1,5
MLITBHOHA 0JIapiB Ha PiK, TAKOX JTOCTATHRO PO3yMHa, 00 mependaduTy, ae
MOXKYTh BifOyTHCS HACTYITHI IOCTPLITH, III0 JO3BOJISE MOMIIIaHTaM iIXOIUTH
JI0 CUTYyaIlii 3 HAJISKHOI0 00EPEKHICTIO Ta 32aCTOCYBAHHSM ITiATPUMKH.

Jlokarop mOCTpiNIB INEPEeBaKHO BUKOPUCTOBYETHCS B  KOJILOPOBUX
rpomajax, siKki BKe HEIlpOIOPLiHO HECYTh TSrap IHTEHCHBHOI NMPUCYTHOCTI
monimii. TTomirist 3asiBiisie, 10 BOHA BUOWMpPAE pAOHU JJIsl PO3TOPTAHHS Ha
OCHOBI TOTO, Ji¢ HAOUIbIIe CTPUISTHIHY, ajie 3 UM € Kiibka mpobseM. [o-
Tiepie, MOMIJIKOBI TpuBorH Jlokaropa mocTpiliB BiINpaBiIAIOTh TOJIMII0 B
yrcneHHi moi3aku (y Yukaro, moHax 60 pasiB Ha JeHB) y TpoMaau 6e3 Oy/Ib-
SKAX TPUYMH Ta Yy MiJBHIICHIH TOTOBHOCTI, OYIKYIOUM ITOTEHIIIHHOTO
3iTKHEHHs 3 HeOe3medHoro curyariero. [lo-gpyre, meromonoris JlokaTopa
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NOCTPiNIB, IO BHKOPHCTOBYEThCS JUIsl HaJaHHSA  JIOKa3iB  IMPOTH
OOBHMHYBa4YeHNX Y KpUMIHAJIBHUX CIpaBaX, HE € NPOo30pol0 i He Oyna
repeBipeHa eKcliepTamMy, YM iHIIMM YHHOM He3aJleHO ouiHeHa. Lle mpocrto
HEMPUIYCTUMO JUISl JIaHWX, SIKI BHKOPHCTOBYIOTBCS B cyai. Hapermri,
epeKkTuBHICT, TexHOJOTii Jlokaropa TOCTpiNiB Bce Ime 3aHIIAETHCS
MPeAMETOM OOTOBOpPEHb, alle € CHoAiBaHHsA, mo JlokaTop MOCTpiliB
JOTTOMO>KE TIOJTILIT CKJIACTH TOYHY KapTHHY TOTO, HACKUIBKH aKTHBHA 30p0si B
MicTax.

Hayxosuii kepienux Onexcanop OniwiegcoKuil

VIIK 351.74:001.895](100)(06)
Vasna SHKOBCBKA

Xapxiscokuii HayioHanbHUIL YHIGEpCUMem 8HYMPIWHIX Cpas

BIPTYAJIbHA PEAJIBHICTb Y HABYAHHI IIPALIIBHUKIB
TTOJIIIIT

YoMych BBaXKa€ThCs, IO CBIT MailOyTHhOro OyJe BUIBHMM Bil
3JI0YMHHOCTI. AJie 41 JIFiCHO HACTaHe Yac, KOJIM MOYKHA OyJie PO3KPHUTH Oy b
SIKAH 37104MH 1 He OyJie TaKoro 3JI04MHY, IKOMY He MOokHa OyJio 0 3armo0irtu?
Kinbka pokiB TOMy HaBiTh He HIIUIOCS PO i/1ef0 HABYAHHS ITPaBOOXOPOHIIIB
3a JIOIIOMOTOI0 BipTyaJbHOI peanbHOCTI. ChOTOMHI BipTyanbHa PEasIbHICTBH
JIOCSTIIa BHCOKOTO PIBHS PO3BHUTKY, 1 TEXHOJOTiA HaOylla TOIIMPEHHS Y
Oararpox mpodecisx. Li TexHONOTIi HABYUAaHHS MOXKHA BUKOPUCTOBYBATH IS
0e3rmedHoro mpogeciiHOro PO3BUTKY, MO0 YHUKHYTH PEaTbHUX PHU3HUKIB Y
Maiioytapomy. IIpaBooxoponni opranu CIIA mpoBogsTe cCriemiajibHi
TPEHIHTH 3 BHKOPHCTaHHSAM BIpTyalmbHOI peanbHOCTI. Taki HaBYaHHSA
JIOTIOMAraroTh CIiBpOOITHHKAM MOMILT MiIrOTyBaTUCs JI0 Herepe10auyBaHuX
OllepaTHBHUX CIIEHAPIiB.

[oineichki MOXKYTh OMMHUTHUCS Y BIPTyaIbHOMY TOPTOBOMY LICHTPI UM
JIepKaBHIHM MIKOJI y cUTyalil, HOB'I3aHil 13 3aXOIUICHHSM 3apy4HUKIB. [Ipu
I[LOMY BIIIPAIIbOBYIOThCS Pi3Hi OOHOBI CIIeHApil, 3aCHOBaHI Ha PealiCTUUHUX
nofisix. BipTyargbHa peanbHICTh J03BOJISE MOMINEHCHKAM BiIIpaIlbOBYBaTH
Pi3HI cleHapil B peXuMi pealbHOTO 4acy Ta B3aEMOJIATH 3 BipTyaIIbHUMH
o0’ekTamy, y TOMy 4HMCiHi 3 mapTHepamu s mporo notpiOHO OISTHYTH
KIJIET 3 JaTYMKaMH Ta MIOJNIOM BIPTYaIBHOI pealibHOCTI. YcCi il modmimii
(IKCYIOTBCA TSl TOAAJBIIOTO aHAaJIi3Y.

KoHcTpykiis omHOYacHO TOemHYe B cOo0i Bimeo- Ta ¢oTokamepy, a
TaKOX HaBiramifHWii mpucTpii. ['OMOBHOIO  OCOOJHMBICTIO  OKYJSAPIB
BipTyalbHOI peakiii € CTBOPEHHs BipTyaJbHOTO ekpaHa. lIpuctpiii Haramye
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COHLIE3aXMCHI OKYJISIpM 3 HEBEJIUKMM IIOTOBLIEHHSM [IYXOK, Yy SIKHX
BCTAQHOBJICHI KOMITIOTEpHI 4inW. 3aB[SIKM IbOMY IOJILEHChKI MOXYTb
OTpUMAaTH JIOJATKOBO HeoOXimHy iHdopmamiro. Hampukian, —sxmio
TIepeBIPSEThCS BYJHILS, NMPUCTPIH TOKaXKe KUIBKICTh MallMH Ha CTOSHILL.
Sxmo mominedichkuil HaBeAe OKYJIAPH HAa HOMEp aBTOMOOLNS, HA EKpaHi
MOXKYTh 3’ IBUTHCS JaHi PO KPAAiKKy aBTOMOOLIIS.

BukopucranHs BipTyalbHOI PEaNbHOCTI BiIKPHUBAE HOBI MOMIIMBOCTI
Ul moJineicekux. [ po0oTH 3 CydacHMMH TIPHCTPOSMH BipTyalbHOI
peanbHOCTI He MOTPiOHI TIMOOKI 3HAHHSA KOMII FOTEPHHUX TEXHOJOTIH, IO
poOHTE iX JETKUMH y OCBO€HHI. Tomy pmemami Oumblne KpaiH aKTHBHO
BIPOBA/DKYIOTh TEXHOJIOTIT JONOBHEHOI Ta BIPTyaJbHOI peajbHOCTI B
MPOrPaMH I ATOTOBKH MOIIECHCHKHUX.

Hayxosuii kepienux I. M. Copoxkina
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