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Abstract 

Rapid development of technologies provokes a revision of the existing attitude to the outside world including 

society. Areas of application of computer programs are diverse: space, defense, industry, education, etc. 

New forms of organization of social relations (social networks, virtual reality, robotics, blockchain, etc.) are 

actively emerging, and the intensity with which they appear complicates the adaptation of existing social institu-

tions to them, not to mention the forms of state control. The more personal data about an individual is aggregated 

and processed, the higher the possible impact on the life of such a person of automated processing results and, 

accordingly, the size of the risk associated with the violation of his rights. 

This situation leads to a variety of contradictions both in the normative field and among the population. 

The danger with the latest technology is that no rules of conduct have been formed, and therefore the institute 

of the responsibility for their violation has not been formed. 

By ignoring the above mentioned social relations, the state poses a danger to the violation of the rights and 

freedoms of citizens, since it deprives them of the possibility of protecting them by the relevant law-enforcement 

bodies which operate exclusively within the legal framework which has not entered into new social relations. 

The article provides an analysis of the above problem and possible ways of its solution in order to increase 

the effectiveness of the protection of the rights of citizens. The use of modern technologies in an open society 

greatly enhances the level of protection of the rights of citizens and the level of security in society. 
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In recent years, «Big Data» is a generally accepted 

trend of economic and technological development, 

which simultaneously forms many factors: 1) the pene-

tration of the Internet in everyday life; 2) the develop-

ment of e-commerce; 3) the emergence and develop-

ment of search services, which are based on an adver-

tising business model that involves the collection of 

large amounts of information about the behavior of in-

dividuals in the network on the Internet; 4) the emer-

gence of social networks that aggregate data not only 

about individuals, but also about the relationship be-

tween them; 5) Distribution of smartphones and tablets, 

which allow you to constantly (online) track the route 

of their users, as well as exchange instant messages. As 

a result, the key processes of human life transmitted to 

the Internet and any action of the individual leaves a 

digital footprint, which in aggregate caused the appear-

ance of huge amounts of digital information. At the 

same time, according to ICC, which specializes in ana-

lytics in the sphere of information technology, fore-

casts, most of the data will not be generated by humans, 

but by various devices during their interactions with 

each other and data networks (for example, 

smartphones, RFID devices, satellite navigation sys-

tems of the type (GPS). 

Such rapid development of technologies provokes 

a revision of the existing attitude to the outside world 

including society. Areas of application of computer 

programs are diverse: space, defense, industry, educa-

tion, etc. For example, special programs even carry out 

diagnostics of diseases in medicine and according to the 

doctors themselves, the accuracy of the diagnosis has 

increased to 90% [41]. During the comparative tests it 

was shown that due to intelligent software algorithms it 

is possible to increase the efficiency by reducing the di-
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agnosis time to 70%. This makes it possible to signifi-

cantly reduce the number of false diagnoses which 

plays a key role for the patient's health. In addition, 

there is a reduction in the time required for the recap-

ture of diagnostic equipment, the need for repeated test-

ing is reduced, the risk of legal consequences that may 

arise in the misdirection of the wrong treatment is re-

duced [34]. 

In the proceedings, the main digital technologies 

can be: 

- large data (Big Date); 

- neurotechnology and Artificial Intelligence (for 

example, "Bot Lawyer" is already able to file lawsuits 

against natural persons, artificial intelligence trained to 

foresee court decisions in cases of human rights abuses 

in the Strasbourg Court (ECHR) with a probability of 

79%); 

- distributed registry systems (for example, the use 

of blockade technology will be discussed further); 

- quantum technologies (as one of the capabilities 

of computers based on (as one of the capabilities of 

computers based on quantum technologies, it is possi-

ble to provide cybersecurity and secure long-distance 

data exchange); 

- components of robotics and sensorium; 

- wireless technology (operational use of various 

data banks, accounting, conducting on-line procedural 

actions, etc.); 

- technologies of virtual and supplemented reality 

(submission of evidence in court, modeling events in 

court process), etc. 

New forms of organization of social relations (so-

cial networks, virtual reality, robotics, blockchain, etc.) 

are actively emerging, and the intensity with which 

they appear complicates the adaptation of existing so-

cial institutions to them, not to mention the forms of 

state control. The more personal data about an individ-

ual is aggregated and processed, the higher the possible 

impact on the life of such a person of automated pro-

cessing results and, accordingly, the size of the risk as-

sociated with the violation of his rights. 

This situation leads to a variety of contradictions 

both in the normative field and among the population. 

It is naturally that the unknown causes anxiety and fear. 

Catastrophic predictions and theories on the introduc-

tion of artificial intelligence became the ideas for many 

feature disaster films. 

Insufficient understanding of the opportunities 

and the role of modern information technologies in the 

life of the society has led to the emergence of a three-

dimensional problem: 

1) the state has not developed effective mecha-

nisms of influence and control in the field of new social 

relations which arose on the background of the rapid 

development of information technology; 

2) the said omission on the part of the state was 

used by individuals who began to use modern infor-

mation gains for criminal purposes while remaining un-

punished; 

3) the above-mentioned facts have created anxiety 

and threat to their rights and freedoms. 

The reaction of society is fully justified and pre-

dictable. After all, anyone worries about the prospect of 

becoming a victim of a crime or subject to another vio-

lation of personal rights and freedoms. Despite the rel-

ative effectiveness of the provisions of the current leg-

islation on personal data concerning the sustainable 

methods of processing data arrays isolated by individ-

ual organizations, the technology of "Big Data" is in-

compatible with a number of basic principles that form 

the basis of the legislation on personal data, which ne-

cessitates its reformation. 

The danger with the latest technology is that no 

rules of conduct have been formed, and therefore the 

institute of the responsibility for their violation has not 

been formed. In particular, it is problematic to bring a 

person to the responsibility for illegal transactions with 

cryptic currency in a state that does not recognize the 

latter as a payment instrument. 

Of course, any society can not exist without norms 

of behavior which are created only when the possibility 

of their violation is permissible. The law does not de-

scribe facts but benchmarks for our behavior. If this law 

has sense and meaning, then it can be broken and if it 

can not be broken then it is superficial and does not 

make sense. It is difficult not to agree with K. Popper, 

but what should be done when the legislator ignores the 

social relations that already exist? 

By ignoring the above mentioned social relations, 

the state poses a danger to the violation of the rights and 

freedoms of citizens, since it deprives them of the pos-

sibility of protecting them by the relevant law-enforce-

ment bodies which operate exclusively within the legal 

framework which has not entered into new social rela-

tions. 

These topics are new to legal science in Ukraine, 

today some scholars (Rozovskiy B. [35, p. 280-292], 

Karchevskiy M. [18, p. 17], Konashevich O. [20] and 

others) draw attention to the need for appropriate re-

sponses by state authorities to the new threats, to pre-

vent the ignorance of the social processes and infor-

mation and technology progress that we are witnessing 

today. 

For better understanding of the essence of the 

problem, and therefore to find ways to solve it, you 

need to understand two aspects. 

Firstly, the level of the development and the pos-

sibilities of modern information technologies allow us 

to assert that we are heading towards the formation of 

an open society. Concurrently, in this case, we mean 

not Karl Popper’s concept [33] but an open society as 

an objective reality. Virtually every citizen today is in 

a virtual network. This happens regardless of whether 

we want it or not. It's almost impossible to stay out of 

the virtual network today, because being in the mother's 

womb, the information about the future person is being 

introduced to a variety of information records and com-

puter systems. We can confidently say that in today's 

civilized world virtually every real person has a virtual 

twin. 

Assuming that all systems and networks are 

united, the application of face recognition technologies 

combined with the active dissemination of CCTV will 

allow the observation of the life of any citizen in real 

time as in the film. Such a citizen becomes truly open 

to the structures that control such a system. 

https://www.babla.ru/%D0%B0%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9-%D1%80%D1%83%D1%81%D1%81%D0%BA%D0%B8%D0%B9/concurrently
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At the same time, it is necessary to clarify that, in 

the light of the above mentioned, calling the society 

open, we do not identify it with the information society 

which is often used as synonyms. The term "infor-

mation society" is attributed to Professor Y. Khayashi 

of the Tokyo Institute of Technology [16, p. 62]. Fur-

ther this term began to be widely used by other scholars 

in different fields of knowledge. 

Some scholars define the information society as a 

whole as a society in which [6, p. 11-12]: 

- every member of the society has the opportunity 

to receive timely and promptly through the global in-

formation networks full and reliable information of any 

kind and purpose, if found in practically any part of the 

geographical space; 

- the possibility of operative, practically instant 

communication of not only every member of society 

but also certain groups of the population with state and 

public structures irrespective of place of residence is re-

alized; 

- the activity of mass media is transformed in the 

form of creation and dissemination of information, de-

velops and integrates into information networks of tel-

evision; 

- geographic and geopolitical boundaries of states 

disappear within the framework of information net-

works, the unification of information legislation of the 

countries takes place. 

The issues discussed were not ignored by the in-

ternational community and were reflected in a number 

of international legal acts. For example, the Declaration 

of Principles "Building Information Society - A Global 

Challenge for the New Millennium" adopted by the 

United Nations in Geneva on 12.12.2003 states that the 

intention of States parties to build the people-centered, 

open to all and development-oriented information soci-

ety [7] . 

The Charter of the Global Information Society 

[25] states that in the information society, fundamental 

changes occur not only in the economy but also in other 

areas of activity. Scientific knowledge, modern infor-

mation technologies, telecommunication and commu-

nication means are increasingly entering into everyday 

life of a person, substantially changing it. The infor-

mation society allows people to more widely use their 

potential and realize their intentions, provide new op-

portunities for searching, storing, processing and dis-

seminating information. 

The information society should be also considered 

as [40]: 

- a new type of the society which is formed as a 

result of the global social revolution and is generated 

by the development of information and communication 

technologies; 

- a society of knowledge, that is, a society in which 

the main condition for the well-being of each person 

and each state is the knowledge gained through free ac-

cess to information and the ability to work with it; 

- a global society in which the exchange of infor-

mation will have no time, spatial or political bounda-

ries; which, on the one hand, promotes the interpene-

tration of cultures, and on the other hand, gives each 

community new opportunities for self-identification. 

By combining existing concepts and positions in-

dividual scientists, by providing definitions, point to 

the interconnection between concepts of an informa-

tional and open society. Yes, Pastukhov P.S. notes that 

the information society is an open civil society based 

on free access to information, freedom of opinions, the 

right to direct voice, openness, tolerance and competi-

tion in opinions and evaluations [29]. 

In general, agreeing with the positions of scien-

tists, we note that the concept of information and open 

society belongs to each other as a part and a whole. That 

is, an open society cannot exist without an appropriate 

information component in its modern sense with a set 

of systems, programs, and networks. At the same time, 

the information society becomes open only when an 

open civil position is formed when the security of every 

individual in the society is recognized as the highest 

value and is supported by all. An open society is a men-

tal readiness of active behavior for public safety, in-

cluding the use of modern information and technology 

achievements. 

Of course, there are always threats of incorrect or 

illegal use of information obtained from relevant sys-

tems or networks. But we should not forget that crimi-

nals whose illegal activities will be visible to law en-

forcement agencies are similarly open. 

Analysis of recent publications and practices has 

shown that most of the civilized world has long recog-

nized the importance and inevitability of the introduc-

tion of modern analysis tools in the law enforcement 

sphere. So, in the English magazine "Police" the article 

on the use of modern information technology in the 

work of financial investigators has been published. At 

the beginning of the 21st century almost every person 

leaves behind an electronic track of information (for ex-

ample, in the UK, the total number of databases where 

citizens can leave an electronic track is approximately 

three hundred). The investigators are faced with the 

task of collecting data from these databases in relation 

to a specific individual, then filtering from this infor-

mation the ones that match the parameters of the inves-

tigation, that is, in other words, check the information 

received in relation to the wider context of the investi-

gation in order to bring together all the information and 

conduct analysis according to which it is necessary to 

act in the future [32; 39, p. 22]. 

The ever-increasing cybernetization of infor-

mation flows required a change in the existing staff 

structure of operational staff. In Scotland Yard (UK), 

the number of operational analysts exceeds the number 

of other ("classical") operational staff in 2.8 times while 

in the Federal Bureau of Investigation (US) - in 4.7 

times. In the intelligence services (Central Intelligence 

Agency, USA) this figure reaches nine. 

And this is understandable. The problem of today 

is that the information is too much: any modern sensor 

can transmit millions of terabytes of data and 5 thou-

sand hours of high-definition video per day. This infor-

mation is collected with gigapixel cameras and hun-

dreds of sensors. Correctly organized analysis and vis-

ualization of these data will optimize the process of in-

formation and analytical support for criminal 

proceedings. 
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But to get the benefit of all these "mountains" of 

tera-bytes, scientists, who specialize in data analysis, 

for which the police have to compete with "civilian" in-

dustries, are needed. 

Today there are already technologies that help au-

tomatically analyze huge arrays of texts, thus conduct-

ing not structural analysis and keyword search but se-

mantic one. The system actually understands the con-

tent of the texts. In the long run, this same approach can 

be used to analyze video and static images as well as 

the sound. 

These facts allow asserting that the development 

of analytical intelligence in Ukraine requires the with-

drawal of the organization and tactics of law enforce-

ment activities to a qualitatively new level. 

In order to carry out computer intelligence special-

ized intelligence computer programs have recently 

been used. Due to its specific functions, intelligence 

programs, in comparison with other programs of search 

and analytical purpose, allow to expand the search 

zone, to reduce the search term, to discover latent links, 

to increase the value of the information received. Intel-

ligence computer programs are the most universal and 

therefore the most widely used analytical intelligence 

tool. S.S. Ovchinskyi emphasizes the extremely im-

portant role of modern methods of processing various 

information for the formation of analytical intelligence 

as "an independent form of the activity" [28, p. 319]. 

As O.V. Demyanchuk writes, computer networks, 

first of all the Internet, are increasingly used by intrud-

ers for creating illegal markets for the sale of weapons, 

drugs, human organs, pornographic products, explosive 

devices, offers for providing of killer "services", and is 

a way of spreading information on the manufacture of 

homemade explosive devices, propaganda of national 

enmity and calls for entering into a war [8]. 

Law enforcement agencies of foreign countries 

widely use automated information search systems that 

allow to optimize the disclosure and investigation of 

crimes committed by members of organized groups sig-

nificantly [19]. But the current pace of exchange of in-

formation and the overall rhythm of life, including 

criminal, makes it necessary to constantly improve 

methods and ways of working with constantly growing 

data arrays. In this process, irreplaceable assistants are 

information and analytical systems, the main advantage 

of which is analysis and forecasting. 

Moreover, up to-day technologies make it possible 

to actively and productively counteract transnational 

crime at the expense of the absence of boundaries in the 

global network. The interaction and exchange of data 

between law enforcement agencies of different coun-

tries is greatly facilitated. For example, a wanted of-

fender can be identified by using one of the identifica-

tion software for a person on the photo or video image. 

Such experience is already practiced by individual for-

eign public and private agencies [23; 26; 5]. 

Space industry has more prospects in using the lat-

est technologies. After all, in the distant 1962 M.S. 

Khrushchev, after successful trials of means of anti-

rocket defense in the USSR, said: "We can aim at the 

fly in space" [37]. 

Today, in the US, a space control system is being 

developed that can observe ground-based processes 

even through clouds [12; 38]. Today, 12,000 artificial 

satellites have been taken into the Earth's orbit [1]. 

At the same time, not a single fact of using space 

satellites for the purposes of law enforcement sphere is 

known. First of all, this is due to technical capabilities 

and financial expediency. But work in this direction is 

being actively pursued and already there are first suc-

cesses in the transmission of satellite image in real time 

regime [4; 30]. At the current pace of scientific and 

technological progress, technical capabilities of space 

monitoring for law enforcement purposes will quickly 

appear. 

Secondly, the outdated system of public admin-

istration as well as its regulatory legal basis is not able 

to adapt to the rapid development of information tech-

nologies and society in general which creates signifi-

cant contradictions that do not contribute to the protec-

tion of the rights and freedoms of citizens.  

In the real world, in order to meet their needs, there 

are a huge number of restrictions and prohibitions that 

are not present in the virtual world. In particular, in the 

virtual network there are no borders, distances are lev-

eled, the network is deprived of excessive legal regula-

tion etc. 

What the network is not deprived is the control 

that is carried out by the appropriate administrator and 

the level of controllability depends on the administrator 

himself since he sets the rules that will operate on the 

network. Thus, each network can, conditionally, be 

compared with the form of organization of the society 

(union, community, state etc.) as well as its guidance. 

Thus, with the development of the network, its 

prevalence, the forms of its regulation have become 

more complicated that can eventually lead to the con-

sequences with which some states are encountered. Al-

ready today we are witnessing the expansion of the staff 

of legal advisers as legal standards that need to be rec-

onciled with the existing ones are constantly increasing. 

And than farther, this process becomes more compli-

cated. Excessive overregulation leads to inconsisten-

cies in legislation which, in its turn, leads to the viola-

tion of the rights of individuals and legal persons and to 

a certain chaos. In the future the attempts of each of the 

subjects of the society to protect only their rights and 

freedoms, a measure for which everyone has his own, 

provoke the introduction of repressive measures from 

the side of the state to resolve the situation. The results 

of such actions can be different, from the change of 

power or the introduction of authoritarian rule till the 

collapse of the state as such. 

A successful historical illustration of the above 

process is the Roman Empire. Beginning in the 2nd and 

1st centuries BC as a city-state, Rome had become a 

good example of the successful realization of the direct 

democracy as a form of state rule which had previously 

taken place in the Athenian republic since the 5th cen-

tury BC and is considered to be the earliest known di-

rect democracy [21]. 

All government positions were elective and the 

state apparatus itself was kept to a minimum. In Rome 
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there was no police, prosecutor’s office or special ser-

vices. Of all the instruments of the state influence they 

had only the army [3]. 

Such a management system was extremely effec-

tive for the well-being of citizens and was soon appre-

ciated by residents of other areas around Rome. In the 

I-II centuries the Roman Empire grew rapidly due to 

the fact that in all conquered territories the local popu-

lation was rapidly organized on the principle of Roman 

municipalities. In essence, the empire gave the state 

control over outsourcing, that is, it was managed 

through self-governed cities organized according to the 

Roman model. 

In essence, at the initial stage, the Roman Empire 

was a network of self-regulated cities, which at basilar 

level were a classic example of a horizontal system. 

And it is in such a system that the Roman Empire had 

developed. 

Not going deep into the historical discussions 

about the causes of the collapse of the Roman Empire, 

hardly anyone denies that one of the most important 

factors that accelerated the decline of the empire was 

the overload of the management of factors at which it 

was not able to react at that time. Moreover, the human 

factor in the form of growing appetites of the local no-

bility provoked a rejection of a one-level self-regulated 

urban network [22]. Consequences are well-known. 

The further the society develops, the more com-

plex and modern forms of organization it needs. 

Modern information society, whose representa-

tives we are, obviously requires such a form of its or-

ganization that could combine both its real and virtual 

sides. One of the outputs may be the introduction of 

blockchain technology - one-level network in which 

there is no single distinguished center and in which the 

validity of transactions is guaranteed by a crypto algo-

rithm and, accordingly, by all participants of the net-

work. 

Blockchain is a distributed database in which data 

storage devices are not connected to the general server. 

This database stores a list of ordered records called 

blocks which constantly increases. Each block contains 

a timestamp and a reference to the previous block. Most 

frequently copies of the chain of blocks are stored in-

dependently from each other and are processed on dif-

ferent computers. The basic principle of the operation 

of the new technology is the transparency of the opera-

tions carried out with the impossibility of their change 

by persons who do not have authorized access to it. 

Blockchain technology uses cryptography and 

digital signatures for identity verification: transactions 

are tracked up to cryptographic identification data that 

are theoretically anonymous but can be attached to real 

identifying data after some engineering analysis. 

From the above mentioned it can be concluded 

that the function of the blockchain technology is to reg-

ister each transaction with a crypto currency. Any trans-

fer of crypto currency is confirmed on the network by 

bringing a transaction block. The block is added to the 

long chain which allows anyone to track the change of 

owners of each crypto currency from the moment of 

creation. Technically, this is achieved by sequential en-

ciphering of data for each subsequent transaction. Any 

transaction entered in the block is assigned a crypto-

graphic identifier (hash) which is added to the heading 

of the record about the next transaction, and it is re-

peated again and again so that the transaction hash on 

the top of the chain contains coded data about all previ-

ous transactions written in the block. It is impossible to 

intervene and change a transaction already written be-

cause it will compromise the whole chain. 

The very fact that the blocks are correctly embed-

ded in the circuit shows that the transaction was in the 

proper manner. So the block represents simultaneously 

both the confirmation of the transaction (with an elec-

tronic signature and a mark on the time of committing), 

and part of the total (across the entire network) transac-

tion history. It is possible to use encipher with the open 

key, which is entered into the database, for identifica-

tion in the registry of the holders of crypto currency. 

Only the owner of the closed key has the right to con-

tinue to deal with these crypto currencies. Yes, enci-

phering provides the necessary confidentiality, except 

that only the owner of the closed half of a pair of keys 

can accept a transaction. Thus, the user has only one 

key and with his ignorance it is impossible to access the 

primary information. 

The considered technology of data transfer and 

storage has become the focus of attention of those who 

commit crimes. In the area of their special attention 

there was also crypto currency which, in essence, is not 

a means of payment in the literal sense but in fact has 

already become a substitute for issued payment means. 

Crypto-currency actions do not have specific leg-

islative regulation and criminal offenses cannot be 

identified. Marco Strang describes crypto currency as 

follows: 

- non-inflationary; 

- divisibility; 

- duration; 

- accessibility; 

- globalization and, as a rule, anonymity; 

- open source code; 

- one rank; 

- decentralization. 

However, when committing crimes in the online 

space crypto currency act as a means of committing 

crime and are used as a means of payment for the pur-

chase of weapons, narcotic drugs and other prohibited 

objects, or in order to legalize criminal profits. 

One of the most popular ways to handle crypto 

currency for criminal purposes is through crypto cur-

rency exchange. The list of all crypto currency ex-

changes and bitcoin exchangers, Litecoin and their 

forks at the beginning of June 2016 contained the fol-

lowing data about their location: US - 25; Germany - 8; 

Russia - 6; China - 3; Poland, Great Britain, France, 

Taiwan - 2; Kazakhstan, British Virgin Islands, 

Ukraine, Canada, Switzerland, Bulgaria, India, New 

Zealand, Australia, Belgium - 1. 

When it comes to legal regulation of bitcoin and 

other crypto currency in Ukraine (PPCoin or Peercoin), 

first of all they recall the explanations of the NBU in 

the Letter dated 08.12.2014 No. 29-208 / 72889 which 

defines Bitcoin as a "money surrogate" that does not 

have security of the real cost and can not be used by 
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individuals and legal persons on the territory of Ukraine 

as a means of payment, as this, in his opinion, is con-

trary to the norms of Ukrainian legislation. 

If you consider the Law of Ukraine "On Payment 

Systems and Money Transfer in Ukraine" dated Sep-

tember 18, 2012, No. 2921-14, electronic money is a 

unit of value stored on an electronic device that is ac-

cepted as a means of the planet by persons other than 

those who release them and is a monetary obligation in 

cash or non-cash forms. The issuance of electronic 

money can be carried out exclusively by the bank which 

has obligations to repay them. 

Due to its technology Bitcoin does not fall under 

the Ukrainian definition of "electronic money" because 

it does not contain an obligation of the issuer to repay 

it, has no single emission center, it is not tied to any 

cash or cashless funds. In turn, "non-cash funds", ac-

cording to Ukrainian legislation, can exist only in the 

form of records on bank accounts. Banks do not partic-

ipate in the process of issuance and circulation of 

crypto-currency, so Bitcoin can not be considered 

"funds". Bitcoin does not fall under the definition of 

"payment system" as the main and obligatory function 

of the payment system is the transfer of funds while 

Bitcoin is transferred exclusively through the electronic 

wallet, which is not money. 

To clarify the legal nature of Bitcoin, it is im-

portant to draw attention to the fact that the Law of 

Ukraine "On the National Bank of Ukraine" dated May 

20, 1999 No. 679-14 stipulates that money surrogate is 

any documents in the form of banknotes which are dif-

ferent from monetary unit of Ukraine, issued in circu-

lation not by the NBU and made for the purpose of 

making payments in economic circulation. At the same 

time, signs of crypto-currency are not covered by the 

term "electronic document" since the latter refers to a 

document which information is recorded in the form of 

electronic data taking into account the necessary essen-

tial elements of the document. 

Thus, one should agree with the opinion of scien-

tists that the concept of crypto-currency is not recog-

nized as money surrogate, and that the activity regard-

ing the use of Bitcoin in the payment of services in 

Ukraine is innovative, the corresponding legal regula-

tion and clear definition of the status of crypto-currency 

as such are completely absent. 

However, technology, during its existence since 

2009, has never been the victim of hacking or other un-

authorized influence [31]. 

If, however, the information is stored in the block-

chain then the information becomes invulnerable to ex-

ternal interference. In addition, there is no need for me-

diation which is the basis of state influence. 

The indicated technology is actively implemented 

in the developed countries of the world. So, modern 

Switzerland is a rare example of a country with instru-

ments of direct democracy. Citizens can directly pro-

pose amendments to any law or even to the Constitution 

[15]. 

We agree that in a civilized legal state the person, 

his interests, rights and freedoms must be the highest 

value. However, as if we did not magnify the personal-

ity, it was, is and will remain a part of the society. Con-

sequently, the interests of the individual can not be op-

posed to the interests of the society which we observe 

today. 

In today's realities unjustified competition be-

tween democracy and the security of individuals and 

society is impermissible. As the researchers note, "se-

curity is a complex social phenomenon that in a contra-

dictory way reflects the relations of various social sub-

jects. Often, some of them seek to provide their own 

security at the expense of others or in their activities 

they do not take into account the interests of other so-

cial groups and their need for security. In this case, the 

speech should be about a sort of "social selfishness" 

which, if it was relatively tolerant in the previous era, 

in the era of growing globalization it begins to become 

a serious threat itself ". Confronting the security of the 

person and the safety of social security in general, as a 

rule, arises in historically specific circumstances con-

nected, oddly enough, with relatively stable and safe 

periods of the development of one or another society. 

The events of September 11, 2001, perfectly confirm 

this, since to this day the United States had long been 

unaware of the serious security problems, public opin-

ion perceived the value of security as given and moved 

it aside on the second plan. It is logical that at some 

point of the idea that security interferes the freedom of 

the individual, changed the perceptions of security as a 

necessary condition for freedom "[24, p. 102-105]. In 

addition, narrowly-verified assessment of the citizen of 

his rights and freedoms with their indisputable priority 

but outside the interests of the society is unacceptable 

[36, p. 350-355]. 

To illustrate the principle of the work of the block-

chain technology we can give an illustrative example. 

Let's imagine that there are many people in the big 

room (in the relevant network) who simultaneously 

watch two persons discussing the terms of the contract 

between each other and sign a contract. Everyone sees 

how the negotiators reach an agreement and place the 

signed contract into a glass block which is closed and 

sealed with the signatures of all people present. After 

closing the block can not be opened but you can read 

from it. Any actions in the room are immediately visi-

ble to all participants and non-fulfillment of conditions 

immediately becomes known to all members of the net-

work. In this case, any actions with a packed contract 

are fixed in an automatic mode and are also placed into 

a block, on the top of the one which already exists and 

is also confirmed by all the participants who do not 

have any administrative rights. 

Now, this primitive example is multiplied by the 

capabilities of computer systems and data processing 

programs and you will get an approximate idea of the 

principle of the blockchain technology which, however, 

is extremely important for the development of an open 

information society. 

Today we are witnessing the monopolization and 

localization of certain information resources. Most da-

tabases belong to a state that has established a monop-

oly on their use arguing that they need to be protected 

and providing allegedly guarantees for such protection. 
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At the same time, any database can be cracked and 

obtained confidential information or distort it. Security 

systems are created by people and therefore people can 

break them. So, recently, information systems around 

the world have become the object of the attack of the 

virus Petya.A from which the information systems of 

Ukraine were affected most of all. The work of many 

state bodies and institutions as well as of most state 

banks was paralyzed. Against this backdrop, the bitcoin 

course only grew and the technology itself, during its 

existence since 2009, has never been the victim of 

breaking in or other unauthorized influence [31]. There 

are other examples of leakage of confidential infor-

mation including India: 

- Reliance Jio (2017) - 120 million customers; 

- Aadhaar (2017) - 210 government sites made 

confidential information publicly available. 

If, however, the information is stored in the block-

chain then the information becomes invulnerable to ex-

ternal interference. In addition, there is no need for me-

diation which is the basis of state influence. After all, 

in case of purchase of a vehicle, the contract requires a 

notarial certificate and the fact of the proof of its own-

ership requires registration at the service center of the 

Ministry of Internal Affairs. In the same case, interme-

diaries are not needed to record information with the 

help of a blockchain in the form of a token (the digital 

expression of any material or not material object). 

In small social groups such a system operates con-

stantly and does not raise any questions. In the family 

children do not require parents to show them docu-

ments every time to prove their parenthood or students 

in the classroom are not forced to confirm weekly that 

they are from this class. 

If the group increases, for example, to the size of 

a city or region, even such elementary questions as con-

firmation of the status give rise to difficulties. To enroll 

for work you need to provide documents on education, 

confirmation of family ties, criminal record or its ab-

sence, etc. 

The blockchain technology, together with the 

comprehensive informatization and automation of the 

society, makes it as open as possible on the one hand, 

and on the other it is extremely protected. 

When everything is open, it's extremely difficult 

to steal it. How to take something out of the table un-

noticed when this table is in the middle of the room and 

all around are looking at it? It is impossible. 

The introduction of the principle of the blockchain 

technology at the national level has definitely unques-

tionable advantages. But is society ready for such 

changes mentally? We do not think so. 

The current level of corruption and oligarchization 

of the state apparatus will not allow the introduction of 

such technology. Indeed, even the filling of elementary 

electronic declarations by civil servants can not be pro-

vided within a year yet. In Ukraine there is no single 

information center that would allow monitoring the fi-

nancial flows of citizens to control the level of illegal 

enrichment of officials. Even elementary databases of 

law enforcement agencies do not have a single coordi-

nated center. What to talk about changing the technol-

ogy of accumulation and processing of information. 

But there is hope for more developed states. The 

successful implementation of the blockchain technol-

ogy at the state level at least by some countries will mo-

tivate others. 

In particular, the way Switzerland is developing is 

very inspiring. So, modern Switzerland is a rare exam-

ple of the country with instruments of direct democ-

racy. Citizens can directly propose amendments to any 

law or even to the Constitution. From 521 referendums, 

in 216 cases, the subject of the vote was the revision of 

the Constitution and, in 148, the subject was the laws, 

cases of adoption of a bill or approval of any contract. 

The people also do not fall behind two hundred of ref-

erendums were initiated by the ordinary Swiss person. 

For the people's initiative, according to the Swiss Con-

stitution, 100,000 signatures of citizens are needed. The 

subject may include, in particular, review of the Basic 

Law. Additionally, Swiss may use the right to an op-

tional referendum. It concerns international agree-

ments, federal decisions, joining unions and interna-

tional organizations. For this, support is required from 

50,000 people or 8 cantons [15]. 

Moreover, Switzerland itself is a country that is 

trying to keep up with the times and transform its in-

struments of direct democracy into a digital format 

called e-Direct Democracy (EDD) or Direct Digital De-

mocracy (DDD) [17]. Electronic direct democracy is 

sometimes referred to as terms of open source or com-

mon management [27]. 

So far, this is an experimental system and has not 

yet been fully implemented, in most cases it is used as 

innovative grant projects [10] but this process is gain-

ing momentum and the blockchain technology extends 

the horizons for the application of such a system 

greatly. 

In addition to Switzerland other countries have 

started the path of digital democracy: Australia, Swe-

den, Great Britain, India. In particular, the People's Ad-

ministration Direct Democracy Party [9] is the first ma-

jor party in direct democracy that was registered at the 

country's electoral commission. This party has devel-

oped and published a complete scheme of legislative 

implementation of the EDF reform. Founded by musi-

cians and political activists, the People's Administra-

tion supports the use of the Internet and telephony to 

provide the majority of voters with opportunities to cre-

ate, offer and vote on all political issues. The People's 

Administration project has been published in various 

forms since 1998. The People's Administration is the 

first in the world party of direct democracy registered 

in a format that allows voting. 

There are first small steps in Ukraine. The first di-

rection of using the blockchain technology is the eAuc-

tion 3.0 e-auction, which is currently being tested in 

Bila Tserkva, Odesa and Kherson [14]. In particular, 

Mayor of the White Church Gennadyi Dykyi registered 

a draft decision on the introduction of eAuction [13]. 

Moreover, discussions have begun on the use of 

technology on the platform block (e-Vox) for organiz-

ing and holding elections [11]. 

Therefore, an urgent need is an integrated solution 

which uses technology without human intervention to 

enforce the rules and provides: 
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- protection from internal malicious people who 

deliberately distort the data; 

- protection against unauthorized external interfer-

ence; 

- mechanism for obtaining consent of people for 

every use of their personal data. 

At the same time, the technology of the "Big Data" 

reveals the obvious fact: the legislation on personal data 

in the form in which it was formulated in the Conven-

tion on the Protection of Individuals with regard to Au-

tomatic Processing of Personal Data adopted by the 

Council of Europe on January 28, 1981, in the future 

supplemented by the protocol on the powers of super-

visory bodies and transborder data transmission, is be-

coming less and less adequate to modern technological 

realities and needs substantial improvement. 

The following basic categories such as the concept 

of personal data and the notion of the operator of per-

sonal data should be redefined. In a situation where the 

collection of information about users is massive even a 

harmless fragment of such information (information 

about visiting a site or making a purchase) combined 

with other similar information can provide more infor-

mation about a person than a set of personal data. Are 

such units of special regulation information deserving 

of the status of personal data? Or does it make sense to 

allocate them to a special category with a separate reg-

ulation? Does the anonymity or use of the pseudonym 

affect the ability of qualification of the relevant infor-

mation as personal data? These issues need to be 

solved. These data of users are one of the sources of 

multibillion profits from social networks, search ser-

vices and other IT companies. However, this fact is ig-

nored by the majority of users as well as Ukrainian leg-

islation which does not recognize the provision of per-

sonal data for processing as a counterclaim for the qual-

ification of a contract (Article 632 of the Civil Code of 

Ukraine). 

In a technological sense, materials of any criminal 

proceedings can be presented as a set of procedural and 

other documents containing criminally relevant infor-

mation and also reflect the course and results of the pre-

trial investigation of an event that contains signs of a 

crime. Each document digitally (of course, all docu-

ments that are in criminal proceedings must be trans-

lated into digital format including photo and video im-

ages of objects - the material evidence that appear in the 

proceedings) is such a block. This block has a label: the 

date and time of this document. 

From the very beginning, the mandatory prohibi-

tion on any change of documents is considered obliga-

tory since it is necessary that the information about 

time, sequence, participants in procedural actions etc., 

do not allow different interpretations and remain in the 

original form. 

Security in blockchain technology is provided 

through a decentralized server that delivers the speci-

fied time labels and peer-to-peer network connections. 

As a result, a database is created which is managed au-

tonomously without a single center. It makes the chain 

of blocks very convenient for registering events (for ex-

ample, registration of received documents, protocols of 

investigative (search) actions, obtaining a decision of 

the investigating judge on granting permission to con-

duct investigators on secret investigative (search) ac-

tions related to restriction of rights and human free-

doms, making medical records) and data operations, 

managing the identification and verifying the authen-

ticity of the source. This allows us to derive compliance 

with the requirements of Part 1 of Art. 86 CPC of 

Ukraine about that the evidence is admissible if it is re-

ceived in the established order to a qualitatively new 

level. Only investigator who has one closed key and a 

procedural supervisor who has another one has the ac-

cess to the records. Then, only those to whom one of 

these users will provide has closed key will only be able 

to get the access to this information. For example, a fo-

rensic expert institution, in the case of setting an expert 

examination or investigating judge or lawyer within the 

limits of the realization of powers foreseen by the CPC 

of Ukraine. The above mentioned persons see all con-

tents of the folder with the materials of the criminal pro-

ceedings (no hidden files); it can be quickly looked at: 

who, when and in which subfolders they downloaded 

the documents. 

However, the level of access to file data must be 

delimited. Someone can only view the list of docu-

ments in each folder. And someone (the addressee of a 

particular document) can get acquainted or download 

data to himself. 

Moreover, nobody else can get the access the file 

- only one to whom it was intended. 

Consequently, there are a lot of benefits provided 

by the blockchain technology in case of its use in the 

criminal process. 

The level of publicity will be increased without the 

loss of confidentiality of the investigation data, the in-

vestigation period will be reduced, issues related to the 

procedures for judicial control and procedural manage-

ment will be promptly resolved, the quality of investi-

gation will be improved etc. 

However, as realists, we are forced to state that the 

introduction of new technologies in the domestic state 

structures is extremely low. Even long-used techniques 

and methods of using information technologies in other 

countries are not used for law enforcement purposes. 

The main problem of today which does not allow the 

application of the blockchain technology and the pro-

grams developed on its basis in public administration is 

the lack of a regulatory legal basis [2].  

The hope is that the rapid development of other 

states will not allow Ukraine to ignore the latest tech-

nologies and we will develop although with a certain 

delay. 
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Abstract 

The article analyzes some problems that arise at the beginning of the pre-trial proceedings, namely, the pos-

sibility and effectiveness of judicial control at this stage. On the basis of a comparison of the legal norms of the 

recent past and the existing criminal procedural legislation, the similarities and differences between them are es-

tablished and ways to solve the problem are proposed. 

Анотація 

У статті проаналізовані деякі проблеми, що виникають на початку досудового розслідування, а саме 

можливість та ефективність судового контролю на цій стадії. На основі порівняння правових норм неда-

лекого минулого та чинного кримінального процесуального законодавства з'ясовано подібності та відмін-

ності між ними й запропоновано шляхи вирішення проблеми. 
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