MIHICTEPCTBO BHYTPIIIHIX CIIPAB YKPAIHU

JIHITPONETPOBCHKUM JIEP2KABHU YHIBEPCUTET
BHYTPIIIHIX CIIPAB

KA®EJPA EKOHOMIUHOI TA IH®OPMALIAHOI BE3NIEKU

W |
/ I+,
1
TVAA AMWO .’”lm\l‘
o0y
per s
| S

aip 1y 'pat?
vh’ | S

I =iy

¥

2022208 IRIX! SDMI AU
SRS 3 PR NS

WD | erapy DT P ajuy

[OALETROTEre -®ireesets <
'L DMl WO 000 00 00 OUOO O

s R e

-l
(LR R4
R U L. |

. Gy CanhrAKe naa s o
3 San

CYYACHI IHOOPMALIAHI
TEXHOJIOT'IM B JISLIBHOCTI
HAHIOHAJIBHOI OJIIIIT YKPAIHU

Martepiainun BceykpaiHCbKOIo HAYKOBO-IIPAKTUYHOI0 CeMiHApPy
(m. {Hinpo, 26 aucronaxa 2020 p.)

Juinpo — 2020



BEK 67.9(4VKP)305
1 685
V]IK 347.23 (477)

Pexomenoosarno 0o opyxy Haykoso-memoouuroro
paooro [[HinponemposcvbKo20 0epiHcasHO20
VHIgepcumemy 6HYmMpIUHIX CNpas.

(npomoxon Ne 4 6io 17.12 2020)

I1685 CYYACHI IH®OPMANLIMHI TEXHOJIOITI B JISJBHOCTI
HAIIIOHAJIBHOI MNOJIIIII YKPAIHM: wMarepiamu BceykpaiHchKoro
HAyKOBO-MPAKTUYHOTO ceMiHapy (26 nmucronaaa 2020 p., m. Aninpo). — duinpo:
JIHITTpOTIETPOBCHKUM JIep>KaBHUM yHIBEpCUTET BHYTpIIIHIX crpas, 2020. — 179 c.
(6 asmopcwKiil pedaxyii)

CKJIAJI OPTAHIBAIIMHOT'O KOMITETY
BceykpaiHChbKOro HayKoBO-npakTH4YHOIro ceMinapy 'Cy4acHi inopmaniiini TexHoJioriii B
aisibHocTi HamionaabHoi mosinii Ykpainn"

I'onoBa oprromitery — HanmBaiiko Jlapuca PomaniBHa, IpOpPEeKTOp YHIBEPCUTETY, 1.10.H., Tpodecop,
3aciykeHul 10pucT Y KpaiHu

3acTynHMK Tr0J10BH oprkomitery — PuxkxoB Eayapa BosoaumupoBuu, 3aBinyBad Kadeapu
€KOHOMIYHOi Ta iHpOopMaliiiHOi 6e3MeKH, K.10.H., TOLEHT

YiieHn Oprromirery:

IInypko SIna BikTopiBHa - 3aBiayBay BiJ/IICHHS 3B’ A3KiB 3 TPOMAJICHKICTIO;

Camoryra Anapiii BajepiiioBu4 - K.10.H., IOIIEHT, 3aCTyIHHUK 3aBiJlyBadya peaakiiiHO-BHIaBHUYOTO
BIJIJIIICHHS,

I'pedentok Amnapiii MwukoJsaiioBu4 — BIJNOBLAANBHUN CEKpeTap CEMIHApYy, JOLEHT Kadeapu
€KOHOMIYHO1 Ta iH(opMalliiiHOT 6e3MeKu; K.T.H., JOIEHT;

Mupomnnyenko Bonogumup OunekciiioBud — npodecop kadenpun €KOHOMIUHOI Ta iHpopMariiiHOl
Oe3nekH, K.T.H., JIOLCHT;

TioTyenko CaiTiana MukosaiBHa — cTapuinii Bukiagad kKadeapu €KOHOMIYHOI Ta iHQopMariitHoi
Oe3nexu

Pubanbuenko Jlroamuiaa BoroaumupiBHa — 1o11eHT Kadenpu eKOHOMIYHOI Ta 1HGopMaIiiiHoi Oe3nexH,
K.T.H., IOLIEHT;

IIpoxonos Cepriii OsexkcaHapoBUY — CTapIIMi BUKJIaAa4y Kaeapu eKOHOMIYHOI Ta iHopMaliitHoi
Oe3neku.

BBK 67.9(4YKP)305

© Asropu, 2020
© JAYBC, 2020



SMICT

MopasunueB M.B., Xiaectko O.B., Humok C.I1. CTAH CUCTEM
BIIEOCIIOCTEPEXEHHS TA BII[EO@IKCALIIT, SIKI BUKOPUCTOBYIOTBHCS B
JIAJIbHOCTI HALIIOHAJIBHOT ITOJIILIT YKPATHU

Jisynos C. I. 3AXVCT BIJI IPUXOBAHOT'O MAMHIHT A

Cennk B.B. OKPEMI ACIIEKTU BJIOCKAHAJIEHHSI TA BUKOPHUCTAHHS
CUCTEM BIJIEOCIIOCTEPEXEHHSI 1 BIJJEOAHAJIITUKKM VYV JIISJIBHOCTI
HAILIIOHAJILHOT ITOJIILIIT

11

Cennk C.B. JIO NUTAHHSA YJIOCKOHAJIEHHS HOPMATHBHO-IIPABOBOI'O
3ABE3IIEYEHHS  IHO®OPMAIIMHOI TA  IH®OPMALIMHO-AHAJIITUYHOI
JIISIJIBHOCTI HALIIOHAJIBHOT ITOJILIT YKPATHU

13

Pymmii  T.B., 3awek O.I. TIPOBJIEMU  OPTAHI3ALIIMHO-IIPABOBOI'O
3ABE3IIEYEHHA KIBEPBE3IIEKU JJEPKABU

15

Kabaykos  A.O., Crpaxosa O.I IIIAI'OTOBKA  CHENIAJICTIB 3
IHOOPMALIMHOI BE3IEKH! YV BY3AX MBC YKPATHU

18

MInukapyk O.M., Slumua O.M., Onumko O.I'' ®YHKIIOHAJIBHE TECTYBAHHA
[MPOI'PAMHOI'O 3ABE3ITEYEHHA IHOOPMANIMHUX CUCTEM

22

CepBeubknii [.B. BUKOPUCTAHHSA EJIEKTPOHHUX HOOKA3IB B AIAJIBHOCTI

TTOJIILIT 24
Yyyko C.B. BIPTYAJIbHI (KOMIT'IOTEPHI) CJIIJUA  IIAXPAMCTBA, 25
[TOB’SI3AHOT'O I3 TOPT'IBJIEIO TOBAPAMU YEPE3 MEPEXY IHTEPHET

Mexapeskmii C.II. BUKOPUCTAHHSI ABTOMATH30BAHOI IH®OPMAIIMHOI
CUCTEMU OIIEPATMBHOI'O IIPU3SHAYEHHS €JUHOI IH®OPMALIMHOI | 28
CHUCTEMU MBC

BaGanin C.B. KPUMIHAJIBHO-TIPABOBUI 3AXUCT IH®OPMALIMHUX 11
TEXHOJIOI'T! B YKPATHI

PuxxxoB E.B., Mupomnnuenko B.O. [TATEHTHA JIAJIBHICTH SK IIPEAMET
TPAHC®EPY TEXHOJIOTII (HA TIPUKJIAJIl TATEHTY HA KOPUCHY MOJEJb | 32
«ITPUCTPIN PAJIIOJIOKAIIIMHOI'O PO3III3BHABAHHS OB’€KTIBy)

Buransiiiio C.M. THOOPMALIMHI TEXHOJIOTT IIATPMMKKW EKOHOMIYHOI 4
BE3ITEKU HIJIIPUEMCTBA

Kopneiiko O.B., Ilkoawsnikos B.I. JOCBIJ HAIIOHAJIBHOI AKAJIEMII
BHYTPIIIHIX CIIPAB IL[OJO0 IIIAIOTOBKU ®AXIBIIB Y C®EPI| 35
KPUMIHAJIBHOI AHAJIITUKU TA TTIPOTU/II KIBEP3JIOUMHHOCTI

Boukosuii O.B. MEJIMHA CKJIAJIOBA [H®OPMALINHO-AHAJITUYHOI'O 37
3ABE3ITEYEHHS [TPABOOXOPOHHOI JISIJIBHOCTI B YKPATHI

Crpaxosa O.IL, KaGaykos A.O. IEPEBAI'M 3ACTOCYBAHHS XMAPHHX |

TEXHOJIOTTA Y IHOOPMALIIMHUX MEPEJXXAX MBC YKPATHU

Mupomnnyenko B.O. IIEPCIIEKTMBHW 3ABE3IIEYEHHS BE3ITEKH KJIIEHTIB ¥
OIHAHCOBIN COEPI

41




TE3U BUCTYVYIIIB

Mopasunues M.B.

MPOBITHUM HAyKOBUH  CHIBpOOITHUK  HAyKOBO-
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HAI[IOHAJIFHOTO YHIBEPCUTETY BHYTPIIIHIX CIIPaB,
K.T.H, TOIICHT

Xaecrkos O.B.

CTaplMid  HAyKOBHA  CHIBPOOITHUK  HayKOBO-
JOCIIIHOT  Jlaboparopii 3 MpoOJieM  PO3BUTKY

1H(popMaIIHHUX TEXHOJIOT1i XapKiBCBKOIO
HaI[lOHAJIBHOTO YHIBEPCUTETY BHYTPIIIHIX CIIPaB
Humoxk C.I1.

CTaplIMid  HAyKOBHM  CHIBPOOITHMK  HayKOBO-
JocHiaHOl  Jaboparopii 3 mpoOJieM  PO3BUTKY
1H(bOpMaIITHUX TEXHOJIOT1H XapKiBChKOIO
HaI[lIOHAIBHOTO YHIBEPCUTETY BHYTPIIIHIX CIPaB

CTAH CUCTEM BIZIEOCHOCTEPEKEHHS TA BIZEO®IKCAILII, SIKI
BUKOPHUCTOBYIOThCS B AISIJIBHOCTI HAIIOHAJIBHOI ITOJITIIIT
YKPAIHUA

B Harmionanehii momimii Vkpainm (mami — HII VYkpainn) o 3a06e3nedeHHs
rpOMAJICbKOI 0e3neku, 300py [0Ka3iB 3J0YMHY, MOUIYKY 1 3aTpUMaHHS 3J0YMHLIB,
OXOpPOHH BIJIACHOCTI, JOTPUMAHHS MPaBWJI JOPOKHBOTO PYyXy T.l. BHKOPHUCTOBYIOTHCS
CHUCTEMH BIJIEOCIIOCTEPEKEHHS Ta Bijeodikcailii, siki HaJle)KaTh CUJIIOBUM CTPYKTypam, a
TaKOX T1 1110 3HAXOASTHCS B MPUBATHIM BiIacHOCTI [1].

[larpynbHa  momimiss ~ YKpaiHM ~ BUKOPUCTOBYE — HAarpyaHi  BiJeoKaMepHu
(BimeopeecTpaTopu), CHUCTEMHU BIJEOCHOCTEPEKEHHS, BCTAaHOBJICHI Ha CIIy)KOOBHX
TPaHCTIOPTHUX 3ac00ax, 1 CTalioHapHI CUCTEMH BifeocnocTepekeHHs. OCHOBHOIO METOIO
BUKOPHUCTAHHS B1IEOPEECTPATOPIB € 3a0e3medeHHs] 00’ €KTUBHOI OIIHKH I MaTpyJIHbHOTO
T1]] 9ac BUKOHAHHS HUM CBO1X 000B’SI3KiB, peTeNbHUI 301p JOKa3iB MPaBOMIOPYIIICHHS.

VYnpaBiniHHS CUJIaMH Ta 3ac00aMH NaTPyJIbHOI MOMIIIT 3{IHCHIOETHCS 3a JOIIOMOTOI0
CHUCTEMH IIEHTPAJII30BAaHOTO YIIPABJIIHHS HapsaaMu matpysibHOi ciayxou « [ ITYHAMI». Jlo
CKJIay I1i€l CHCTeMH BXOJUTh CHCTEMa CTAI[lOHAPHOTO BIJEOCTIOCTEPEIKEHHS, sKa
3a0e3nevyye OMEepaTUBHUM BI3yalbHUN KOHTPOJh 3a OCHOBHMUMH KPUMIHOTEHHUMU
MICI[IMH, BYJHUIIMH, MaWJaHaMH, TPAHCIIOPTHUMHU TOTOKaMH, OO ’€KTaMu IO


http://univd.edu.ua/uk/dir/1744/naukovo-doslidna-laboratoriya-z-problem-rozvytku-informatsiynykh-tekhnologiy
http://univd.edu.ua/uk/dir/1744/naukovo-doslidna-laboratoriya-z-problem-rozvytku-informatsiynykh-tekhnologiy
http://univd.edu.ua/uk/dir/1744/naukovo-doslidna-laboratoriya-z-problem-rozvytku-informatsiynykh-tekhnologiy
http://univd.edu.ua/uk/dir/1744/naukovo-doslidna-laboratoriya-z-problem-rozvytku-informatsiynykh-tekhnologiy
http://univd.edu.ua/uk/dir/1744/naukovo-doslidna-laboratoriya-z-problem-rozvytku-informatsiynykh-tekhnologiy
http://univd.edu.ua/uk/dir/1744/naukovo-doslidna-laboratoriya-z-problem-rozvytku-informatsiynykh-tekhnologiy
http://univd.edu.ua/uk/dir/1744/naukovo-doslidna-laboratoriya-z-problem-rozvytku-informatsiynykh-tekhnologiy
http://univd.edu.ua/uk/dir/1744/naukovo-doslidna-laboratoriya-z-problem-rozvytku-informatsiynykh-tekhnologiy
http://univd.edu.ua/uk/dir/1744/naukovo-doslidna-laboratoriya-z-problem-rozvytku-informatsiynykh-tekhnologiy

oxopoHstoThesa. Ha choromni opranm 1 miapozaum HII Vkpaini maroTh MOXIMBICTH
BUKOPHCTOBYBATH 1H(OpMaIIiIO 3 OHAJ HIXK 24 THC. BieoKaMmep, 3 SIKuX Maixe 2,8 THc.
1€ TaK 3BaH1 «PO3yMHI».

3a JI0MOMOTOI0 CHCTEM BiJ€OCIIOCTEPEKEHHsS, BCTAHOBIIEHI Ha CIIy)XOOBHUX
TpaHCTIOPTHUX 3acobax ¢yHKIIoHye iHGopMariiiHa miacucrema «[apmyn». Cucrema
«["aprryH» BHKOPUCTOBYE CIEIliali30BaHe aHAIITUYHE MPOrpaMHe 3a0e3MEeUCHHS CTBOPEHE
JUIS PO3IIYKY BHUKpPAJCHUX TPAHCIOPTHUX 3aco0iB Ta HOMEPHHMX 3HAKIB, BUSBICHHS
0JIHOYACHOT'0 TepeOyBaHHS HOMEPHHUX 3HAKiB Ha PI3HUX TPAHCHOPTHHUX 3aco0ax, (akTiB
BUKOPUCTAHHS 3HUINEHUX HOMEPHUX 3HAKIB, a TaKOX /i1 aBTOMAaTHU30BaHOTO
1HpopMyBaHHS MPO Taki (paKTH YEProBUX JAUCIETUEPIB MATPYIBHOI CIy)O0U. «["apmyn» €
MiJcucTeMOr0  1HGOpMaIlIMHO-TeJIeKOMYHiKaiiiiHo1T cuctemMu «lHdopmamiitnuii  mopran
HamionanpHoi nosimii Ykpaiaum.

Jlo €auHOro aHaNITUYHOIO CEPBICHOTO LEHTPY [ 0I0BHOro  ymnpaBiiHHS
Hamionaneaoi momimii B JloHenpkiit oOmacti Hanexuth cucreMa UASC, B kil
BUKOPUCTOBYIOTh 1HTEJIEKTyalbH1 BigeokamMepu. CucreMa NpOBOIUTH 1AEHTU(IKAIIIO
aBTOMOOLIIS, HA SIKWW BCTAHOBJICHUH JEpKAaBHUI HOMED 1 BUSBIISIE BIANOBIAHICTE HOMEPA
aBTOMOOWISL 3TIJTHO 3 PEECTPALI€0, PO3II3HAE THUI 1 MapKy aBTOMOOUIS Ta HOro Kouip,
nepeBipsie YU 3HAXOAUTHCS aBTOMOOLIb y PO3IIYKY, YW BIANOBIAAE JAEPXKABHU HOMEp
aBTOMOO1IS, 1IeHTU(]IKYE 0ci0, sIKI 3HAXOAATHCS Ha MepenHboMy cuaiHHi. Cucrema
BUSBIISIE CKYITUEHHS JIIOJEH, MOXe (DIKCyBaTH iX HEaJEeKBAaTHY IOBEIIHKY, pPO3IMi3Ha€e
3a00pOHEHUI a00 HETUIIOBHM PyX aBTOTPAHCIOPTY T.1.

B crpyktypi anmapatry HII Ykpainu cTBopeHo YmpaBiiHHS oprasizaiii JisIbHOCTI
MIPO3I1TIB MOl Ha BOj1 Ta oBiTpsiHOI miaTpumkn (YIIBII). Woro 3aIPOBAKEHO IS
oprasizailii, KOOpJUHAIlIi 1 KOHTPOJIO CIIY>k00BOT ISITLHOCTI MIAPO3ALIIB MO HA BOII
Ta 3a0e3mnedeHHs MoBiTpsAHOI miaTpuMku miapo3autie HIT Ykpainu. [liapozainu momimii
3acTocoBYlOTh BnJIA nisi: BUCOTHOrO CIIOCTEpEXEHHsS i 4ac MPOBEACHHS MAaCOBUX
CBATKYBaHb, IMOJITHYHUX JEMOHCTpAliid, CIOPTUBHUX 3aXO/diB, a TaKOX IIJI 4Yac
NMPUITMHEHHST MAacOBHUX 3aBOPYIIIEHBb; BUCOTHOTO CIIOCTEPEXKEHHs IMPH 3arpo3i Hamagay Ha
CTpaTeriyHi 00’€KTH Ta 00’ €KTH, SIKI 3HAXOAAThCS M1J OXOPOHOIO; BUABJICHHS 3JIOYHMHIB Ta
aJIMIHICTPaTUBHUX MPABONOPYIIEHb; OpraHi3alli BiA€O JOKYMEHTYBaHHS; 3a0e3MeueHHs
3B’SI3KYy W YIpaBJIiHHSA HAa3€MHUMH HapsamMu MOJILII; opraHi3alii B3aeMOJIIi MiApO3/IiiiB
NoJILii 3 I1HIIMMHU CUJIOBUMHU CTPYKTypamH; 3a0€3MedYeHHs Ta KOHTPOIIO Oe3NeKu
JIOPOKHBOTO PYXY; MPOBEJCHHS CIOCTEPEKECHHS MPU 31MCHEHHI OMEPaTUBHUX 3aXOJIB,
BIJICTEKEHHS OMEPATUBHOI OOCTAHOBKH II1J] YaC BUKOHAHHS CIIYKOOBHX 3aBJIaHb; TOIIYKY
M1703pIOBaHMX, SIKI HAMAraloThCsl CXOBATHUCh; MOIIYKY 3HUKIIUX JFOACH.

KACKA/I — koMIIiekCHa crucTeMa KOHTPOJTIO aBTOMOOLIIBHUX opir (Kuis). € auamit
NOBHO(YHKIIOHAIBHUN MPUCTPIA IO BOPOBAIKEHUN B EKCIUTyaTallilo, Ta po3poOIeHUit
miJi OCOOJMBOCTI HAIIOHAJIBHOTO TEXHIYHOTO pETYJIIOBaHHS, 3aKOHOJaBuy 0a3y.
BceranoBneni komrmiiekcu (iKCyloTh MOAll 3 o3Hakamu mnopyuieHb [IJ[P: mBuakicHuit
peXUM; TPOi3a Ha 3a00POHSIIOYMI CUTHAN CBITI0(GOpA; MOPYLIEHHS PO3MITKH, MEPETUH
CYIUIbHOI CMYyTH; TOPYIICHHS TMpaBWJI TApKyBaHHA, pPYyX CMYTOK TPOMaIChKOTO
TpaHcnopTy. [laHi nepenaroTs 10 cucteMu 300py Ta 00podku nanux (ACO/).

B Vkpaini npuiiHATO psAJ 3aKOHIB, I1HCTPYKIH Ta I1HIIMX JOKYMEHTIB, IO
periaMeHTyIOTh BIPOBAKEHHS CcUCTeMH (OTo- 1 KIHO3MOMKH, BIiJI€O3alUCy B
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JOLIEHT Kadeapu 3axXucTy iHhopmarlii
HaiionanbHOTO YHIBEpCUTETY
«3amnopizbKa MOJITEXHIKA,

K.T.H., TOLEHT

3AXHCT BIJI IPUXOBAHOI'O MAHHIHT A

MaiHiHT - 1€ OISUIbHICTh 10 CTBOPEHHIO HOBUX CTPYKTYp [JIsi 3a0e3MeUeHHs
(GyHKIIOHYBaHHS KPUMITOBAIOTHUX TUIATPOPM.

Jns BUAOOYTKY KPUITOBAIIOTH MOXIWBO HE TUTHKM BHUKOPUCTAHHS BJIACHOTO
KOMIT F0Tepa, aje 1 0e3/1i4i 4y>Kux Maiut [1].

Hanpuknan, y marasuni Google Play 3naiinum nonarok mijg Hazeow Vilny.net, 1o
npaitoe sik VPN-cepBic, mpoTe B TOW XK€ 4ac BUKOPUCTOBYE pecypcu cMapT@oHiB, 1100
MaifHITH KpUnToBaoTy Monero [2].

Ha cporognimHiii JeHb NPUXOBAHMM MaWHIHT MOXE 3pOOUTH OyIb-sIKUN
KopucTyBad. st IbOTO JOCUTH JIMIIE 3aBAHTAXXUTH TOTOBY IpOrpamy, HalMcaTH HOMEp
CBOTO EJEKTPOHHOro ramanis 1 Bce. [Iporpama moaudikoBaHa Tak, IO BOHa HeE
BIJIPI3HSIETHCS BiJl TPOSTHCHKOTO BIPYCY: BOHA MOJKE TOIIUPIOBATHUCS B MEPEXKI, KOTIIOBATH
cama ce0e Ha 30BHIIIHIM HAKOMUYyBa4, TPUXOBYBATU CBOI MPOIIECH B JUCIIETYEPl 3aBaHb
1 BUKOPUCTOBYBATH KOMIT IOTEP KOJIM HUM HIXTO HE KOPUCTYETHCS.

JIJist IprX0OBaHOTO BUAOOYTKY KPUIITOBATIOTHA HE MOTPIOHO 3J1aMyBaTH KOMIT'IOTED 1
BCTaHOBIIIOBaTH TposiH. [loku y kopucTyBaua B Opay3epl BIAKpUTA CTOPIHKA 3 LUIKIJIMBUM
CKpUITOM, Mpoliecop Oy/ie HEeMOMITHO MaHITH.

[ HeoOOB'SI3KOBO, IO HABAaHTAXXEHHS Ha BiJIEOKApTy abo MPOIECOp Mae 3pOCTH 0
100% - 3M0BMHUCHHMKHM OOEpEKHI 1 HE CTaHYTh HABAHTAXKYBAaTHU MAIIMHY YYacHUKA CBOEI
MEpeXi B HEpO3YMHHUX MexaxX. Bu MoxkeTe, B MPUHITUII, 1 HE TTOMITUTH BEJIMKO1 PI3HMIII,
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