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Abstract  

The digital development of society is determined 

by the fact that all aspects of the development of 

the technical environment and the formation on 

this basis of an equilibrium process of social de-

velopment can be singled out as a structural fea-

ture of national security. The budget as a source 

of social development has a tax, social and social 

foundation under it. All this is determined by the 

necessity for additional research on issues related 

to the formation of the possibility of maintaining 

the vector of development of society. The novelty 

of the study is that all legal research is limited to 

the formation of only framework conditions, 

which in turn affect such aspects as the develop-

ment of deterrent mechanisms. In the work, the 

authors determine the possibility of development 

and formation of the budget security category on 

the basis of a model that is provided not only by 

legal conditions, but also regulated by infor-

mation components. The article provides a com-

ponent model, which is determined by the fact 

that it forms a protective mechanism based on a 

legal decision. The practical significance of the 

Sažetak 

Digitalni razvoj društva određen je činjenicom da 

se svi aspekti razvoja tehničkog okruženja i for-

miranje na toj osnovi ravnotežnog procesa druš-

tvenog razvoja mogu izdvojiti kao strukturno o-

bilježje nacionalne sigurnosti. Proračun kao izvor 

društvenog razvoja ima porezne, socijalne i soci-

jalne temelje. Sve je to određeno potrebom za do-

datnim istraživanjem pitanja vezanih uz formira-

nje mogućnosti održavanja vektora razvoja druš-

tva. Novost studije je da su sva pravna istraživa-

nja ograničena na stvaranje samo okvirnih uvjeta, 

koji zauzvrat utječu na aspekte kao što je razvoj 

mehanizama odvraćanja. U radu autori utvrđuju 

mogućnost razvoja i formiranja kategorije prora-

čunske sigurnosti na temelju modela koji je pred-

viđen ne samo zakonskim uvjetima, već i reguli-

ran informacijskim komponentama. Članak daje 

komponentni model, koji je određen činjenicom 

da čini zaštitni mehanizam zasnovan na zakon-

skoj odluci. Praktični značaj studije određuje či-

njenica da se proračunska sigurnost ističe ponaj-

prije kao komponenta društvenog razvoja i može 

se razmatrati u svrhu poboljšanja i oblikovanja o-

drživog razvoja društva u cjelini. 
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study is determined by the fact that budget secu-

rity stands out primarily as a component of social 

development and can be considered in order to 

improve and shape the sustainable development 

of society as a whole. 

 

 

 

 
Introduction 

Considering that one of the components 

of national interests in the legal sphere contains 

the development of the information industry, 

including the industry of means of informatisa-

tion, telecommunications and communications 

/1/, improper handling of which could harm 

their owner, user or other a person – an assess-

ment of  the security of state information re-

sources in information /2/, telecommunication 

and information and telecommunication sys-

tems and their level is a priority task and, more-

over, is of practical importance /3/. Given such 

a solution to the problem of the legal category, 

this will make it possible to assess the state and 

level of security of state information resources 

in information, telecommunication, and IT sys-

tems /4/. For this, the following particular prob-

lems must be solved: 

 based on the totality of the most dan-

gerous threats, which should be addressed as 

the primary protection measures, – to form the 

totality of the “threat-vulnerability” pairs; 

 based on the totality of the generated 

“threat-vulnerability” pairs – to determine the 

security index of information resources and cal-

culate a comprehensive indicator of their secu-

rity status. 

The ability of ITC to counteract attempts 

to violate the integrity, confidentiality and ac-

cessibility of information that circulates and/or 

is processed in them is understood As the state 

of information security in ITC /5/. The assess-

ment of the information security in ITC is a set 

of measures aimed at identifying threats to in-

formation in ITC and preventing unauthorised 

actions against it /6/. 

 

Materials and methods 

Obviously, the main increase in the level 

of security of budgetary security is an inte-

grated approach, which is based on the organi-

sational and technical structure of the infor-

mation security system in ITC /7/. The creation 

of such a highly efficient system requires solv-

ing a set of optimisation problems and, in par-

ticular, choosing appropriate criteria for opti-

mising the state of budget security. 

Recent studies in this field, as well as an 

analysis of the organisational and technical 

structure of the security system as an economic 

criterion for optimising the state of budget se-

curity, allow to choose a multi-component cri-

terion (F), the objective function and security re-

strictions are presented below /8/: 

 

𝐹 = 𝑓 𝑚𝑖𝑛 𝑎𝑐 (1) 

Where 

 

𝑎𝑐 =
𝑁

𝑘 = 1
𝑐𝑘 (2) 

 
𝐹 𝑅𝑖 ≤ 𝐹∗(𝑅𝑖)   

   (3) 

In this case, 𝐹 𝑅𝑖 – the probability of oc-

currence of special situations in ensuring the 

protection of information, which are normal-

ised by regulatory documents (if i=1, …, 4) – is 

the rationing index. 

Given this, the basic economic principles 

for ensuring the necessary level of budget secu-

rity can be the following principles: 

 firstly, minimising costs while ensuring 

a standardised level of protection; 

 secondly, minimising costs correspond-

ing to a given change in the level of protection. 

Given the multi-component nature of the 

selected criterion, the optimal control effects on 

the state of budget security are always complex 

and the improvement of one of its components 

is accompanied by the deterioration of the other 

/9/. 

The current state of budget security is de-

termined by a set of processes and is described 

by a vector in 𝑛 -dimensional space. Thus, the 

basis for making a decision about the state of 
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budget security in the ITC is the technical state 

of the protection system, which, first of all, is 

determined when diagnosing the object of pro-

tection using the protection system by identify-

ing (recognising) the state of the object and de-

veloping control decisions that determine the 

state of security, ensuring the fulfilment of the 

conditions of formula 2. 

The protection system (PS) of the budget 

for OID is denoted by the symbol “A”. Other 

symbols are the stages of IS maintenance, 

namely: 𝑏 –  the stage of research of PS in order 

to obtain the necessary information; 𝑐 – the 

stage of analysis of existing IS support pro-

cesses; 𝑑 – the stage of development of pro-

posals for optimising the processes of ensuring 

information security; 𝑒 – the stage of develop-

ment of the necessary organisational and ad-

ministrative documents; 𝑓 –  the stage of refine-

ment of existing means of information protec-

tion and the introduction of new ones. 

Then for the life cycle of PS in general 

form there is: 
𝑌𝑎 = 𝑏, 𝑐, 𝑑, 𝑒, 𝑓   

   (4) 

For the budget security management 

process, it is possible to formulate a relationship 

between the set 𝑃𝑖of values 𝑖 -th of reliability in-

dicators and the set 𝐷𝑗of values 𝑗 -th of diagnos-

tic indicators of the state of budget security, the 

set 𝑃𝑖  of reliability indicators and the corre-

sponding stages of IS provision: 
𝑅𝑘 → 𝑃𝑖 , 𝐷𝑗 ↔ 𝐵𝑘 ↔ 𝑌0  

   (5) 

Obviously, this ratio should ensure the 

fulfilment of condition 3. 

Based on the foregoing, the basic princi-

ple of optimal compliance with the state of the 

information security system in ITC is formu-

lated: the optimal budget protection system 

should provide adequate conditions according 

to expression 4 while minimising the objective 

function 1 and fulfilling constraint 2. Therefore, 

it is advisable to select and evaluate the conse-

quences of control actions on the basis of simu-

lation models, which for some functional 

budget protection systems have now been de-

veloped. 

A legal apparatus for assessing the state 

of budget security under the influence of cur-

rent threats and vulnerabilities is proposed for 

consideration /10/. In a formalised form, this 

task reduces to determining the probability of a 

decrease in the security of the budget complex 

and the formation of a model of budget security 

/11/. The authors consider the mathematical 

method and model the form of legal protection 

on the basis of the mathematical apparatus, 

since budgetary security and its legal expres-

sion should be based on a comprehensive con-

sideration of signs and threatening phenomena, 

which in turn can only be determined mathe-

matically /12/. 

There is some known ordering in the di-

rection of increasing the coefficient of signifi-

cance of the actual threats that form the refer-

ence sample 𝛾 = 𝛾𝑧𝑎𝑔𝑟1, … , 𝛾𝑧𝑎𝑔𝑟𝑖 , … , 𝛾𝑧𝑎𝑔𝑟𝑄 . At 

the same time, 𝑖 = 1, 𝑄, , 𝑄 – the number of 

threats in the reference sample. Each of these 

threats has a priority established by a certain 

rule and is characterised by corresponding in-

dicators – ′′𝑗′′ (𝑗 = 1, 𝐿) and vulnerabilities. 

It is necessary, according to the totality of 

indicators, the set of relevant threats from the 

reference sample and relevant vulnerabilities of 

the IS, to determine the state of information se-

curity in ITC, that is, the ability of ITC to resist 

attempts to violate the integrity, confidentiality, 

accessibility and observability of information at 

the impact time of each actual threat on budget 

security /13/. 

The solution comes down to the imple-

mentation of such successive stages: 

 development of a procedure for the for-

mation of many pairs of “threat-vulnerability” 

according to a reference sample of current 

threats to information security with the deter-

mination of the time of the impact of current 

threats on the information resource; 

 the formation of a technology for as-

sessing the security status of information re-

sources under the influence of current threats 

and vulnerabilities, based on the set of “threat-

vulnerability” pairs established in the reference 

sample of current threats. 

 

 

 

 

Results and discussion 
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Based on the fact that the relationship be-

tween a pair of objects 𝑥 𝐹 𝑋,  𝑦 𝐹 𝑌 is tradition-

ally expressed in the form of an ordered pair 

(𝑥, 𝑦), a condition is introduced according to 

which each vulnerability from the current list of 

vulnerabilities  𝑌 = 𝑦1, 𝑦2, … , 𝑦𝑚, 𝑚 = 1, 𝑀corre-

sponds to a threat with the longest budget ex-

posure time from the reference sample of 

threats 𝑍 = 𝑍𝑧𝑎𝑔𝑟1, 𝑍𝑧𝑎𝑔𝑟2, … , 𝑍𝑧𝑎𝑔𝑟𝑘 , 𝑘 = 1, 𝑄 

and the conditions for which this vulnerability 

can be implemented (Table 1). 

 

 
 

Table 1. An example of the formation of “threat-vulnerability” pairs 

An example of threats An example of vulnerabilities 

Physical damage / 

Loss of building / 

Loss of information / 

No fire alarm 

Lack of fire extinguishing system 

Permission to smoke indoors 

The presence of flammable materials 

The presence of a malicious arsonist 

Staff negligence 

Staff ignorance 

Criminal acts 

As a rule, such relations are determined by the 

direct (Cartesian) product of sets 𝑋𝑖𝑌: 𝑋𝐹𝑌 ac-

cording to rule 1: 

Rule 1: Pair = [threat] due to [vulnerabil-

ity] 

Given this, the set of all possible combi-

nations of threats and vulnerabilities, which are 

the Cartesian product of the set 𝑇and consisting 

𝑉 of ordered pairs 𝑧𝑘, 𝑦𝑚, are defined: 
 𝑅 =

𝑍𝐹𝑌𝐹 𝑧1, 𝜈𝑦1 , 𝑧1, 𝑦2 , … , 𝑧𝑘 , 𝑦𝑚𝐹 (6) 

Next, a fuzzy set of threat-vulnerability 

pairs is defined: 
 𝑅 =

𝐹 𝑧1, 𝑦1/𝑖𝑗 𝑧1, 𝑦2/1𝐹, … , 𝑧𝑘 , 𝑦𝑚/𝑘𝑚𝐹 (7) 

As it can be see, a set 𝑅 is a set of tuples, 

the first component of which are elements 

𝑧𝑖𝐹 …, the second – elements 𝑦𝑗𝐸𝑌, and the third 

– elements 𝑖𝑗𝐹𝑀. A set 𝑅 is a universal set of 

sets, and a set 𝑀is a set of values of a member-

ship function from the range 0.1 

The meaning of a fuzzy set of values of 

belonging of an ordered pair from set 𝑅 to set 𝑅 

– the subjective expression of an expert in the 

fact that for a given information system a threat 

𝑧𝑖 is realised through a vulnerability 𝑦𝑖 . 

In this case, it is not about the likelihood 

of a threat being realised through a vulnerabil-

ity. Probability characterises the share of this 

threat realisation during the functioning of the 

information system in a given period of time. 

Belonging characterises a subjective measure of 

how an ordered pair (𝑧𝑖 , 𝑦𝑗) responds to the ex-

pert’s opinion – this threat is realised through 

this vulnerability. In other words, regardless of 

the probability values of occurrence of threats 

from the set 𝑍, it is evaluated how legitimate the 

statement that the threat 𝑧1is realised through 

the vulnerability 𝑦𝑗. The legal definition and 

purpose of the probability of a threat are related 

to the collection of statistics; the legal definition 

and purpose of affiliation are associated with 

the prevailing views of a lawyer on the charac-

ter of the threats and vulnerabilities being stud-

ied, that is, with his personal experience. 

Of course, statistical patterns identified 

by a lawyer at one time may also influence the 

personal experience accumulation /14/. How-

ever, a lawyer almost never directly identifies 

and compares statistical laws, calculates proba-

bility values, etc. /15/. Knowledge correspond-

ing to his experience is formed, generally speak-

ing, in the form of images that do not have clear 

boundaries. To a certain extent, it can be said 

that these images are a kind of metadata that, at 

a qualitative level, represent absolutely all the 

quantitative results of experiments, which serve 

as the basis for the formation of personal expe-

rience, including statistical observations /16/. 

Further, when making a decision, a lawyer re-

fers specifically to images, such as the probabil-

ity of this event occurring is huge (a linguisti-

cally given probability value), – most likely, 

there is a relationship between these two objects 
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(a linguistically given binary relation), – of the 

two objects, the first more significant than the 

second (linguistically given preference rela-

tion), etc. /17/ 

For this reason, the described procedure 

for representing the relationship between threat 

and vulnerability may be more effective than 

the model based on the probability of events 

/18/. The model allows a more accurate descrip-

tion of processes that violate the security of the 

budget, without losing the time associated with 

the collection of facts /19/. 

In many issues related to the organisa-

tion and ensuring information security, quite 

often there are tasks associated with the need to 

select and justify the time required to perform a 

certain action. An example of such tasks is the 

task of legal competition, in which each side 

seeks to delay their actions as much as possible 

and get some gain from this, but at the same 

time can suffer significant losses as a result of 

waiting. 

In general, the function of winning or vic-

tory in such tasks can be written as follows: 

 

𝑀(𝑥, 𝑦) =

𝐾𝑥,   𝑖𝑓 𝑥 < 𝑦
𝐼𝑥, 𝑖𝑓 𝑥 = 𝑦 

𝐿𝑥, 𝑦,   𝑖𝑓 𝑥 > 𝑦
 (8) 

where functions 𝐾, 𝐼, 𝐿 may be subject to 

various restrictions determined by the specific 

conditions of the problem being solved. 

Denote the distribution function 𝑃(𝑥), 

which has a jump in the value𝑎 at zero, a jump𝛽 

in unity, through 𝑃𝑥 = (𝛼𝐼0, 𝜌𝑎𝑏𝑥, 𝛽𝐼1), where 

the distribution 𝜌𝑎𝑏(𝑥) is completely continu-

ous over the entire interval [𝑎, 𝑏] ⊂ [0,1]. 

Based on the foregoing, the following 

theorem is true. 

Theorem 1. Let the payoff function of a 

continuous legal task have the form: 

 𝑀 (𝑥, 𝑦 =

𝐾 𝑥, 𝑦,  при 𝑥 ≤ 𝑦;
𝐿 𝑥, 𝑦,  при 𝑥 ≥ 𝑦;

𝐾 𝑥, 𝑥 = 𝐿 𝑥, 𝑥 (9) 

where the functions 𝐾, 𝐿 satisfy the fol-

lowing conditions: in their domains of defini-

tion, the functions 𝐾(𝑥, 𝑦), 𝐿(𝑥, 𝑦) have continu-

ous third partial derivatives; derivatives 

𝐾𝑥𝑥(𝑥, 𝑦), 𝐾𝑦𝑦(𝑥, 𝑦) strictly negative for𝑥 ≤ 𝑦, 

and derivatives 𝐿𝑥𝑥(𝑥, 𝑦) and 𝐿𝑦𝑦(𝑥, 𝑦) strictly 

negative for 𝑥 ≥ 𝑦; the function 𝐾(𝑥, 𝑦) strictly 

increases in 𝑦and strictly decreases in 𝑥, and the 

function 𝐿(𝑥, 𝑦) strictly increases in 𝑥 and 

strictly decreases in 𝑦. 

Then both sides have such a single opti-

mal mixed strategy: 
𝐹𝑥 = 𝛼𝐼0, 𝑓𝑥, 𝛽𝐼1   

   (10) 

 
𝐺𝑦 = 𝛾𝐼0, 𝑔𝑦, 𝛿𝐼1   

   (11) 

where the functions 𝑓(𝑥) and 𝑔(𝑦) are ab-

solutely continuous in the entire interval [0,1] 

and come out as single solutions to a pair of in-

tegral equations: 
𝛼𝑝1 + 𝛽𝑝2 = 𝑓 + 𝑇𝑓  

    (12) 

 
𝛾𝑞1 + 𝛿𝑝𝑞2 = 𝑞 + 𝑅𝑞  

    (13) 

Where: 

𝑇𝑓 =
𝑦
0

𝐾𝑦𝑦(𝑥,𝑦)

𝐾𝑦𝑦,𝑦−𝐿𝑦(𝑦,𝑦)
× 𝑓𝑥𝑑𝑥 +

1
𝑦

𝐿𝑦𝑦(𝑥,𝑦)

𝐾𝑦𝑦,𝑦−𝐿𝑦(𝑦,𝑦)
× 𝑓𝑥𝑑𝑥  (14) 

 

𝑅𝑞 =
𝑞
0

𝐿𝑥𝑥(𝑥,𝑦)

𝐿𝑥𝑥,𝑥−𝐾𝑥(𝑥,𝑥)
× 𝑞𝑦𝑑𝑦 +

1
𝑥

𝐿𝑥𝑥(𝑥,𝑦)

𝐿𝑥𝑥,𝑥−𝐾𝑥(𝑥,𝑥)
× 𝑞𝑦𝑑𝑦;  (15) 

 

𝑝1 = −
𝐾𝑦𝑦0,𝑦

𝐾𝑦𝑦,𝑦−𝐿𝑦𝑦,𝑦
; 𝑝2 = −

𝐿𝑦𝑦1,𝑦

𝐾𝑦𝑦,𝑦−𝐿𝑦𝑦,𝑦
;

   (16) 

 

𝑞1 = −
𝐿𝑥𝑥𝑥,0

𝐿𝑥𝑥,𝑥−𝐾𝑥𝑥,𝑥
; 𝑞2 = −

𝐿𝑥𝑥𝑥,1

𝐿𝑥𝑥,𝑥−𝐾𝑥𝑥,𝑥

   (17) 

Constants 𝛼, 𝛽, 𝛿 are denoted under the 

following conditions: 
1
0

𝑓𝑥𝑑𝑥 = 1 − 𝛼 − 𝛽, 0 ≤ 𝛼, 𝛽 ≤ 1; 

    (18) 

 
1
0

𝑞𝑦𝑑𝑦 = 1 − 𝛾 − 𝛿, 0 ≤ 𝛾, 𝛿 ≤ 1; 

    (19) 

Thus, the solution of such problems as, 

for example, determining the moment in time of 

the impact of current threats on the budget, can 

be reduced to solving a number of integral 

equations. The following theorem follows from 

this. 

Theorem 2. Let the payoff function of a 

continuous game problem have the form: 
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𝑀(𝑥, 𝑦) =

𝐾𝑥, 𝑦 <    𝑖𝑓 𝑥 < 𝑦
𝐼𝑥, 𝑖𝑓 𝑥 = 𝑦 

𝐿𝑥, 𝑦,   𝑖𝑓 𝑥 > 𝑦
 

    (20) 

where the functions 𝐾, 𝐼, 𝐿 satisfy the fol-

lowing conditions: 𝐾(𝑥, 𝑦) and 𝐿(𝑥, 𝑦) are de-

fined and have continuous second partial deriv-

atives, respectively, on closed triangles 0 ≤ 𝑥 ≤

𝑦 ≤ 1 and 0 ≤ 𝑦 ≤ 𝑥 ≤ 1; the value 𝐼(1) is lo-

cated between 𝐾(1,1) and 𝐿(1,1); the value𝐼(0) 

is located between 𝐾(0,0) and; and 𝐿(0,0); 

𝐾𝑥(𝑥, 𝑦) > 0 and 𝐿𝑥(𝑥, 𝑦) > 0 in the correspond-

ing closed triangles with possible exception 

𝐿𝑥(1,1) = 0; 𝐾𝑥(𝑥, 𝑦) < 0, 𝐿𝑥(𝑥, 𝑦) < 0 in the cor-

responding closed triangles with possible ex-

ception 𝐾𝑥(1,1) = 0. 

Then both sides have optimal strategies 

of the form 𝐹𝑥 = (𝛼𝑙0, 𝑓𝑎1, 𝛽𝐼1), 𝐺𝑦 =

(𝛾𝑙0, 𝑞𝑎1, 𝛿𝐼1), where distribution densities are 

defined as solutions of the following integral 

equations: 

𝑓𝑎1(𝑡) −
1
𝑎

𝑇𝑎1𝑥, 𝑡 × 𝑓𝑎1𝑥𝑑𝑥 = 𝑎𝑝1 + 𝛽𝑝2𝑡;

    (21) 

 

𝑔𝑎1(𝑢) −
1
𝑎

𝑈𝑎1𝑢, 𝑦 × 𝑔𝑎1𝑦𝑑𝑦 = 𝛾𝑞1𝑢 +

𝛿𝑞2𝑢;   (22) 

 

𝑇𝑎𝑙𝑥, 𝑡 =

−𝐾𝑦(𝑥,𝑦)

𝐾𝑡,𝑡−𝐿(𝑡,𝑡)
,   𝑖𝑓 𝛼 ≤ 𝑥 ≤ 𝑡 ≤ 1,

−𝐿𝑦(𝑥,𝑡)

𝐾𝑡,𝑡−𝐿(𝑡,𝑡)
,   𝑖𝑓 𝛼 ≤ 𝑡 ≤ 𝑥 ≤ 1

   (23) 

𝑈𝑎𝑙𝑢, 𝑦 =

−𝐿𝑥(𝑢,𝑦)

𝐾𝑢,𝑢−𝐿(𝑢,𝑢)
,   𝑖𝑓 𝛼 ≤ 𝑦 ≤ 𝑢 ≤ 1,

−𝐿𝑦(𝑥,𝑡)

𝐾𝑡,𝑡−𝐿(𝑡,𝑡)
,   𝑖𝑓 𝛼 ≤ 𝑢 ≤ 𝑦 ≤ 1

   (24) 

 

𝑝1𝑡 =
−𝐾𝑦(0,𝑡)

𝐾𝑡,𝑡−𝐿(𝑡,𝑡)
, 𝑝2𝑡 =

−𝐿𝑦(1,𝑡)

𝐾𝑡,𝑡−𝐿(𝑡,𝑡)
; 

  (25) 

 

𝑞1𝑢 =
−𝐿𝑥(𝑢,0)

𝐾𝑢,𝑢−𝐿(𝑢,𝑢)
, 𝑞2𝑢 =

−𝐿𝑦(𝑢,1)

𝐾𝑡,𝑡−𝐿(𝑡,𝑡)
. 

  (26) 

Remark 1. It is clear from expression (17) 

that if 𝐾(1,1) < 𝐿(1,1), then the point 𝑥 = 1, 𝑦 =

1 is a combined point for 𝑀(𝑥, 𝑦). This follows 

from the conditions of Theorem 2. 

Corollary 1. In the case when 𝑙(𝑥) =

0, 𝐾(𝑥, 𝑦) = 𝐿(𝑥, 𝑦), then the game problem is 

called symmetric. The symmetric game prob-

lem is investigated for the case when the func-

tion 𝑀(𝑥, 𝑦)in the domain 0 ≤ 𝑥 ≤ 𝑦 ≤ 1 is con-

tinuous in both variables and has continuous 

first-order partial variables 𝑀𝑥(𝑥, 𝑦), 𝑀𝑦(𝑥, 𝑦) 

such that 𝑀𝑥(𝑥, 𝑦 ≥ 0), 𝑀𝑦(𝑥, 𝑦) ≤ 0 𝑖𝑓 𝑥 ≤ 𝑦 the 

set of points for which 𝑀𝑥(𝑥, 𝑦) = 0 or 

𝑀𝑦(𝑥, 𝑦) = 0 does not contain any interval of 

the form 𝑥 = 𝑐𝑜𝑛𝑠𝑡, 𝛽1 < 𝑦 < 𝛽2 or 𝑦 =

𝑐𝑜𝑛𝑠𝑡 𝛼1 < 𝑥 < 𝛼2. 

If 𝐾(1,1) ≤ 0, the optimal unity strategy 

will look like: 

𝐹𝑥 = 𝐼1 =
0 при 0 ≤ 𝑥 ≤ 1,

1 при 𝑥 = 1
 

    (27) 

If 𝐾(0,1) > 0, the optimal strategy will 

be: 

 

𝐹𝑥 = 𝐼0 =
0 𝑖𝑓 𝑥 = 0

1 𝑖𝑓 0 ≤ 𝑥 ≤ 1
 (28) 

In the case 𝐾(0,1) < 0 < 𝐾(1,1), it is pos-

sible, without loss of generality, to consider 

𝐾(𝑥, 𝑥) > 0 when 0 < 0 ≤ 1. Then there is 

uniquely some interval of the form [𝑎, 1], 0 ≤

𝑎 ≤ 1 such that the optimal strategy has the 

form: 
 𝐹𝑥 =

0 𝑖𝑓 𝑥 = 0

𝛼 𝑖𝑓 0 < 𝑥 < 𝛼

𝛼 +
𝑥
0

𝑓𝑎1𝜉𝑑𝜉 𝑖𝑓 𝛼 < 𝑥 ≤ 1
 (29) 

where 𝑓𝑎1 – a continuous positive func-

tion; the parameter 𝛼 is a jump𝐹(𝑥)) at zero, and 

is determined from the normalisation condi-

tion: 
1
𝛼

𝑓𝛼1𝜉𝑑𝜉 = 1 − 𝛼   

  (30) 

From Theorem 2 it follows that the opti-

mal strategy 𝐹(𝑥) for a symmetric game prob-

lem in this case exists only when it is possible to 

find numbers 𝛼, 𝛼(0 ≤ 𝛼, 𝛼 < 1) and such a con-

tinuous function𝑓𝛼1(𝑥) denoted 𝛼 < 𝑥 < 1 and 
 𝛼𝐾0, 𝑦 +
𝑦
𝛼

𝐾𝑥, 𝑦𝑓𝛼1𝑥𝑑𝑥 −
1
𝑦

𝐾𝑦, 𝑥𝑓𝛼1𝑥𝑑𝑥 = 0 (𝛼 < 𝑦 <

1) (31) 

Remark 2. The case of a function 

𝑀(𝑥, 𝑦)growing in 𝑦 and decreasing in 𝑥, with 

the help of substitution 

 

𝜉 = 1 − 𝑥, 𝜂 = 1 − 𝑦 (32) 
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𝜉 = 1 − 𝑥, 𝜂 = 1 − 𝑦 (33) 

and reduced to the case of growth in 𝑥 

and decrease in 𝑦, considered in Theorem 2. 

Remark 3. If in Theorem 3, instead of con-

dition (20), to assume that 

 

𝐾𝑦𝑦, 𝑦 − 𝐿𝑦(𝑦, 𝑦) > 0 (34) 

 

 

𝐾𝑥𝑥, 𝑥 − 𝐿𝑥(𝑥, 𝑥) > 0, (35) 

then it is possible to show that the opti-

mal strategies of both sides will have the form 

of distribution functions 
 𝐹𝑥 =

(𝛼𝐼𝑎 , 𝑓𝑎𝑏(𝑥), 𝛽𝐼𝑏), 𝐺𝑦 =

(𝛾𝐼𝑎 , 𝑔𝑎𝑏(𝑦), 𝛿𝐼𝑏), 𝛼, 𝛽, 𝛾, 𝛿 ≥ 0, (36) 

 
 𝐹𝑥 =

(𝛼𝐼𝑎 , 𝑓𝑎𝑏(𝑥), 𝛽𝐼𝑏), 𝐺𝑦 =

(𝛾𝐼𝑎 , 𝑔𝑎𝑏(𝑦), 𝛿𝐼𝑏), 𝛼, 𝛽, 𝛾, 𝛿 ≥ 0 (37) 

and the functions 𝑓𝑎𝑏 , 𝑔𝑎𝑏(𝑦) come in the 

form of Neumann series in terms of the eigen-

functions of the connected integral equations: 

𝑓𝑎𝑏(𝑡) −
𝑏
𝑎

𝑇𝑎𝑏𝑥, 𝑡 × 𝑓𝑎𝑏𝑥𝑑𝑥 = 𝑎𝑝1𝑡 +

𝛽𝑝2(𝑡)   (38) 

 

𝑔𝑎𝑏(𝑢) −
𝑏
𝑎

𝑈𝑎𝑏𝑢, 𝑦 × 𝑔𝑎𝑏𝑦𝑑𝑦 = 𝛾𝑞1𝑢 +

𝛿𝑞2(𝑢)   (39) 

Now consider a special class of symmet-

ric game problems for which 𝑀(𝑥, 𝑦) is not nec-

essarily continuous in the aggregate of varia-

bles at points (0. 0) and (1.1) and it is only re-

quired that there are restrictions taking into ac-

count: 
𝐾 0,0 = 𝑙𝑖𝑚𝑦→0𝐾 0, 𝑦; 𝐾 1,1𝑙𝑖𝑚𝑥→1𝐾 𝑥, 1;

    (40) 

Assume that 

𝐾 𝑥, 𝑦 = 𝑘
𝑥

𝑦
   

    (41) 

where the function 𝑘(𝑢)is continuously 

differentiable in 0 ≤ 𝑢 ≤ 1, and its derivative 

𝑘 ,(𝑢) in this interval does not change sign, and 

the set of points 𝑢for which𝑘 ,(𝑢) = 0 does not 

contain any interval. 

It is easy to see that when 𝑘 ,(𝑢) ≥ 0, the 

optimal strategy is 𝐹𝑥 = 𝐼1 𝑖𝑓 𝑘1 ≤ 0, 𝐹𝑥 =

𝐼0 𝑖𝑓 𝑘(𝑢) ≥ 0. The proof of this fact is based on 

the principles of the search for sustainable strat-

egies. To do this, the equation is written: 

𝐸1𝐹, 0 = 𝐸1𝐹, 0 + 𝛼𝐾 0,0 = 𝐸1𝐹, 0 + 𝛼𝐾 0

   (42) 

whose correctness is established using 

(31). 

For 𝛿 > 0 there is: 

𝐸1𝐹, 𝛿 =
𝛿 − 0

0
𝐾𝑥, 𝛿𝑑𝐹𝑥 −

1
𝛿

𝐾𝛿, 𝑥𝑑𝐹𝑥

    (43) 

𝐸1𝐹, 0 = −
1
𝛿

𝐾0, 𝑥𝑑𝐹𝑥  

   (44) 

Such that 
𝐸1𝐹, 𝛿 − 𝐸1𝐹, 0 = 𝛼𝐾 0, 𝛿 +

𝛿 − 0
0

𝐾𝑥, 𝛿𝑑𝐹𝑥 −
1
𝛿

𝐾𝛿, 𝑥𝑑𝐹𝑥 +
1
𝛿

𝐾0, 𝑥𝑑𝐹𝑥;

 (45) 

heading towards𝛿 → 0 when 𝛼𝐾(0,0). To 

evaluate the integrals in (45), choose from the 

given 𝜀 > 0 such 𝜂 that the total variation 𝐹(𝑥) 

in [0, 𝜂] is less 
 𝜀/

4𝐾0, 𝐾𝑜 = 𝑆𝑢𝑝[𝐾(𝑥, 𝑦)]. (46) 

Then the first integral is less than 𝜀/4, 

and the last two are represented as: 
𝜂
0

𝐾0, 𝛿𝑑𝐹𝑥 −
𝜂
0

𝐾𝛿, 𝑥𝑑𝐹𝑥 +
1
𝜂

𝐾0, 𝑥 −

𝐾𝛿, 𝑥𝑑𝐹𝑥 = 𝐽1 + 𝐽2 + 𝐽3  (47) 

This shows that 𝐽𝑖 ≤
𝜀

4
, 𝑖 = 1,2,3. This 

proves the validity of expression (44). Let first 

𝛼 = 0. С 𝐸1𝐹, 𝑦 = 0 when 𝛼 < 𝑦 < 1 follows that 

𝐸1𝐹 + 0 = 0. When 𝛼 > 0, 𝐸1𝐹, 0 = 0 should be; 

by virtue of 𝑘(0) < 0, this contradicts (42). On 

the other hand, if 𝛼 = 0 there is: 

𝐸1𝐹, +0 = −
1
0

𝑘0𝑓𝑥𝑑𝑥 = −𝑘(0)
1
0

𝑓𝑥𝑑𝑥 =

−𝑘(0) > 0  (48) 

which, obviously, is impossible. If fur-

ther 𝛼 > 0, then with 𝐸1𝐹, 𝛼 = 0 there is a strict 

decay of the function 

𝐸1𝐹, 𝑦 = 𝑎𝑘0 −
1

𝑎
𝑘

𝑦

𝑥
𝑓(𝑥)𝑑𝑥 

   (49) 

in the interval0 < 𝑦 ≤ 𝑎 𝐸1𝐹, +0 > 0 fol-

lows. If 𝛼 > 0 and 𝐸1𝐹, 0 = 0, then from expres-

sion (37) 𝐸1𝐹, +0 = 𝛼𝑘0 < 0 is obtained that is a 

contradiction. Accordingly 𝛼 > 0, 𝛼 = 0. In this 

case, equation (28) 𝐸1𝐹, 𝑦 = 0 is equivalent in 

the interval (𝛼, 1) provided 𝐸𝑖
1𝐹, 𝑦 = 0. Hence, 

to determine the density𝑓(𝑥), the integral equa-

tion is obtained 

2𝑘1𝑓𝑦 =
𝑦
𝑎

𝑥

𝑦2 𝑘′ 𝑥

𝑦
𝑓𝑥𝑑𝑥 +

1
𝑦

𝑓(𝑥)

𝑥
𝑘′ 𝑥

𝑦
𝑓𝑥𝑑𝑥,  (𝑎 < 𝑦 < 1)  

 (50) 
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The condition must be met
1
𝑎

𝑓𝑥𝑑𝑥 = 1. 

Remark 4. For the case 𝑘 ,(𝑢) ≤ 0, it can be 

shown that optimal strategies have the form 

𝐹𝑥 = 𝛼𝐼0 + 𝛽𝐼1. Thus, it is easy to verify the va-

lidity of the following formulas: 

𝐹𝑥 = 𝛼𝐼0𝑥 +
𝐼1(𝑥)
𝐼0𝑥

1 − 𝐼1𝑥 

𝑖𝑓
𝑖𝑓

𝑖𝑓
 𝑘0 =

𝑘(0) < 0
00 ≤ 𝛼 ≤ 1

𝑘(0) > 0
 

 (51) 

The analysed situations showed that a 

reasonable choice of threats to the budget from 

the reference sample, which have the longest 

action time on the information resource in con-

ditions of conflict and uncertainty, should con-

tribute to the application of game theory with 

payoff functions. As a result, this will make it 

possible to solve the difficult task of identifying 

the time moment of a threat’s impact on the 

budget and, thus, reduce the time it takes to 

make a decision on the localisation and legal 

opposition to a detected threat. 

Tasks like assessing the state of budget 

security under the influence of legal threats and 

vulnerabilities belong, as is known, to the mul-

ticriteria class. For their collegial solution in 

conditions of uncertainty and conflict among 

existing methods of mathematical modelling, 

methods of forming and studying generalised 

quality indicators using graphoanalytic and 

similar approaches, legal methods for solving 

complex problems of evaluation and selection 

of objects, including special purposes, as well as 

analysis and forecasting situations with a large 

number of significant factors, the most rational 

and determining are precisely legal methods. 

They provide an opportunity to more deeply 

study the phenomena that significantly affect 

the level of protection of both the state as a 

whole and individual objects of its information 

infrastructure from the influence of internal and 

external threats, to identify the most important 

and essential in these processes, without omit-

ting those details and relationships, without 

which a model of the studied situation cannot 

be built. An increase in the effectiveness of the 

application of expert methods is usually facili-

tated by the assessment of legal consequences: 

 conducting a reasonable selection of a 

group of highly qualified lawyers whose activi-

ties are related to conducting research in the ar-

eas selected for the conduct and whose posi-

tions correspond to the requirements for those 

in the chosen branch of knowledge; 

 timely familiarisation of lawyers for the 

purpose of research and explaining to them the 

content of the work that they must perform; 

 questionnaire survey of lawyers taking 

into account all stages of the examination of 

each event to ensure IS of a state or individual 

objects of its infrastructure regarding certain re-

quirements for the established indicators and 

their respective indicators. 

Given this recent widespread use among 

well-known methods of legal assessment, al-

lowing directly to use the judgments and intui-

tion of lawyers in any formalised structure to 

solve problems with social, political or military 

content, the questionnaire method has been ob-

tained, then you should use it. When solving 

the problem of assessing the state of security of 

information resources under the influence of 

current threats and vulnerabilities, its essence 

will be revealed from the point of view of one 

lawyer. As the initial data, the system of actual 

threats will be used that has developed in the 

reference sample of the many threat-vulnerabil-

ity pairs and the set of indicators (criteria) of ex-

isting threats that characterise the possibility of 

violating confidentiality, integrity, availability 

and observability of information. The solution 

to this problem is to determine the security in-

dex of information resources and calculate a 

comprehensive indicator that characterises the 

state of elimination of legal consequences from 

violation of the regime. 

The budget security index will be consid-

ered a dynamic quantitative and qualitative 

characteristic that indicates the organisation’s 

ability to provide its own information security 

and maintain the safe functioning of the objects 

of their information structure in the context of 

existing threats to information resources. Its de-

termination is carried out on the basis of identi-

fying deviations from the normal operating 

mode, IT systems and networks, as well as soft-

ware and hardware, by analysing four main cat-

egories, namely: 

1) impact on integrity; 

2) effects on confidentiality; 
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3) impact on accessibility; 

4) effects on observation. 

Each of these categories falls under the 

influence of threat/vulnerability (ZY) pairs 

formed in the reference sample and current in-

formation security threats. Such pairs can be 

pairs like: 

1. Obtaining unauthorised logical access 

to information by external attackers/lack of a 

policy for using network services (𝑍𝑌1): 

 there is no list of networks and network 

services to which access is allowed; 

 there are no authorisation procedures 

to determine who is allowed access and to 

which networks and network services; 

 there are no security measures and con-

trol procedures to protect access to network 

connections and network services; 

 means used to access networks and net-

work services (for example, conditions for al-

lowing telephone lines to access the services of 

an Internet provider or a remote system). 

 the policy of using network services 

should not contradict the policy of controlling 

business access. 

2. Lack of recovery options/lack of 

backup information (𝑍𝑌2): 

 the necessary level of information 

backup has not been determined; 

 the volume and frequency of backups 

does not reflect the business requirements of an 

organisation, the security requirements for the 

information involved and the criticality of in-

formation for the continuous operation of an or-

ganisation; 

 backups are not stored in a remote 

place, at a sufficient distance, thereby avoiding 

any damage from natural disasters in the main 

room is not achieved; 

 backup media is not tested and cannot 

be trusted in the event of an emergency; 

 confidential backups are not protected 

by encryption; 

3. Disclosure, sale, fraudulent copying of 

information/lack of procedures for handling in-

formation (𝑍𝑌3): 

 no mechanisms have been introduced 

to restrict access to information to prevent ac-

cess to personnel who do not have sanctions; 

 the registry of authorised data recipi-

ents is not supported; 

 protection of the uploaded data await-

ing withdrawal is not ensured at a level that 

does not contradict their confidentiality; 

 storage of media in accordance with the 

manufacturer's specifications; 

 distribution lists and lists of authorised 

recipients are not reviewed at regular intervals; 

 no clear labelling of all copies of media 

has been introduced. 

4. Violation by staff of organisational 

measures to ensure information security/lack of 

information security policy (𝑍𝑌4): 

 the information security policy does not 

contain requirements regarding compliance 

with legislative, regulatory and contractual re-

quirements; 

 the information security policy contains 

the basics of setting goals for security measures 

and security measures themselves, including 

the structure of risk assessment and risk man-

agement; 

 the information security policy contains 

requirements for the education, training and 

awareness of security personnel; 

 the information security policy contains 

explanations of the consequences of violation of 

the information security policy; 

 the information security policy contains 

the definition of general and special responsi-

bilities for managing information security, in-

cluding reporting on information security inci-

dents; 

 the IS policy is revised as planned or 

when significant changes (there are revision 

marks) a revision of the information security 

policy takes into account the results of views 

from the management in accordance with a spe-

cific review procedure from the side of the man-

agement, including the schedule or frequency 

of reviews, registration of views from the man-

agement is supported. 

5. Uncontrolled modification of an infor-

mation resource/lack of cryptographic protec-

tion measures (𝑍𝑌5): 

 the absence of the identified desired 

level of protection, taking into account the type, 

stability and quality of the necessary encryption 

algorithm; 
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 lack of use of encryption to protect con-

fidential information that is transported on mo-

bile or removable media, devices or through 

communication channels; 

 there is no approach to key manage-

ment, including methods related to the protec-

tion of cryptographic keys and the recovery of 

encrypted information in case of lost, compro-

mised or damaged keys. 

Based on the above indicators character-

ising an organisation’s ability to provide infor-

mation security and maintain the safe function-

ing of its own information structure objects, a 

hierarchical scheme of their indicators will be 

developed in which the values of the previous 

i-th level are determined by the value of the cor-

responding indicators of the i-th level (Table 2). 

 
 

Table 2. Hierarchical diagram of the state of budget security 

The level of information security criticality 1st level 

Impact on 

integrity 

Impact on confidentiality Impact on accessibility Impact on 

observability 
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44th level 

(figures

) 

At the same time, a set of specific indicators are 

into compliance with categories, which in turn 

are described by elementary characteristics, 

which are called figures. Each category of the 

2nd level, each indicator of the 3rd level and 

each figure of the 4th level of the hierarchy with 

a certain rule, by means of an expert survey, can 

be associated with a certain number (Table 3). A 

prerequisite for this is the following: the sum of 

the weights of categories, indicators and figure 

of one level should always be equal to one. 

 

 

 

 

Table 3. Values of categories and indicators of the criticality level of budget security 

Designations of criticality 

categories and indicators 

Designations of weights 

of categories and 

indicators 

Values of weights of 

categories and 

indicators 

Sum of indicator 

weights 

Impact on integrity 1g  0.26 

1ZY  1a  0.13 

1.0 

2ZY  2a  0.31 

3ZY  3a  0.15 

4ZY  4a  0.12 

5ZY  5a  0.29 

Impact on confidentiality 2g  0.25 

1ZY  1b  0.20  
1.0 

2ZY  2b  0.18  
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3ZY  3b  0.29  

4ZY  4b  021  

5ZY  5b  0.12  

Impact on accessibility 3g  0.26 

1ZY  1c  0.21  

1.0 

2ZY  2c  0.25  

3ZY  3c  0.17  

4ZY  4c  0.18  

5ZY  5c  0.19  

Impact on observability 4g  0.23 

1ZY  1d  0.20  

1.0 

2ZY  2d  0.19  

3ZY  3d  0.20  

4ZY  4d  0.17  

5ZY  5d  0.24  

 

 

 
In this, the meaning of categories and quality in-

dicators are determined as follows. 

Impact on the integrity of threat/vulnera-

bility pairs: 

 
⟨𝑍⟩𝑎1⟨𝑍𝑌1⟩, 𝑎2⟨𝑍𝑌2⟩, 𝑎3⟨𝑍𝑌3⟩, 𝑎4⟨𝑍𝑌4⟩, 𝑎5⟨𝑍𝑌5⟩

  (52) 

 
⟨𝑍𝑌1⟩ = 𝑎11𝐴11 + 𝑎12𝐴12 + 𝑎13𝐴13 +

𝑎14𝐴14 + 𝑎15𝐴15 = ∑𝑖 𝑎1𝑖𝐴1𝑖; 𝑖 = 1,5 (53) 

where 𝑎11, 𝑎12, 𝑎13, 𝑎14, 𝑎15 – weight 

coefficients of figures of 4th level for 
𝐴11, 𝐴12, 𝐴13, 𝐴14, 𝐴15, 𝑎11 + 𝑎12 + 𝑎13 + 𝑎14 +
𝑎15 = ∑𝑖 𝑎1𝑖 = 1; 

⟨𝑍𝑌2⟩ = 𝑎21𝐴21 + 𝑎22𝐴22 + 𝑎23𝐴23 +

𝑎24𝐴24 + 𝑎25𝐴25 = ∑𝑖 𝑎2𝑖𝐴2𝑖; 𝑖 = 1,5 (54) 

where 𝑎21, 𝑎22, 𝑎23, 𝑎24, 𝑎25 – weight 

coefficients of figures of 4th level for 
𝐴21, 𝐴22, 𝐴23, 𝐴24, 𝐴25, 𝑎21 + 𝑎22 + 𝑎23 +
𝑎25 = ∑𝑖 𝑎2𝑖 = 1; 

⟨𝑍𝑌3⟩ = 𝑎31𝐴31 + 𝑎32𝐴32 + 𝑎33𝐴33 +
𝑎34𝐴34 + 𝑎35𝐴35 + 𝑎36𝐴36 = ∑𝑖 𝑎3𝑖𝐴3𝑖; 𝑖 =

1,6 (55) 

where 𝑎31, 𝑎32, 𝑎33, 𝑎34, 𝑎35, 𝑎36 – 

weight coefficients of figures of 4th level for 
𝐴31, 𝐴32, 𝐴33, 𝐴34, 𝐴35, 𝐴36, 𝑎31 + 𝑎32 + 𝑎33 +
𝑎34 + 𝑎35 + 𝑎36 = ∑𝑖 𝑎3𝑖 = 1; 

⟨𝑍𝑌4⟩ = 𝑎41𝐴41 + 𝑎42𝐴42 + 𝑎43𝐴43 +
𝑎44𝐴44 + 𝑎45𝐴45 + 𝑎46𝐴46 = ∑𝑖 𝑎4𝑖𝐴4𝑖; 𝑖 =

1,6

 

(56) 

where 𝑎41, 𝑎42, 𝑎43, 𝑎44, 𝑎45, 𝑎46 – 

weight coefficients of figures of 4th level for 
𝐴41, 𝐴42, 𝐴43, 𝐴44, 𝐴45, 𝐴46, 𝑎41 + 𝑎42 + 𝑎43 +
𝑎44 + 𝑎45 + 𝑎46 = ∑𝑖 𝑎4𝑖 = 1;  

⟨𝑍𝑌5⟩ = 𝑎51𝐴51 + 𝑎52𝐴52 + 𝑎53𝐴53 =

∑𝑖 𝑎5𝑖𝐴5𝑖; 𝑖 = 1,3  (57) 

where 𝑎51, 𝑎52, 𝑎53 – weight coefficients 

of figures of 4th level for A𝐴51, 𝐴52, 𝐴53, , 𝑎51 +
𝑎52 + 𝑎53 = ∑𝑖 𝑎5𝑖 = 1; 

Impact on confidentiality of threat-

vulnerability pairs: 
< 𝐾 ≥

𝑏1⟨𝑍𝑌1⟩, 𝑏2⟨𝑍𝑌2⟩, 𝑏3⟨𝑍𝑌3⟩, 𝑏4⟨𝑍𝑌4⟩, 𝑏5⟨𝑍𝑌5⟩

  (58) 

where 𝑏1, 𝑏2, 𝑏3, 𝑏4, 𝑏5 – weight relevant 

coefficients of figures of 4th level, moreover 𝑏1 +
𝑏2 + 𝑏3 + 𝑏4 + 𝑏5 = 1 

⟨𝑍𝑌1⟩ = 𝑏11𝐴11 + 𝑏12𝐴12 + 𝑏13𝐴13 +

𝑏14𝐴14 + 𝑏15𝐴15 = ∑𝑖 𝑏1𝑖𝐴1𝑖; 𝑖 = 1,5 (59) 

where 𝑏11, 𝑏12, 𝑏13, 𝑏14, 𝑏15 – weight 

coefficients of figures of 4th level for 
𝐴11, 𝐴12, 𝐴13, 𝐴14, 𝐴15, 𝑏11 + 𝑏12 + 𝑏13 + 𝑏14 +
𝑏15 = ∑𝑖 𝑏1𝑖 = 1; 

⟨𝑍𝑌2⟩ = 𝑏21𝐴21 + 𝑏22𝐴22 + 𝑏23𝐴23 +
𝑏24𝐴24 + 𝑏25𝐴25 = ∑𝑖 𝑏2𝑖𝐴2𝑖; 𝑖 =

1,5

 

(60) 

 

where 𝑏21, 𝑏22, 𝑏23, 𝑎24, 𝑎25 – weight 

coefficients of figures of 4th level for 
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𝐴21, 𝐴22, 𝐴23, 𝐴24, 𝐴25, 𝑏21 + 𝑏22 + 𝑏23 + 𝑏24 +
𝑏25 = ∑𝑖 𝑏2𝑖 = 1; 

⟨𝑍𝑌3⟩ = 𝑏31𝐴31 + 𝑏32𝐴32 + 𝑏33𝐴33 +
𝑏34𝐴34 + 𝑏35𝐴35 + 𝑏36𝐴36 = ∑𝑖 𝑏3𝑖𝐴3𝑖; 𝑖 =

1,6

 

(61) 

where 𝑏31, 𝑏32, 𝑏33, 𝑎34, 𝑎35, 𝑎36, – 

weight coefficients of figures of 4th level for 
𝐴31, 𝐴32, 𝐴33, 𝐴34, 𝐴35, 𝐴36, 𝑏31 + 𝑏32 + 𝑏33 +
𝑏34 + 𝑏35 + 𝑏36 = ∑𝑖 𝑏3𝑖 = 1; 

⟨𝑍𝑌4⟩ = 𝑏41𝐴41 + 𝑏42𝐴42 + 𝑏43𝐴43 +
𝑏44𝐴44 + 𝑏45𝐴45 + 𝑏46𝐴46 = ∑𝑖 𝑏4𝑖𝐴4𝑖; 𝑖 =

1,6

 

(62) 

where 𝑏41, 𝑏42, 𝑏43, 𝑎44, 𝑎45, 𝑎46, – 

weight coefficients of figures of 4th level for 
𝐴41, 𝐴42, 𝐴43, 𝐴44, 𝐴45, 𝐴46, 𝑏41 + 𝑏42 + 𝑏43 +
𝑏44 + 𝑏45 + 𝑏46 = ∑𝑖 𝑏4𝑖 = 1; 

⟨𝑍𝑌5⟩ = 𝑏51𝐴51 + 𝑏52𝐴52 + 𝑏53𝐴53 =

∑𝑖 𝑏5𝑖𝐴5𝑖; 𝑖 = 1,3   (63) 

where 𝑏51, 𝑏52, 𝑏53 – weight coefficients 

of figures of 4th level for 𝐴51, 𝐴52, 𝐴53, 𝑏51 +
𝑏52 + 𝑏53 = ∑𝑖 𝑏5𝑖 = 1; 

Impact on accessibility of 

threat/vulnerability pairs: 
< 𝐷 ≥

𝑐1⟨𝑍𝑌1⟩, 𝑐2⟨𝑍𝑌2⟩, 𝑐3⟨𝑍𝑌3⟩, 𝑐4⟨𝑍𝑌4⟩, 𝑐5⟨𝑍𝑌5⟩

   (64) 

where 𝑐1, 𝑐2, 𝑐3, 𝑐4, 𝑐5 – weight 

coefficients of relevant indicators of 3rd level, 

moreover 𝑐1 + 𝑐2 + 𝑐3 + 𝑐4 + 𝑐5 = 1 
⟨𝑍𝑌1⟩ = 𝑐11𝐴11 + 𝑐12𝐴12 + 𝑐13𝐴13 +

𝑐14𝐴14 + 𝑐15𝐴15 = ∑𝑖 𝑐1𝑖𝐴1𝑖; 𝑖 = 1,5 (65) 

where 𝑐11, 𝑐12, 𝑐13, 𝑐14, 𝑐15 – weight 

coefficients of figures of 4th level for 
𝐴11, 𝐴12, 𝐴13, 𝐴14, 𝐴15, 𝑐11 + 𝑐12 + 𝑐13 + 𝑐14 +
𝑐15 = ∑𝑖 𝑐1𝑖 = 1; 

 
⟨𝑍𝑌2⟩ = 𝑐21𝐴21 + 𝑐22𝐴22 + 𝑐23𝐴23 + 𝑐24𝐴24 +

𝑐25𝐴25 = ∑𝑖 𝑐2𝑖𝐴2𝑖; 𝑖 =

1,5

 

(66) 

 

where 𝑐21, 𝑐22, 𝑐23, 𝑐24, 𝑐25 – weight 

coefficients of figures of 4th level for 
𝐴21, 𝐴22, 𝐴23, 𝐴24, 𝐴25, 𝑐21 + 𝑐22 + 𝑐23 + 𝑐24 +
𝑐25 = ∑𝑖 𝑐2𝑖 = 1; 

 
⟨𝑍𝑌3⟩ = 𝑐31𝐴31 + 𝑐32𝐴32 + 𝑐33𝐴33 + 𝑐34𝐴34 +

𝑐35𝐴35 + 𝑐36𝐴36 = ∑𝑖 𝑐3𝑖𝐴3𝑖; 𝑖 =

1,6

 

(67) 

where 𝑐31, 𝑐32, 𝑐33, 𝑐34, 𝑐35, 𝑐36, – weight 

coefficients of figures of 4th level for 
𝐴31, 𝐴32, 𝐴33, 𝐴34, 𝐴35, 𝐴36, 𝑐31 + 𝑐32 + 𝑐33 +
𝑐34 + 𝑐35 + 𝑐36 = ∑𝑖 𝑐3𝑖 = 1; 

 
⟨𝑍𝑌4⟩ = 𝑐41𝐴41 + 𝑐42𝐴42 + 𝑐43𝐴43 + 𝑐44𝐴44 +

𝑐45𝐴45 + 𝑐46𝐴46 = ∑𝑖 𝑐4𝑖𝐴4𝑖; 𝑖 =

1,6

 

(68) 

where 𝑐41, 𝑐42, 𝑐43, 𝑐44, 𝑐45, 𝑐46, – weight 

coefficients of figures of 4th level for 
𝐴41, 𝐴42, 𝐴43, 𝐴44, 𝐴45, 𝐴46, 𝑐41 + 𝑐42 + 𝑐43 +
𝑐44 + 𝑐45 + 𝑐46 = ∑𝑖 𝑐4𝑖 = 1; 

⟨𝑍𝑌5⟩ = 𝑐51𝐴51 + 𝑐52𝐴52 + 𝑐53𝐴53 =

∑𝑖 𝑐5𝑖𝐴5𝑖; 𝑖 = 1,3  (69) 

 

where 𝑐51, 𝑐52, 𝑐53 – weight coefficients 

of figures of 4th level for 𝐴51, 𝐴52, 𝐴53, 𝑐51 +

𝑐52 + 𝑐53 = ∑𝑖 𝑐5𝑖 = 1; 

Impact on observability of 

threat/vulnerability pairs: 
< 𝐶 ≥

𝑑1⟨𝑍𝑌1⟩, 𝑑2⟨𝑍𝑌2⟩, 𝑑3⟨𝑍𝑌3⟩, 𝑑4⟨𝑍𝑌4⟩, 𝑑5⟨𝑍𝑌5⟩

   (70) 

where 𝑑1, 𝑑2, 𝑑3, 𝑑4, 𝑑5 – weight 

coefficients of relevant indicators of 3rd level, 

moreover 𝑑1 + 𝑑2 + 𝑑3 + 𝑑4 + 𝑑5 = 1 
⟨𝑍𝑌1⟩ = 𝑑11𝐴11 + 𝑑12𝐴12 + 𝑑13𝐴13 +

𝑑14𝐴14 + 𝑑15𝐴15 = ∑𝑖 𝑑1𝑖𝐴1𝑖; 𝑖 = 1,5 (71) 

where 𝑑11, 𝑑12, 𝑑13, 𝑑14, 𝑑15 – weight 

coefficients of figures of 4th level for 
𝐴11, 𝐴12, 𝐴13, 𝐴14, 𝐴15, 𝑑11 + 𝑑12 + 𝑑13 +
𝑑14 + 𝑑15 = ∑𝑖 𝑑1𝑖 = 1; 

⟨𝑍𝑌2⟩ = 𝑑21𝐴21 + 𝑑22𝐴22 + 𝑑23𝐴23 +

𝑑24𝐴24 + 𝑑25𝐴25 = ∑𝑖 𝑑2𝑖𝐴2𝑖; 𝑖 = 1,5 (72) 

where 𝑑21, 𝑑22, 𝑑23, 𝑑24, 𝑑25 – weight 

coefficients of figures of 4th level for 
𝐴21, 𝐴22, 𝐴23, 𝐴24, 𝐴25, 𝑐21 + 𝑐22 + 𝑐23 + 𝑐24 +
𝑐25 = ∑𝑖 𝑐2𝑖 = 1; 

 
⟨𝑍𝑌3⟩ = 𝑐31𝐴31 + 𝑐32𝐴32 + 𝑐33𝐴33 + 𝑐34𝐴34 +

𝑐35𝐴35 + 𝑐36𝐴36 = ∑𝑖 𝑐3𝑖𝐴3𝑖; 𝑖 =

1,6

 

(73) 

where 𝑑31, 𝑑32, 𝑑33, 𝑑34, 𝑑35, 𝑑36 – 

weight coefficients of figures of 4th level for 
𝐴31, 𝐴32, 𝐴33, 𝐴34, 𝐴35, 𝐴36, 𝑑31 + 𝑑32 + 𝑑33 +
𝑑34 + 𝑑35 + 𝑑36 = ∑𝑖 𝑑3𝑖 = 1; 
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⟨𝑍𝑌4⟩ = 𝑑41𝐴41 + 𝑑42𝐴42 + 𝑑43𝐴43 +

𝑑44𝐴44 + 𝑑45𝐴45 + 𝑑46𝐴46 = ∑𝑖 𝑑4𝑖𝐴4𝑖; 𝑖 =

1,6

 

(74) 

where 𝑑41, 𝑑42, 𝑑43, 𝑑44, 𝑑45, 𝑑46 – 

weight coefficients of figures of 4th level for 
𝐴41, 𝐴42, 𝐴43, 𝐴44, 𝐴45, 𝐴46, 𝑑41 + 𝑑42 + 𝑑43 +
𝑑44 + 𝑑45 + 𝑑46 = ∑𝑖 𝑑4𝑖 = 1; 

⟨𝑍𝑌5⟩ = 𝑑51𝐴51 + 𝑑52𝐴52 + 𝑑53𝐴53 =

∑𝑖 𝑑5𝑖𝐴5𝑖; 𝑖 = 1,3  (75) 

According to the formulas (43-47), (49-

53), (55-59), (61-65), using the data of the law-

yer’s questionnaire, which regulates the values 

of indicators and their weight coefficients, the 

values of indicators of the 3rd level such 

as:⟨𝑍𝑌1⟩; ⟨𝑍𝑌2⟩; ⟨𝑍𝑌3⟩; ⟨𝑍𝑌4⟩; ⟨𝑍𝑌5⟩.  

Using formulas (42), (48), (54) and (60) 

and the values of previously obtained indica-

tors of the 3rd level, the values of complex indi-

cators (categories) of the 2nd level are calcu-

lated, such as: 

 impact on integrity(𝐺1
𝑓𝑎𝑘𝑡

); 

 impact on confidentiality(𝐺2
𝑓𝑎𝑘𝑡

); 

 impact on accessibility(𝐺3
𝑓𝑎𝑘𝑡

); 

 impact on observability(𝐺4
𝑓𝑎𝑘𝑡

). 

A comprehensive indicator of the state of 

budget security 𝐺𝑧𝑎𝑥𝑖𝑐ℎ
𝑓𝑎𝑘𝑡  from the point of view 

of law can be calculated by the formula: 

𝐺𝑠𝑒𝑐

𝑓𝑎𝑘𝑡(∑𝑛
𝑖=1 𝑔𝑖𝐺𝑖

𝑓𝑎𝑘𝑡
)
  

   (76) 

where 𝑔𝑖 –  weigh coefficients of catego-

ries of the second level of the hierarchy 𝐺𝑖
𝑓𝑎𝑘𝑡; 𝑛 

– the number of categories (in this case𝑛 = 4). 

The decision on the ability of the public 

sector to withstand incidents was made on the 

basis of the following rule, empirically derived: 

 if 90 ≤ 𝐺𝑠𝑒𝑐
𝑠𝑡𝑎𝑛, then the state of budget 

protection from the risk of the implementation 

of threat/vulnerability pairs is considered high 

enough to maintain the safe functioning of ob-

jects of the state information structure; 

 if 45 ≤ 𝐺𝑠𝑒𝑐
𝑠𝑡𝑎𝑛, then the state of protec-

tion of the public sector from the risk of the im-

plementation of threat/vulnerability pairs is 

considered acceptable to maintain the safe func-

tioning of the information structure objects; 

 if𝐺𝑠𝑒𝑐
𝑠𝑡𝑎𝑛, then the state of protection of 

the public sector from the risk of the implemen-

tation of threat/vulnerability pairs is considered 

insufficient. 

 

Conclusion 

A procedure has been developed for the 

formation of many pairs of current threats to in-

formation security of the budget, the applica-

tion of which allows, by direct (Cartesian) prod-

uct of sets𝑋 and 𝑌, to determine the set of all 

possible combinations of threats and vulnera-

bilities, as well as more accurately describe the 

processes that violate the security of assets 

without losing time associated with the facts 

collection. A technology has been developed for 

assessing the state of security of information re-

sources of budgets, the use of which, based on 

the prevailing set of threat-vulnerability pairs 

and the set of indicators (criteria) of existing 

threats characterising the possibility of violat-

ing confidentiality, integrity, accessibility and 

observability of information, allows to deter-

mine the security index of information re-

sources and calculate the values of a complex 

indicator characterising the state of their secu-

rity. The application of this method will enable 

legal departments of state control to obtain a 

numerical characteristic of a comprehensive in-

dicator for assessing the level of security of the 

public sector in the ITC and decide on its com-

pliance with specified requirements. 
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