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A. B. BoiiniixoBcbkuii

K.10.H., npogecop kagedpu KoHcmumy-
YIUHO20 [ MINCHAPOOHO20 NPABA (PaAK)ib-
memy Ne 4 Xapkiecvkoz2o HayionanbHo2o
VHIgepcumemy 6HYmMpIwHix cnpas, 00-
yenm

KIBEPEE3IIEKA SIK HAIIPSIM €BPOATJIAHTUYHOI
THTEI'PAIIIl YKPATHI

CtpiMkuii po3BUTOK iH(YOPMAITIHHIX TEXHOIOTIH, KOMIT I0TepHU3allis, CTBO-
PEHHSA II00ATFHOTO KOMIT I0TEPHOT0 POCTOpY c(hopMyBaIy MPUHIIMIIOBO HOBI
cyOcraHuii — iHpopMaLiliHe CyCHiIbCTBO, KIOEPHETUUHUHE TPOCTIP, SIKi MAOTh
HEBUYEPIHUNA MOTEHIial 1 BIAIrparoTh TOJIOBHY POJIb B EKOHOMIYHOMY 1 COLIi-
QIIFHOMY PO3BHTKY KpaiH cBiTy. OfHAK, CTBOPEHHS iHPOPMAIIHHOTO CYCIiTb-
CTBa MPHU3BEJO 0 BUHUKHEHHs 0araTbox KiOCpHETHYHHX 3arpo3, a OMHHUM i3
TOJIOBHHUX 3aBJIaHb CydacHOTO iH(OPMAIIIHOTO CYCIUIBCTBA € 3a0e3MeueHHS
KiOEpHETUYHOT Oe3IeKH.

[IpoTunuis 3arpo3am HallioOHANIBHIN Oe3IIelT, 0 HAIXOIATh 3 KibeprmpocTo-
Py, cboro/IHI, HaOyima HOBOTO 3HaueHHs. KiGep3arpo3u cTarTh Jiemali 4acTi-
[IUMH, OiNTBII OPraHi30BaHUMHU 1 30UTKOBIITUMH JIJISl IEPKABHUX YCTAHOB,
HiAMPUEMCTB, CKOHOMIKH Ta 00 €KTIB KpUTHYHOI iHPpaCTPyKTypH; BOHH MO-
KYTh OCSTTH KPUTUYHOTO PIBHSI, SIKUH 3arpokye HalllOHAIBHOMY 1 €Bpoart-
JIAHTUYHOMY IPOLBITaHHIO, Oe3meli i cTabiIbHOCTI. J[XKepeaoM TaKux 3arpo3
MOXYTb OyTH 1HO3eMH1 BIICHKOBI 1 pO3BiyBaJIbHI CITy>KOU, OpraHi30BaHi 3710-
YUHHI yrPyNOBaHH:, TEPOPUCTUYUHI Ta €KCTPEMICTCHKI IPYIIH.

VY mux ymMoBax, TOJIOBHHM 3aBJAHHSM €BPONCHCHKUX, Ta i IHIINX KpaiH
CBITY € BKUTTS 3aXOIiB, IO TO3BOJISTH IPUHIUIIOBO 3MEHIIUTH (2 MOACKYIH —
YHEMOXIJIMBHUTH IMOBHICTIO) HETaTHBHI HACIIIKW Bia Kibep3arpos. Heabusky
pOIb Yy BUPOOJICHHI €JIMHUX ITIIXO/IB 100 3a0e3MeUeHHs KibepOe3nekn K
CKJIaJIOBOT HaIllOHAJILHOI Oe3MeKu KpaiH Biairpae Opranizaiis [liBHIYHOAaTIIAH-
TryHOTO JToroBopy (HATO).

Po3mairTs crioco6iB MOXKIIMBOTO 3aCTOCYBaHHS KiOep3aco0iB CTaBUTH Iepet
HATO onHe 3 0CHOBHHX 3aBJllaHb 1010 PO3yMiHHS 11 BIACHOT poJii B 3a0e3me-
YeHHi kiOepOe3neku KpaiH-4JIeHiB, TaK 1 KpaiH-mapTHEpPiB AnbsHCY. BpaxoBy-
104U BPA3JIUBICTh KiOepHETHUHOT Oe3MeKH Kibep3aXUCT CTaB OJHUM i3 Ipiopu-
TEeTHUX HanpsamiB AisuibHOCTI HATO.
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Hoga Crpareriuna koHuenuist 000poHu ta 0esrneku kpain-aieHis HATO,
o OyJTa MPUITHSITA TIIaBaMU JIepXKaB Ta ypsiiiB i yac JlicaboHCHKOTO camiTy
kpain-wreHiB HATO 19 muctonana 2010 poky, (hakTHIHO IpUpiBHSIIA 3aTPO3U
kibepaTak 10 BIICBKOBHX 3arpo3, 10, Y CBOIO Yepry, nepeadayae MOKINBICTh
BIJINIOBI/Ii HA MacOBaHi KibepaTakH 13 3aCTOCYBaHHSIM HalllOHAJILHUX 30POHHIX
cwi. KibGeparaku crajay OJHUM 3 HAHOUIBII HEOE3NEUHUX BUKIUKIB Oe3meli
KpaiH-uieHiB AJbSHCY, a 3a0e3neueHHs KioepHeTHYHOI Oesneku Oylo 3a3Ha-
YEeHO B SIKOCTI JApyroro 3a 3HaunMicTio npioputety HATO. [Jokrpura HATO
3 KibepOe3MeKy, y CBOIO Uepry, BijizHayae CiBpOOITHUIITBO 3 KpaiHAMU-TIapT-
HepaMmu y cdepi po30yaoBU crcTeMH 3a0e3MeueHHs KiOepHeTHYHOI Oe31eKn
AJIBSIHCY B SIKOCTI KJTFO4OBOTO MexaHi3My 3axoiiB HATO i3 3a0e3medeHHs Ki-
oepzaxucry. [1]

Bxazana no3uuist AnbsiHCY Oyna niaTBep/pkeHa B Jlexnaparii Ynkazpkoro
caMmiTy, CXBaJIeHa IJIaBaMH KpaiH Ta yps/IiB, siKi Opaii yyacTb y 3acinani [Tie-
HivHoaTnaHTHyHOI pamu B M. Yukaro (CIIA) 20 tpasust 2012 poky. [2] 30-
kpeMma B 1. 49 Jleknapauii Waetbes npo rotoBHicTh HATO crhiBmpaiitoBatu
3 IHO3eMHHMHU MapTHEPAMHU IS OpTaHi3allii aleKBaTHAX BiJIIOBIICH Ha Kibep-
3arpo3u Ta 3a0e3eueHHs BIacHOT Oe3MeKH.

OcTtaroyne BU3HAHHS AJIbSHCOM KiOeprpocTopy B SIKOCTI omnepaiiitHoro
MIPOCTOPY LTS BEACHHS OOHOBHX il BIMOYIOCH 32 Pe3yIBTATOM CaMiTy KpaiH-
gireHiB HATO y m. Bapmasa (ITonsma), skuit mpoxonus 8—9 mumnus
2016 poxy. [3]

Pons HATO miono 3a6e3medeHHs KibepOe3neKu MOKHA PO3UIATH Ha JIBI
BENHMKi CKIamoBi. [lepmmm npiopuTeToM € 3aXHCT CBOIX BIACHUX MEPEXK, PO
o KpaiHu-4iieHn AJbsHcy nomoBuiucs Ha camiti HATO B M. Heromopt
(Vennc), sikmit mpoxonus 4—5 BepecHst 2014 poky. 3Baxaroun Ha MIUPOKY MPHU-
CYTHICTh AJbsiHCY B [HTEpHET-Mepexi, 11e 3aBIaHHs € HAATO CKIaIHUM. Bu-
KOHYIOUH 1110 YaCTUHY CBO€T pouti B 3a0e3nedeHHi kibepoesneku, HATO nosu-
HHa 320€3IeUNTH 3aXHUCT YCIX 1HPOPMAIIHHO-KOMYHIKAIIIMHAX CUCTEM, Ha K1
AJBSTHC TIOKJIAJIA€ThCS Y CBOIX OMEpaIlisX 1 MICisIX, BiJl THX 3arpo3, [0 OXOAATh
3 kibeprpocropy.

JNpyrum npioputetom HATO € noroMora cBoim KpaiHaM-ujieHaM y cdepi
PO3BHUTKY BIACHHUX CHJI i 3ac00iB Kibep3axucTy. LI misimbHICTD 3MiHCHIOETCS
pizHUMHE 3ac00aMH, B TOMY YHMCIIi Yepe3 IBOPIYHUHN Mpoliec BU3HAYCHHS KOJIEK-
TUBHUX I1iJIeH KiOep3aXHUCTYy, SKI KOXKEH WICH AJbSHCY Ma€ MiITPUMATH, Ha-
MpUKIIaJ, po3pobaeHHs cTparerii kibep3axucty. [Iponec qoCATHEHHS TUX
CIJIBHO Y3TO/DKEHUX Linel perynsapHo nepersgaerscs. Ha nogarok HATO
MIPOTIOHYE MIUPOKUH CHEKTP OCBITHIX, TPCHYBAIBHUX I HABYATHHUX MOXKIIH-

43



BOCTEH 3a JOMIOMOTOI0 Pi3HOMAHITHHUX OCBITHIX YCTaHOB, CEpe[l SIKUX IIKOJIA
HATO B O6epammepray (Himeuunna) 1 Kibepakaaemist, CTBOPSHHS KO 3a-
mranoBane B [lopryranii. AkpenntoBannit HATO xoonepatusuuit Llentp
MepeIoBOTo A0CBiAY 3 Kidep3axucty B M. Tamnina (EcToHis) Takox Bimirpae
Ba)KJIMBY POJTb B IEOMY aCIICKTi.

Taxi aii HATO noBuHHI CyKyITHO MiJICHIIIOBATH OJHE OnHOTO. be3mneka
AJBSIHCY 1 HOTO 3[aTHICTh BUKOHYBATH Y3TOKEHI 3aBIaHHS KOJICKTUBHOT 000-
POHHU BEITUKOIO MIpOFO 3aJICKUTh BiJ 37JATHOCTI JIO KiOEp3axXuCTy 1 CIIPOMOXK-
HOCTI KOXHOI Kpaiau-uiieHa HATO. [4]

Po30ynoBa HamioHanbHOT cucTeMHU KiOepOesneku, 3aTHOT 3a0e3MednTn
HAJICKHY MPOTHIIIO Kibep3arpo3aM HaIllOHAIBHIN Oe3Mel Iep)KaBH, € Harajib-
HUM 3aBIaHHAM, III0 ITOCTAJI0 ChOTOAHI I epen Ykpainoro. Cran kibepHeTHd-
HOI O6e3neku B YKpaiHi BKazye Mmpo Te, U0 KibepnpocTip 3aJHIIaeTbCs KpUTHY-
HO ¢J1a0KOF0 CKJIAJIOBOIO HAI[IOHAIBHOT Oe3IeKr Ta 30epira€ BUCOKHM CTYIHb
ypa3nuBOCTi niepes kibep3arpo3amu. O0’ekramu Kibeparak i KiOep3I04rHIB
Jiesiai yacTilie cTaroTh iHpopMaliiiHi pecypcu (piHaHCOBHX YCTAHOB, MiITPHU-
€MCTB TPAHCIIOPTY Ta CHepro3ade3neueH s, IepKaBHUX OPTaHiB, sIKi TapaHTy-
I0Th Oe31eKy, 000pOHY, 3aXUCT BiJl HAJI3BHUAHHHUX CHTYaIlil.

VYkpaiHa BiANOBIIHO 0 YKJIaJCHUX HEI0 MIXKHAPOIHHUX OTOBOPIB 3/1i-
CHIOE CITIBPOOITHUITBO Y chepi KibepOe3neku 3 IHO3EMHUMU JIepKaBaMH, iX
30pOHHIMH CHTaMH, TPABOOXOPOHHUMHE OpPTaHaMH 1 CIICI[iaIbHUMH CITyK0a-
MH, a TaKOX 13 MDKHApOJAHUMH OpraHi3auisiMd. 3a TaKUX yMOB OJHUM i3
KJIFOYOBHX MPIOPUTETIB MI>XKHAPOHOTO CIIBPOOITHHIITBA ¥ cepi KibepOes-
MK € CTpaTeriune mapTHepcTBO YKpainm 3 Opranizanieio [liBHidHOaTIaH-
TUYHOTO JOTOBOPY.

V ciuni 2008 poky HATO 3arBepaunia KOHIIENITH KiOEpHETHYHOT O TUKH
AJIBSIHCY, BPaXOBYFOUH HACTIJIKK CKOEHUX Kibeparak mpoTu EcToHii B KOBTHI
2007 poxy, Koiu BeO-CallTH ypsJOBHX YCTaHOB I iHIII €CTOHCHKI IHTEpPHET-
pecypcH 3a3HaIH XaKepChKHUX aTak. BHKiageHe CroHyKanxo 10 00’ €JHaHHS
3ycnnb kpain-wieHiB HATO y cdepi mocunenns kidep3axucty Ta Kibepoesme-
KH, y 3B’3Ky 3 uuUM y M. bproccens (benbris) OyB mianucanuii MeMopaHyM
mpo crtBopeHHs B M. Taymnine (Ectonis) mikHapogHoro LleHTpy kiOepHETHY-
Horo 3axucty HATO.

Y 2008 poui B pamkax CrinbHoi pobo4oi rpynu Ykpainu-HATO 3 nuranp
BOEHHOT pedopmu 3a iHiriatueu CiyOun Oe3rnekn Ykpainu Oyiio 3armodarko-
BaHO CTBOpeHHsI PoOouoi miarpynu 3 mutaHb KiOEpHETHYHOTO 3aXUCTY, IO
CTaJIO MOIITOBXOM JUIsl PO3POOKU KOHIICTITYaIbHUX 3acaj] B3aEMOJIT Mix Ykpa-
THOO Ta [liBHIYHOATIAHTHYHUM AJIbSTHCOM Y BKa3aHil cdepi, 3arpoBaKCHHS
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MeXaHi3My KOHCYNbTaliil Ta ornepaTuBHOrO 0OMiHy iH(OpMAIIiEI0 B pa3i CKo-
€HHS KIOCPHETHYHUX aTak HaI[lOHAJIBHOIO MaciuTaly, po3poOKH KpUTepiiB
OLIIHKH KiOepHeTHUHHX 3arpo3. Y 2009 porii AnbsHC 3aTBEpANB CTPATETiUHUIHI
JOKyMEHT «PaMKu criiBpoOITHUIITBA y MUTAHHAX KIOEPHETUYHOTO 3aXUCTy MIXK
HATO Ta xpaiHaMu-nIapTHEpaMID», IKUM OYII0 3aKJIaIeHO ITOJITHKO-TIPaBOBE
MIATPYHTS JJIs1 HAJIATOJKSHHST KOMIUIEKCHOT B3aEMOJIIT Ta CIIIBPOOITHUIITBA 13
3alliKaBICHUMH KpaiHAMU-TIAPTHEPAMH, Y TOMY YHUCIi 3 YKpaiHO0.

OcHOBHUMH 3aBaHHSIMH ciiBpoOiTHHIITBA Mk HATO Ta kpaiHaMu-mapt-
HepaMu y cdepi 3a0e3neueHHs KiOepHETUYHOTO 3aXMUCTY BU3HAYCHO: IMiITPHU-
MaHHs HOpMaJIbHOT )KUTTENISTIBHOCTI 00’ €KTIB KPUTHUHUX 1HPOPMALIIHHO-KO-
MYHIKaIHHAX 1HQPACTPYKTYp; pO3poOKa JIEBHUX 3aXO/IB 3 IPOTHIT KibepHe-
TUYHUM aTakaM; HaJaHHs JOTOMOTH KpalHaM y BiIHOBJICHHI HOPMaJbHOTO
(hyHKLIOHYBaHHS BiNOBIIHOT iHPPACTPYKTYpH BHACIIAOK BUMHEHHS 30BHIII-
HIX KiOEpHETHYHHX aTaK, PYHKIIOHYBAaHHS CHCTEMH OIEPATHBHOTO pearyBaH-
Hs1 Ha Oynb-sKi 3arpo3u B iH(opManiiiHii cdepi kpaiH.

VYkazom [lpesunenta Ykpainu Bin 24 Bepecus 2014 poxy Ne744/2014
BBEJICHO B JIit0 pileHHs Paau HamioHamsHOT Oe3reku 1 000poHN YKpaiH! Bij
28 cepras 2014 poxy «IIpo HeBimkIamHi 3aX0qH MIONO 3aXUCTy YKpaiHu Ta
3MII[HEeHHS i1 000POHO3IATHOCTI», B IKOMY BH3HAYEHO, IO IPIOPUTETHUM Ha-
[IOHAJIEHUM 1HTEepecoM YKpaiHW y cdepi 30BHINIHBONOIITHYHOT AISUTBHOCTI
€ TIOIAJBIINI PO3BUTOK BiTHOCHH CTpaTeriyHoOro napraepcraa Ykpainu 3 CLIA,
€C ta HATO. [5]

BinmosimHo j0 Pinrenns Pagu HattioHaapHOT Oe3nekn 1 000poHu YKpaiHu
«IIpo Crparerito HarionansHOi Oe3nexu Ykpainu» Bin 6 TpaBas 2015 poxy,
BBegeHoro B Jito Ykazom [Ipesupenta Ykpainu Bin 26 tpaBus 2015 poky
Ne287/2015, 3abe3nedenns inTerpamnii Ykpainu 1o €C ta popMyBaHHS yMOB
i Beryrmy B HATO € npiopuTeTHUMH HiJISIME Cy4acHOi Oe3MeKOBOT MO TH-
ku. [6] OgHiel0 3 OCHOBHMX 3arpo3 HalllOHaIbHIN KibepOe3reli BU3HAaYeHO
BPa3NUBICTh 00’ €KTIB KPUTUYHOI IHYPACTPYKTYPH, JACPIKABHHUX THPOPMAITIHHIX
pecypciB Ykpainu.

Ha Bukonanns 3a3nayenoro 3 1 nmunasg 2015 poky B YkpaiHi po3moyaB CBOIO
poboty HarioHanpHHI IIEHTP KiOep3aXHCTy Ta MPOTH T Kibep3arpo3am 3 Me-
TOIO 3a0€3MeYCHHS AISUTFHOCTI KOMaH/IN pearyBaHHs Ha KOMIT I0TEPHI Ha3BH-
yaitni nonii Ykpainu (CERT-UA). LleHTp BUKOHY€E POJIb TEXHIYHOTO KOOPAHU-
HaTopa JIepKaBHUX OPTaHiB, OPraHiB MiCIIEBOTO CAMOBPSTyBaHHSI, BIHCHKOBHX
¢dbopMyBaHb, MIMPHUEMCTB, YCTAHOB i OpraHi3aliil HE3aJeXHO BiJ GOopMH
BJIACHOCTI 3 MUTaHb 3aNI00IraHHs, BUSIBIICHHS Ta YCYHEHHS HACJiAKIB KiOepiH-
LIUJICHTIB.
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Po3BuTOK Oe3neyHoro, CTadiIbHOTO 1 HAAIHHOTO KiOepIpoCTOpy 1 MOMIH-
OnenHs criBpoOiTHUITBA YKpainu 3 HATO 1i1st HOCHIICHHS CIIPOMOXKHOCTEH
VYkpainu y cdepi kibepOe3nekn, maTBepIKY€EThCs pilleHHsM Paan Hamionans-
Hoi 6e3neku 1 06oponu Ykpainu «IIpo Crparerito kibepOe3nexu YkpaiHu» Bij
26 ciuns 2016 poky, BBeieHOTO0 B ir0 Yka3oM [IpesunenTa Ykpainu Bix 15 Oe-
pe3nst 2016 poky Ne 96/2016. [7]

VY pamkax pocarnytux mMixk Ykpainoto Ta HATO momoBnenocteit Oyino
MPUAHSTO CIIBbHE PIMIEHHS PO CTBOPEHHS 11’ ITH TPACTOBHUX (DOHIIB IS HA-
101 Jep:kaBu, MPU NbOMY II'ITHH (OHA MOKIMKAHUI MPOTHUAIATH Kibep3io-
YUHHOCTI 1 CIIPSAMOBAHUN Ha PO3BUTOK CUCTEM KiOEp3axHCTy BiJIOBITHO 10
HaWMpOTrpecuBHIMMX cTaHaapTiB kpaiH-wieHiB HATO. KonTpubyropamu
soro ouay cramu Ecronis, Pymynis, Typeuunna, Yropmuna.

Ines crBopenns TpacroBoro dhonny Ykpaina-HATO 3 kxiGepOe3nexu mo-
JIAITa€ B TOMY, IO HOTO IHTEJIEKTYaJIbHI 1 MaTepiaibHi MOKIIUBOCTI JI03BOJIAThH
HajaTd YKpaiHi HeoOXiHy MIATPUMKY BUKIIOYHO JJISI PO3BUTKY 0OOPOHHHX
TEXHIYHUX MOKIIUBOCTEH, Y TOMY YHCIIi CTBOPEHHSI 1TAOOPATOPii It po3cii-
JlyBaHHS 1HIMJCHTIB y KiOepHeTHUHIN cdepi. Came depe3 cHCTEMY IIbOTO
TpacroBoro ¢onny xpainu-uwiean HATO HagaBaTuMyTh MIATPUMKY YKpaiHi
3 METOIO PO3BUTKY 11 000POHHHMX MOXKIIMBOCTEH y cdepi 3abe3neueHHs Kidep-
HETUYHOI OE3IIeKH, 110 Iependadac IoCTadanHs yCTaTKyBaHHS Ta 00IaJHaHHS,
MIPOrpaMHOTO 3a0€3MEeYCHHS, TEXHIYHOT IOTIOMOTH, KOHCYJITATUBHUX MOCIYT
Ta TIPOBECHHS HABYAJIbHUX TPEHIHTIB.

I3 BuKopucTanusaM MoxkiuBocTel TpactoBoro Gpoumxy HATO 1o ocHOBHHX
3axO0JliB, pealizallis SKUX I1acTh 3MOTY TIOCHIIMTH KibepOe3rneKy B Halniii aep-
JKaBi, BIAHOCSTh: MPOBEICHHS KOHCYBTALli eKCIIEePTiB 3 MUTaHb KiOep3axHCTY,
AKTHUBI3AIlIO JIsUTLHOCTI (POHIY B HampsiMi (hopMyBaHHS 0Aa30BUX KOHIICTITIB
HamionansHoi cuctemn kibepOe3nexu; NpOBEICHHS IIEPETrOBOpPiB y (hopmari
eKCTIIepTHUX KOHCybTaliil Yikpaina-HATO 3 nutans kibepOesneku Touio.

3 MeTor0 (POpMYBaHHS KOHIIEITYAILHAX 3aCaJl BOCHHOI ITOJIITUKY IePKaBH,
Cy4acHOI CUCTeMH pearyBaHHs Ha 3arpo3H HalllOHaJIbHIN Oe3neri YkpaiHu,
VYkazom Ilpesunenrta Ykpainu Big 24 BepecHst 2015 poxy Ne555/2015 6yno
3aTBEPIIKCHO pillleHHsT Pajy HamioHaIBHOT Oe3Iekn 1 000poHH YKpaiHH BiJ
2 Bepecns 2015 poky «IIpo HoBy penakitito Boennoi noxrpuan Ykpainn» [8].
3o0kpeMa, B 11. 59 BOEHHOT JOKTPUHU 33]IeKIapOBAHO HEOOXiTHICTh TOTTTUOICH-
Hs Koorepartii Ta criBpoOiTHuITBa 3 HATO 1 €C y cdepi 60poThoH 3 KiGep3-
JIOYMHHICTIO, 110 TIepeadadae OTpUMaHHS JOCTYILY 0 iH(POPMAIIfHUX MEPeK,
SIK1 TOTIOBHIOIOTHCS 32 PaXyHOK PO3BiyBalibHOI iH(POpMAILIii 3 piI3HUX JKepell,
y ToMy uuncii Bia aepkas-wieHiB HATO i €C.
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TakuMm unHOM, YKpaiHa COPSIMOBY€E CBOIO JisNIbHICTh Ha KOHCOJIAAIit0
3yCHIIb IIIOJI0 IPUCKOPEHHS 3anpoBakeHns cranaapTisB HATO y cdepi mpu-
€JIHAHHSA JI0 KOJIEKTUBHOT ccTeMHu 3abe3neueHHs Kidep3axucry. [Ipore npo-
Lec NpUueJHAHHA J0 KOJIEKTUBHOI CUCTEMHU OE3MeKH BCe IIe 3aTUIIAEThCs
MOBIJILHUM, 1[0 CBITYUTH PO HEJOCKOHAIICTh ICHYIOUOT CHCTEMHU MPOTHIIT
3arpo3am y Ki0eprnpocTopi Ta 30BHIIIHIM KibepaTakaMm y Cy4acHHUX yMOBax.
[9, c.53-54]

[IpoBenenwuii anami3 TeHACHIH y Oe3nekoBiit momituiii HATO oo xidep-
HETHYHOI Oe3MeKH, 3BaKal0un Ha IMOCHICHHS KibepOe3nekoBoi KOMIIOHEHTH
B €BpOATIAHTUYHIN iHTErpanii Ykpainu, J103BOJUB 3pOOUTH HACTYITHI BUCHO-
BKH:

— VYkpaina notpelye ageKBaTHOI CHCTEMH KiOCepHETHYHOI Oe3MeKH, 1o
TpaHCc(hOPMYETHCS, 1€ BUKIIMKH HalllOHAJIbHIN Oe3Ieli Bce yacTilie Ha0yBaloTh
pHC, BIIMIHHUX BiJl TPAIUIIIMHAX 3arpo3. [IuTaHHs 3aXUCTy y KibeprnpocTopi
€ HeBIJI'EMHOIO CKJIQJIOBOKO peatizallii JiepKaBHOT ONITHKY Y cepi 3abe3re-
YEeHHS HaI[lOHAIbHOT Oe3MeKH.

— Tlornubnenns cniBpoOiTHUITBa YKpainu i3 HATO cyTTeBo mocuitoe
CIIPOMOYXKHOCTI HaIIol JepkaBu y IpoTHii kibepzarpozam. 3 oqHOTO OOKY,
VYkpaina 3a paxyHOK BUKOpHCTaHHS pecypciB TpacroBoro ¢ponay HATO 3 ki-
OepOe3rekn 3MIITHIOE BIACHUN KiOep3axHCT, 3 1HIIOrO, TaKa CIIiBIPAIlI BUTI/I-
Ha i AJBSHCY, OCKUTBKH JO3BOJISIE B PeaIbHUX YMOBaX BUITPOOyBaTH TEXHIUHI
Ta OpraHizaliifHi pillleHHs.

— 3Baxkarouu Ha 3HauHUH nporpec i qoceix HATO y BupoOieHHi i yo-
CKOHAJICHHI MeXaHi3My 3a0e3reueHHs KibepOe3nekn KpaiH-wieHiB, YKpaiHa
MMOBUHHA CTaTH aKTUBHUM YYaCHHUKOM IMX O€3MEeKOBUX MPOILECiB. 3 OAHOTO
00Ky, BpaxOBYIOUH €BpOATIAHTHYHI IPAarHEeHHS YKpaiHu, e Oye CIpusTH I10-
JIMIICHHIO iMIJUKY JIepKaBH, a 3 1HIIOTO — BIUTUBATH HA (POPMYBAHHS OpTaHi-
3aliifHO-IPaBOBOI OCHOBH HaLlIOHAIBHOI KibepOesneku YKpainy, 1l iHTerpario
10 HATO 1 cTBOpeHHSI ONITUMATTLHOT MOJISITI HAIIHOTO 3aXHUCTY BITYU3HSIHOTO
Kibeprpocropy.

— B ymoBax po3poOku YkpaiHOIO HaI[lOHATbHOT CUCTEMH KiOepHETHYHOT
0e3neKu JieBUM (haKTOPOM BBaXKAEThCS 3anmo3uueHHst qocsiny HATO i Biamo-
BIIHMX OpraHiB KpaiH-WJICHIB 1100 opraHizaiii mpotuii kibep3arposam,
YIPOBaKEHH 1H()OpMaLiHHO-KOMYHIKaIliHHUX Ta TEXHOJOTTYHUX CTaHJapTIiB
HATO B YkpaiHi, a TAKOX PO3BHTOK TEXHIYHUX MOXKIMBOCTEH IpyIl pearyBaH-
us1 (CERT) Ha xibepinmmaenTtn. B ymoBax riOpuaHoi BIHHH Ta 3aIIpOBaPKCHHS
MIPAKTHUK €JIEKTPOHHOTO BPsIyBaHHA MUTAaHHA KibepOe3neku uid YKpaiHu mo-
BHHHI OyTH B IICHTP1 YBaru JIep>KaBHOT IMOJIITHKH.
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