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Conceptual Aspects of The use 0f Biometric
Technologies in the Field

of Counteraction to Criminal Offenses while Air
Transportation

The article specifies that systematic and complex scientific researches
on problems of the use of biometric technologies in preventive activity
regarding detection and neutralization of threats to entities-facilities of air
transport, companies staff, institutions and organizations which work in this
field have not been considered yet. The results of researches and scientific
papers of representatives of the Ukrainian forensic community had been
analyzed, which determined the need for theoretical-legal and forensic
research in the field of identification and verification of a person with the use
of biometric technologies to solve tasks of counteraction to crime and civilian
tasks of managerial and controlling content..

Keywords: biometrics, legal problems, identification, neural network
methods, algorithm, voice profiling.

Introduction. The most common preventive measures regarding
identification and neutralization of threats to air safety are the introduction of
levels of admission of personnel to a specific designated area.

The basis for granting such permits is the collection and analysis of
information on candidates for positions and determination of the need for
admission of a particular person to specific areas and facilities, based on
biometric identification.

Innovative technologies for ensuring the security of facilities include the
introduction of biometric, multibiometric, multimodal and multifactorial
methods for identifying probable entities of criminal offenses.
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Analysis of publications where this problem solution is initiated. The
analysis of research in the field of Law and Law Enforcement indicates the
lack of systematic and multidisciplinary researches on the use of biometric
technologies in preventive activity as to identification and neutralization
of threats to air transportation entities-facilities, personnel of enterprises,
institutions and organizations performing activities within the specified
infrastructure.
The constant development and cheapening of biometric identification
systems enable to use these tools more and more extensively and actively
in various solutions for ensuring information security of computer and
telecommunication networks, in corporate systems of working time
accounting (especially for control of business processes requiring clearly
defined personalization and personal responsibility)!.
Forthelasttime, researchhasbeen conducted on variousissues of securing
biometric data, moral and legal problems of using biometric technologies.
Over the past ten years, a number of research papers by such scientists as
V. P. Zakharov (2015), V. I. Rudeshko (2015), A. O. Moroz (2011)?, Yu. S.
Syniekop, O. P. Mintser, K. V. Ruzhytska, V. B. Milin (2008)3, PR. lu. Tsarov
(2016)%, A. V. Movchan, D. A. Movchan® (2009), V. V. Nehrebetskyi ¢ (2019),
V. A. Shvets, A. A. Fesenko’ (2013) and others have been published. In
addition to the general legal aspect of studying issues on using biometric
identification in combating crime, particular attention should be drawn to
research papers on the development of problems of biometric identification
in the following directions:
e modern methods of biometric identification and determination of
promising research areas: P. Bediuk, V. Bondarchuk® (2009);

e use of biometric identification methods based on the features of a
person’s thermograms: O. O. Fraze-Frazenko ° (2013);

e problems of facial biometrics: S. Novikov, V. Hudkov (2010),
O. Chernomordyk'®;

e fingerprint recognition: H. Kukharev!'! (2001), A. Telnykh;

e neural network methods of biometric identification: A. Ivanov,
A. Malyhin;
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CONCEPTUAL ASPECTS OF
THE USE OF BIOMETRIC
TECHNOLOGIES IN THE FIELD

OF COUNTERACTION TO
CRIMINAL OFFENSES IN THE
AIRLINE INDUSTRY

The article specifies  that

systematic and complex scientific
researches on problems of the
use of bibliometric technologies
in preventive activity regarding
detection and neutralization of
threats to entities-facilities of
air transport, companies staff,
institutions and  organizations
which work in this field have not
been considered yet. The results of
researches and scientific papers of
representatives of the Ukrainian
forensic community had been
analyzed, which determined the
need for theoretical-legal and
forensic research in the field of
identification and verification of
a person with the use of biometric
technologies to solve tasks of
counteraction to  crime and
civilian tasks of managerial and
controlling content. The article
purpose is to define current
problems of the development of
the newest directions of biometric
technologies use in counteraction
to criminal and other types of
offenses; formation of theoretical
principles of algorithmization of
the use of biometric technologies in
preventive activity.

The use of the complex of general
and special research methods

https.//archive-criminology.com.ua/index.php/journal




has made it possible to identify
factors and content of reasons
and conditions for solving the
present day tasks with the use of
biometric technologies in security
and preventive activities. Such
approach has helped to draw the
conclusion that the most promising
directions of biometric technologies
application are: security
guaranteeing and ensuring access
control to certain areas and space
activity facilities; creation of a
person identification  systems;
introduction of reliable and
economic means of delimitation of
access to the territory of facilities,
buildings and internal premises
of space activity entities; efficiency
and  personnel = management;
information protection of
multifunctional user identification
systems in information networks,
operating systems, various add-ons
for typical software.

Keywords:  biometrics, legal
problems, identification, neural
network methods, algorithm, voice
profiling.
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KOHLEIITYAJIBHI ACITEKTU
BUKOPVCTAHHS BIOME-
TPUYHMX TEXHOJIOTIN Y
C®DEPI 3ATIOBITAHHSI KPU-
MIHAJIBHVIM ITPABOIIOPY-
INEHHSM HA ITOBITPSIHOMY
TPAHCIIOPTI

Y crarti KOHCTATOBAaHO, IO
TI03a MeXaMU IIpeMeTy CydacHMX
TIOCTTiJIKEeHb 3aTUIIIVITVACS
CUCTEMHO-KOMIUIEKCH1 PO3BigKM
mpobirem BUKOPUCTaHHS B
TIpeBeHTUBHI IisSUTBHOCTI
OGioMeTpUYHMX TeXHOJIOTi IIOJI0
BUSIBJIEHHS 1 HemTpaJtizariil 3arpos
cyO'ekTaM-00'€KTaM  IOBITPSIHOTO
TpaHCIIOPTY, — IlepcoHany  dipm,
yCcTaHOB ~Ta  Oprasisamiv, 10
OpPOBaJISATh CBOIO  JIiSUIBHICTE B
MeXKaxX O3Ha4eHoI iHpacTpyKTy pu.
ITpoanasisosano pesynbTaTi
IIOCIIi[IKeHb i ITpallb IIpeJICTaBHVKIB

YKpaiHChKOT KpUMiHaJLiCTUYHOT
TITKOJIV, o BU3HAYMIIO
HeoOXimHIicTh TeOPeTUKO-

MPpaBOBUX Ta KPUMiHaJICTUYHMX
nocrtipkeHpb y cpepi imenTudikarit
Ta Bepudikarii JTFOIVIHU 3
BVIKOPVICTaHHS{M 6iOMeTpI/I‘lHVIX
TeXHOJTOTivT TS BUPIIIeHHS
3aBJaHb MPOTUIIl 3JIOYMHHOCTI I
LUBUIBHMX 3a7ad yIIPaBIiHCHKOIO
3MICTY.
BU3HAYEHHS

Ta KOHTPOJTIOI0YOTO
Mertoro

crarti €
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® recognition based on the parameters of the hand wrist: L. Mestetskyi;

e standardization and biometric technology: I. Spyrydonov'?;

e -automation of researches in the area of biometric identification:
V. Dymkov, V. Synitsyn;

e human voice recognition: S. Bochkarov;

¢ multibiometrics: O. Ushmaiev.

Among foreign researches in the area of biometric identification
research papers by such specialists as A. Masnfield, A. Pentland, A. Ross,
D. Maio, D. Maltoni, D. Zhang, J. Daugman, J. Wayman, K. Bowyer, M. Turk,
N. Ratha, P. Griffin, P. Grother, P. Phillips, R. Bolle, A. Jain and others should
be emphasized.

Recently, in other countries, works are performed at the level of
dissertations and monographs by the following scientists: Akhtar Z.!*> (2012),
S. S. Kumar'* (2012).

Despite the considerable attention of the world scientific community to
biometric identification in the areas of combating crime, physical protection
of facilities and other areas of national security, there are a number of
theoretical, conceptual and technological-tactical issues of using biometric
technology in this area.

Examination of the results of the above researches and works of
representatives of the Ukrainian criminalistics school demonstrates the
necessity for theoretical and forensic researches in the field of human
identification and verification using biometric technologies to solve crime
counteraction and civilian tasks of managerial and control content.

The outlined circumstances conditioned the development in the article of
theoretical, applied and legal issues on the use of biometric technologies in
the area of security of Ukrainian air transport.

Aim. The aim of the article is to determine modern problems of formation
of the latest trends in the use of biometric technologies while counteraction to
criminal and other kinds of offenses in management activity and other areas
of the present.

Results and discussion.

In the present conditions, the methods of biometric identification in law
enforcement are applied to:

e search for missing persons and identification of persons who evade

investigation, trial and sentence serving'®;

e identification of persons suspected of criminal illegal activity
(especially terrorist one) and those involved in the activities of
transnational criminal organizations!'®;

e identification of persons in payment systems to prevent financial
fraud;

e neutralization of threats of interference in cybersystems;

e protection of air transport and other structural elements of critical
infrastructure from unlawful interference in their activities;

e counteraction to illegal migration and human trafficking by entering
biometric data into the Unified State Demographic Register (digitized

2 Crompuyionos V1. OcobeHHOCTM pa3spaboTKy OMOMETPUMYECKMX CTaHHAPTOB. DACKIMpPoOHHbLe
xomnonennoi. 2006. C. 37-40.

3 Akhtar Z. (2012) Security of Multimodal Biometric Systems against Spoof Attacks: A Dissertation
Submitted in partial fulfillment of the requirements for the degree of Ph.D. in Electronic and
Computer Engineering . University of Cagliari. 119

14 Sahoo, Soyuj Kumar (2012) Multimodal Biometric Person Authentication : A Review. Choubisa, Tarun;
Prasanna, SR Mahadeva (1 January 2012). DOI: 10.4103/0256-4602.93139

5 Kosbsxos P. C. Biomerpuuri metoan inenTudikariii Ge3sicHo sumkimx ocib. Yaconuc Kuibevkoeo
ynibepcumemy npaba. 2015. Ne 3. C. 312-316.

* Dorothy YA. YU. (2013) Informatsiya tekhnolohiya biometrychnoyi identifikatsiya lyudyny
za zobrazhennyam oblychchya : avtoref. dys. ... kand. tekhn. nauk: 05.13.06 - informatsiyni
tekhnolohiyi. [nformation technology of biometric identification of a person by face image:
author’s ref. dis. ... Cand. tech. Sciences: 05.13.06 - information technologies.] Kyiv: Nats. tekhn.
un-t Ukrayiny «Kyyivs'kyy politekhnichnyy instytut».
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sample of a person’s signature, digitized image of a person’s face,
digitized fingerprints of a person) and corresponding databases of
law enforcement agencies'’;

e creation of systems of control over access to certain facilities and
territories as well reaffirmation of the right to admission to certain
activities!s;

e recognition of persons identified while police surveillance!®.

Analysis of publications of scholars and analytical outputs of institutions
engaged in the development of person identification systems to solve tasks
of law enforcement, implementation of monitoring functions while admission
to relevant facilities, has proved that the most common biometric identifiers
are fingerprints (58%), facial geometry ( 18%), iris (7%), hand geometry (7%),
voice (5%), handwriting / signature (1%) etc.?° (E.g. Fig.1).

Bigbutkn nansuie
(58%)

paitgysua o

reoMeTpiA pyKn
7%)

irwe (1 %}"m v
nignue (1%)

Fig. 1. The most common biometric identifiers.

The above is evidenced by only a small number of human biometric
identification methods.

It should be stressed that the experience of law enforcement agencies
of various countries, as well as aviation security services shows that the
application of the biometric method is performed in combination with the use
of the profiling method to create a behavioral model of alleged persons?'.

7 TIpo €nmHuit Jep)xaBHWUM AeMOrpadidHuil peecTp Ta IOKyMEeHTH, IO Ii/ITBePIKYIOTh

TPOMa/ISTHCTBO YKpaiHu, IOCBiIdyIoTh 0coOy um i cremiaJbHWUV CTaTyc : 3akoH YKpainum
(Bidomocmi Bepxo6roi Paou (BBP), 2013, Ne 51, ct. 716). URL: https:/ /zakon.rada.gov.ua/laws/
show/5492-17#Text

Icaepa 1O. [desixi nmuTaHHs BUKOpUCTaHHs GioMeTPUYHOIO aHasli3y paily>KHOI 000JIOHKM OKa
// AxTyanbHi nMTaHHS J1€pXKaBOTBOPeHH: B YKpaiHi: Marepiasm MiKHapOgHO! HayKOBO-
npakTraHoi KoHdepentii (Kwis, 30 Gepesns 2012 poky) / Pemkon.: mio.n. I C. T'purenko
(ronosa), mpocp. I1. C. Bepsin (3act. ronosn), k.10.H. I. C. Caxapyxk (sinm. pep.) K. : TIpiat-Cepsic,
2014. C. 443-444.

3axapos B. I1. MoxJimBocTi 3acTocyBaHHs 610MeTPUYHOTO MeTOTY ifeHTndiKallii 3a reomMeTpieo
o0ymuusi B CUCTeMax BiJleoCoCTepeXXeHHsl MpaBooXopoHHux opranis / B. IL 3axapos,
O. L. 3auek. HaykoBuii Bicnux JIvBibcokoeo Oepxabrozo yHibepcumemy Brnympiwnix cnpab. cepis
topuduuna. 2014. Burr. 1. C. 343-351

3axapos B. I1. Biomerpuyuni Texrosorii B XXI cTosIiTTi Ta iX BUKOPUCTaHHS IPaBOOXOPOHHUMM
opranamu: iocibumk / B. IT. 3axapos, B. 1. Pyneriko. 2-re su,, gor. JIbsis : JTsB1YBC, 2015. C. 30.

20

21 Iluukapenko I. P., Iunakapenko 1. I. TTpodarutinr sk MeTos, yOesnedeHHs: 06 €KTiB aBialliiiHOT
y

iHdpacTpyKTypu. AKTyasIbHi IpoGIeMy eKCIIepTHOTO 3a0be3redeHHs JI0CY/IOBOTO PO3CIIi/TyBaHHS :

cydacHuX mpobiieM opMyBaHHS
HOBITHIX HaIpsMiB BUKOPUCTAaHHS
GioMeTpuYHMX ~ TexHoJIorinn  y
TpOTHAil KpMiHaIPHUM Ta iHITTM
BUJIaM IIPaBOIOPYINeHb; PO3pobKa
TeOPeTMYHMX 3acajl, aJIropuTMisallii
BUKOPVCTaHHS GiomeTpUIHMX
TeXHOJIOTit y IIpeBeHTUBHI
iSUTBHOCTI.

BukopucraHHs KOMIIJIeKCY  3a-
rajbHUX Ta CIeIiaJIbHUX MeTOJiB
JIOCITI/IKEeHb [I03BOJIVIIO BU3HAYNUTY
UVHHVKY i 3MiCT TPUYMH Ta YyMOB
BUpIIlIeHHsI 3aBJaHb CHOTOJEHHS
3 BUKOpWUCTaHHSM  Giomerpuu-
HUX TEeXHOJIOTiNI y Oe3leKoBin Ta
OpeBeHTUBHIN isyibHoCTi. Takuit
XA JIOTIOMIT  iITV  BUCHOBKY,
Mo HavOIBII IepCreKTUBHUMM
HarpsiMaMy  3aCTOCyBaHHs Oiome-
TPUYIHMX TEXHOJIOTI € TrapaHTy-
BaHHs1 Oe3IeKy i CTBOpeHHS KOHTP-
OJII0 JIOCTYIly AO BiMOBIZHMUX 30H
Ta o0‘ekTiB-cy0O'ekTiB  KOCMiUHOI
JIisUTBHOCTI; CTBOpeHHs imeHTMI-
KaliviHMX cucteM ocobw; yrposa-
JKeHHSI Ha/JiTHUX I eKOHOMIYHMX
3aco0iB po3MeXXyBaHHS JOCTYITy Ha
TepuTopito 00'ekTiB, criopyy i BHY-
TpinmHiX mpuMimeHs cyG'ekTiB Koc-
MiYHOI [IisJIPHOCTI; OIepaTUBHICThH
Ta yIIpaBJIiHHS IIepCOHAJIOM; 3aXVCT
iadopmariii 1Moo BUKOPUCTAHHS
GaraTopyHKITiOHAJIBHUX  CHUCTeM
inenTudikanii kopucrysauis B iH-
dopmamninHNXx Mepexxax, orepariin-
HUX CUCTeMax, Pi3HMX JIojiaTKax 10
TUIIOBOTO IIPOrpaMHOro  3abesrie-
YeHHS.

Kirouosi  cioBa:  Giomerpuika,
pasoBi mpobsremn, ineHTudikaris,
HelpoMepeXkeBi MeTO/IM, aJITOPUTM,
TOJIOCOBUVI TTPOPAVITIiHT.

W. P. llmHKapeHKoO,
B.II. 3axapos,
. . llnakapeHKo,
A. B. 3axapoBa

KOHULEIITYAJIBHBIE ACITEK-
TbI UICITOJIb3OBAHWM S BUO-
METPUYECKMX TEXHOJIOT U
B COEPE IIPEJOTBPAILLIEH VST
YTIOJIOBHBIX ITPECTYIIJTE-
HVW HA BO3QYIIHOM TPAH-
CIIOPTE

B cTaThe KOHCTaTMpyeTcs,
4TO 32 IpefeslaMu  IIpeaMera
COBpEeMEeHHDBIX VICCJIe[I0BaHUIN
OCTaJIVICh ~ CYICTEMHO-KOMIIJIEKCHbIE
M3bICKaHs rpobiiem
VICIIOJIB30BaHMS B HpeBeHTVIBHOVI
JIeATe/IPHOCTV  OVIOMeTPUYeCcKMX
TeXHOJIOTUVI TI0  BbIABJIEHUIO W
HeVTpasm3alnuy yrpos cyobekram-
oObekTaM BO3TyTITHOTO TPaHCIIOPTa,
rnepcoHasia puUpM, yupexiaeHuit u
OpraHmsauui, OCYIIeCTBIIAIOIINX
CBOIO [IeATeJILHOCTb B ITpejiesiax
obo3HaueHHOV VMHMPaCTPYKTyPhL.

https//archive-criminology.com.ua/index.php/journal




ITpoananmsupoBaHbl  pe3ysIbTaThl
VICCIIeJIOBaHWVL 2 TPYIOB
TIpeJICTaBuTes e YKPpamHCKOMI

KPUMMUHAIMUCTUIECKOT
LIIKOJIBL, 49T OLIpeeIInIIo
HeOOXOMIMOCTD TEOPETKO-
IIPaBOBBIX M KPYIMIHAIIVICTIUECKIIX
VICCIIeOBAH L B obacTi
naeHTudUKAIMN ¥ BepuduKamm
4geloBeKa € VCTIOIb30BaHVIEM
GUOMeTPIYECKIX TeXHOJIOTWT JIJIst
PpelenHyst 3a/1ad TPOTMBOMIEVICTBIST

OPecTymHOCTU W I'PakAaHCKMX
3a1a4 yIIpaB/IeHYeCcKOro "
KOHTPOJIMPYIOIIErO  COMepXKaHWs.
Lernero CTaTbut SABJISITCS
ompezesieHme COBpeMeHHBIX
pobirem dopmmpoBanms
HOBEeWIIIX HaIlIpaBJIeHU

VICIIOJIB30BAHMS  OMOMeTpPUUYecKmX
TeXHOJIOTUV B ITPOTMBOIAEVICTBUM
KPVUIMUHAaIbHBIM 173 IpyTUM
BUIaM TIpaBOHAPYILIEHW;
paspaboTKa TeOpeTMYecKnX OCHOB
aJITOPUTMMU3aLVM  VICIIOIb30BaHIA
GVIOMQTPVI‘:{QCKVIX TEeXHOJIOTUTT B
TIPEBEHTVIBHOM 1@ TeJIbHOCTHA.
Vicrionp3oBaHme KOMIDIeKCa
o0IMX ¥ crHenuajbHbIX MEeTOIO0B
VICCIIeIOBaHUTL TI03BOJINJIO
onpenesuTh daxTopsr u
co;:(epmaﬁme HpVI‘iVIH 148 yCJIOBVH?[
pemieHusl 3a7a4 CErOHSIIHEro ¢
VICIIOJIb30BAHVEM OMOMETPUYECcKMX
TEXHOJIOT UV B obsacTi
Ge3ormacHOCTM M IIPEBEHTUBHOM
JIesiTeIIbHOCT Y. TaKovi IIOJIX0J1 TTIOMOT
cresarb  BBIBOI, UTO Haubosiee
TIepCIeKTUBHBIMY HallpaBJIeH UMM
IpYMeHeHs GroMeTpUYecKmX
TEeXHOJIOI ML SABJISIIOTCH:
TrapaHTHpOBaHVE GesomacHOCTI
M co3daHMe KOHTPOJIA AOCTyIa
K COOTBeTCTByIOH_IVIM 30HaM
n obbeKTaM-cyObeKTaMm
KOCMIYECKOM JeSTeJIbHOCTY;
co3jaHme V[LLEHTV[q:WIKauVIOHHbe
cycTeM  JIMYHOCTV;  BHeJpeHue
HaJIeXKHBIX 173 SKOHOMMYHBIX
CpeﬂCTB pasrpaHVIquvm L[OCTyHa
Ha TepPUTOPUIO 00BEeKTOB,
COOPYKeHUL 7 BHYTPeHHWX
TIOMeILeH T cyObekToB
KOCMIUYECKO e TeITbHOCTH;
OlepaTUMBHOCTb W  yIpaBJleHue
TIepCcoHaJIOM; 3aluTa nHbOopMarn
OTHOCUTEJIBHO VICTIOITB30BaHMS
MHOrO(PYHKITVIOHAJIBHBIX — CUCTEM
VAeHTUUKAIUY  TI0JIb30BaTesIen
B MHQOPMAIIMOHHBIX ceTsx,
OMepalVIOHHBIX CHUCTeMax, Pa3HbIX
npnnoxeﬂmzx K TI/IHOBOMY
IIporpaMMHOMY obecIieueHumIo.
KitroueBbre cioBa: Gmo-
METpVIKa, HpaBOBbIe HPOGHEMI)I,
MaeHTNdUKans,  HepoceTeBble

METOZIbL, AJITOPUTM, TOJIOCOBOVI IIPO-
daruiHr.
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TThus, In the United States, Transportation Security Administration has
developed a program in which 3,000 covert agents-observers who travel to
American airports studying facial expressions, gestures of people in search
of terrorists?2. The borders of the aerodrome are directly monitored by video
surveillance systems, electronic alarm sensors responding to unauthorized
entry into the restricted access territory.

For example, Aviation Police Service of Chicago Air Complex has several
thousand video cameras in the common area. Such number of means helps
to monitor the behavior of natural persons and the movement of vehicles that
hold a permit for it.

Based on the results of covert measures and the accumulation of
behavioral information, lists of unreliable passengers have been compiled
in the USA. There are two such lists. In the first: those who are suspected
of terrorist activities. These people are not allowed to obtain airline tickets.
The second list includes those whose activities arouse suspicion in law
enforcement agencies. Usually in such cases an additional luggage control
is performed. There is also a list of categories of people whose behavior is
recommended to pay particular attention to. These categories include
passengers who buy tickets at the last minute or one-way tickets, as well as
those who pay in cash.

Thus, the efficiency of securing aviation infrastructure facilities depends
not only on the use of technical means but also on the availability of special
skills in psychological profiling in the staff of police, border control and
aviation security services.

Currently, scholars from different countries study the legal, moral,
organizational aspects of the use of biometric technologies:

e transparent and controlled use of biometric characteristics to identify certain

individuals and standardize such activities in accordance with international law
to ensure human rights guarantees: K. Khusti-Orban, F. Ni Aolein?® (2020);

e  ciris scanning and foot scanning to identify a specific person by “voice
imprint”, as well as face recognition by video and photo materials:
M. Dastbaz?* (2013);

e issues of legislative embodiment of biometric confidentiality: Tiffani
K. Li®> (2020);

e development of a strategy for the use of biometric technologies to
solve tasks of securing various aspects of activities?®;

e a specific direction of discussion in the area of using biometric
technologies to solve different tasks of counteraction to criminal
activity and neutralization of threats to specific entities and facilities
is the issue of the right to dignity?”.

MaTepiasi HayK.-ITpaKT. cemiHapy (HHuinpo, 29 tpasus 2020 p.). [Ininpo: JIHimporn. gepx. yH-T
BHYTPp. cripas, 2020. C. 20-24.

2 Kamincskwit B. Hayka i mexuixa HoGimpanux Cua 36poinux Cus Vipainu. 2014. Ne1(14). C. 16-23.

#  [wus., Hanpukia/: Information technology Vocabulary Part 37: Biometrics. 1SO / IEC 2382-
37: 2017 (E). URL: https://webstore.iec.ch/preview/info_isoiec2382-37%7Bed2.0%7Den.pdf. ;
Dr. Krisztina Huszti-Orban, Prof. Fionnuala Ni Aolain (2020) Use of Biometric Data to Identify
Terrorists: Best Practice or Risky Business? HUMAN RIGHTS CENTER University of Minnesota,
2020. 44 p. URL: https:/ /www.ohchr.org/Documents/Issues/ Terrorism/biometricsreport.pdf.

% Mohammad Dastbaz (2013) Emerging Technologies and the Human Rights Challenge of Rapidly
Expanding State Surveillance Capacities. Strategic Intelligence Management. National Security
Imperatives and Information and Communications Technologies. 2013, Pages 120-133.

#  Tiffany C. Li.(2020) In 2015, the US office of personnel management suffered one of the biggest
cybersecurity breaches the us government has faced yet. Boston University School of Law. June
1, 2020.

% Final Report of the Biometrics Subcommittee. Homeland security advisory council. november 12,
2020. URL: https:/ /www.dhs.gov/publication/homeland-security-advisory-council-november-
12-2020-meeting-minutes

¥ Facial recognition technology: fundamental rights considerations in the context of law
enforcement. FRA Focus URL: https:/ /www.europarl.europa.eu/cmsdata/ 196206/ FRA-Facial_
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Combination of innovative technologies, creation of state and interstate
databases, including biometric data ones, improvement of the process
of information exchange between various state and interstate bodies that
must counter terrorism, an obligatory close cooperation of intelligence,
police, military and other power structures and their capacity regarding
the use of modern security systems should lead to related outcomes in
the “war on terrorism”, and, as a result, to enhance the attainment of the
required level of detection and neutralization of alleged persons based on the
principle of identification of anyone anywhere in the world. The basis for the
implementation of this principle is the technology of iris scanning and foot
scanning, as well as the identifier of the voice pattern and face recognition
technology.

It should be stressed that the identification of the voice pattern in
combination with the use of voice profiling while passengers’ interviews during
the pre-flight inspection at the airports of the world to identify potentially
dangerous people are rather effective?®. The training and use of specialists
(profilers) to detect potentially dangerous passengers as to the possibility of
committing illegal acts, primarily terrorist, was first implemented in Israel. A
specially trained employee invites the passenger to the counter to interview
in greater detail, based on how he looks and talks. The voice profiling system
evaluates not what the passenger says, but how he says it, and also the level
of his excitement, voice fluctuations, etc. It’s an ordinary handset that the
inspector is holding, and all he has to do is answer four or five questions. The
whole procedure lasts less than one minute®°.

OExcept for the use of biometric technologies to secure airports, air and
other modes of transport in general, biometric identification systems are
irreplaceable in combating illegal immigration, illegal border crossing, human
trafficking, forgery and theft of non-biometric identification documents,
criminal elements activity.

To optimize the use of biometric technologies in law enforcement and
determine a set of methods and measures using them, it is required to abstract
the problem-solving process to some extent from the subject and aim.
Scholars claim that all problem-solving processes have the same structure
and form. Thus, the distinguished inventor G. S. Altshuller developed an
algorithm for solving technical problems, which later became known as the
theory of solving inventive tasks. It turns out that no matter who the inventor
is, no matter what he invents, the form of his activity always goes through the
same stages and is the only functional scheme. And this scheme reflects the
form of problem-solving activities and makes up an algorithm of actions®.

Clt should be noted that the idea of developing standard algorithms of
actions is not new in criminalistics and air transport security activities. Issues
of algorithmization of investigative actions have recently been considered
in research papers by H. K. Avdieieva, R. S. Belkin, I. Ye. Bykhovskyi,
M. B. Vander, I. A. Vozghryn, H. A. Hustov, Ye. P. Ishchenko, L. M. Karnieieva,
I. Kertes, P. M. Lantsman, N. S. Polovyi, L. O. Soia-Serko, K. O. Slyvynskyi,
V. Yu. Shepitko, A. Z. Shatalov, L. H. Edzhubov, A. A. Eisman and others3!.

recognition_ techno logy _fundamental_rights considerations_in20law %20enforcement.pdf
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ASPECTS CONCEPTUELS

DE L'UTILISATION

DES TECHNOLOGIES
BIOMETRIQUES DANS LE
DOMAINE DE PREVENTION
DES INFRACTIONS
CRIMINELLES RELATIVES AU
TRANSPORT AERIEN

Larticle indique qu’en dehors
du sujet de la recherche moderne,
il restait une intelligence compleéte
du systeme sur lutilisation
des technologies biométriques
dans les activités préventives
pour identifier et neutraliser
les menaces pour les sujets du
transport aérien, le personnel des
entreprises, des institutions et
des organisations opérant dans
Iinfrastructure  indiquée. Les
résultats des recherches et des
travaux des représentants de 1'école
criminalistique ukrainienne ont
été analysés, ce qui a déterminé la
nécessité de recherches théoriques,
juridiques et criminalistiques dans
le domaine de I'identification et de
la vérification humaines a laide
de  technologies  biométriques
pour résoudre les problemes de
lutte contre le crime et des taches
civils de gestion et de controle du
contenu. Lobjectif de cet article
est d’identifier les problemes
modernes de formation des
nouvelles directions d’utilisation
des technologies biométriques pour
lutter contre les délits criminels
et autres; développement de
bases théoriques d’algorithmique
de lutilisation des technologies
biométriques en activité préventive.

Lusage dun ensemble de
méthodes de recherche générales
et spéciales a permis de déterminer
les facteurs et le contenu des causes
et des conditions de résolution des
problemes actuels avec l'utilisation
des technologies biométriques
dans les activités de sécurité et
de prévention. Cette approche
a permis de conclure que les
domaines d‘application les plus
prometteurs  des  technologies
biométriques sont: assurer la
sécurité et créer un controle
d’accés aux zones et objets-
sujets pertinents des activités
spatiales; création de systemes
d’identification de la personne;
mise en place de moyens fiables
et économiques de délimitation
de l'acces au territoire des objets,
constructions et locaux internes des
sujets de l'activité spatiale; efficacité
et gestion du personnel; protection
des informations sur le terrain
concernant l'usage des systemes
multifonctionnels  d’identification
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des utilisateurs dans les réseaux
d’information, les systemes
d’exploitation, diverses applications
aux logiciels standards.

Mots-clés: isométrie, problemes
juridiques, identification, méthodes
de réseaux neuronaux, algorithme,
profilage vocal.
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It is believed that the purpose of any algorithmization is to optimize a
particular activity and organization of processes of rapid development and
criminal proceedings, increase the efficiency and objectivity of results, create
real conditions for the development of automated systems for processing and
evaluating information (criminal analysis), decision making in certain typical
situations®2.

Analysis of research papers of the Ukrainian forensic tactics school
allows us to indicate that, on the one hand, tactics is a theory that is part
of criminalistics, and on the other: is the practice of implementation of a
set of investigative (search) and covert investigative (search) actions to
solve criminal proceeding tasks. In practice, it is a kind of technology for
performing investigative (search) and covert investigative (search) actions,
as well as preventive and other measures.

Given the above, modern science must justify the maximum number of
algorithms for determining the methods and algorithms of using different
types of biotechnology to solve specific tasks in certain situations. It should
be agreed with scholars that algorithmization in its generally accepted
meaning is an approach to detecting and documenting criminal activity,
based on automated evaluation of information and provision of suggestions
for the best course of action using biotechnology depending on the tactical
situation.

One of the principles of the algorithm is its effectiveness: finiteness,
ending with the appropriate result through a corresponding number of
steps (actions). There are two main ways of fixing algorithms: in the form of
step-by-step verbal description and in the form of flowcharts, which is more
visual and easy to use as well as helps to translate them into a programming
language.

In this case, it is advisable to clearly articulate tactical recommendations
and propose tactical techniques by modeling possible particular situations
and actions for their solution3,

In the theory of information and cybernetics (E. I. Vilkas, E. Z. Maimynas)>*
the algorithm determines the order for the technology of obtaining and
processing information.

The analysis of opinions of scientists and practitioners of police, aviation
security services, border guards and customs service allows to state that
for development of the general algorithm for the use of biotechnologies
irrespective of a specific kind of criminal activity it is required to conduct
information generalization of the following factors:

e the presence of information model of different types of criminal
activity and a certain typology of actions that indicate criminal
activity;

e expediency of algorithmization by scholars from different areas
of activity on the use of biotechnologies in general and some of its
types;

e availability of substantive grounds for the implementation of a set of
measures on the use of biotechnology;

KpunviHarmicTiaeckas: ajropyuTMi3anis CIefICTBEHHBIX HeVICTBUVL : [IVC. ... KaHI. I0PVJI. HaykK:
12.00.09 : CII6., 2001 158 c.; Hixomnatox C. I. AnrropuTwmisariisi [1ivi onepaTMBHMX ITpalliBHUKIB
B TIpoIieci OTepaTMBHOTO TIOMIYKY O3HAK TOCTIOTaPChKMX 3JTOUMHIB IMIIAXOM BUKOPVICTAHHS
MO>JIMBOCTeNT HeuiTKOI JIorikn. [Ti60enHoykpaincokuil npabuuyuii uaconuc. 2009. Ne 1. C. 74.

Po3suToK cucTeMy aHasTi3y pUsMKIB Ta KPUMiHaIbHOTO aHaTi3y BimoBigHO /10 crangaptis €C
[Development of risk analysis and criminal analysis systems in accordance with EU standards].
URL : http:/ /yandex.ua/clck/ jsredir?from=yandex.ua%3Byandsearch%3Bweb%3B%3B&text=
&etext=1390.k90MqUdeyalRwEThakcGTz0j-5B7QNcs1FGsKauM-sSs6MLqep]8ITJSsIYCM (ata
3pepHenHs: 02.05.2021).

Mvnkapenko I. P. 3arajibHi 0CHOBY 3/1iTICHeHHS TaKTVYHMX KOMOIHALIiVI ITiJ1 yac orepaTuBHO-
PO3IIYKOBVX 3aXOf1iB Ta HEMJIACHWX CJITYMX (PO3IIYKOBMX) [1ivi : HaBy. 110ci0. / I. P. IIIuHKapeHKo,
K. O. Yarwmuceknit. Juinponerposesk : JYBC, 2016. 158c¢.
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e availability of already established in practice recommendations
regarding the organization and tactics of biotechnology use.

It should be emphasized that the formation of the algorithm will be

influenced by a number of factors (mostly of an objective nature):

e  current situation,

e provision of formal grounds for the use of biotechnologies;

e availability of experienced workers with skills in the use of particular
biotechnologies;

e availability of information-analytical and logistical support;

e aspecific task that should to be solved with the help of biotechnology.

The algorithm can be detailed depending on a specific situation, the
selected type of biometric data, which establishes a specific biometric
technology to be used. To date, a significant number of recognition methods
have been registered: combinations of methods and techniques based on
recognition of facial shape, voice, fingerprints, retina, iris, geometry of the
wrist, palm and finger, dynamics of signature and typing, lip movement,
thermography of the face, hands and fingers, walk, body odor, DNA, ear
shape, vein patterns on the hand or finger.

Currently, more and more experts believe that biotechnology in
combination with nanotechnology will identify counters and patterns of the
21st century. But at the same time, this concept is not yet familiar to most
of us. Today it is clear that the development of this technological trend will
require radical changes in the activities of national security of the state and
will lead to the same changes in law enforcement.

Conclusions. INThe performed research and comparison of its results
with the recommendations of scientific exploration in other countries of the
world allows:

1. To identify areas of biometric technologies application regarding:

® ensuring security and creating access control to corresponding areas
and facilities-entities of space activities;

e implementation of large-scale projects to create personal
identification systems;

e access control: introduction of reliable and economic means of
differentiation of access to the territory of facilities, constructions and
internal premises of space activity entities;

e working time accounting: helps to reach reliability and efficiency in
the management of such a key asset as personnel of space activity
entities;

e information protection: large-scale and multifunctional systems
of users identification in information networks, operating systems,
various add-ons to standard software are introduced.

2. The most significant factors that should be taken into account when
considering the feasibility for implementation of a particular biometric
technology and the formation of the algorithm for its use are: accuracy,
security, availability, ease of use, the ability to verify results, acceptance by
users, cost, optimality

3. The general algorithm for the use of biotechnology consists of the
following actions:

e 1) collection and analysis of primary information on the preparation

or implementation of specific criminal activities and evaluation of a
corresponding situation;

e  2)receiving a sanction for the use of biotechnology;

e 3) modeling of situations in which the use of biotechnologies is
planned;

e 4) the choice of the monitored facility;

e 5) the choice of a method and means for solving addressed tasks;

https//archive-criminology.com.ua/index.php/journal
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e 6) the distribution of functions-tasks between the entities and
participants while the use of biotechnology;

e 7)implementation of planned actions;

e 8) analysis of the results of biotechnology use
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