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OCOBJIMBOCTI BUKOPUCTAHHS CEPBICIB SHODAN I CENSYS IS IOIIYKY
BPA3JIMBUX ITPUCTPOIB 3 MEPEXXHUM IHTEP®ENCOM

3 aKTUBHUM PO3BUTKOM iH(OpPMAIIfHUX TEXHOJOTI pocTe i moTpeda y mpUCTpOsiX, IO MiAKIIOYEH] 10
Mepexi [HTepHeT 1 MatoTh QYHKIIIO BIIJAICHOTO TOCTYITY. Jl0 TaKKX MPUCTPOIB BIHOCATHLCS: CEPBEPH; KaMepHr
BiJICOCIIOCTEPEKCHHS;  NPUHTEPH, POYTEPH;  XOJOAWIBHHKH;, PI3HOMAHITHI  CHCTEeMH  yIpaBIIiHHS
(eHeproreHepyOYMMH CTaHLISIMM, MEIUYHUMHU KOMILJIEKCAMHU, MICBKHUM TPaHCIIOPTOM, PO3YMHHUM JIOMOM Ta
1HIIIE) 1 KepyBaHHSAM JOCTYNOM 10 00’ €ekTiB. Lli mpucTpoi i cucTeMn 4acTo MaroTh BPA3IMBOCTI, SIKi CIIPHUSIOTH
HECaHKI[IOHOBAaHOMY JIOCTYITY 110 iHTepdeiciB IX ympaBIiHHS.

ITomykosi cepsicu Shodan (https://www.shodan.io) i1 Censys (https://censys.io) 3aiCHIOIOTH
Oe3nepepBHy 1HJEKCALlII0 JOCTYMHUX B IHTepHETI NPUCTPOIB 3 MepexHUM iHTepdelicom Ta (QOpMYIOThH
BiaNOBiaHI 0a3u manux. [Ipu mopiBHIILHOMY aHaJli31 IMX CEPBICIiB MOKHA 3a3HAYMTH HACTYITHE.

Cepsic Shodan s MOBHOILIHHOTO KOPUCTYBaHHS TOTpeOye peecTpailiio KOPUCTyBaya, 3a
3aMOBUYYBAHHSM BpaxoBye TOUHUI 3amuT. OCHOBHMI MOUIYK BUKOHYETHCS IUIIXOM 31CTABJICHHSM 3alHTy 3
6anepom By3na (iHpopmalis, IKy Hagae Ipo cede cam By301). BiAmoBinp Ha 3amUT MOXE MICTHUTH JaHI MPO
MPU3HAYCHHS BY3Ja, BIIKPUTI MOPTH, BEPCiI0 MPOrpamMHOro 3abesnedeHHs Ta iHmie. (s 3ByXKeHHsS 00macTi
TMIOIIIYKY Y cepBici nependaueHi GiTbTpH, K1 T103BOJISIOTH 3A1MCHIOBATH MOUIYK I10:

e kpaiHni «country:» B popmati UA, UK, US, nanpuknan: default password country:UA,
MicTy «City:», Hanpukian: nginx city:«Kyivy country:UA,
orepauiiHiii cucTeMi «0S», HanpuKiIam: 0S: "'windows xp™;
xocty «hostnamey, nanpukiaa: nginx hostname: .com;
KOOpJMHATaM «geo», Hanpukiaa: apache geo: 24.7396,-45.1312;
IP «net», nanpuknan: net: "192.168.64.25",
e TIOPTY «porty, Harpukiad: http port:443.

®inpTp AT MOUIYKY MPHUCTPOIB 3 MAPOISIMH 3a 3aMOBUyBaHHAM y MicTi KuiB 3 Web-aBrenTudikaiero
oyne surssimat Tak: "default password city: Kyiv port:80". Sk mpaBuito, JIOTiH Ta MapoJib 3a 3aMOBYYBAHHIM
JOCTYITHUM Ha caiiTi BUpOOHHKA KOHKPETHOTO MPUCTPOI0. bkl ckmagHuil GuIbTp A1 HOUIYKY y BU3HAUEHIH
nokarii mapupyrusatopiB Cisco 3 web-inrepdeiicom, koH}iryparii skux OyJiu 3MiHEHI B NMEBHHUU Mepioj Ta
JAOCTYNl 70 SKHX He moTpebye aBreHtudikamii Burasmae Ttak: «HTTP/1.0 200 OK cisco
ge0:49.933375,36.273704 after:11/08/2009 before:12/12/20110».

Oco0nuBHii iHTepec CTAHOBIATH Web-kamepu, sKi MaloTh MyCTi a0 BCTAHOBJICHHI 3a YMOBUYaHHSM
napoii. Ik HacliJoK, BiIe0 MOTIK 3 TAKUX MPUCTPOIB JTOCTYHMHUN KOXKHOMY, XTO JO HMX MIIKIOYUTHCS. Ha
JAaHUH MOMEHT KiJIbKiCTh HE3aXHWIIEeHHX Web-kamep paxyerbesi MinmbitioHamu [1], micus po3TairyBaHHS SIKHX
TaK0’X MOYKHa BCTaHOBUTH uepe3 Shodan.

[MoTyxHicTh cepricy Shodan Oyso nepesipero JleHom Tentiepom [2], sikuil 3asBUB 110 32 JTOMOMOTOO
MOIIYKOBOI CUCTEMU OyJIO BUSIBJIEHO HE3aXUIIEHI KOMaHIHO-KOHTPOJIbHI CUCTEMH SACPHUX €JIEKTPOCTAHIIHN 1
IIPUCKOPIOBaYa aTOMHUX YaCTHH.

[TomykoBuit cepic Censys miaATpuMye MOBHOTEKCTOBUH IONIYK, JIOTIYHI OMEPAaTOpPH TONIYKY, YMOBHI
3Haku Ta QineTpu. [lapamerpu ¢ineTpiB momyky maixke Taki cami, sk i B Shodan. Censys moxe mrykatu
MEPEKHUHN TTPUCTPIK 32 BUPOOHUKOM, JIJIS SIKOTO BXKE BiJIOMI1 BPA3JIMBOCTI. 3a JOTIOMOTOI TOITYKOBOTO 3aIHUTY
«certificate has expired» moxHa 1i3HaTHCS CIIMCOK BY3JIB 3 MpocTpoyeHuMH SSL ceptudikaramu.

[IpakTyHEe BUKOPHUCTaHHS 3a3HAYCHHMX CEPBICIB J03BOJISE€ CTBEpKyBaTH, mo Censys Ha BinMiHY Bif
Shodan Bumae Oinbmr akTyanpHy iH(pOpMAII0 PO CTaH MPHCTPOro, ajde Shodan momaTKOBO CKaHye BY3IH
Mepexki [HTepHeT (1o BCiX MopTax U MPOTOKOJAX 13 JOTPUMAHHSM O€3MeUHuX TaliM-ayTiB), a HE TUIbKH 30upae
OaHepu, yepes 1110 MO>Ke BUABATH JEII0 3acTapiiay 3a yacoM iHpopmarito. Tomy 3a akTyanabHOIO iH(pOpMaIli€ro
ciig 3Bepratucs go Censys, a 3a OinbimMm 00’emom iHpopmarii - g0 Shodan. Hampukiaa, mpu momryky
Mmepexaux Web-kamep (B Censys ¢inbtp: «80:http netcamy, B Shodan «80:http netcam») Censys Bunas 3457
By3IiB, a Shodan — 1885, ane kinbkicTs iHGOpMariii mpo By30s B Shodan B pas3u Oisbine Hixk B Censys.



CkJ1aiHICTh HECAHKIIIOHOBAHOT'O NPOHUKHEHHSI 10 IPUCTPOIB Ta CUCTEM 3 MEPEKEBUM JOCTYIIOM MOXKHA
IIPEICTaBUTH SIK Ha puc. 1.

Im'st kopuctyBaua Ta 3MiHa CTaHJAPTHHX
MapoJib BCTAHOBJICHUI KoH(pirypauiit poboTu
3a 3aMOBYYBaHHSAM MPUCTPOIO/CUCTEMHI
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Pucynok 1 — [Ikana ckiaagHOCTI HPOHUKHEHHS 0 MPUCTPOIB Ta CUCTEM 3 MEPEKEBUM JOCTYIIOM

OcHoBHI pekoMeHallii 3 0e3MeYHOro MiAKIIOYEHHS MPUCTPOIB/CUCTEM (MEpex) 10 Mepexi IHTepHer

3By4YaTh TaK:

1. He miaxmouatu mnpucTpoi/cucteMu (Mepexi), SKi HE MaroTh BIACHUX 3ac00iB 3aXHCTy Bij
MPOHUKHEHHS 0 Mepexi [HTepHeT, Ta sIKi IS [IbOT0 He TPU3HAYCHI;

2. Ilpm migxiarodeHHI mpuUCTporo/cucTeMu (Mepexi) a0 Mepexi [HTepHeT 000B’SI3KOBO 3MiHIOBATH
CTaHJIApPTHY KOH(irypamito poOOTH LMX MPUCTPOIB/CUCTEM (Mepek) Ta HAIAITOBYBAaTH METOAU
JOCTYIy KOPUCTYBAYiB i3 JOTPUMAHHAM MOJITHKH KOH(IACHIIHHOCTI;

3. BukoprcToBYBaTH MiXXMEPEKHHN eKpaH piBHs «3acTocyBaHHs» (Web application firewall);

4. BUKOPHUCTOBYBATH IPU MOXJIMBOCTI IIH(PPYBAHHS JTAHUX;

5. BukopucroByBaTH CKIaHI MapoJIi;

6. CBoe€dacHe OHOBJIIOBATH MPOrpaMHE 3a0e3MeUeHHS;

7. BukopucToByBaTH JileH31liHE TPOrpaMHe 3a0e3MeUEeHHS;

8. OOmexutn cnucok IP-aapec, 3 AKHX J03BOJICHO MIIKIIIOYSHHS 10 TPUCTPOIO/CUCTEMH (MEpexi);

9. 3MiHuTH cTaHAapTHY BiAnoBias (6anep) nHa HTTP 3anut, B sikiii 32 3aMOBUYBaHHS Bi10OpakaeTbCs
Bepcis Web-cepsepy.

10. [IpoBoauTH HaBYaHHA KOPUCTYBAyiB MPHUCTPOIB/CUCTEM (MEpEX) IIOA0 JOTPUMAHHS MPaBUII

KOpPUCTYBaHHA Ta HCAOIMMYIICHHA PO3TrOJOMICHHA JaHUX.

Ha nanmii MOMEHT KOpHCTyBadi HE YCBIIOMJIIOIOTH BAXKJIMBICTh 3aXUCTy MEPEXHUX INPHUCTPOIB 1,
BIJIMIOB1/IHO, HE TOTOBI 32 1I€ I0JaTKOBO BUTpayaTucs. B cBOIO uepry BUpOOHUKU HE 3alliKaBJIeH1 B T1BUIIEHH]
0013HaHOCTI KOPUCTYBaUiB PO MOXKIIMBI HACIIJIKA TAKOTO MiAXOY, OCKUIBKH I1€ 301IbIIIy€ IX BUTPATH.

TakuM 4YHHOM, BUKOpPHCTaHHs MOMmyKoBuX cepBiciB Shodan i Censys Ui OLIHKK Bpa3iMBOCTEH
IpHUCTPOiB 3 MepexHuM iHTepdeiicom (Internet of things') mokasye ocHoHy X po6aeMy — cTanAapTHI Mapoi
1 HEOHOBJIEHI BEpPCii MpOrpaMHOro 3a0€3MedYeHHsl, 10 CTABUTB ITiJ1 3arpo3y BKE BC1 BY3JIHU JIOKAIIBHOI MEpEXKI.
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